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MockBa

O 3akpenjieHHH 32 CTYACHTAMH
TeM KYPCOBBIX MPOEKTOB (Pab0oT) 1 HA3HAYEHHH PYKOBOAHTEJIEH
(Konyensxk uH(pOpMaTHKH U NPOrPaMMHPOBAHHSA)

B coorBerctBuM ¢ IlosoxxeHneM o KypcoBOM IpoekTe (paboTe) CTyIEeHTOB,
obyJaromuxcsi 1Mo oOpa3oBaTebHBIM IpOrpaMMaM CpeqHEro MnpogdecCrOHaIbHOIO
oOpazoBaHusi B  DUHAHCOBOM  YHUBEPCUTETE, YTBEPXKIEHHBIM  IPHUKA30M
OunyHuBepcureta ot 24.07.2023 Ne 1864/0:

3aKpenuTh TEMbI KYpCOBBIX MPOEKTOB (padoT) 3a CTyJeHTaMu OYHOH (OpMBI
oOy4eHus, 00yYaIOUIMMUCS [0 IpOorpaMme IOATOTOBKU CIELMaJIUCTOB CPEIHEro
3BeHa Ha 0a3e OCHOBHOro o0uiero oOpa3oBaHMsl, M HA3HAYUTh PYKOBOAUTEJEH
ot Komnemxa nundopmaTtuku 1 mporpamMmmMupoBaHus (rpuioxxkeHust Ne 1, 2).

Hupexrop Kosutemxa nunpopmatuku //%;\ —~
Y IPOrpaMMUpPOBaHUs - e H.H. Jemkuna
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[Tpunoxenune Ne 1
K pacrniopsbkeHnio OUHyHUBEPCUTETA

ot 03,83 226 Ne W/ﬂ—%{

Konnemk nupopMaTUKy U IpOrpaMMUPOBaHUs
CrnenuansHoctb 09.02.08 «MHTennekryaabHble HHTErPUPOBAHHBIE CUCTEMBI»

Mexaucuurmnaapieiii kypc MJIK.03.02 «Pa3paboTka NpHIOKEHUN YyNpaBIEHHUS

HHTCIrpHUPOBAHHBIMU CUCTEMAaAMU

3 Kypc
Ne damunus, Tema xypcoBoro npoexkra Damunusi, JOIXHOCTB,
/11 | UMsl, OTYECTBO (paboTbl) HUMsl, OTYECTBO | KBaTH(UKAIUMOHHAs
CTyZEHTa PYKOBOJIMTEIIS KaTeropusi
PYKOBOJUTEIIS
1 2 3 + 3
Yyebnas rpynna 3MMC-1523
1 baGoBHHKOB [TpoexTupoBaHUE CUCTEMBI Bacunben [IpenonaBarens
Anexceit yIpaBJICHUsI UHTEPAKTHBHBIM Jenuc
AnlekceeBUY CBETOBBIM 0(OPMIICHHEM PomanoBuy
2 By3nnos [IpoexkTHpoBaHHE CUCTEMBI Bacuinnes [IpenonaBarens
Anexcanip yAAJIEHHOI'O MOHUTOPUHIa Jenuc
AJICKCAaH/IPOBUY | TEMIIEPATYPhI U BJIAKHOCTH PomanoBu4
3 Bycapes Bagum | Pa3zpaGoTka cucteMbl BacuibseB [IpenonaBaTesnp
IOpreBru 0©€e3011aCHOCTH Ha OCHOBE Henuc
JTATYUKOB JIBHYKCHHS PomanoBuy
4 Bbeipun Matseii | PazpaboTka cuctembl BacuibeB [IpenonaBarenb
AHapeeBuY yIIpaBJICHUsI CBETOIHOLHOM Henuc
JICHTOH PomaHoBHY
5 Bnacenko EBa [IpoexTpoBaHUE CUCTEMBI Bacunbes [Ipenonasarens
MakucMoBHa KoHTpoJis noctyna RFID- Jennc
METKaMH PomaHoBHY
6 ["'opnees IIpoexTHpoBaHUE CHCTEMBI BacunbeB [IpenonaBaTens
Janunni KOHTPOJISI OCBEIIIEHHOCTH B Jlenuc
Cepreesuu ITOMEIICHUH PomaHoBHY
7 ['opmikoB PazpaboTka cucTeMbl BacuneseB [IpenonaBaresib
Muxauin YIPaBJICHHS] CBETO/IMOTHOM Jenuc
Cepreesuu JIGHTOH PomanoBu4
8 ['ymuH Pa3zpaboTka cucTemMbl BacuineB [IpenonaBarein
JMurpuit YIIpaBJICHUSI MAHUITYJISITOPOM Henuc
JMurtpueBuy PomanoBuu
9 KyxoBckuit PaszpaboTka cuctembl Bacusben IIpenonaBaresnp
Penar YyIIPaBJICHUS] IOCTYIIOM B JHenuc
JMurpueBuy IIOMELICHHE PomanoBuny
10 | Kupkunckas [IpoekTHpoBaHHE CHCTEMBI BacunbseB [IpenonaBaresn
EBa KOoHTpoJs1 nocryna RFID- Jenuc
BasientnHOBHA | MeTKamu PomanoBuy
11 | KonobkoB PazpabGoTtka cuctempl Bacuiibes IIpenonaBarenp
Aptém KOHTPOJISI YPOBHSI BOJIbI B Jenuc
AJjiekceeBUY pesepByape PomanoBuu




7
2 z/

1 2 3 4 5
12 | Komnsuios PazpaboTka cucrembl BacunbeB [IpenonaBarens
Koncrantun 0e30I1acHOCTH Ha OCHOBE Jlenuc
JMmutpueBuy JIATYMKOB JIBUIKEHHUSI PomanoBHY
13 | Kocteirun Pa3paboTka cucTteMbl Bacunsen [IpenonaBaTens
Makcum yAAJIE€HHOT'O YIIPaBJIECHUSI Henuc
IOpbeBuy «YMHBIM» JOMOM PomaHnoBuY
14 | Jlapuonos [IpoekTupoBaHHe CUCTEMBI BacunwseB [IpenonaBarens
Hukura «YMHBIA» 10M Jlenuc
AJexceeBu4 PomanoBHY
15 | Heuyes Erop [TpoexTrpoBaHHE CUCTEMBI Bacunben [IpenonaBaresns
MaxkcumoBUY «YMHBIH» J10M Hennc
PomanoBu4
16 | Pakos Mibs Pa3paGoTka cucteMbl Bacunbsen [IpenonaBaTens
HuxonaeBuu yIIpaBJICHUsI aBTOIIOJIMBOM Henuc
pacTeHui Pomanosuy
17 | CuneBa PazpaboTtka cuctembl Bacuines [IpenonaBaresns
Exkarepuna KOHTPOJISL YPOBHS BOJIbI B Henuc
pesepByape PomanoBuy
18 | Conomun Erop | Pa3paborka cuctemsl Bacunwen [IpenonaBarens
JenucoBuu YJAJIEHHOI'0 yIIpaBJICHHUs Jenuc
«YMHBIM» JIOMOM PomaHoBHY
19 | CrpykoB Pa3zpaboTka cuctemMbl Bacunnen [IpennonaBarenp
Maxkcum yIpaBJIeHUsI aBTOIIOJIMBOM Jenuc
JMutpueBuu pacTeHui PomanoBu4
20 | CrpyukoB Unbs | PazpaboTka cucremsl Bacuinnes [IpenonaBarenb
BuxropoBuu yIpaBJIeHUs] MaHUITyJIsiTopoM | JleHuc
PomanoBuy
21 | ®unuHOB [IpoexTupoBaHHE CUCTEMBI BacunseB [IpenonaBaTens
Hukura yJJIEHHOI'O MOHUTOPHUHIA Henuc
TEMIIePATyPhl U BIIAXKHOCTH PomanoBHY
22 | HlaxcyBapsiH PaspaboTtka cucrembl Bacuinen [IpenonaBaTenb
JaBun YIIPABJICHUS 1OCTYIIOM B Henuc
ApTaBaz/IoBHY IIOMELICHHE PomanoBuyu
23 | llImaTtkoB [IpoekTHpoBaHHE CUCTEMBI BacuneseB [IpenonaBareib
Maxkcum KOHTPOJISI OCBEIIEHHOCTHU B Henuc
Onerosuu TOMEIIEHUH PomanoBuu
3aMecTUTeNIb TUPEeKTopa Mo yueOHO-TIpaKTHYECKON paboTe
U CTpaTEru4e€CKOMY pa3BUTHIO -
Komnenxa napopMaTuku u mporpaMMUpOBaHHs (M/f} O.M. Kosznoga




Komnnemx uHDOpMaTUKU U IPOrpaMMHUPOBaHHUs

[Tpunoxenue Ne 2

K pacn
ot b3 2.

-})H)KCHI/HO (DI/IHyHI/IBepCI/ITeTa

Z@ZK No E%Zé/

Crnennansrocts 10.02.05 «O6ecneyenue HHGOPMALOHHON 6€30M1aCHOCTH
aBTOMATHU3UPOBAHHBIX CUCTEM

MexaucuumuinHapaeii - kype  MJK.02.01  «IIporpammHuble ©  [IpOrpaMMHO-
arrapaTHble CpeJICTBa 3alllUThl HH(POPMALIUK»
3 Kypc
No Damuius, Tema xypcoBOro npoexra Damuusi, JIOXHOCTB,
1/ UMsl, OTYECTBO (paboTbl) UMsl, OTYECTBO KBTI ()UKALMOHHAs
CTyJIeHTa PYKOBOAMTEIS KaTeropus
PYKOBOJMTEIS
1 2 3 4 5
VYyebnas rpynna 30MBAC-1123
1 ApTEMEHKO AmHanu3 yrpo3bsl YTeUKH ['epacumona Bepa | [IpenonaBarens,
Mapus KOH(pHUICHIHUATBHON AHartoJIbeBHA BKK
AnexcaHIpoBHA uH(pOpPMaLUH BCIIEACTBHE
HapyLIECHHUs €€ XpaHEHHUsI
2 bopucosa Peanu3zauus poneBoi ['epacumona Bepa | [Ipenonasareiis,
Beponuka MOJICJIN JOCTYyTa IIpH AHaToJIbEBHA BKK
AJexcaHIpOBHa paszpaboTke
koH(purypaiuu B «1 C
TIPEATIPUSITHI »
3 BosikoB Aptém Ananus ys3sumocteit OC | ['epacumona Bepa | IIpenonasareis,
MuxaioBu4 Windows u BeIOOD AHaTOJIbEBHA BKK
CPE/ICTB 3aLIUTHI OT HUX
4 ['ypees Erop AHanus ys;3BUMOCTEN ['epacumona Bepa | IIpenonaBarens,
AHnzpeeBUY MOOWJIBHBIX YCTPOHCTB OT | AHATOJIBEBHA BKK
HECAHKI[MOHHPOBAHHOTO
IPOHUKHOBEHHSI
5 Jemkun Bagum AHau3 CpelcTB U ['epacumoBa Bepa | IIpennonasarelib,
METOJIOB 3aIIUThI AmnaroJibeBHa BKK

AJnekcanIpoBUY

UH(pOpPMAaLUH OT 11eJIEBOTO
¢ummnra B
aBTOMAaTU3UPOBAHHOM
CHUCTEME KOMIIAaHUHU




1 2 3 4 5
6 Jonraiimep OGecnieuenue ['epacumoBa Bepa | IIpenonasarens,
Aptem Oe301acHOCTH cepBepHON | AHATOJILEBHA BKK
Huxonaesuy UH(PACTPYKTYpPBI C
UCII0JIb30BAHUEM
00J1auHbIX TEXHOJIOTUH
7 JKaBoponkos Amnanu3 ocoOeHHOoCTEeH ['epacumosa Bepa | [IpenogaBarens,
[TaBen FOpreBuu | peanuzanuu crnypuHr-atak | AHaTOJILEBHA BKK
U [IPOTUBO/IEHCTBUE UM
8 3onorenkoB [1e6 | 3amura nuHGpoOpMaLUK OT ['epacumona Bepa | IIpenonaBarens,
MuxaiinoBuy HECAaHKIIMOHUPOBAHHOTO AHaTOILEBHA BKK
JIOCTyIa npu ee o0paboTke
9 Urnarosa Jluana | AHanu3 METOLOB U ['epacumoBa Bepa | IlpenonaBarens,
AnexcaHIpoBHA CPE/CTB 3alIUThI AHaToJIbEBHA BKK
unpopmanuu B CYBJ] MS
SQL
10 | Kanamnuk Anann3s yszsumocrteit OC | I'epacumoBa Bepa | IIpenonasarens,
Muxani Linux u BbIOOp CcpencTB AmnarojibeBHa BKK
AJEeKCaH/IpOBUY | 3ALLUTBI OT HUX
11 | Kamenuenko PaszpaGotka meponpusituii | ['epacumona Bepa | [Ipenonasarens,
Huxonan I10 3allUTe AHaToJIbEBHA BKK
AJeKkcaH/JpoBUY | KOH(UJIEHIIMAIIBHOCTH
IEPCOHAJILHBIX JJTAHHBIX
APM ot BHEIpeHUs
3aKJagok B cucreMuoe [10
12 | KiroeB Cepreit Bamura nadopmanuu npua | ['epacumona Bepa | [Ipenonasarens,
JImuTpueBu4 HCITOJIb30BaHUHU AHaToJIbeBHA BKK
MOOUJIBHBIX NTPUIIOKEHUH
13 | KoBanés Pazpabotku mozaenu yrpos | I'epacumoBa Bepa | [Ipenonasarens,
Brnagumup UH(}OPMAaIIMOHHOM AmnarojabeBHa BKK
BrnagumupoBuy 0€e30IacHOCTH B KOMIIaHUHU
14 | JleanoB Jlanuun | MonenupoBaHue ['epacumoBa Bepa | [IpenonaBarens,
HUropeBuu JercTBU AHaTOJIbEBHA BKK
3JI0YMBILIJIEHHUKOB H
coszaanue npoduieit atak
15 | Jlennmuc MOHUTOPUHT COOBITUH I'epacumosa Bepa | [IpenonaBarens,
Jmutpuit 0e30ITacHOCTH, AHaToJbEeBHA BKK
HukonaocoBuu ITOJIyYEHHBIX C ITIOMOLIBIO

oroBeleHut SIEM




1 2 3 4 5
16 | ManbieB ®énop | Ananu3 MeToJ10B 3alUThl | ['epacumoBa Bepa | [Ipenonasarens,
KoHCTaHTHHOBHY | IOKYMEHTa OT AHaTOJILEBHA BKK
HECaHKLIMOHUPOBAaHHOMN
MoIu(pUKaAIUU
17 | IlerpsieB Kupwin | TectupoBanue cucrem ['epacumoBa Bepa | [IpenonaBatens,
AHzpeeBUY oOHapyeHUsl BTOp)KEHUH | AHATOJIbEBHA BKK
JUISL YaCTHOM KOMITAaHUHU
18 | Pocanos MBan CpaBHUTEJILHBIA aHAJIA3 ['epacumoBa Bepa | [Ipenonasarens,
AJleKCaHIpOBHY METOJIOB ayTeHTU(UKauuyu | AHATOJIBEBHA BKK
[10JIb30BaTeNIEH B
UH(}pOpMaLHOHHBIX
cucreMax
19 | CanumrapaeB AHanu3 3allULIIEHHOCTH ['epacumona Bepa | [IpenonaBareits,
Paunp web-1pusioKeHust Ha AHnaroJyibeBHa BKK
JlunapoBuu OCHOBE MO/IEJIMPOBaHUs
CeTEeBbIX aTaK
20 | CxakayiuH OGecneuenne ['epacumoBa Bepa | Ilpenonasarens,
Annpen OezomnacHOCTH BeO- AHaTOJIbeBHA BKK
[TaBnoBU4 IPHIIOKEHHUS
21 | CxisipoB Muxaun | ObecrieueHHe 3alIUThI ['epacumoBa Bepa | IIpenonasarens,
CepreeBuu nepegaBacMou AHaroyibeBHA BKK
HHPOPMALIUHU C
ucnosp3oBanueM VPN-
TEXHOJIOTHH
22 | Tamunun AHanu3 pblHKa ['epacumoBa Bepa | IIpenonasarens,
Makcum IporpaMMHO-anIapaTHeIX | AHATOJIbEBHA BKK
BsiueciiaBoBuu CPEJCTB 3alIUThI
uH(pOpPMaLIMH OT
HECaHKI[MOHUPOBAHHOTO
nocryna k AC
23 | Tepenrtnen AHaJIN3 METO/IOB ['epacumoBa Bepa | [IpenonaBarens,
EBrenuii rapaHTUPOBAHHOI'O AHaToJIbEBHA BKK
AJNeKcaHIpOBHY | yJaJeHUs
KOH(pUISHIMaIbHOK
HH(pOpMAalLUH Ha
9JICKTPOHHBIX HOCHTEJISIX
24 | TpemacoB ®énop | ObGecrnieuenue b I'epacumoBa Bepa | [Ipenogasaress,
ITerpoBuyu KOMITAaHHMH Ha OCHOBE AmnaroJibeBHA BKK

ayuTa




1 2 3 4 3
25 | lHenmumes Hukura | PaspaGorka nporpammuo- | I'epacumosa Bepa | IIpenonasarens,
AHIpeeBUY armnapaTHoro KOMILJIEKCa AHaToJIbeBHA BKK
JUIst 3aUThl ceTedt Wi-Fi
or HC/]
VYyebnas rpynna 30MBAC-1223
1 AllpaneTsH AHasu3 3allHIIEHHOCTH ["epacumoBa Bepa | Ilpenonasarens,
Dnrap Bareesnu | web-npusnoskenus na AnaTonbeBHa BKK
OCHOBE MO/ICJIMPOBaHUs
CETEeBbIX aTaK
2 boiikauéB Aprém | CpaBHUTEJILHBIA aHAIU3 ['epacumoBa Bepa | Ilpenonasarens,
AHJzpeeBU4 METOJO0B YIIPaBJICHUs AHartoJIbeBHA BKK
JIOCTYTIa 110JIb30BaTelIe B
HH(}OPMALHOHHBIX
cucremax
3 bposin Aptyp OOecnieueHue 3a1UThI ['epacumoBa Bepa | Ilpenonasareis,
ApMEeHOBHY ceppepa ot HCJJ AHATOJIbEBHA BKK
4 ["ankun Kupuin ObecrieucHHE 3aIIUTHI ['epacumoBa Bepa | [Ipenonasarens,
AHTOHOBHY pabouero mecra AHaTOJIBEBHA BKK
COTPYIHHKA OT
BHYTPECHHUX YIpo3
3 JKenToHoMEeHKO Paspabortka meponpusituii | ['epacumona Bepa | [Ipenonasarens,
Mapk Oneropud | 1o 3auuTe ceTeBOH AHaATOJILEBHA BKK
UH(}pacTpyKTypbl
KOMIIQHHH.
6 3oroBa [lonuna OOecrnieyeHue 3al U Th ['epacumoBa Bepa | [Ipenonasarens,
AJlekceeBHaA 0a3bl JaHHBIX AHaTOJIbEBHA BKK
COTPYAHHKOB OT
HECaHKI[THOHHPOBAHHOTO
JlocTyna
7 Kapnoa MopuenupoBanue ['epacumoBa Bepa | IIpennongaBarens,
Maprapura JEHCTBUN AHaATOJIBLEBHA BKK
CepreeBHa 3JI0YMBIIUJICHHUKOB U
cosiaHue npoguiieit arak
8 KoBanésa O6ecneuenue b I'epacumoBa Bepa | [IpenonaBarens,
[Tonuna KOMIIAaHUH Ha OCHOBE AHartoJibeBHA BKK
AnekceeBHa ayaura
9 Konpparwsesa OOHapy>XEHHE CIIOMKHBIX I'epacumona Bepa | [IpenonaBares,
Huana arak ¢ IpUMEHEHUEM AHaTOJIbEBHA BKK
BnanucnaBoBHa HUCKYCCTBEHHOT'O

HHTCJIJICKTa




1 2 3 4 5
10 | Kononuii CpaBHUTEIJIbHBIN aHAIU3 ['epacumoBa Bepa | IIpenonasarens,
Anexcanapa METOZOB U CPELCTB AHaroyibeBHA BKK
BaagumoBHa CO3JaHUsI 3alIHIIEHHBIX
YaCTHBIX CETEH.
11 | Jlanuna EBrenust | AHanus METO/0B ['epacumoBa Bepa | IIpenonasarens,
AJlekceeBHa obecneuenust b B AHaToJIbEBHA BKK
aBTOMATHU3UPOBAHHBIX
cucremax
12 | JInubuHCckuit Pa3paGoTka cucreMsl ['epacumoBa Bepa | IIpenonasarens,
DEnop pa3rpaHuyeHus JOCTyIa AHaToJIbeBHA BKK
AHJipeeBHY TIPY CO3JAHUU YUETHBIX
3aIrucey nojap3oBarTeset
13 | Makaposa Onpra | AHayin3 2amdopaoB Ha ['epacumoBa Bepa | [IpenonaBatens,
Ky3pmunHnuHa BBISIBJIEHHE aHOMAaJIUH, AHaTonbeBHA BKK
MOHHUTOPHUHI
paborocrocobHoct SIEM
14 | ManpiueBa Brimonnenue ['epacumoBa Bepa | Ilpenonasarens,
AnuHa paccie/JoBaHUH TUIIOBBIX | AHATOJILEBHA BKK
AJekcaHapoBHa HHIINJICHTOB
uH(pOpMaMOHHON
Oe3omacHOCTH
15 | Muponosa Amnanus metooB 3amuThl | ['epacumoBa Bepa | Ilpenonasarens,
Mapuna JOKYMEHTa OT AHaTOoJIbeBHA BKK
Jlenucosna HECAHKLIMOHUPOBAHHON
MOJU(PUKALUH
16 | Hukonaesa WccnenoBanue 3auiuThl ['epacumoBa Bepa | IIpenonaBarens,
Exarepuna “H(POPMALIUHU C AHaroJibeBHA BKK
JMurpuenna HCII0JIb30BAaHUEM
ME)KCETEBBIX DKPAHOB
17 | HouoBckuit AHaJn3 yrpo3bl yTeuku I'epacumoBa Bepa | [Ipenonasarens,
Anpnpeit I1/1n BcneacTBue AHaroJibeBHa BKK
Brnanumuposuy HapyILIEHUsI ee XpaHEHUsI
18 | IlnerneBa Mapust | [Ipumenenune DLP-cuctem | I'epacumoBa Bepa | IIpenonasarens,
Bnanumuposna JUISL TIpeJIOTBpaLleHUs AmnarosipeBHa BKK
yTeUYEeK TaHHBIX.
19 | Ilonomapes CpaBHHUTENILHBIN aHAIN3 I'epacumosa Bepa | [IpenonaBarein,
Maxcum METOJOB AHaTOJIbEBHA BKK
KoHCTaHTHHOBHY | ayTeHTH()HUKAIMHU I10JIH30B

aresen B
UH(POPMalHOHHBIX
cucreMax.




1 2 3 4 5
20 | Pesnnuenko MBan | Ananu3 yszsumocteit OC | I'epacumoBa Bepa | [Ipenonasarens,
CepreeBuu Windows u BeIOOD AHaTOIBEBHA BKK
CPEACTB 3allUThl OT HUX
21 | Pomna Obecneuenue 3alMuThl ['epacumoBa Bepa | [IpenonaBarens,
Caetsiana KOH(HUIACHIIMAIBHON AHaTOJIbEBHA BKK
WUropesHa uH(popmanuu B
TEPPUTOPUATIBHO-
pacnpeneieHHON
opraHuzanuu
22 | CenemeHnesn Ananus yszsumocteid OC | I'epacumona Bepa | IIpenonasarens,
ITaBen Linux u BeIOOp CpescTB AnaTonbeBHa BKK
AJleKCaH/IpOBUY | 3aILLMTBI OT HUX
23 | CeMeHUXHHaA Obecneuenue ['epacumoBa Bepa | IIpenonasarens,
ApuHa nH(POPMALIMOHHOM AHartoJIbeBHA BKK
AHTOHOBHA 0€3011aCHOCTH KOMITAaHHUH C
Y4YETOM BO3HHMKAIOLIHX
yrpo3
24 | CynapukosB AHan3 METOJI0B U I'epacumoBa Bepa | IIpenonaBareis,
SIpociiaB CPEACTB 3allUThI AmnaTtonseBHa BKK
AHJIpeeBHY uH(poOpMalUU B cCUCTEMAX
9JIEKTPOHHOTO
JIOKYMEHTOo000poTa
25 | Ywmakos MOHUTOPUHT COOBITUH ['epacumoBa Bepa | IIpenonasarens,
Bnagucias 0€30ITaCHOCTH, AHaTOJIBbEBHA BKK
CepreeBuu MOJIYUYEHHBIX C IOMOIUIBIO
onogemenuit SIEM-
CUCTEMBI
26 | OATTAXETAUHOB 3amura unpopmaumu npu | ['epacumona Bepa | [Ipenonasareis,
Pagasnp HCII0JIb30BAHUH AHaroJIbeBHA BKK
Pamunesuu MOOMJIBHBIX IPUIIOKEHUH
27 | Llyxanos Muxauiu | OOecrieuenue ['epacumoBa Bepa | IIpenonasarens,
AJleKkceeBuY HH(POPMALIMOHHOMN AHaToJIbEBHA BKK
6e3ormacHOCTH
OeclpOBOIHBIX CeTeH B
KOMITaHHH
Yyebnas rpynna 30MBAC-1323
1 AOpocuMoB Peaym3zanus KpsiMueBa Bepa | [IpenonaBares,
Cepreii OuoMeTprUIecKoi ITaBnoBHa 1KK
PycnanoBuu ayrentudukanuu (FacelD,

OTIIEYATOK) C 3alUIUTOH OT
cryunra
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4

5

byty3oBa
AHacTacus
Hukonaesna

Pa3paboTka u BHeApEeHHE
KOMIIJIEKCHOH CHCTEMBI
3aIIUThI HH()OpMaIIUU
npeanpusTis Ha 0asze
OTEYECTBEHHOI' O
IpOrpaMMHO-arIapaTHOro
koMmrIuiekca Secret Net
Studio ¢ HacTpoiikoi
CerMEHTAaLlUU CeTH

Kpremmuena Bepa
[TaBnoBHaA

IIpenonaBaresb,
1KK

Boiit Tumodeit
JmutpueBuy

Pa3zpaboTka 1oJuTHKH
[1apOJILHOM 3alUTEI U €€
TEXHUYECKAs peanu3alius
CpEeICTBaMU I'PYIIOBBIX
nouTUK ¥ [dM-cuctem

KpbsimueBa Bepa
[TaBoBHA

[IpenonaBarers,
KK

['epacumoB
Anekcanap
Unbuy

[Ipumenenue [TAK
CAKKOpJ1» UISl 3aIUTBI OT
HECaHKIIHOHHPOBAHHOT'O
nocryna k APM.

Kpsimmiiesa Bepa
[TaBnoBHa

[IpenonaBaTeis,
1KK

Hutpuxc Ceprei
JleHrucoBug

Hacrpotika rnoacucremsl
ayauTa U perucTpaluu
CcOOBITHIT OE30ITacCHOCTH B
IeTEPOTCHHBIX CETSIX.

Kpemvuena Bepa
[TaBnoBHA

[IpenonaBarens,
1KK

Ecasn laBun
ApceHoBuY

[Ipumenenue [TAK
KAKKOPA» JUISl 3aLIUTHI OT
HECAHKI[MOHUPOBAHHOTO
nocryna k APM.

Kpsimiiesa Bepa
[TaBnoBHA

[IpenonaBareib,
1KK

3amsatul Erop
Wnpuy

Hacrpoiika muppoBanus
JIUCKOBOI'O IIPOCTpaHCTBa
cpeactBamu LUKS B
Linux u BitLocker B
Windows: cpaBHUTENIbHBIH
aHaJIU3 CTOMKOCTH U
BIIMSIHUSI HA
[IPOU3BOJUTEILHOCTD.

Kpeimvuena Bepa
[TaByioBHA

[IpenonaBaTens,
1KK

3uHuH Makcum
ApTéMoOBHUY

PazpaboTka nporpaMMHO-
amnrapaTHBIX CPEJICTB
3al{UTHI IEPCOHATBHBIX
J@aHHBIX U OTYETOB B BeO-
IIPUIIOXKEHUH C
unrerpaureit HSM u
SIEM-monHuTOpHHTA

Kpeimmuena Bepa
[TaByoBHa

[IperonaBaTens,
1KK
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1 2 3 4 5
9 Konsmuiuiep Paszpa6orka nambopna juist | Kpeimiiea Bepa | [Ipenonasarens,
Banepus pealIbHOTO BPEMEHH [TaBioBHa 1KK
MaxkcumoBHa MOHHUTOPHHIA yIpO3
SIEM.
10 | KonnparbeB PasBeprriBanue cuctemsl | KpoivieBa Bepa | Ilpenonasarens,
Marseii obOHapy»xeHus Bropxenuii | IlaBnosna 1KK
IOpreBUY (IDS/IPS) na 6aze
Suricata/Snort B
KOPIOPATHUBHOH CeTH
11 | Kpacuosipos PaspaboTka npoguinei Kpoimiiea Bepa | [Ipenonasares,
Maup XacanoBud | 0€301aCHOCTH LIS [TaByioBHA 1KK
aBTOMATH3UPOBAHHBIX
pabounx mect Ha Oaze OC
cemeiicTBa Linux.
12 | Kynukos IIpoexTupoBanue Kpemmiiea Bepa | [Ipenonasareib,
ApceHun KOMIUIEKCHOHN CHCTEMBI ITaBoBHA 1IKK
CepreeBuu 3aIIUTHl HH(pOpMauu JUIs
Majioro oguca ¢
coboiIeHueM
tpeboBanuit ®CTOK
13 | JIpicoB Tumodedi | I[IpoekTuposanue u Kpeimuesa Bepa | IIpenonasarens,
AnexceeBUY peanusanus KoMiuiekcHoi | [TaBinoBHa 1KK
NpOorpaMMHO-aINapaTHON
3alUATHI TPaH3aKUHUHI
3JIEKTPOHHOW KOMMEpPLIUU
¢ HacTpoiikot WAF u
CUCTEM IIpEIOTBPAILICHUS
MOIICHHHUYECTBA ISl
OJIOKMPOBKH aTak
14 | JlronkeBuu IIporpammuas peastmzanusi | Kpeimuesa Bepa | [IpenonaBarens,
Januia VPN-tyHHene# ¢ [TaBnoBHa 1KK
AHJnipeeBUY UCIIOJIb30BAHHEM
KpUINTOrpapuuecKux
anroputmoB ['OCT Ha
6a3e VipNet Client
15 | Mapdun Huknra | Hacrpoiika nporpammuo- | Kpeimuesa Bepa | IIpenonasarens,
Wnpnu annapaTHOro KOMIIeKca [TaBnoBHa 1KK

ayTeHTH(UKAIIUU Ha Oa3ze
IIEKTPOHHBIX
UJEHTU(PUKATOPOB
LIIUITKA B cpene
Windows/Linux.
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16 | MenBeneBa Paspaborka u Buenpenue | KpeimueBa Bepa | Ilpenonasareis,
Kcenust KOMILIEKCHOH CHCTEMBI [TaBnoBHA 1KK
AJnexceeBHa 3aIIUThl HHOpMauu
npeanpusTus Ha 6aze
OTEYECTBEHHOT'O
[IPOrpaMMHO-aIIapaTHoOro
komrutiekca Secret Net
Studio ¢ HacTpoiiKoi
CEerMEHTAaIUH CETH
17 | Muxaiinos Hccnenosanue KpoimiieBa Bepa | [Ipenonasareis,
Huxura 6e3onacHocty Oitokuein- | IlaBnosna 1KK
AHTOHOBHUY CHCTEM U CMapT-
KOHTPAaKTOB: YSI3BUMOCTH
U METO/IbIl 3aIlUTEI
18 | IlepoB Anekceit Hacrpoiika MexaHu3MOB Kpemviiea Bepa | [Ipenonasarelib,
AHAaTOJILEBUY MaHJATHOTO [TaBoBHA 1KK
pasrpaHuveHus J0cTyla B
OC Astra Linux Special
Edition
19 | Iloropenbckuit Pa3paboTka crenaa s Kpemviiea Bepa | [Ipenonasareib,
Jmurtpuii TECTUPOBAHHUs BUPYCOB- [TaBioBHA 1KK
PomanoBuu U pPOBaIBIIUKOB U
METO/IOB BOCCTAHOBJICHHS
JTAHHBIX
20 | IMommunaes MBan | Mcnonbp3zoBanue ckanepoB | Kpeimuesa Bepa | IIpenonasatens,
JmMutpueBuy yszBumocteit (OpenVAS) | [TaBnosna 1KK
JUISL aHaJIu3a
3aIIUIIEHHOCTH
epuMeTpa CeTH
21 | Ilpousikun Opranuzanust 3alUThI Kpemmuesa Bepa | [Ipenonasarelib,
Buranuii KOPHOPATUBHON CETH I10 ITaBioBHa 1KK
AJlexcaH1poBUY mozenu Zero Trust.
22 | CnupunoB Mopenuposanune npouecca | Kpeimuesa Bepa | [IpenonaBaresib,
Kupun UHTErpalli CUCTEMBI IlaBnoBHa 1KK
AJeKceeBHY KBaHTOBOI'O

pacnpejiesieHus KIo4yeh B
CYUIECTBYIONLYIO

HHPPACTPYKTYPy
Opra"u3aluu
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23 | CreukeBuy Wcnonb3oBanue ckanepoB | Kpeimuesa Bepa | Ilpenonasarens,
EBrenus ySI3BUMOCTEH it aHaiim3a | [laBnoBHa 1KK
JMuTprueBu4 3alUIIEHHOCTH

IIepUMETpa CETH
24 | Tumoxun danuwmn | Monenuposanue nponecca | Kpeimuesa Bepa | Ilpenonasareis,
CepreeBuu UHTErpaluy CUCTEMBI [TaBnoBHa 1KK
KBaHTOBOI'O
pacripeliesIeHUs KJIIoYel B
CYHLIECTBYIOLIYIO
uH(ppacTpyKTypy
OpraHu3aluu
25 | Turosa Banepuss | Hactpoiika nporpammuo- | Kpeimuesa Bepa | IIpenonasateis,
AJnexcaHapOBHA arrnapaTHoOro KoMIUIeKca [TaBnoBHAa 1KK
ayTeHTH(UKAIMU Ha Oaze
JIEKTPOHHBIX
UIEHTH(UKATOPOB
[IINIIKA B cpene
Windows/Linux.

26 | ®uwmnmos Erop | Paspa6orka nambopna ais | Kpeimuesa Bepa | [Ipenonasates,

MuxaitnoBuu peajbHOro BpEMEHH [laByioBHA 1KK
MOHHUTOPHUHTA YIPO3
SIEM.

27 | llleseneB- Hactpotika u KpeivieBa Bepa | Ilpenonasarens,
Cnepanckuii CpPaBHUTEJILHBIN aHAIU3 [TaBnoBHA 1KK
Bianucnas MEXKCETEBbIX HKPAHOB
ITaBiioBHY HOBOI'O ITOKOJIEHUsI

YyeOnas rpynna 30MBAC-1423

1 ApxapoB Pa3zpaboTka cucTeMbl KpemnmueBa Bepa | [IpenonaBarens,
Jvutpuit 3amuThl HHGopMaruu Ha | [laBioBHa 1KK
EBrenneBuy 0a3e MeKCeTeBBIX IKPAaHOB

HOBOT'O ITOKOJIEHHUS]
POCCHUICKHUX
IIPOU3BOAUTEIIEH

2 Benskun Peanuzanus KpemvmueBa Bepa | [lperonaBatess,
Anekcannap OuomeTpHuuecKoi [TaB1oBHA 1KK
JAMutpueBuy ayTeHTU(UKALUH C

3alIMTOH OT cry(puHra.
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5

Bormanos
Makcum
BanepseBuu

PaspaboTtka cucrembl
3alUTHl HH(pOpMauu Ha
0ase MEXKCETEeBBIX SKPAHOB
HOBOTO ITOKOJICHHS
POCCUNCKHUX
MPOU3BOAUTEINIEN

Kpemvuesa Bepa
[TaBnoBHA

[IpenonaBarens,
1KK

Bacun Jlanuunn
CepreeBuu

ITpoextupoBanue
KOMILJIEKCHOH CHCTEMBI
3alUThl HHpOpMaUU
MaJioro oguca c
MHOT'OYPOBHEBOH
CerMeHTalued CETU U
HACTPOMKON MEKCETEBLIX
DKPaHOB B COOTBETCTBHH C
tpedoBanusmu PCTOK
Poccun

Kpremmuesa Bepa
[TaBoBHA

[IpenogaBarens,
1KK

Bonkos MBan
JlenucoBuu

Pa3seprbiBanue Honeypot-
CeTeH ISl U3y4YEeHUs
TaKTHUK
3JIOYMBIIIJIECHHUKOB

Kpsimiiea Bepa
[TaBmoBHA

[IpenonaBarelib,
1KK

['pubos Unbs
AHpeeBUY

[Ipumenenue SIEM-
cucreM Juist cbopa u
KOppeJsIUKU COOBITUH
nH(pOpPMALUOHHON
6e30MacHOCTH B peaIbHOM
BpEMEHHU

Kprimuesa Bepa
[TaByioBHaA

[IpenonaBarelib,
1KK

JleBneroBa Jluana

HppaumoBHa

Opranu3anus
3alIUIIEHHOTO
YJIQJIGHHOT0 JIOCTYIIa K
pecypcam MpeIpUsiTUSI C
ucrnosb3oBanueM VipNet
Coordinator

Kprmmuesa Bepa
IlaBiioBHA

[IpenonaBaressb,
1KK

JlonnoB Jlanuu
IOpreBuu

[IpoexTupoBanue
KOMIUIEKCHOM CHCTEMBbI
3allUTh] HHPOPMALTHH
MaJjoro oguca c
MHOTOYPOBHEBOM
CerMeHTaluen CeTH U
HaCTPOUKOH MEXCETEBBIX
9KPaHOB B COOTBETCTBUHU C
tpeboBanusimu @CTOK
Poccun

KpbimiieBa Bepa
[TaBnoBHa

[IpennonaBaTesp,
1KK
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9 3arpebun Erop [IpoTuBoaeiicTBue Kpemmuesa Bepa | Ilpenonasarens,
AnIpeeBud METOoJaM COLUAJIbHON [TaBnoBHA 1KK
UHIXXEHEPHH C
HCII0JIb30BAHUEM
IPOrpaMMHBIX IIIJIIO30B
6e30nmacHOCTH
AJIEKTPOHHOM MOYTHI

10 | KanpanoB Apcen | PaspaGorka gambopna mist | Kpeimuesa Bepa | [Ipenonasareis,

CepreeBuu pearbHOIro BpEeMEHH [TaBnoBHa 1KK
MOHHUTOPUHIA YTPO3
SIEM.

11 | Kupxumanos Paspaborka u Buenpenue | KpeimueBa Bepa | IIpenonasarens,
AJexcanip KOMILJIEKCHOH CHUCTEMBI [TaBnoBHa 1KK
MaxcumoBHY 3alIUThl HH(pOpMAaIUU JUIs

majoro oguca B
COOTBETCTBHUH C
tpedoBanusimu @CTOK
Poccuu.

12 | KoBasneB PaspepreiBanue cucrembl | KpeimueBa Bepa | IIpenonasarens,
Jmutpuii obnapyxeHnust Bropokenuit | [TaBnosHa 1KK '
Cepreesuu Ha 6a3e Suricata/Snort B

KOPIIOPaTUBHOH ceTH

13 | KyuixoB Anum PassepreiBanue Honeypot- | KpeimiieBa Bepa | [Ipenogasares,

AcnaHoBu4 ceTelt JUIsl U3y4eHUs [TaBnoBHa 1KK
TaKTUK
3JI0YMBIIIJIEHHUKOB

14 | Jlabunuesn Hactpotika mudpoBanust Kpemmiesa Bepa | [Ipenonasarens,
Kupunn JiuckoBoro npocrpaictsa | IlaBnosHa 1KK
JenncoBuy cpencreamu LUKS B

Linux u BitLocker B
Windows: cpaBHUTEJIbHbBIN
aHaJM3 CTOWKOCTH U
BJIMSIHUSI HA
IIPOU3BOUTEIIBHOCTD

15 | Jlecnuk Aprém [IpoexTupoBanue u Kpemmuesa Bepa | IIpenonasarens,
AnexkcanapoBu4 ITaBnoBHa 1KK

peayn3anysi CHCTEMBI
"mpo3paunoro”

g posanus (HaiyioB U
NaIoK JUIsl 3alUThI
uHpopmanuu
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16 | MamoHTOB PaspepreiBanue cucrembl | KpeimueBa Bepa | IIpenonasarens,
Anpnpeit oOHapy)xeHust BTop>)kenuit | IlaBioBna 1KK
CraHuciaBoBUY Ha Oase Suricata/Snort B
KOPIIOPAaTUBHOH CETH
17 | MapnaHuiuH Pa3paborka nojMTuKu KpemmueBa Bepa | [Ipenonasarens,
Hcnam MapoIbHOMN 3alUTLI U €€ [TaBnoBHaA 1KK
PycnanoBuu TEXHUYECKasl peaau3allys
18 | Mapkosa Peanuzarus 3amute! 6a3 KpsmmueBa Bepa | IIpenonasarens,
Beponuka JIAaHHBIX BCTPOCHHBIMU U [laBnoBHA 1KK
KOHCTaHTHHOBHA | HAJIOXKECHHBIMH
cpe/cTBaMu
(g poBanue, ayaur,
MaCKHPOBAHHUE JIaHHBIX).
19 | Mupounos MBan 3amura uHGOpMALIMH B Kpeimuesa Bepa | [IpenonaBatens,
PonnonoBuu cucTemax ITaB1oBHA 1KK
BUJICOKOH(DEPEHIICBSI3H OT
nepexBara | MOJIMEHBI.
20 | Cunopos Erop [IpoexTupoBanue u KpeimueBa Bepa | IIpenonasareiis,
ApTypoBHY peali3anusi CUCTEMBbI [TaBmoBHA 1KK
"npo3pavHoro”
mudpoBaHus (HaiaoB u
HAnoK JUIs 3alUThI
uHpopmauu
21 | CuHuLbH Paszpabotka nambopaa st | Kpeimiiesa Bepa | [IpenonaBarens,
Biiagumup peallbHOT'O BPEMEHU [TaByioBHA 1KK
CepreeBuu MOHUTOPHHIA yIpO3
SIEM.
22 | Cocynos Hukura | Ilporpammuas peanusauus | Kpeimuena Bepa | IIpenonasaresin,
CepreeBuyu VPN-tynnernei c [laBioBHA 1KK
UCITOJIb30BAHUEM
KpPUITOTpapUUIECKUX
anroput™moB ['OCT na
6aze VipNet Client
23 | Tumenko Pa3paborka u BHepeHHE KpemmueBa Bepa | [Ipemnonasareis,
Tumodeit gactHoro VPN cepsepa [TaBoBHa 1KK
EBrenbeBuy JUISL 3alATHI CETEBOTO

Tpaduka B
HH(OPMALTHOHHOH
CHUCTEME OpraHU3aIuu
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24 | TarekoB Anekceit | McnonbzoBanue ckanepos | Kpeimuesa Bepa | Ilpenonasarens,
MuxaitnoBuu ysi3BUMOCTeH juist aHanu3a | [laBinoBHa 1KK
3alIMIIEHHOCTH
IepuMeTpa CeTH
25 | ®enoros 'epman | Hacrpoiika mupposanust | Kpeimuea Bepa | [IpenonaBatens,
IOpbeBuu JIMCKOBOIO npoctpancTa | [laBinoBHa 1KK
cpenctBamu LUKS B
Linux u BitLocker B
Windows: cpaBHUTENbHbBIN
aHaJIU3 CTOUKOCTH U
BJIMSIHHS Ha
IIPOU3BOIUTEILHOCTD
26 | domuueBa [IpoexkTupoBanue u Kpsimiiesa Bepa | IlpenonaBarens,
Banepust peajin3anysi CUCTEMBI [laBnoBHa 1KK
EBrenneBHa 3alIUTH] KOPIIOPATHBHON
CETH Ha OCHOBE
apxXuTeKTypsl Zero Trust
27 | YanOymHukoBa MopnenupoBanue yrpos KpbimueBa Bepa | [IpenonaBareis,
Jlomunuka HYJIEBOT'O JIHSI U yTEUEK [laBnoBHa 1KK
AHTOHOBHA [IEPCOHAJILHBIX JAaHHBIX B
HH(pOPMaLHOHHOM
cucreme ¢ 000CHOBAaHHEM
BbIOOpa IpOrpaMMHO-
anrnapaTHBIX Mep 3alllHThl
28 | Slkosnes Maxcum | Mcnonb3oBanue ckanepos | Kpeimiesa Bepa | [Iperogasarens,
AJIeKCaH/IpOBHY YA3BUMOCTEH UIst aHauin3a | [laBimoBHa 1KK
3aIIUIIEHHOCTH
IIEpUMETpa CeTH
3amMecTHTeNb IMPEKTOPa 110 Y4eGHO-TIPaKTUUECKOH paboTe
U CTPAaTEru4e€CKOMY Pa3BUTHIO
Kosutemka nnopmaTky U nporpaMMHUpoBaHHst O.M. Ko3nosa




