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Pabouas nporpamma yuebHblil ancuumninHe paspaborana Ha ocHose MerepaisHoro
rocyapcTBeHHOro 00pa3oBaTeNLHOrO CTaHAapTa CcpeaHero npodeccHOHATLHOIO
obpazosanus (nanee — ®I'OC) no crnenManTbHOCTH CpeaHero NpodeccHoHaTbHOo
obpazosanus (janee — CI10) 10.02.05 Obecneuenne undopmannorHoil HesonacHocTi
ABTOMATH3IMPOBAHHBIX CHCTEM, YTBEPIKAEHHOTO npukaioM Munucrepersa obpasosanus
u Hayku Poccuiickoii Meaepauun ot 9 nexabpa 2016 r. Nel1553, 3aperucTpipoBanHoro B
Musncreperse woctuuun Poceuiickoli ®enepaunn 26 pexabps 2016 r. Ned44938, u
[Ipumeproil ocHoBHOM 00pazoBareibHOH MPOIrpaMMbl 110 CHELHATBHOCTH CPEIHEro
npodecconanbHoro  obpazosanns  10.02.05  OGecneuenne  mHMOPMAIMOHHOI
De3011acHOCTH aBTOMATH3HPOBAHHBIX CHCTEM (PErHCTPALMOHHLIH HOMEP B (he/lepaibHoM
peecTpe mnpHMepHBIX oOpazosarenbHbix nporpamm CITO 10.02.05-170703, nara
perncrpauun 03.07.2017).

Pazpaborunku:

Bonognn  C.M.. k1.8, npenoaaearens BKK  Komneaxa  wndopmaruku
NpOrpaMMHpPOBaHHS.

Iloxonoauua E.B.. k.5.H., nouent, npenogaparens |KK Komnemka unHpopMaTHKH H
I AMMHPOBAH M.

Poii A.B., k.1.1., npenoaasarens BKK Konnenka undopMarnku U nporpaMMHpoBaHus.
Mypawmkus  O.H. 3aseayiommit naboparopueii  Koanemka undopmatHkn  H
NPOrpaMMHPOBAHHSL.

Peniensent:
Oarynosa Enusasera KapaneOueBHa, kanamjaar (H3MKO — MaTeMaTH4eCKMX Hayk,
npenofaBaTenh Komneama MHGOpMAUHOHHBIX TexHonorui M 3koHomukun KBI'Y

{(PHO. yvuenas crenets, 3panie, J0I#HHOCTS)

Pabouas nporpamma npo)ecCHOHANLHOT0 MO/1YJIS PACCMOTPEHA M PEKOMEH10BaHa K
VTBEPIK/IEHHIO HA 3aCe/IaHMM MPeIMETHOH (IMKIOBOH) KOMHUCCHH HMH(OpPMAIHOHHOMN
De30MacHOCTH
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PELIIEH3HSA
Ha pabouyio nporpaMMy npodeccHoOHaNBEHOro MOLYIA
IMM.02 3amuTa undopmaunn B aBTOMATHIHPOBAHHBIX CHCTEMAX
NPoOrpaMMHbLIMHE H IPOIPAMMHO-ANNAPATHLIMH CPeACTBAMH
10 CNeUHalLHOCTH cpeiHero npodeccuonansHoro obpazosanus 10.02.05
Obecneyenne nudopmalmonHoil Ge30NaCHOCTH ABTOMATH3HPOBAHHEIX CHCTEM

Paspabotunx: Bomoauws CM.. k.1.H., npenogasatens BKK Konmemia
HHOOPMATHKN W NPOIPAMMHDOBAHHA.
[lokononuna E.B.. k.3.H.. joueHT, npenojasatens g HHQOPMATHEN H
I AMMHPOBAHKA

Poit A.B., k.1.1., npenogasarens Kosuieka uHGopMAaTHKH W NPOrpaMMHPOBaHKS.

PaGouas nporpamma npodeccHOHANBHOrO MOAYAA paspaboTaHa Ha OCHOBE
DenepanbHOro rocyaapcTeerHoro ofpasosarensHoro crangapra (aanee - ®I'OC) no
CeUHANbHOCTH cpeaHero npodeccHonansHoro obpasosanus (nanee — CIIO)
10.02.05 O6ecnevenne wnuopMaunoHHOH Ge30MACHOCTH ABTOMATHIHPOBAHHBIX
CHCTEM, YTBEpXKIEHHOro mpHkasom MunKcrepcTBa ofpazoBanus W HayKW
Poccuiickol Menepaunn or 9 pmexabps 2016 r. Nel553, saperucTpHpoBaHHOTO B
MunucTepetse tocTriMn Poccriickoi ®esiepaunn 26 nexabpa 2016 r. No44938. [Tpu
paspaboTke paGoueii mporpaMMbl HCNONB30BAIKCE NPOYECCHOHANBHEIE CTAHIAPTE B
obnactn wHdopmatHoHHoii Gesonackocth - 06.032 «Crenmanuct no GezonacHoCTH
KOMITBIOTEPHEIX CHCTeM M ceteii», 06.033 «Cneumanuer no sammre HHMOpMALMH B
ABTOMATH3HPOBAHHBIX CHCTEMAX Y.

Pabouyas nporpamma npodeccHonansHoro moayns  [IM.02  «3ammra
MH(pOpPMAUHA B ABTOMATH3MPOBAHHEIX CHCTEMAX NPOTPAMMHBIMH H TPOrpaMMHO-
annapaTHeIMH CPEICTBAMH» OTHOCHTCA K oOpasoBatensHoil nporpamme GI'OC CI10
H N03BoJAET CHOPMHPOBATE Pl NPOeCCHOHANBHBIX KOMITETEHUHI,

Paboyas nporpamma [IM.02 «3aumra uHdopMaUMK B aBTOMATHIMPOBAHHKIX
CHCTEMAX NMporpaMMHBIMH H NporpaMMHO-anmapaTHbIMKA CpeAcTBAMHY COCTOHT M3
CHEaYIOIHX pas/ieNnon:

1. Ilacnopr npodeccHoHANbHOrO MOLYNA.
Pesynsrarel ocBOeHHs MpodQeccHOHANBHONO MOIYIS.
Crpykrypa n cofiepikanne NpoheccHOHANBHOTO MOJTYJIA.
VYenosus peann3alun nporpaMmMel Npo)ecCHOHANTLHOTO MOYIS,
KoHTpoie W oOuEHKa pesynsTaToB OCBOGHHA IMPOQECCHOHATEHOrO
MOy 15

ol ol

10.02.05 Obecneyenue uudopMaluoHHoi Ge30NacHOCTH ABTOMATHIHPOBAHHBIX
CHCTEM,




Paspaborunk: Bonoausw C.M., wk.1.H, npenonasarens 1KK Komnnemxa
HH(POPMATHKH H MPOrpaMMHpPOBaHHA

PaGouas nporpamma, pa3spaboranHas ©Ha ocHoe DefepankHOro
rocygapcreeHHoro obpazoBaTensHOro cranzapra no cneumansHocTd 10.02.05
Obecnevyenne uHbDOpMALMOHHONH 0E30MacHOCTH ABTOMATHIHPOBAHHEIX CHCTEM,
paccuutana Ha 846 uaca, w3 HuX Ha ocBoenue MJIK 520 wacos, 186 uacos
NpaKTH4YecKnX 3aHaTHil, 58 yacos camocToATenbHOH paboTsl, HTOTOBEIH KOHTPONL
ocyuiecTsiaseTcs B hopMe IK3aMeHa 1o MOAYIIo.

Pabo4as nmporpamma Brio4aeT B ceda:

1. TuTyneHBIA AHCT;

2. lNacnopr paboyeii nporpaMme! NpodecCHOHATEHOTO MOIY A,

3. CrpykTypy M colepikanie npodeccHOHANBHOTO MOLYIS,

4, Yenosus peannsauun paboueit nporpaMmsl npodecCHOHANBHOIO MOIYIA;

5. KoHTposib H OLEHKY Pe3yibTaTOR OCBOEHHA NPOdecCHOHANBHOIO MOy, -

yTo cooTBeTcTBYeT TpeboBanuam k paboueil nporpamme u Tpebosanuam OIOC
CT1O npu dopmuposaniy kax obumx, Tak # MPodecCHOHANBHRIX KOMITETEHIIHII.

B nacnopre nporpaMMbl cOpMYIHpOBaHBI UMM H 3a1a4H OCBOCHHA
npoecCHOHANBHOTO MOJYS, HanpapieHHble HA OBnajeHHe OOy4alOUIHMHUCH
oMK 1 NpodecCHOHANBHBIMH KOMIIETEHIIUAMH.

JlaHHOoe KONMYECTBO “acoB, BblleNeHHOe HA ocpoeHue ydeGHo#H
JIHCUHILUTHHBL, [O3BONIHT: :

- chopmuposats v obyyalounxcs HeoOXoAHMBIE NpodeccHOHANBHBIE M
obnHe KOMNeTeH N,

- MOMY4HTH HEODXOAMMBIE 3HAHHA M YMEHHA, KOTOPhIE MOKHO NPHMEHATH
B JA/IbHEHIIEM HA NpaKTHKe.

TemaTHuecKHii NaH QeNHTCH HA NOHYECKHe pasliensl, BKIKOYAIoUHe B
ceba MUK wu yyeOHele npakTHk# npoeccHOHANBHOrO MOJYNA, HMeeT
ONTHMAILHOE pacnpe/le/leHHe 4acoB M0 pa3jiefiaM M TeMaM, B COOTBETCTBHH C
y4eOHBIM MIaHOM.

Kaxaeii  pasmen nporpaMMbl OTpakaeT TeMAaTHKY H  BOIPOCH,
NO3BONAIOMIME, B MOJHOM o0beme, H3IY4YHTh HeoOXOAMMBIH TeopeTHYECKHil
marepuan. [lposepenne  mpakTH4eckMX MW JaboOpaTOpHBIX  3aHATHI,
npeaycMOTpeHHbIX paboyel nporpaMMoH, NO3BONAIOT 3aKPENHTE TEOPeTHYECKHE
IHAHMA W Pa3sBUTh NPAKTHYECKHE HABLIKH, NPHOOpETEHHbIE MPH H3YUEHHH
npodeccCHOHATBHOrO MOJIY A,

Conepmanne paboueil nporpammel npodeccuonansnoro moayas [TM 01
cootsercreyer TpeGopanmam OI'OC CIIO no cneumansnoctd  10.02.05
Obecneuenne nH(oOpMaUHOHHOI (e30MaCcHOCTH ABTOMATH3IHPOBAHHBIX CHCTEM H
npuMepHoil obpazoBartensHON nporpaMme AaHHOro NpodeccHOHATEHOIO MOLYJIA.



Hayuenne ™ 0l «IKenIyaTalus ABTOMAaTHIHPOBAHHEIX
(uHQOpMALMOHHBIX) CHCTEM B 3AIIHIIEHHOM HCIONHEHHH» cnocolcTeyer
sthexTHBHON ¥ KauecTBEHHOMH NOArOTOBKE MONOJBIX CIELHANHCTOB (TEXHHKOB) B
obnactH WH(pOpMaUHOHHOH Oe30nacHOCTH H  3alHTHL ABTOMATH3IHPOBAHHBIX
(HHQOPMAITHOHHEIX) CHCTEM. PaBouas nporpaMma CONEPKHT MHHHMYM
OCHOBHOH M AOMONHHTENbHOH NHTepaTyphl, HEOOXOAMMOH JN8 W3YUEHHA JaHHOI
JHCLHMIUTHHBL,

PaspaGorannas pabGouas nporpamMa npod)ecCHOHANBHOMO MOAYIA
MOkeT ObITh WCMONB30BAHA B NpPO(HECCHOHANBHOH MOATNOTOBKE CPEIHEro
npoteccHoHankHoro ofpazosanus no creumansHoctH 10.02.05 Obecnevenne
uHpopMauHoHHO Ge3onacHoCTH aBTOMATH3HPOBAHHBIX CHCTEM.

Peuensent: Darynoea Enizasera KapansGuesna

KaHIHAaT (H3INKO-MaTeMAaTHYECKHX HayK, MpeacesaTe
HH(POPMALIMOHHBIX TEXHONOrHH K porpaM
4 HHOPMALMOHHBIX TEXHONOIHH H IKOHOMHKHY

OBOH KOMHCCHH
MABATEIIE HKOJJEIE

(Pamumaa U.0., nomkHOCTE, yueHas cTeneHb, Yye
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. OBILIASI XAPAKTEPUCTUKA PABOYEHN [TPOT' PAMMBI

[MPOPECCHOHAJILHOI'O MOJTYJIA

CTPYKTYPA H COJAEPKAHHUE IMTPOPECCHOHAJIBHOI'O MOV IIA
YCJIOBUA PEAJTM3ALIMHA [TPOPECCHOHAJIBHOI'O MOV LA
KOHTPOJIb 1 OLIEHKA PE3YJIbTATOB OCBOEHHA
[TPOPECCHOHAJIBHOI'O MOJVJIA



1. OGLIAS XAPAKTEPHCTHKA PABOYEN MNPOI'PAMMABI

NPOPECCHOHAJIBHOI'O MOY. 151

1.1, Heab n naanupyembie pe3yjabTaThl OCBOCHHA NPOPECCHOHATBHOTO MOILY.IS

B pesynbrare usydenus npodecCHOHATBHOIO MOLYIS 00yUalOMHiicsH JOMKEH OCBOUTD
OCHOBHOH BMJL fledTebHOCTH «3amuTa HHPOPMALIHH B ABTOMATH3IHPOBAHHLIX CHCTEMAX
MpOrpaMMHBIMH M [POrPAMMHO-AMNINAPATHLIMH CPEICTBAMH» M COOTBETCTBYIOLIHE eMy

o0lMe KOMNEeTeHInH, 1 I'I[JD{II'ECCHDHEJTBHHE KOMIIETEHTIHH:

ks

|. [Mepeyens 00LMX KOMIIETEHLIN

Kon Obmpe KoMneTeHmn

OK 01. Buibupars  cnocobul  pemneHHs  3agad  npoecCHOHATRHON  ICATENLHOCTH,
MPUMEHHTENRHO K PATIHYHAIM KOHTEKCTAM.

OK 02. OCYmecTsIaTh NOMCK, AHATHS H HETEPIpeTAlHIO HHpOpMaLml, HeoOXoaMMOl U1
BLIMOIHCHHS 3a/1a4 npoeccHOHANLHOH JIEATEILHOCTH.

OK 03. [LnanmpoBare ¥ peaIH30BLIBATE CODCTBEHHOE NPOPECCHOHANLHOE H JAHYHOCTHOE
pasBHTHE.

OK 04 Paborars B Ko/leKTHBE B KOMaH1e, HpdheKTHBHO B3aHMOICHCTBOBATE C KOJLIETAMH,
PYKOBOJACTBOM, KJIHEHTaMH.

OK 05. OcymecTrasTh YCTHYIO # IACBMEHHYT0 KOMMYHHKAIWHIO HA FOCY IAPCTBEHHOM A3bIKe
€ YHETOM 0cODEHHOCTEH COMANBHOTO H KYABTYPHOIO KOHTEKCTA.

TTpossaaTs rpakIaHCKO-NATPHOTHYECKYIO TOZHIHIO, IEMOHCTPHPOBATE OCOIHAHHOR

OK 06, MOBEJIEHHE HA OCHOBE TPAIHIIMOHHBIX ODIIEHEN0BEHSCKHX HEHHOCTEH, NPHMEHATh
CTAHIAPTE AHTHKOPPYITIHOHHOTD NOBEIEHHS.

0K 07. CoaeficTBoBate  COXpaHEHHIO  OKpykalouielf  cpemsl,  pecypeocfepeimennio,
s dexTHBHO JCHCTBOBATE B YPEIBLIYARHEIX CHTYAIIHAX.
Henonssosars cpeacrsa GpHIndeckol KyJIsTYphl JUIA COXPAHEHHA H YKPEILICHHS

OK 08. | anoposbs B npouecce npofeccHoHanbiol  ACATENRHOCTH H  NOUICpHaAHHA
HeoDXOMHMOTo YPoRHS (PHINYECKOH TOAIOTORICHHOCTH,

OK 09, | Mcnons3osars HEGOPMAITHOHHEIC TEXHOIOMHE B IPOGECCHOHAILHOM AeATeNLHOCTH.

OK 10. [Mone3opatees  npodeccHonansHOl  AoKyMeHTalMeill Ha TOCYIapcTBEHHOM |
HHOCTPaHHOM SA3LIKAX.

OK.11 Wenonwzosares  3danms  no  GuHAHCOBOH  rpPAMOTHOCTH,  I[UIAHHPOBATH

NpeIMPHHHMATEILCKYIO JIeATeIbHOCT B NpodieccHonanbHOI chepe.

1.1.2. llepeuens npodeccHoHaIbHEIX KOMIIETEHIIH

Kon

[TpoheccoHanbHBIE KOMIETEHITHH

K 2.1.

OcymecTsisTs YCTAHOBKY W HACTPOMKY OTAETBHBIX MMPOrPaMMHEIX, MMPOrpaMMHO-
ANnapaTHLIX CPEACTE 3AMATE HHPOPMAITHH.




K22

Ofecneansars 3amuTy WHGOPMAITHH B ABTOMATHIHPOBAHHBIX CHCTEMAX OTICITLHEIMK
IPOTPAMMHEIMH, ITPOTPAMMHO-ANNAPATHEIMHA CPEACTBAMH.

MK 2.3. | OcymectsaaTs TecTuposanue (PYHKINA 0TeIbHBIX NPOrPaAMMHBIX H NPOrpaMMHO-
ANNAPATHEIX CPEJICTR 3aHTE HHpOPMAIHN.

MK 2.4, | Ocymecraaats obpaboTky, XpaHeHHe W nepeady HHPOPMAUMH OIPaHHYEHHOTO

. J0CTYIIA.

MK 2.5. | Yunarokars HHQOPMAIMKD W HOCHTEAH MHGOPMALMH € HCNOJAL3OBAHHEM |
NPOTPAMMHBIX H NPOTPAMMHO-ANIAPATHLIX CPEAICTS.

[TK 2.6, | OcymecTBIsaTh  pPEerHcTPalHi0  OCHOBHBIX  COOMTHA B ABTOMATHIHPOBAHHLIX

(AEOPMAHORHBIX) CHCTEMAX, B TOM HHCIE ¢ HCHOAL30BAHHEM NPOTPAMMHBIX M
POl PAMMHO-ANIAPATHEIX CPEACTB 0OHapy#eHHA, NpeyNPeRICHHA 0 THKBAIALHHN
IIUL‘."[EJ:[CTH-I-'I.ﬂ ROMOBHTERHLIX aTaK.

1.1.3. [lepedeHs NHYHOCTHBIX Pe3yILTATOB

Kon

.HH*{HDE'I'HIIIE PEE}’IIhTﬂThI
pPEATH3AIHH MPOTPAMME! BOCITHTAHHA

JIP1

JIP3

Cobmonaonmii HOpMBI TIPABOTIOPAIKA, CACAYIOUINI HICATaM IPakIaHCKOTO
obmectra, obecneuenns De3onacHoOCTH, [ipas # crobo rpakaan Poceun.
JloansHeil K yCTAHOBKAM H NPOABIEHHAM npeactasuteneii cybkyasTyp.
OTIMYAIONIHTT X OT IPYIN ¢ JACCTPYKTHBHEIM H ICBHAHTHLIM [TOBEICHHEM.
JleMOHCTPHPYIOUIMI HENPUATHE W NPEIYIPERIANIIHIT COLHATEHO ONacHOe
[IOBEICHHE OKPYHAIOLINX

JIP4

[Ipogsasiomuii ¥ AEMOHCTPHPYIOIMI YBaXKEHHE K TIOIAM TPY/d, OCOZHAIOMMI
LeHHOCTs coberaennoro Tpyaa. Crpemammiica k gopmuposannio B cetesoii cpene
JIHYHOCTHO H NPOheCCHOHAITLHOID KOHCTPYKTHBHOTO «1iHppoBoTO caean

OcosHaomil NPHOPHTETHYIO UEHHOCTE JIMMHOCTH HEI0BEKA; YBaKaOUIHi
CODCTBEHHYIO H HYKYIO YHHKAILHOCTE B PATTHHMHLIX CHTYAIHAX, BO Beex dopmax
H BHAAX NeATENLHOCTH.

JIP10

Jaboraumiica o sammre okpymaoumedl  cpeasl, coberBenHoil Mo uyKoi
DezonacHoCcTH, B ToM uyHcae undposoi

JIP13

JeMOHCTPHPYIOIHIT TOTOBHOCTE H CMocoOHOCTL BECTH JHANOT ¢ IPYTHMH TIONBMH,
JOCTHTaTh B HEM B3AHMONOHMMAHHA, HAXOIHTH O0IIHE 1IN W COTPYIHHYATh [UIH
HX JOCTHHEHHA B npodeccHoHanbHON AesTenbHOCTH

JP14

[TposBAsIONH COIHATENLHOE OTHOIIEHHE K HENPEPHIBHOMY 00pasoBaHHIO KAk
YCIIOBHIO Yenemuoil npodeccHonaibioi # 00EecTBEHHON NeATENBHOCTH

JIP15

[Tpossisiomuii rpak/1aHCKOE OTHOMIEHHE K ITPO(ECCHOHATLHOM JASATE/IBHOCTH KaK
K BOIMOKHOCTH JIHMHOTO YHACTHA B PEHICHNH ODIECTREHHRIX, FOCY/1apCTBEHHEIX,
0DIIEHAIIMOHATLHBIX TIPOGIEM

JIP16

Coorgercreytomuit  omuaanuam  pabotojgareneii:  KpeaTHBHO  MBICIAIIHIL,
AphexTHEHO COTPYAHHHAIOIMI  C APYTHMH THOIBMH, OCO3HAHHO BRITIOIHAIOUHI
npodeccHonanbibie TpeDOBAHNA, PACTIPEACIAIONIHI BPEMA H JIPYTHE PeCypPChl JUlS
BRITIOJTHEHHA MOCTABICHHON 32a4M B YCTAHOBJIEGHHBIH CPOK, OTBETCTBEHHBIIL,
JMCHHILTHHAPOBAHHBIH, LIeNeyCTPeMIIEHHBIH, CTPeccOyCTOHYHBLIH.

JP17

Jlemonctpupyiommit  KyIeTYpPY  pedMH. B TOM  HHCIE B Je00BOi
nepenucke/neperosopax, cnocobHe  npesentoBate  cebs M NpOAYKT
npodeccHodANBHOR AeATeILHOCTH

JIP18

JlemoHcTpHpyOmHil cnocoDHOCTE HCMONLIOBAThL B WHGPOBOH cpene pasaHyHble

UH(POBLIE CPEICTBA, IMO3BOJAIONIHE BO B3aMMOACHCTBHH C JIPYTHMH JHOIABMH




AOCTHTATE NOCTARACHHBIX Uened; npeaynpesaaomuii coberseHHoe o ayKOe

I.1.4. B pesynsrare ocBoeHns npodeccHoHaIbHOro MoIyas oby4aoimiics

NOJEKEH:

| HMETh
IIPaKTHYECKHI
OIIBLIT

= YCTAHOBKH, HACTPOHKH [IPOIPAMMHBIX CPE/ICTE 3ALINTH HidopMalmy B
ABTOMATHIHPOBAHHODI CHCTEMeE;

= obecnietienns  3alNTLl  ABTOHOMHBIX ABTOMATHIHPOBAHHBIX CHCTEM
NPOrpaMMHLIME H NPOrPAMMHO-ANTAPATHEIMH CPE/ICTBAMK,

= TECTHpOBanuA  QYHKIHH, JAMArHOCTHKE, VYCTPAHCHHA OTKA30B W
BOCCTAHORJICHHA paboToCnocoBHOCTH  NPOrpaMMHEIX B [POTPaMMHO-
ANNaparHbiX CPeICTE 3aUHTH HHPOPMALIHH;

—  pemenna s3anay sammtel ot HCJ| k nudopmanms orpanwsennoro
JI0CTYNA € HOMOLUBIO POTPAMMHBIX H IIPOIPAMMHO-AINIAPATHLIX CPEACTR
3aIHTE HH(OpMar;

v NpHMEHEHHHA WIEKTPOHHOH TTOJITHCH, CHMMETPHYHBIX ]
ACHMMETPHYHBIX KPHITTOrpagH4ecKux anropHTMoB, # cpelcts mndposanns
AaHHBIX,

—  yuéra, obpaboTkn, XpaHeHHs H nepefadn HHGOPMALHHK, UM KOTOpOI]
YCTAHOBJIEH PEXRAM KORDHISHIHAILHOCTH, undhopmuposanue nepconaia ob
yepozax bezonacrocmu unghopmayuu®;

e paboTLl ¢ NOJACHCTEMAMH PErHCTPALIHH COOBITHIL,

= BLIABICHHS cobBITHI " HHIHIEHTOBR  DE30NacHOCTH B
ABTOMATHIHPOBAHHOI CHCTEME:

—  NpUMENERNS MEXHONOIUN (IbMPAYNY PazIiiHEX 8U00e mpaghura; *

= OCYWECMEIRMD (UAGMPaYWIG REPEXeauennoso mpagura 018 noucka
HAUOEHHBIX UNWUOCHMOB, GHIOGYY PAIPemients/ 3anpenfents Ha Oocmasky
ONPeCIeHNBIX OAHNBIX, AHATNI COOEPHCUMO20 NEPEXSAYEHHO20 mpaduxa ©
WeTbl0 ELIAGIEHUA HAPVIMEHUN KOPROPAMUSHOT ROIUMUKN Oesonacnocmu,
duaznocmury patiomocnocobuocmu, u m.n. *

—  YCTAHABRIMBATL,  HACTPAHBATB,  NPHMCHATH  [POIPAMMHBIE M
MPOrpaMMHO-AINAPATHEIE CPEACTRA 3AUITE HHDOPMAIIHH;

—  YCTanaBIMBaTh M HACTPAHMBATL CPEACTBA AHTHBHPYCHON 3alMTHL B
COOTBETCTBHH € NPEIbABIACMEIMH TPpeOoBAHHAMMN

—  JIMArHOCTHPOBAT, YCTPaHATH OTKa3bl, obecrnievnBath
paboTocnocobHOCTE W TECTHPOBaTh (PYHKIHH  [POrPAMMHO-ANMAPATHEIX
CPE/ICTR 3AlHTLE HHOOPMAITHN, NPOSODUME MOHUMOPURS, AHAINS U CPABHENNE
aphexmusnocmu NPOZPAMMKO-annApamusIx cpedcme saupumsl uHoprayuu
& ONEPAUONNBIY CUCTEMAX,

=  OPHMEHATE NPOIPAMMHEIE H NPOTPAMMHO-ANNAPATHLIE CPEACTBA 18
MM T HHpOpMalHH B 6azax JaHHBIX;

— OpoBepaTh BhinonnenHe Tpebopanuil o saumTe WHGOPMAUHH OT
HECAHKIIHOHHPOBAHHOIO ocTyna npu arTecTalHn 00BEKTOB
uH(popmaTHlauy no tpeGopannam GezonacHocTH HHGOPMALHH;

—  NPHMEHATH  MareMarH4YeckHit  anmapatr AN BLINOJAHEHHS
KpunTorpadugeckuy npeobpasosaHuii;

~  HCMOIB30BATE THIOBKIE POTPaMMHEIE KPHITTOrpaHUECKHE CPeICTBa, B
TOM YHCIE YICKTPOHHYVIO MO/ITHCE;




=~ NPHEMEHATDH CPEACTBA MAPaHTHPOBAHHOIO YHHYTOKCHHA HHOopMaini;
—  YCTAHABIHBATHL, HACTPAHBATH, NPHMEHATL NPOrPaMMHBIC H
[POTPAMMHO-AITNAPATHBIE CPEICTBA 3aINHTEl HHPOPMALHK;
= OCYINECTRIATH MOHHTOPHHI H PErHCTPALNK) CBeJeHIH, HeoDXOMHNMEIX
Ans 3alMThl 00LeKToB HudOpMaTHIALNH, B TOM HHCIE ¢ HCNMOABIOBAHHEM
NPOrpaMMHLIX M [POrPaMMHO-ANTIAPaTHREIX  CPElcTE  oOHApYIKEHMA,
NPEAVIIPEACHHA W IHKBH/IAUHA NOCISACTEHH KOMIIBIOTEPHLIX aTAK;
- OHOPMIAMB IKCTIVAMAYUOHRYIO DOKYMENMAYUIO NPOZPAMMNO
AnAApamiBIX CPeOcms Iaujumst wngopsanin; *
- onpedems jean u 3qa0ayn 8 uyuenuu npoexma, *
-pazpabamuigams ROTUMUKY WHGOPMAayUONNOT Desonacnocmu Ha O0CHOGE
CAMoCmosmenson Kiaccudikauy o6vexmoe saugimel;
= OCVIECEIAML  VCMAROSKY,  paseépmsisanue,  HACMPOURy — u
ucnoawzosanuem DLP-cucmen. *

FHATH

= ocofeHHOCTH M Cl0OCcoBBl NPHMEHEHHS POIrPAMMHEIX H [IPOrPAMMHO-
annaparHbIX CPeACTB 3auMThl HHGOPMAIHH, B TOM HHCIE, B ONCPALHOHHBIX
CHCTEMAX, KOMIBIOTEPHBIX ceTsx, Halax JanHbIX;

—  METOABl TecTHpOBaHMA (YHKUMH OTACABHLIX OPOIPAMMHBIX H
NPOrpaMMHO-AIINAPATHBIX CPEICTE JAMTE HHGOPMaIHK;

—  THIOBBIE MOJEAH VIPaBICHHA JIOCTYNOM, CPeACTB, METONOB M
NPOTOKOJIOB HACHTH(HKALIHY ¥ ayTeHTHOHKAIINE;

= OCHOBHBIC NMOHATHA KPUNTOIpaduu M THIOBEIX KPHOTOrpadHuecKux
METOAOB M CpeicTB  3ammThl  MHOOpMaLMM, olwue  ApuHyunb
GynKkyuonuposanus  cpedeme  3aupumel  unghopmanyun, & moMm  wucie
Kpunmozpaghuneckon saugpumn unghopragun®;

—  0cobDEeHHOCTH M cnocofsl NPHMEHEHHS NPOTPAMMHBIX H IPOrPaMMHO-
annaparHbIX CPEICTR rapaHTHPOBAHHOTO YHHYTOMEHHA HHhopMaiuu:

= THNOBLIE CPEJCTBA W METO/IbI BEIACHHS ayIHTa, CPeIcTR W cnocobos
JANHTE HHGOPMALIHH B JIOKATBHBIX BRIMHCIHTEILHBIX CETAX, CPEICTE 3aHTE
OT HECAHKITHOHHPOBAHHOIO 0CTYTIA.
= MEOPEMUYECKUE OCHOGH KOPROPAMUGHOU 3augumsl ungopmayuu om
srympennux HI-yepos, *
= MEMOOUKY NPOGEOEHNE BCe20 KOMRIEKCd MEXHUNECKUX MEPORPURMIUIL
NO  aGHATu3y NOMOKOS OGHHBLY, KAK WNPKVIUPYIOWUX GHYMPU Repumempa
3qUUIYAeMoll  UNPOPMAWUOHHOT  CUHCIMEMBL, MAK U REpecekaoufix  e20;

cospeMennbie cmandapmel u cpedcmea KopRopamuenon saugumet, *

*aapna'm BHAA 4acTb




1.2. Koau4ecTso 4acoB, 0TBOAHMOE Ha OCBOEHHE NPO(EcCHOHATBLHOT0 MOIY.IS

Beero 836 vaca,

M3 nux na ocsoenne MJIK 480 gacos,
camocTosTensHas pabora 20 wacos,

MPOMENKYTOUHAA aTTecTalus 48 4acos, B TOM HHCe
IK3aMeH 1o Moaynio 12 yacos,

Ha nmpakTHkH 288 yaca, B ToM 4ncie yueduyio 144 yaca,

H NIPOU3BOACTBEHHYIO (M0 npodumo cnennanbiocTr) 144 vaca.




2. CTPYKTYPA H COAEPKAHHE MPOPECCHOHAJILHOI'O MO/JY.JIsA

2.1. Crpykrypa npodeccHOHAILHOTO MOIY.Is

O6sem npodieccHOHANBHOTO MOIVIIN, aK. Yac.

CymmapHbiii
Ko obbeM Pabota obyqaiommxes 8o B3anmMoJiei 3 Tene
ot ci:mn | A e = VHAIOLIH AEHCTBHE ¢ Npenoasareiem — .
it. Koawt sy ac./ B opme yuene tio MK [Tpaxruky wyroun |
: npodeccHoOHATEHOTO ; B mox wucae ) TOATEN
JIIROCTHER MOJTY 1S TPaKTHACCRO | Beero | naGopartoprbix | KypcoBbix paGot = bHAx
PRGN 4 HPAKTHHECKHN (npoekToR) Vuebnan TlponssopcraeHy | STTCCTA pabora
nojroroskn’ oramadd as IHA
] 2 3 4 5 6 7 8 9 10
MK 2.1 - Paznean 1.
K 2.6 ITpumenenne
OK 01-0K NPOFPAMMHEIX H
11, JIP1, NporpaMMHo-
JIP3, J1P4, annapaTHbIX CpecTs 328/180 232 70 30 72 - 18 fr
JIP7, JIP10, | sammrs:
JIP13,JIP14, | undopmanmn
JIP15, JIP16,
JIP17, JIP18
[K 2.4 Pasnen 2.
OK 01-0K Kpunrorpaduueckn
11 JIP1, JIP3, | e cpeacTaa 3aumTh!
JIP4, JIP7, HHpopManu
P10, JIP13, 216//112 156 68 - 36 - 18 f
JIP14, JIP15,
JIP16, JIP17,
JIP18
MnKz.1- Painen 3. z
[IK 2.4, 11K | Kopnoparusunas 1Sk 52 4 36 ) 8




2.6 OK01- 3ammTa or
OK 11, JIP4, | BHYTpeHHHX yIpo3
JIP7, JIP10, | uadopmanmornoi
JIP13,J1P14, | GezonacHocTH
JIP15, JIP16,
JIP17,JIP18
[Tponssoncreennan
’"pnq}“’“’”m’"‘“{“” 144/144 144
CHENHATEHOCTH )
IK3aMEH MO MOIYII0 12/12 12
Beero: 836/532 480 182 30 144 144 48 20




2.2, TemaTnuecknii njian 1 colepxanne npopeccnonanbnoro moayas (I1M)

Hanmenosanne pa3jenon

Koasl komnerenuii,
thopMupoRAHHID
KOTOPhLIX
cnocobeTRyeT

pofeccHOHANBHOIO Coaepikanue yueOHOro MaTtepuania, 06 WIEMEHT NPOrPaMMEl.
moayi (TIM), nabopatophsle paboThl M IPAKTHYCCKHE 3AHSTHA, BHEAYAHTOPHAY (CAMOCTORTEILHAN ) sy Koaw nuuHOCTHRIX
MEHAUCHHITTHIAPHBIX paboTa obygalomHuXes, Kypeopas paboTa (npoexr) e PeIVILTATOR,
kypcor (MJIIK) | Tem thopMupoBannio
KOTOPLIN PEAMHIAITHH
MPOrpaMMbi
BOCIHHTAHHA. -
! 2 3 4
Pazaea 1 [IM.02, lpusenenne nporpaMMubIx i BROTPAMMEO-ANTIAPATHLIX CPEICTE 3AMBTH nHGopMann | 328/180 B
MJUIK.02.01. MporpamMMubie 1 HPOrpaMMHO-ANTAPATHLIE CPEICTEA 3AIMATH HHopMaunn 256/108
Paigen 1. OcroBHBIC NPHHIENLE TPOTPAMMHOI H POIPAMMHO-ATINAPATHOH IAHTH HHRGOpMaATTHN | 44/20 |TIK 2.1 —TIK 2.6, OK
Tema 1.1. [Tpeamer u Copepaanne 6/0 | 01-OK 11, JIP4,
SRARTR NPOFPAMMED: 1.[1peamer u 3ana4un nporpaMMHO-anmapaTHoil 3amm e HHGOpMaLHK | JIP10, JIP1S JIP16,
AITpECHREL JATRETI 2.0cHOBHEIE TOHATHA NPOrPAMMHO-AIINAPATHON 3a1HTE HHpOpPMALIH JIFES
e i 3. Knaccudikatins METO/I0B H CPEJICTE NPOIPAMMHO-aNapaTHOH 3alHTh
HHpopmar EEI— —
Tema 1.2, Cranpnaprel Conepixanune 10/6

DEe30MacHOCTH

|1.HopMaTHBHEIE IPABOBLIE AKTEL HOPMATHBHLIE METO/MYECKHE JOKYMEHTEL, B COCTAR
KOTOPEIX BXOJAT TpeDOBAHMA H PEKOMEHIAIMH 110 3alHTe HHPOPMAIIHK
NpOrpaMMHBIME H PO paMMHO-annaparHeivy cpeacreamu. | Ipodmm sammrs
NPOIrPAMMHBIX H HPOTPAMMHO-ANTIAPATHLIX CPEACTB (MEACETEBBIX IKPAHOB, CPEJICTR
KOHTPOJIA CHEMHBIX MATMHHLIX HOCHTEREH HHPOPMALINH, CPEICTE J0BEPECHHON
JArPY3IKH, CPEACTRE AHTHBHPYCHOI 381IHTHI)




2.CTanaapThi 110 3aMMTe HHGOPMAIHA, B COCTAB KOTOPBIX BXOIAT TpeboBanus 1
PEKOMEH/IALHMH 110 3AIHTE HH(OPMAITHE TPOTPAMMHBIMH M [IPOIPAMMHO-
annaparHbIMH CPEJICTBAMH.

B ToM 4MCie npakTHyecknx 3anaTHil u aaboparopusix pabor

6/6

I. IlpakTiaeckoe 3anaTie. OG30p HOPMATHBHBIX IPABOBBIX AKTOB, HOPMATHBEHEIX
METOIHYECKHX JOKYMEHTOR 110 3aiuTe HH(opMallii, B COCTAR KOTOPKIX BXOAAT
TpeOGOBAHHA M PEKOMEH/IAIINH N0 3atHTe HH(pOpPMALHE IPOTPAMMHLIMH H
nporpaMMHO-aniapaTHbiMu cpeacTeamu. Pabora ¢ colepmanieM HOPMATHRHBIX
NPaBOBBIX AKTOB.

4/4

2.Ilpakruyeckoe sanarne. OG3op crannapros. Pabota ¢ conepixannenm CTaH/1apTOB

22

Tema 1.3. 3ammimennas
ARTOMATHIHPOBAHIAN
CHCTEMA

Conepxanne

| . ApToMaTHIaAA Tponecca obpaboTkn undopmaiim

2.1 lonaTHE aRTOMATHIHPOBAHHONH CHCTEMBI.

3.0coleHHOCTH ABTOMATHIHPOBAHHLIX CHCTEM B 3AIMINEHHOM HCHOMHEHHH.

4.0cHosubie sras AC B 3aIAIIEHHOM HCIOMHEHHH,

S.MeTosl cOTAHAS O30MACHBIX CHOTEM

6.MeTo/o10r i POEKTHPOBAHAA rapaHTHPOBANNO santMiernbx KC

7. JIMCKpeHOHHEIE MOJIeIH

8. Mannarusie monenn

10/6 |

B Tom uncse npakTHueckux 3aHsTHIl 1 1abopaTopHEIX pabot

6/6

1. Tlpakriyeckoe sansTne Yuer, ofpaborka, xpanenne u nepejada undopmanun »
AHC. Orpannuenne JI0CTyNa HA BXOA B CHCTEMY.
HACHTH(HKAIHA B ayTeHTHOHKaIMA noak3oBaTeneil. Pasrpannyenne noctyna.

22

2. llpakriueckoe sansTue. Perncrpamua coberruii (aymt). Kowtpons uenocrnoctn
JAHHBIX

3. lpaxTiueckoe sausTHe YHHUTOMRCHIE OCTATOMHON HHPOPMAITHN.

4.1 IpakrHucckoe sansTue. Ynpasienne nonurukoi 6esonacaocty. [labnons
DesonacHocTH




Tema 1.4. Coaepmanne 84
Jlecrabuansupyrouiee . Ucrounnku lecTabHaH3HpyIOLIero Bo3ieHCTBIS Ha 00BEKThI 3N THl
Bo3eiicTeHe Ha 00BEKTH 2.Cnocobbl BosaeicTBHA Ha HHPOPMAITHID
3T J.11puyunnsl i ycnosrs AecTabHiHInpyIOLIEro BO3ICHCTRAA Ha HEdopMarHio

B Tom uncne npakrutecknx sanatuiil n saboparopusix pabor 44

1. IlpakTiyeckoe sausTie Pacnpenenenne KaHAIOB B COOTBETCTBHH ¢ HCTOUHHKAMH ;

44

BOMIEHCTRHA HA HHOpMAaLIHID
Tema 1.5. TTpuanmns Conepxanne 10/4
nporpaMMHo-annaparHoi | [lonsrie HecaHKUHOHKPOBAHHOTO AOCTYIA K HH(OPMALIHK
3aIMThl HHpOPMAITHH OT 2.0cHoBHBIE NOAXO/IB K 3anmTe nudopmann or HCJL
HECAHKIHOHHPOBAHHOTO 3.0pranusanns noctyna k gaiinaM, KOHTPOIL J0CTYIIA H PA3TPAHHYEHAE JIOCTYIIA,
AoCTYna Hepapxuyecknii goctyn K daiinam. Oukcanns noctyna k gaiaam

4. JlocTynl K AaHHBIM CO CTOPOHBI NIpoLecea

5.0cobennocTn 3ammTL AaHHBIX 0T HiMenenns. [lndgposanne.

B ToMm umene npaktudeckux 3ansTiil 1 nabopatoprsix pabor 4/4

1. llpakruyeckoe 3ansTie Oprasnsaunsg 1octyna k daiinam 212

2. llpakTHyeckoe 3ansTne OIHAKOMICHHE C COBPEMEHHBLIMH IIPOIPAMMHLIMH 2

[porpaMMHO-ANIapaTHLIMK cpeicTsaMu 3ammts o1 HCJT g
Pazaen 2. 3amnra aBTOHOMHBIX ABTOMATHZHPOBAHHLIX CHCTEM 54/18 | IIK 2.1 — 11K 2.6, OK
Tema 2.1. OcHoset 3ammte | Conepkanne 6/0 | 01-OK 11, JIP4,
ABTOHOMHBIX 1.Pabora asronomuoil AC B sammimeHnoM pexnme JIP10, JIP15 JIP16,
ARTOMATHIHPOBAHHBIX 2. Anropurs sarpyzkn OC. IllTaTHbie CPe/ICTBA 3aMBIKAHHA CPe/Thl JIP18
CHCTEM 3.Pacumpenne BIOS kak cpejcTBo 3aMBIKAHNS TPOTPAMMHORN Cpelbl

4.CucreMsl THIA DNEKTPORKEN 3aMOK, I3 ¢ NPOBEPKOi HENOCTHOCTH NPOTPAMMHOH

cpejtbl. [onstue AMJ13 (roepennas sarpyska)

5.TTpHMeHeHNE 3AKIAI0K, HANPABIEHHEIX HA cHIBKen#e M deKTHBHOCTH Cpe/IcTR,

FAMBIKAIOLIHX CPELy.
Tema 2.2, 3ammuTta Cojgepmanne 6/0

HPOrPAMM OT H3Y4EHHS

1.M3yuenne u obparnoe npoektuposanune [10

2.Cnocobbl n3y4enns [10: cratubeckoe W AHHAMHYECKDE HIVIEHHE




3.3a1a4m 3aUATE OT H3YYCHHA # croco0bl HX pelIeHHs

4 3ammra o7 OTnaIKH,

5.3ammra o1 ausaccemOnupoBaHs

f.3alHTa 0T TPACCHPOBKH 110 NPEPhHIBAHHAM.

Tema 2.3. Bpenonocnoe
nporpaMmuoe obecnedenne

Conepxanne

82

|.Bpenonocuoe nporpaMmuoe ofecnedenne Kak ocoORIi BRI paspymiamomnmx
BOYICHCTBHI

2 Knaccnukauns BpeAOHOCHOTO HPOrpaMMHE0To obecnedenns. Cxema sapamenns.
Cpencrea neiftpanuzaimn speaonoctoro [0, Hpodmnakmika sapaskenns

3.INouck cnenos akrusnocTr BpeaorocHoro [10. Peectp Windows. OcHosbie setin,

cofiepranine Hupopmaimio o speonocrom 10, Jpyrue obnextsl, cogep#anme
uHpopmamio o spesosoctom 110, daiinw prefetch.

4.bor-ners [lpurman gynxknuonnposanus. Merosl obuapykenns

3. KnaccnipHranua anTHBHpYCHLIX cpeacTh. CHIHATYPHBIR # YBPHCTHYECKHIT anamns

6.3amuTa OT BUPYCOB B "pyuHOM pexume”

7.0cHoBHbIE KOHIENUHH NOCTPOCHHA CHCTEM AHTHBRPYCHOI 3a1IHTLI HA
NpeUIPHATHH

B ToM unciie mpakTHYECKHX 3aHATHI 1 JaopatopHbix paboT

1. Mpaktuueckoe sauatue. [Ipumenenns cpencrn uecnenopanns peectpa Windows
JUIA HAXOM/ICHHA CIIE/I0B AKTHBHOCTH BpeaoHocHoro [10

Tema 2.4, 3amura
HpOrpaMs U JaHHEIX OT
HECAHKIHOHHPOBAHHOIO
KOMHpOBAHMA

Conepmxanne

1.Hecankunonnposanioe kornuposanne nporpamm kax i HCJL

2 IO0puanseckie acneK sl HeCAHKIHOHHPOBAHHOTO KOIHPOBAHNA nporpams, Obiiee
NOHATHE 3a1IHTE 0T KOIHPOBAHMS.

3.0 Ipussaika 110 k annaparHoMy OKPYKCHHIO H HOCHTC/IAM.

4. 3amMTHBIC MEXAHH3MBI B COBPEMEHHOM IIPOIPAMMHOM oDecriedeny Ha npuMepe
MS Office

B ToMm uHciie npakTHYECKHX 3aHATHIH ¥ nabopaToprmx paGot

44

1. TlpakTiueckoe 3anaThe. 3ammTa HHOOPMAIMH 0T HECAHKIHOHAPOBAHHOTO
KOIHPOBAHHA € HCNOIB30BAHHEM CHEIHATHIHPOBAHHLIX IIPOTPAMMHBIX CPEJICTE

212




2. llpakTiyeckoe 3anaTHe, JalHTHEIC MEXAHUIME] B IPHICKEHHAX (Ha NPHMEpe
MSWord, M5SExcel. MSPowerPoint)

22 |

Tema 2.5. 3amuTa

HuGOpMAlHE Ha MAITHHHBIX
HOCHTEHAX

Cojepmanne

14/8

1.[lpoGnema sammTel oTHy#IaeMBIX KoMioHenTos [19BM.

2.MeTonsl 3ainTsl HudopMaiie Ha oTUyAKNacMbIX HocHTelsx. [IIndposanne.

3.Cpencrea BoccTaHOBNEHHS ocTarouHoil nudopmanun. Cosanne No0CeKTOPHEIX
obpazos HAKMJL.

4.IlpuMeHenne Cpe/ICTB BOCCTAHORIIEHHA OCTATOYHON MHDOPMaLHK B cyeDHBIX
KPHMHHATHCTHYCCKHX JKCIEPTHIAX H MPH PACCICI0BAHNH HHIH/ICHTOB,
Hopmarusras 6asa, J0KyMEHTHPOBAHHE Pe3YILTATOR

5.besposspatioe ynanenne ganupix. [IpuHiMns! 1 anropu™el.

B Tom uncie npakTudeckux sans il # naboparopreix pabot

1. Tpaxriueckoe sansTne. [IpuMenenne cpeicTsa BOCCTAHOBIECHHS OCTATOUHOM
uHdopmaiun na npumepe Foremost uim asanora

2. llpakrryeckoe sanarne. [Ipumenenne cnenHaIMInPORAHHOIO MPOrPAMMHOTO
CpeIcTea AN BOCCTANORNEHHS VIANCHHRIX daiinon

3. llpakruyeckoe sanstre. [IpuMeHenne nporpaMy jUia GEIROIBPATHOIO VIATIEHHA
JIAHHBIX

4. lpaktuyeckoe sanarne. [Ipumenenne nporpamum s wndposanmis JaHHBIX Ha
CHEMHBIX HOCHTEIAX

Tema 2.6. Annapartsie
Cpe/icTBa WICHTH(hPHKAIINH 1

ayrenTHhHKalnn
noabIoBaTene

Conepxanue

1. TpeGoBanus Kk annapaTHeIM CpesIcTBaM HACHTHOHKAIMM W ayTeHTHQHKAIHN
no/b3osareneii, npumensemsiv B I3 n ATTMJ13

2. ¥erpoiiersa Touch Memory

Tema 2.7. Cncrems
obHapyKeHHA aTaK u
BTOPHKCHMH

Conepxanue

B4

1.COB u COA, otnnuns B dpyukumnax. Ocnosrbie apxutektypsl COB

2. Henoaezopanne cetesbix candipepos B kavectne COB

3.Annaparusiii komnonent COB

4.Iporpammiisii komnonent COB




5.Mojaenn cucremsl obGnapyxenns Bropaxennii, Knacenpukauns cncrem
obHapyxeHns sropxennii. Obnapyxenne curnaryp. Obuapyxenne aHOMaTHiL.
Jlpyrue Metojibl 00HAPYKEHHA BTOPHKCHHIL.

B ToM yMcie npaKTHHecknx 3aHsTHil B 1abopatopHeIx pabor

4/4

1. IlpakTiaeckoe 3ansTne Moaennposanne nposenenus araxu. Hayuenne
HHCTPYMEHTAIILHEIX CPEICTR OOHAPYHKCHHS BTOPIKEHHH

4/4

Pasaen 3. Jammra undopmanun B J10KAILHBIX CCTHX

12/4

Tema 3.1. OcroBst
MOCTPOCHHA 3AIHINCHHBIX
cereii

Conepmanne

4/0

[IK 2.1 = [IK 2.6, OK

1.Cern, paboTaionme 1o TeXHOI0IMHA KOMMYTAIHH NaKeToR

2.Crex npotokonos TCP/IP. OcobeHHOCTH MapImpyTHIAIHH.

J.MIrarHsie cpeicTra 3aiMThl HHopMaln crexa npotoroaos TCP/IP.

4.Cpesicrea aeHTHOHKAIHN B AYTEHTA(HKAIINYE HA PA3HLIX YPOBHAX NPOTOKOIA
TCP/IP, nocTonncTsa, HEJOCTATKA, OTPAHHYEHHS.

01-0K 11, JIP4,
JIP10, JIP1S JIP16.
JIP18

Tema 3.2, Cpencrra
oprainzaman VPN

Conepxanne

8/4

|.Bupryansnas yactHas ceTh. OYHKIMH, HAZHAYCHHE, IIPHHLNI TOCTPOCHHS

2.Kpunrrorpaduueckue n HekpuirorpagHueckne cpeicTra oprasusamun VPN

3.¥Yerpoiictsa, obpasyroume VPN, Kpurnmomapiupyrisarop u kpuirroduasTp.

4 Kpurrropoytep. [IpuHusnsL, apxuTeKTypa, MOIEIh HAPYIIWTENA, JOCTOHHCTREA |
HEJIOCTATKH -

5. Kpunrounstp. [IpHHIIHNGL, apXHTEKTYPa, MOJICTE HAPYIIHTCI4, AOCTOHHCTRA 1
HEJOCTATKN

B TOM "HClIe NpakTHYECKAX 3anaThii # naboparopubix pabot

4/4

1 Ilpaktuueckas pabora. Passeprommanne VPN

4/4

Ipomexyrounan arrectauns B gopme auddepennnpoBanHoro 3agera

¥

Pasnen 4. 3ammara nndopmannn B cersx odmero 10eTyna

12/4

| TIK 2.1 - TIK 2.6, OK |

Tema 4.1, ObecnieuecHue
De30MacHOCTH MEKCETCROID
BIaMMOIeHCTRMS

Cojepmanne

12/4

| 01-0K 11, JIP4,

1.MeTozs! 3a1mmTel HEGOpMAHK IpH paboTe B ceTax oblero gocTyna.

2. Mexcerennie 3xpanst Tuna firewall. Jloctouncrsa, nenocraten, peanniyemuie
NOHTHKH GE30MacHOCTH

3. inppepenumnpopannsiii 3auer

4.0cnoenbie Tunsl firewall. Cummerpudnbie # Hecummerpusnsie firewall.

JIP10, JIP15 JIP16,
JIP18




3. Yposeus 1. [lakerusie hunsTpr

6.Yposens 2. QHALTpauns ¢iiykD, NOKCK KIIOYEBLIX CIOB B TEJIC MAKETOR HA CETEROM
YPOBHE.

7.¥Yposens 3. Proxy-ceprepa NpHKJIAIHOIO YPOBHS

8.0an0X0CTORBIE H MYJILTHXOCTOBRIC firewall.

9.0cHOBHBIE THIILI APXHTERTYP MyIbTHXOCTOBEIX firewall. TpeGosanns k kam oMy
XOCTY HCXOJ1 H3 APXHTEKTYPhI H BEITOIHACMBIX (hyHKITH#

10. TpeGopanus mo cepTHHKALIHA MeKCETEBLIX IKPAHOB

B oM 4nciie npakTHuecKnX 3aHaTHI B nabopatopHbix paboT

1. llpakTHueckoe sanstie. Hayuenne u cpasnenne apxurextyp Dual Homed Host,
Bastion Host, Perimetr.

2. lNpaxTryeckoe sanarne. Mayuenne pasinanueix criocoboB sakpeirus "onacumix”
[HOPTOB

Paznen 5. 3amura nndopmannn B Hazax 1anunix

Tewma 5.1. 3auwra
unpopmannn s Hazax
JanHBIX

Cojiepxanue

1.OcHoBbIe Tk yrpo3. Mojens sapymmTens

2.Cpencrra uaenTHHKaIMH B ayrenTgukanuy. Y npasneHue 10CTVIIOM

3.CpescTna KOHTPOJIA LEIOCTHOCTH HHopMalny B Gasax JaHibIx

4.Cpencrea ayauta u kontpois Gesonacuocti. Kpurepun samminennocTn 6a3 AaHibIx

5.llpumenenne kpunTorpadHIeckHX CpeacTs 3aumTsl HHdOPMALHA B Da3aX JaHHbIX

B Tom uHcie npaktHHeckux 3aHaTHii °H n1abopaTopHiIx paboT

4/4

1. ITpakTiyeckoe sanaTHe. Hayuenne mexanuamon 3ammtel CYBJL MS Access

2. lNpaxtiqeckoe 3aasaTe. M3ydenne mmathsix cpeacts sammtsl CYEJ] MSSQL
Server

IIK 2.1 -1IK 2.6, OK
01-0K 11, J1P4,
JIP10, JIP13, JIP14,
JIP15, JIP16, JIP17,
JIP18

JIP16, JIP1S

Pasnen 6. MoumHTODHHT CHCTEM 3ANTHTHI

68/28

Tema 6.1. Mouutopunr
CHCTEM 3alHTHI

Conepxanne

8/2

LIousTie n obocHoBanne HEOOXOAMMOCTH HCMONL3OBAHAA MOHHTOPHHTA KAK
HEODX0IHMOI KOMIOHEHTE! CHCTEMB 3AILHTH HHQOPMAaITHH

2.0cobennocTn ukcanun cOOBITHIL, MOCTPOSCHHBIX HA PA3HBIX IPHHIHIAX: CETH C
KOMMYTalHeH coe/IHHeHuiH, ceTh ¢ KoMmyTanned nakeros, TCP/AP, X.25

[K 2.1 - TIK 2.6, OK
01-OK 11, JIP4,
JIP10, JIP13, JIP14,
JIP15, JIP16, JIP17,
JIP18




3. Knaccudmxanns oTeaekmBaemMbix coObiTii. OCoGeHHOCTH NOCTPOHIS CHCTEM
MOHHTOPHHIA

4 Merounnkn uudopMatimm Ui MOHHTOPHHTA: CETERLIE MOHHTOPLL, CTATHCTHHECKHE
xapaxrepucTHky Tpaduka vepes MO, nposepka pecypeos o0mero nojib30BaHHs.

3. Knaccuiuranns ceTeBhIX MOHHTOPOR

6.Cucremnr ynpasnenns cobsruamMy uadopmannonnoii Gesonacnocti (SIEM).
O630p SIEM-crctem Ha MHPOBOM M POCCHIICKOM PRIFIKE.

B Tom uncne npakTuuecknx 3adaTiil M nabopatoprsix pabot 2/2
1. llpaxTuseckoe sansaTie. Mayuenne n cpaBHATENBHLI aHANH3 PACIPOCTPAHEHHBIX
ceTenslX MOHHTOPOR Ha npuMmepe RealSecure, SNORT, NFR uin apyrux ananoros. 22
Ilposenenne ayanra JIBC ceresniv ckanepom (Ha npumepe MaxPatrol 8) B
Tema 6.2. Hayuenne mep Conepwanue 4/2
AU TR HQOpPMAaLHK B |.Hayuenne tpefGopannii o 3auture na(opMalnm, He CoCTARRIONIETH
HHopMALIHOHHBIX rocyaapcrsennyio taiiny. Mayuenne meroamueckux aokymentos ®CTIK no
CHCTEMAax HPHMEHEHHIO Mep 3aLHThL
B oM uncsie npakTHUECKHX 3auaATHil B nabopaTopHX paboT 22
|.Bribop Mep saumTel nudopManmi JUTS HX peainsaini B HHdopManonnoii
crcreme. BRIDOp COOTBETCTRYIONTHX NPOrPAMMHLIX H IPOTPAMMHO-ANTIAPATHRIX 212
CPE/ICTB H PEKOMCHALHIl 110 UX HACTPOFKE. o
Tema 6.3, Hayuenne Conepxanne 8/8
COBPEMEHHBIX MPOrpaMMHO- | B TOM YHC/le NPaKTHYECKHX 3aHsTHI 1 nabopatopHeix paboT B/8

AlMMAPATHRIX KOMILITCKCOR,

1.ITpakTHyeckoe sansTie. YCTaHOBKA M HACTPOIKA KOMILIEKCHOIO CPE/ICTRA Ha
npumMepe SecretNetStudio (yueOHan JTHUEHIAA) WIH IPYIHX AHATOTOR

2. lNpakTryeckoe 3anaTHe YeTaHOBKA H HACTPOHKA IPOrPaMMHBIX CPEICTS OLCHKH
JAUMIIEHHOCTH H ay/inTa HHpopMalmonHoi SesonacHocTH, n3ydenne Gyurumii 1
HacTpoiika peanmon paboTsl Ha npuMepe MaxPatrol 8 wim apyvrux ananoros

3. lNpaxTrueckoe sanarine H3ygenne THnoBeIx peimennii s nocrpoernns VPN na
npumepe VipNet wim Apyrux aHanoros

4. llpakTrueckoe 3ansTe Mayuenne coBpeMeHHEBIX CHCTEM AHTHBHPYCHOMN 3amMThi Ha
npUMepe KopropatusibX petnenuii KasperskylLab wam apyrux ananoros




5. llpakTnueckoe 3ansTHe M3ayuenne dyuxunonana u obnacreil npumenenns DLP
cucres Ha npuMepe InfoWatchTrafficMonitor win apyrux ananoros

Teaa 6.4 Hovvenue
NPOZPAMMHO-ANNAPanibix
Cpedems saujumsi
unepapmayun OKE CAIIP*

Conepmanue

48/16

1.1 Inarhopmennsie pemenna OKE CATTP

2. Jlosepennan 3arpy3ka Ha 6aze Axkopa-AMJ13

J.Hurerpauus C3H HCJl ¢ koutponem gocTyna u BHACOHAGIIOACHHEM

4.Ilpumenenne ITAK Axkopa juis pasrpaindeHs J0CTYNA K JAHHBIM

5.0prafusanus 3aunIeHHoro MeKTPOHHOTO A0OKYMEHTHOIO 060poTa ¢ HOMOIILIO
6, IIAK PRIVACY aus TICK3H LHHATTKA

7.Pabora ¢ cucremoil yipasienns cobumuaMn nudopmaiHonnoil GesonacHocTH
(MaxPatrol SIEM).

B Tom umeie npakTHyecknx 3ansTiii u naboparopreix pabor

8/8

IMpaxruyeckoe 3auaTHe. YCTAHOBKA 1 HACTPOIKA PAB MONLIORATENS W
amuancTpatopa B AMJI3 Axkopa GX

1/1

Ipakuueckoe 2ausitue. Mayuenne ocobennocreil sammmiex dyakumii AMJ13
Axropn GX

11

[IpakTrteckoe sansTie. Paborta ¢ samumennniv cayxeOnniv socutenem OKb CATTP
Cekper Ocoboro HasHadeHus. Y CTaHOBKA H HACTPOHKA TOJIHTHE,

212

[lpakTiyeckoe 3ansTie. PaGorta ¢ saumuieHabM cnyxetnbM Hocutenem OKb CATIP
Cexper Ocoboro naznauenns. Miyuenne ocobennocteit paboThl ¢ 3aumimennsiM
cextopom  HakonHTens Cexper Ocoboro HasHaueHHsA

212

ITpakTuueckoe sanatue. Pabora ¢ sammmennsv cnywedusv nocurenem OKB CATIP
Cekper Ocoboro nasmagenns

1/1

[lpakTyeckoe 3ausTie. Pabora ¢ nokymentamu ¢ nomonsio ITAK PRIVACY s
IMCK3X [HHATTKA

Camocrositeibnas pabora npn mwsygaennn MJIK.02.01

11

[Tpumepras TeMaTHKa BHEAYANTOPHOH camMoCTOATENBHOI paGoTsl,pediepat Ha TeMBbI:
M3yuenne HOBBIX TeXHOMOrHH XpaHeHHs uudopmannn;

CTarHerika ¥ aHaIH3 KPYIHBIX YTe4eK HHDOPMALIHK 3a rojL

lNouek nudopmaitnn 0 HOBBIX BHJIAX aTak Ha HAQOPMAITHOHHYIO CHCTEMY:

O630p coBpeMEHHBIX HPOIPAMMHBIX H POIPAMMHO-AIIAPATHEIX CPE/ICTE AN T

[IK 2.1 -I1K 2.6, OK
01-0K 11, JIP4,
JIP10, JIP13, JIP14,
JIP15, JIP16, JIP17,
JIP18




CpaBHuTENLHBI AHATH3 COBPEMCHHBIX IIPOIrPAMMHBLIX H IIPOTPAMMHO-AIIAPATHEIX CPEICTB IAUTHTEL
1poGnems paborsi kopnoparusisix AHC B yCI0BHSX YIAICHHOIO A0CTYITA.

Temarnka kypcoswix pador

I.Ouenka ek THBHOCTH CYIECTBYIOMHX NPOrPAMMHBIX H IPOIPAMMHO-ANTIAPATHBIX CPEACTE 3aIIHTHI
HH(OPMAIHK ¢ IPHMEHEHHEM CTIENHAITHINPOBAHHBIX HHCTPYMEHTOR H METO/108 ( MHIMBMYAIBHOE 3a1aHAe)
2.0030p 1 aHAIH3 CORPEMEHHBIX IIPOTPAMMHO-ANTIAPATHLIX CPEICTS 3AUIMTH HHPOPMAITMH ( HEIHBHIYATEHOES
HJIAHKE )

3.Beiop omruMaisHOro epeicTsa 3aiuTh HEGOPMALIMHE HCXO/IA H3 METOMYeCKHX pekomentatmit ®CTIK u
HMEIOIIHXCH HCXO/HBIX JaHHBIX (HHIHBHIYAILHOE 3a1aHue)

4.Ipumenenne NporpaMMHO-aNNAPATHLIX CPEACTE 3ANTHTH HHOOPMAIIHH OT PA3IHYHLIX THIIOB YIPO3 HA
NPEMIPHATHH (HHAHBHAVAIILHOE 3aaHne)

5.1pobaema samprsl nudopmann B 001a9HBIX XpaHuinmax Janusix 1 110]]ax

6.3ammTa cpet BUPTYAIH3AIHN

30/30

[IK 2.1 - ITIK 2.6, OK
01-0K 11, JIP4.
JIP10, JIP13, JIP14,
JIP15, JIP16, JIP17,
JIP18

Koneyanranmm

Ipomexyrounas arrecranns no MJIK.02.01 8 dpopme rx3amena

12

Yuelinan npakruka paiiena 1

B pabot

[lpumenenne nporpaMMHBIX H IPOrpaMMHO-ANNapaTHeEIX cpeacTs obecnednenns HrpopMaHONHOI Ge30NacHOCTH B
ABTOMATHIHPOBAHHEIX CHCTEMAX

Juarnocruka, ycrpanenne otkasos H obecnieuenue paboTocnocobHOCTH NPOrPaMMHO-ANTAPATHEIX CPEJICTE
obecnevenns unipopmannonnoi bezonacHocTH

Ouenka HPPEKTHBHOCTH NPHMEHAEMBIX TPOTPAMMHO-aNNApaTHBIX cpejicTs obeciiedenns HaGopMaHoOHOi
DezonacHocT

CocranicHue JOKYMCHTAITHH 110 y4ery, obpaboTke, XpaHenuio W nepeiade konduaenumansnoi nadopmainm
Henosnb3osanme nporpaMmioro obecnedeHus s 00paboTKH, XPaHEHHA | nepetaun konduienmaisnoi
HHpOpMalH

CocTarjiense MapiIpyTa # COCTaBA NPOBE/ICHHUS PALIHYHLIX BIIOB KOHTPOIBHBIX IPOBEPOK PH ATTECTAILHN
00BLEKTOR, NOMEINEHHT, MPOrPAMM, ITOPHTMOB.

Yerpanenne saMedanuii 10 pe3yiabTaTaM NpoBepKH

AHA/IM3 H COCTABIEHHE HOPMATHBHBIX METOIHYECKHX JIOKYMCHTOB 110 obecnedeHnio HH(opMalHonHoi
De301acHOCTH NPOTPAMMHO-ANTIAPATHBIMH CPE/ICTBAMH, C YHETOM HOPMATHBHAIX NPABOBLIX AKTOB.

2172

K 2.1 - 1IK 2.6, OK
01-0K 11, JIP4,

JIP10, JIP13, JIP14,
JIP15, JIP16, JIP17,
JIP18 |




[IpHMeHeHHE MATEMATHHECKHX METO/IOB /U OLEHKHM KauecTsa H BLIO0PA HAHIIYHIIETO [IPOIPAMMHOTD CPECTBA
[lposeaenne ayTa HudopmanHonnoil belonacHocTH
Hpumenenue OC Kali Limax dna mecmuposanus unhopmayuonnon cucmemst Na nponuknosente ™

Vemanosxa u nacmpotiva OC

Astra Limux*

Paszpea 2 TIMLO2. Hpumenenne kpunrorpaduyeckny epeiacts iamurs nngopmannn

216/112 |

MJIK.02.02. Kpunrorpadguueckne cpeacrsa 3aumin sl muopmanin

180/76

Brenenne

Copepxanne

2

1.IIpeamer u sanauu kpunrorpadgun. Meropna kpunrorpadmm. OcHOBHBIE TEPMHHLI

Painen 1. MaremMarnucckne

OCHOBBL 3AHTLE HHpopManun

Tema 1.1. MatemaTAuecKkne

Coagepmanue

30/6
30/6

OCHOBEI KpHTITOTpadmn

1.9nemeHThl TeopHH MHOKeCTB. | pynnsl, Konkna, mosis.

2 Jleammocts uncesn, Mpusnakn geanmocti. [lpocTbie 1 cocTaBHbie YHC/IA.

3.0cuosnas Teopema apudmernin. HanGonbimmit obumit nenwrens. Bsanmuo
npocTeie ancna. Asropury Enomia ans naxoscaenus HOJL

4.0rmiomenus cpasinmoctn. CroiicTsa cpasnennii. Moaynapuas apudmernra.

5.Knacest. TTonuas u npuseieHdas cHereMa soidetos. Oyikuna Dinepa. Teopema
Depma-Jitiepa. ANropuT™ GLICTPOIo BOIBEICHHA B CTENECHB 110 MOAYIIO.

6.Cpasienns neproii crenenu. Jlnnefinsie nodantoss ypasaenns, Pacimmpennsiii
anropuT™ EBKIHIA.

7. Kwraiickas Teopema o0 ocrarkax.

8.Iposepka yncen Ha NPoCTOTY. ANTOPHTME TEHEPAIHH NPOCTRIX YHcen. Meros
npoOusIX jencHuii. Pemero Dparocdena.

9.Pasioskenne THCTA HA MHOKHTENH. AnroprTMel daktopuzanui. PaxropHilanus
®epma. Meron [lonnapaa.

10. AnropuT™sl sckpertoro gorapudmuposanus. Meron [Tomapna. Meron lloppa.

1 1. ApudmernHeckue onepaun Hajl SONBIIMMH HHCIAMH.

12. M THYECKHE KPHBBIC H HX NPHIOKEHHS B KpHITOrpadmn.

| TIK 2.4, OK 01-OK

11, JIP4, JIP10, JIP13.
JIP14, JIP15, JIP16,
JIP17, JIP18

B ToM 4HCIIC NPaKTHYECKHX 3aHATHI # JafopartopHbiX pabot

/6

1. IlpakTiteckoe 3anarue [lpumenenne anropurva Esknnja s saxosaenns HOJL
Pemenne THHeHHBN AHOMAHTOBLIX VpaBHerHii

2/2

2. [MpakTHueckoe sanaTne [Iporepka unucen Ha npocToTY

bt
13




3. llpakrideckoe sanstie Pelnenne 3a1ad ¢ aneMenTaMm TEOPHH UHCer.

2(2

Pasgen 2. Kaacenweckan kpunrorpadgms

36/18

Tema 2.1. Metoam
KpHnTorpadueckoro
3AMHTE HHpopMalim

Conepanne

14/6

1. Knaccuduranms oCHOBHEIX METOI0B KpunTorpadmteckoi sammrs. MeTtomm
CHMMETPHYHOTO miHdpoBanns

2.1udpet 3amennt. [lpocras 3amena, MuoroandasuTHas no/cTaHOBKA,
MPONOPUHOHAILHEIH mp

3. Metoasl nepectanonkn. Tabununas nepecTaHOBKA, MAPUIPY THAS NIEPECTAHOBK:

4.lammuposanie. 'aMMHpOBAHHE ¢ KOHEUHOH H DeCKOHEUHOI raMMamy

B Tom umcne npakrHyecknx 3aHsTHii # 1abopatopisix paboT

6/6

1. Tlpaxriueckoe sanaie [paMenenne KIacCHYeCKIX WHMPOB 3aMeHbl

212

2. lpaktyeckoe sansTne [IpHMEHEHAE KIACCHYECKHX H(POR NEPECTAHOBKH

212

3. IMpakriyeckoe austie [IpHMEHEHHE METO1a rAMMHPOBAHNS

212

Tema 2.2. Kpunroananmns

Coaepxanne

16/10 |

1.OcHoBnbie MeToaL KpunToanamisa. Kpunrorpadmueckne araxu.

2. Kpnnroradmueckan croiikocts. AGcomorno crofikue kpantocueremss. [puuimis
Kupxxoddca

3.1lepenexTHBiibie HANPABICHAA KPHITOAHAH3A, KBAHTORBI KPHITTOAHATH.

B ToMm uncie npakTHueckux 3ausTHil 0 naboparopusx pabot

10/10

1. IlpakTiaeckoe ansTe Kpunroananus mudpa npoctoii saMenkl METOJIOM aHalH3a
YACTOTHOCTH CHMBOJIOB

3/3

2. llpakTiueckoe sanstie Kpunroananns KiaccHueckux mHGpPOB METOI0M 10THOTO
nepebopa Kimouei

3/3

3. llpakTiueckoe sansTie Kpunroananns mudpa Buwsnnepa

A4

Tema 2.3. lNorounsie
HIHPEL B FEHEPATOPEI
NCERAOCVUANHBIN YHCEen

Conepxanue

6/2

1.OcnoBHBIE NPHAIMIE HOTO4HOTO Mipposanus. [Tpumenenue reneparopos I1CY s
KpHiTorpatun

2. Metoel nonyueHus ncesaocysainsx nocnenosarensuocreit. JIKI, Meron
Oubonavun, meroy BBS.

B ToM 4HciIe npakTHYecKuX 3aHaTHI 1 naboparopHsix pabor

22

MK 2.4, OK 01-0OK
11, JIP4, JIP10, JIP13,
JIP14, JIP15, JIP16,
JP17, JIP18




| 1. Mpaktuueckoe sanstie [pumenenne Meroaos renepatun T1CY

2

Pasznen 3. Cospemennan kpuntorpadgun

88/46

Tema 3.1. Koauposanne
uHpopManu,
KoMiiboTeprsaims
HIH(pPOBAHHA.

Conepxanne

14/6

1. Konuposanue undopmanmn. CHMBonsHOE Koymposanne. CMBICIOROS KOAHPOBAHHE,

2 Mexanmzanns wndposanna. [lpencranienne nnopMaliug B IBOHYHOM KOJIE.
Tabanua ASCII

3. Komnpiorepusaims mmndposains. ANNapaTHoe ¥ IporpaMMHoe mngpopasne

B TOM "HCsIe mpaKTHHYECKHX 3aHATHH K nabopaTopHbiX paboT
1. llpaxruueckoe sanstne Konuposanue undopmanun

8/8
212

2. llpaxuveckoe 3ansTie [IporpaMmuan peanmu3aiis KiIaccHYECKHX Hdpos

22

3. lNpakruueckoe sausrie Hiyyenne peamzanun KnaccHIecknx mMuGpoB 3aMeHsl 1
nepectanoski B nporpamse CrypTool nim ananore.

212

H3yuenne coBPEMEHHBIX ITPOrPAMMHLIX H AlNAPATHLIX KpHITOrpadHueckux cpencrs

4.CTanapTHIANAA MPOrPAMMHO-ANNapaTHRIX KPHOTOrpapHYECKHX CHCTEM H CPEICTER.

22

Tema 3.2. CHMMETPHYHBIE
cHCTeMBl IH(poBaHIA

Coaepxanue

24/10

1.06ume coenerns. CTPYKTYPHAA CXEMA CHMMETPHYHBIX KPHITOrpadHiecknx
CHCTEM.

2.Hayuenne 3apybexubix cummetpranex wudpos DES u AES. Cospementnie
METO/IBI KPHITOAHAINIA CHMMETPHYHBIX H(por™

3.0reuecrBennbie cranaapTel mudgposanns ['OCT 28147-89*

4 Orevecrrennnie cranaaprel wndposanua 'OCT 28147-89, N'OCT P 34.12-2015 u
'OCT P 34.13-2015 # ux KpuimoaHains

B ToM uHc/Ie NPaKTHYCCKHX 3aHATHI 1 1abopaTopHkIX paboT

10/10

1. lNpakTveckoe 3auaTie [IporpaMMuas peatnsaius CHMMETPHYHBIX
kpunrorpaduueckux amoparmos DES, AES

2.I1pakTrueckoe sansTie [IporpaMmHas peanmsamnis CHMMETPHYHBIX
kpunTorpaduueckux anropumvos RC*

272

2/2

3. lpakTueckoe zanaTie [IporpaMMias peatHIalng CHMMETPHYHBIX
KpHITOrpagHUecKHX AIropuTMOB oTedecTBenHoro cranapron 'OCT 28147-89*

MK 2.4, OK 01-0K
11, JIP1, JIP3, JIP4,
JIP10, JIP13, JIP14,
JIP15, JIP16, JIP17.

| P18




4. lpaxTHaeckoe sansrue [IporpaMmHas peanmsalns CHMMETPHYHBIX 212
KPHITOrpaHUECKHX AIrOPHTMOB OTeuecTBeHOro cranaapros [OCT P 34.13-2015%
5. llpakruyeckoe sansTre [lporpaMMmuas peainsauns CHMMETPHUHEIX 242
KPHITTOrpadHuecKHX anropHTMOB OTedecTBeHHOro cranaapros 'OCT P 34.13-2015*
Tema 3.3. Acummerpuunnie | Cojiepikanne B/4
cHCTeMBI G poBaKHs 1.Kpunrocuerenmst ¢ oTkpaiTeiM KitouoM. HeoGparumocts cuerem. Crpyirypras
cXeMa H(POBAHKA € OTKPLITHIM KIIOHOM.
2.31eMEHTBI TEOPHH YHCE]I B KPHITTOTPAQHH ¢ OTKPBITEIM KITIOHMOM.
B ToMm uHcie npakTHYeCKHX 3aHATHI 1 nabopatopuslx pabor /4
1. llpaxTiueckoe 3ansrue [IpuMeHenne pasiHuHbIX ACHMMETPHUHBIX ATOPHTMOB. 272
2. llpakTiyeckoe zanstie Hayuenue nporpaMMHoil peain3aliiy aCHMMETPHIHOTO 212
anropuva RSA o
Coaepmanne 12/8
Tema 3.4. Ayrentaduxauns | 1. Ayrentndukanua nanusix. O6ume nowstua. 1. MAC. Omxonanpapnentsie xem-
JAGHHBIX, DIEKTPOHHAS yaKIHR. AsropHTMBl tndpoBoil noaTHeK
[OJITHCE B ToM uncie npakTHYecKnX 3anATHIE # nabopatopHex paboT 88
1. MpaxTuueckoe saustue [pumenerne payuHLX GYHKURE XSIHPOBAHI, AHATHI 212
ocobeHnocTel xeiei
2. [Npakrideckoe 3ansaTie [IpuMeHeHEE KPHOTOrPAQHUECKHX ATAK Ha Xenl-(hyYHKIHH. 33
3. llpakTrueckoe sansTie Maydenne nporpaMMHO-aIiaparHsIx cpeicTs, 13
PEATHIVIOINX OCHOBHLIE (ryukimn D11 :
Tema 3.5. AnropuT™mel Cojepikanne 10/6
obMeHa Kinoveil n L AJITOpHTMEL pacnpe/ie/ieHHs KNoUeii ¢ MPHMCHEHHEM CHMMETPHYHBIX H
OPOTOKOITK AcHMMETPHYHEIX cxem [TpoTokons ayrenmudukanny. Bianmuan ayrenmudmranns.
ayTeHTH KA OnHOCTOPOHHAA ayTeHTHHHKALNS
B ToM uHCiie npakTHYecKHX 3aHATHH # nabopatopibix pabor 6/6
1. IlpakTiueckoe sanaTie [lpumenenne nporokona Jindpu-Xennmana uis obmena 22

KJIOYAMH 1M POBAHHA.




2. llpaxriaeckoe 3anatHe M3yuenne npuuuunos paboTsl NPoToKoIon
ayTEHTHHKAIHHA ¢ HCTIOIBL30BAHHEM J0BEPEHHOI CTOPOHR! HA NIPHMEPE NIPOTOKOIA

Kerberos. 44
Tewma 3.6. Kpunrrosammra Conepxanne 4
HE(OPMAIITH B CEOTX 1. ABonentckoe mmdposanne, [lakernoe mudposanne. 3anmta HeHTpa reHepalHn
nepeiavn JTaHHbIX KITroqeit. Kpl{nmn{apmpymza'mp. akernnrii [l)HJ]hT]}

2 Kpuntorpadmueckan 3amnta GecnpoBoAHbIX coe/THHEHNI B ceTax cranaapra 802,11

¢ HCMONR30BaHHEM npoTokoaos WPA, WEP.
Tema 3.7. 3aumra Conepianue 82

uupopManun B
"MIEKTPGHH.I:E{ ILTATERHBIX
CHCTEMAX

1. Ipusmns: pyHKUHOHHPOBAHMS MEKTPOHHBIX [UIATEHKHLIX CHCTEM. 'jh?wrpomlue
niacTHkoBele KapThl. [lepconanbubii naeHTHpHUKAMOHHEI HOMED

2.Ilpumenenne xpunrorpaduueckux NPOTOKONIOB Ui ofeciiedenns He30nacHoCTH
WIEKTPOHHOH KOMMEPIIHH.

B ToM YHC/Ie npakTHYeCKHX 3ansaTiit u naboparopHsix pabot

1. llpaktuueckoe 3anatie [Ippmenenne ayrenTHOUKAIIN 10 0AHOPAIORBIM APOIIM.
Peanusaius anropuTMOB CO31aHAA OJIHOPA3OBLIX Hapoeii

Tewma 3.8. KomnsioTepras
crerasorpadus

Copepianue

1.Cxpbrras nepenaya nHQOPMaIHH B KOMILIOTEPHBIX cucTemax. [TpoGaema
ayTeHTHHHKAIHH MY TETHMETHHHOR nHpopmaimy. 3aumTa aBTOPCKHX npag.

2.Metoael komnsioTeproii creranorpadun. [ndpossie BojsHbE IHAKH, ANTOPHTME!
serpansanna [[B3

B ToM 4HClIe NpakTHYECKHX 3aHATHI B JaGopaTopHbix paboT

1. IlpakTHueckoe 3anaTne O630p W cpaBHUTENBHLIH aHanus cyiectsyiomero 110 s
seTpansanua [B3

272

2. [IpakTiueckoe zandTie Peanusaius npocreiimmx creranorpadus=ecknx
AITOPHTMOB

i Ny

!

Camocroarensnan pabora npn mayvaennn MJLK.02.02

6/6

[lpuMepHas TeMaTHKa BHEAYAHTOPHON caMoCTOATeNbHON paGoTsl, pedepar Ha TeMbi:
OnTuMH3aIHA METOLOB YACTOTHOIO AHAIH3A MOHOANDABHTHLIX HPPOR;
AHalln3 COBPEMEHHBIX CHMMETPHUYHBIX KPHITOAIINOPHTMOB;




AHanns coBpeMEHHbIX ACHMMETPHYHBIX KPHIITOLITOPHTMOR;
[lepenexTnpHble HanpasieHus Kpuirrorpadmm.

Kouneyasrammm

Ipomexyrounan arrecrannn no M/IK.02.02 8 dopme sxzamena

12

Yuelinan npaxkruka paiiena 2

Bujisl pabor

Henonksopanne THIOBEIX KPHITOrPagHHECKHX CPEICTB H METOL0B 3AIHTE HHOPMALIHT, B TOM 9HCIE H
WIEKTPOHHOH noJumHeH

Heenedosanue arzopummoe cospemennsix apyiescnvx cusmempuunozo wugpos FEAL IDEA, RC4, RCS, RC6. Hy
NPOZPAMMHAR PEIUIAUA U COBPEMERNBIE MEMOOB! Kpunmoanaiuia*

Heenedosanue anzopummos COGPEMERHBIX OMEYECMBENNBIX CUMMEMPLUNHO0 wihpos Maewa u Kysnewux. Hx
NPOZPAMMNAR PeATU3aUA U COBPEMENNBIE MEMOOL! Kpunmoanaiuza™*

Heeneoosanue anzopummoe xawupoaanus MDA, MD3, SHA-1, SHA-2 u SHA-256. Hpusenenue dhynrcyuti
xauuposanus & I u aymenmudpurayuu coobwenuii na npuvepe Kerberos*

Hsyuenue keanmosbix Memooos 6 kpunmozpaghu. Keanmosvie Memoost Kpunmoanamsa 4 npozpasmias
Peanuiayus Keanmosslx aeopummos Ha npumepe areopumsa ghaxmopuzayuu lopa*

Pazden modyan 3. Kopnopamusnaa 3auguma om sHympennux y2pos unopmauuonioi bezonacnocmu *

36/36

136/84

MJIK 02.03 Kopnoparuenast 3amima 0T BHYTPEHHNX VI Po3 nundopMannoaHoil fezonacnoctn

100/48

Tema 1.1. Teopernueckue Conepxanne

12/4

OCHOBBI KOPHIOPATHBHOH 1.Cucremst DLP u tpebosanns no nndopmaunonnoii 6ezonacnoct. Hasnavenue n
FAUMTEL OT BHYTPEHHHX oranans DLP cucrem.

yrpos 2.Knaccndukanus napymreneii 1 yrpos koprnoparusroii sudopmannornoi
bezonacHocTH, OcobeHHOCTH OlICHKN yillepGa.

3. Mecnenopanue cTpyKTyYphl HHOOPMAIHOHHLIX I0TOKOB TPEANPHATHS
B TOM 4yHc/e npakTHYeCKHX 3aHsTHil 1 nabopatopHbix paboT

4/4

l. Ilpaktueckoe sanatine Gopmansioe onucanne HHOOPMALHOHHBIX OTOKOR

242

2. llpaxtiveckoe sansTie DOPMUPOBAHHE MOJEIEH NOTEHIHAILHLIX BHYTPEHHIX
HapymuTenei H yrpo3

212

MK 2.4. OK 01-OK |
11, JIP4, JIP10, JIP13,
JIP14, JIP15, JIP16,
JIP17, JIP18




Tema 1.2. HopmateHO —
NPABOBEIE H
WIMHHHCTPATHRHO —
OPraHH3aIHOHHBIC ACTIEKThbI
KOPHOPaTHEHOH 3aI0HTE OT

BHYTPEHHHX YTPO3

Conepwanue

30/18

1. HopMaTHBHO — NPaBOBbLIC AKTHI M ACTIEKTH KOPHOPATHBHOMN 3atltiThl HHOOPMAITHH.
Knaccndmrama nudopmannn «ocysapereennan taiinay, OTpeTcTBEHHOCTS 3
HAPYINEHHE.

2.0630p NpaKTHKH NPHMEHEHAS NPA PACC/ICI0BAHHH HHLHACHTOB, CBA3AHHLIX C
HAPYUICHHAMM PeauMa BHY TperAel nudopMatnonnoii GezonacnocTn,

3. @opMupoBaHNE NPOIIECCOB H IpoLEyp ayauTa HudopMannoHHoil GeonacHocTy.
OGcnenonanne KopnopaTHBHEIX HHGoOpManronnsx cucteM. CocTosine
KOPIOPATHRHOH HH(pOpMAIHH,

B ToM 4HC/Ie NpakTHYECKNX 3aHATHIE B 1abopaTopHbIX paboT

18/18

1. IlpakTiyeckoe 3anaThe [Iposeaenne anannsa gannsx 0o OpraHn3alMOHHON B
QyHKIHOHANEHOM CTPYKTYpe HHPOPMALHOHHON CHCTEMBI TIPETPHATHA

4/4

2 [paxTiaeckoe sansTHe (POPMHPOBAHHC IAKINOYCHUE HA COOTBETCTRAE HE
COOTBETCTBHE 331aHHBIM KPHTEPHSM. QOpMHPOBAHNHE PEKOMEH/IAIIHI JUIA MOBRIICHAS
YPOBHS HANEKHOCTH H BGesonacHoCTH HHMOPMAIMOHHON CHCTEMBI IIPEUPHATHS

4/4

3. IlpakTiueckoe 3ansaTie Metomuka paspaGoTku NOMNTHE ¥ Npapna GelonacHocTH
JUIs NIEPEKPLITHA KaHAIA nepesaq (yredku) JaHHkbIX ¢ 3aHeceHnem B DLP — cucremy

4/4

4. llpaxri4eckoe sanaTne Paspaborra o6BeKTOB 3a1MTEL, KaTeropuii, TEXHONOTHi
sammTel 8 DLP — cucreme

6/6

Tema 1.3. 3ammra
KOPHopaTHEHOI
HH(pOpMALHH C
HCNMWILIOBAHHEM
ABTOMATHIHPOBAHHLIX
CHCTEM KOHTPOJIH
HHBPOPMALHOHHLIX [OTOKOB

Cojiepxanue

48/22

|.Cucremel konTpons HHGQopMalHOHHLX NoTokos/ KontpommpyeMuie Kanab
nepejiaui JaHHbIX

2.Haszna4enue cucremst IW Trafic monitor / Apxurektypa npoaykra IW Trafic
monitor

3. Texnonorun anannsa AeTeKTHpyeMeix 00bekToB/ Jaia4n u NPHHIHNE paboTh
JIONOIHHTENBHBIX Mojyaeil cuctemsl IW Device Monitor u IW Crawler

4. Mayqenne uarepdeiica IW Device Monitor

5. onck maumaeHTOR.,

B ToM uHCIe npakTHYECKHX 3aHATHIT 1 1abopaTopHBIX paboT

%]
B2
]
%]

1. llpakTiueckoe 3anaTie Mayuenne nurepipeiica IW Device Monitor ynipasnenns
CHCTEMbI KOPIOPATHBHOM 3aMTh! HHGOpMauK Ha paboulX CTAHIHAX

I:::_l
et




2. lNpaktiueckoe 3ansTie Cozanue NOIMTHE M NPARIA HHOPMAIHOHHO

Gesonacuoctn B cucreme IW Device Monitor. [Touck unimaestos. &b

3. [Ipaxruueckoe 1anarue Mayuenne nnrepdeiica ynparicHus cHCTeMbI 4/4

KoproparHeaoil saumtel Hudopmaitan IW Trafic monitor =

4. lpakruueckoe 3ausTne Coztanne nosmTHk HHGopManHoHoi Ge30nacHoCTH B 6/6

cucreme [W Trafic monitor. [losck mumuaenron,

5. llpaxTudeckoe 3aHATHE AHATH3 H KOHTPOIIbL OBIIEA0CTYITHbIX CETEBBIX PECYPCOB C 4/4

noMousio cucremsl ['W Crawler ] ’
Camocrosreabnas padora npn wayaennn MJIK.02.03 8/8
[lpumepnan TemMaTHka camMOCTOSTENLHOH paboThl
[lpunumn nocTpoeHus peryIspHbIX BEIPAKCHNH IIPH HANMCAHWH TEXHOIOIHHK 3anpocos. OTaHYHS B CHHTAKCHCE
Hamicanns o0bMHBIX «peryaspoky»  ans DLP-cucrem. «KopnopartnBias 3amira 01 BHYTPEHHHX YIPo3»
Ipomexyrounan arrecrauns no MJIK 02.03 s popme nnddepenunposannoro sauera 2 ]
Vuebuan npakruka pasgeaa 3 MK 2.4, OK 01-OK
Bujbt pabor 11, JIP4, JIP10, JIP13,
[lpoBesieane Beero KOMIUIEKCA TEXHHYECKHX MEPONPHATHH NO AHAMHIY NMOTOKOB JAHHBIX, KAK LMPKYIHPVIOUIAX JIP14, JIP15, JIP16,
BHYTPH HEPHMETPA 3auMiuaemMoi HHPpOPMALMOHHON CHCTEMBI, TAK H EPECEKatOINX ero; 36/36 | JIP17,JIP18

[Iporenenne Beero uMKNa paboT MO YCTAHOBKE, pasBEPTHIBAHNIO, HACTpOiiKe, Henoabiosanun DLP-cuerem:
Paspaborka nommak wadopmaimonHoii bezonacHocTi;

Ipumenenne Texnonornii puasTpanmy pasiHunbx BHAOB TpadHKa;

OunsTpanua nepexpavenioro Tpaduka Ui NoucKa HAICHHBIX HHLHICHTOB,

AHAINMI CONEPIKUMOTO NEPEXBAMEHHOTO TpaHKa ¢ NENhi0 BRIABICHHS HApyUIeHHil KOPHOPATHBHON MOIHTHKM
DEe10MacHOCTH,

Jlnarnocrika paboTocnocobHOCTH CHCTEMBIL

[Mojroroska oT4eTa 0 HallICHHBIX HHITMIEHTAX (C OLEHKOI YPOBHA YIPO3LI H HOPMATHRHOH OLEHKOM ); |
Jamyck rocTeBbIX BMPTYQTBHBIX MAlIMH W NPAKTHYCCKAs pafoTa ¢ HUMM € HCHIOABIOBAHMEM COBPEMCHHBIX |
IHIIEPBH3OPOB;

Hactpoiika oT/Ie/1bHBIX KOMIIOHEHT CHCTEMbI KOPIOPATHBHOIN 38LIMTLI OT BHYTPEHHHX VIPO3 H CHCTEMBE B 11EJ10M.,




Ipoussojgcrsennas npaKTuKa

Bu pabor

AHAIH3 NPHHITHIIOB OCTPOCHAA CHCTEM HHPOPMALHMOHHON 3aIMHTHI TPOHIBOACTBEHHBIX NOJIpasIc/IeHHil;
Texnnueckas IKCIUTyaTalii AIEMEHTOB [IPOrPAMMHOIL B ANNApaTHOI 3AIATE ABTOMATHIHPOBAHHON CHCTEMEI:
YuacTHe B IHArHOCTHPOBAHHN, YCTPAHEHHH OTKa308 1 obecnieuennn paboTocioCOBHOCTH IPOrPAMMHO-ANTIAPATHLIX
cpeacTs obecnedenns HHpopMalHOHHON| GE30NaACHOTTH;

Ananns 3 @eKTHBHOCTH NPHMEHAEMBIX NPOrPaMMHO-aNNapaTHeIX cpeicTs ofecnedenns nHGOpPMaHOHHOH
0e30nacHOCTH B CTPYKTYPHOM MOAPA3ICICHHNA;

Yuacrue B obecnevennn yuera, oGpabotin, XpaHeHHs 1 niepeiadi KoHHICHIHAILHOH nH(OpMaiN;

[IpuMenene HOPMATHBHEIX NIPABOBLIX AKTOB, HOPMATHBHEIX METOIHYECKHX JIOKYMEHTOR 10 obecneueHnio

unpopmarnontoii GezonacHOCTH NPOrPaMMHO-ANTIAPATHRIMH CPE/ICTBAMH NPH BLINOIHEHHN 3a1a4 IPAKTHEN; 144
Aomunucmpuposaniie asMoMamuIuPOSAHHLIX MEXHUNECKIX CPEICTE YRPARIENNA U KONMPOIS undhopmauu u
UHHOPMAyUOHHBLY

nomoxos™

Hacmpoiixa omoenbnbix KOMIOHEHM CUHCMEMb KOPROPAMUSHON 3AUUMBL O SHVMPEHRUX Vopoi i CHCMEMb &

yerom ™

Beienenye nomoxos nepedayi OanNubIX 1 80IMONCHBX KAHATO08 Ymeuku ungopsauu*

Henonszosanue Mexanuzmos cozoanus huismpos 018 AHATHZA NEPEXRAYEHNOZ0 MPAPUKA U BBLAETEHHIX

unudenmos*®

lposedenue demexmuposanun amax (ROMeRYNAILHBIX Y2PO3) & PYNHOM, GEMOMamMUIUPOSaNioM 1 GemoMamuyecKom
pexcune. *

Jamen no npodeccnolaIEHOMY MOTVTH0 12

Beero




3. YCJHOBHUS PEAJIM3AIIMM  PABOYEM NPOI'PAMMBI
NMPOPECCHOHAJIBHOI'O MOV.IS1

3.1. MarepnaabHo-TexHHuecKkoe obecneuenne:
Peanusauus nporpaMmel npeanonaraeT Hanuuue yaeOHbIX KaOuHEeTOB —

HOPMATHBHOIO Mpasosoro obecnedenus MHQOpMalHOHHON Oe3zonacHoOCTH,
kabuuer wuH(popmaruky: naboparopun «lIporpaMMHEIX H nporpaMMmHo-
annapatHeIX cpejacTs obecnevyeHus HHGOpMaLMOHHOH Ge30nacHOCTHY.

O6opyaosaine yueOHEIX KaOMHETOB: MOCAI0YHBIE MECTA 110 KOJIHYECTBY
oDyyaroumxcs, pabouee MecTo npernoiasartess, NPOEKTOP, MEPCOHAILHBI
KOMIIBIOTEP, KOMILIEKT [pe3eHTaLHIH.

Obopynosanne  Jlabopatopun  nporpaMMHBIX M [POrpamMMHO-
annapatHeiX cpeiacts oOecneueHus HHbOpMAaUHOHHOH Oe30MacHOCTH» H
pabounx mect nabopaTopuu:

aHTHBHPYCHEIE nMporpamMmHbie kommekesl: Kacnepcekuii, Dr.Web.

[porpaMMHo-aniapaTHbie cpejacTBa 3ammThl HHpopmaunn ot HC/,
ONIOKHPOBKH J0CTYNA W HapylIeHus LenocTHocTH — MaxPatrol Siem , Shadow
Defender;

[MPOrpaMMHBIE W MPOrpaMMHO-aNNapaTHble CpeACTBa OOHAPYIKEHHS
Bropaxenuii - Xspider Educstion

CpejicTBa YHHYTOXKEHHS OCTATOYHOH WHOOPMALMKM B 3aMOMHHAIOLIMX
yerpoiictsax - Acronis Disk Director 12 (no kommuectsy I1K), SAMURAL X-
Lite wrT;

MporpaMMHBble cpeacTsa BeigpiaeHns yassumocted B AC n CBT: Xspider
Educstion MaxPatrol Education

MporpaMMHBble cpeicTBa KpunTorpathMYecKoil 3aiHThl HHOPMAIIHH:

® [nporpaMmMmHo-annapartHelii kommiaexe «Cobonby;
® MEpPCOHANBHOE  CPeICTBO KpunTorpaduyeckoi 3ALUUTBI
ungopmannn «lLnmka;

NpOrpaMMHBIe CPEICTBa 3aUIMTH cpelbl BUpTyanusauuu - VirtualBox (no
kosndectsy [1K).

[poexrop Panasonic PT-LB75NT

IKpaH

3BYKO-YCHIMTENbHBIH KOMILTEKC

[lepconanbhbie koMneioTephl. (Monutop — 197, I1IK — Intel Core Duo
3,06, RAM 41'6, HDD 200 GB, NVidia 7200GT, Knasuartypa, Mbl1iib)
JInuensnonnoe nporpammHoe obecriedenue obuiero M nNpofeccHOHANTEHOTO
HA3HAYEHHS

3.2. Undopmaunonnoe obecnievenne obyuenns

3.2.1. I'leuatHbie H31aHHS




|. Bacunsesa, M. H. Kpuntorpaduueckie MeTo/ibl 3aiHTsl HHGOPMALIHH:
yaeOHHK 1 npakTHKyM aas By308 / M. H. Bacunsesa. — Mocksa: M3natensctso
KOpaiit, 2022.— 349 c.— (Beicmee obpazosanme). — ISBN 978-5-534-
02883-6. — Tekcr: anexkrponnsiii [/ ObpasosarensHas nnardopma HOpaiir
[caiiT]. — URL: https://urait.ru/bcode/489919

2. OprasnszanpoHHoe ©  npasoBoe obecnevenne  HH(opMalHOHHOI
OejonacHocTH: y4eDHMK M NPAaKTHKYM Ui CpelHero npodeccHoHanbHoro
obpazosanua /  T. A. [lonskosa, A. A. Crpensios, C.TI. UybGykosa,
B. A. Huecos; OTBETCTBEHHBIE penaKkTopsl T. A. Tlonskoea,
A. A. CrpensuioB. — Mocksa: Hsparensctso Opaiit, 2022. — 325¢.—
(ITpodeccnonansroe obpazosanue). — ISBN 978-5-534-00843-2. — Texkcr:
wekTpoHHblit  //  OOpazosatensnas 1mnaropma HOpaiir  [caiir]. —
URL: https://urait.ru/bcode/498889

3. OpranuszanHoHHoe #  npasosoe oOecrnedenue MHOOPMALHOHHOI
DezonacHOCTH: Y4YeDHMK M NpPaKTHKYM JUIs  By30B/ noa pejaxuued
T. A. TTonsxosoii, A. A. Crpensuosa. — Mocksa: Hzgarenscrso HOpaiir,
2022. — 325 c. — (Bwicmee obpazosanne). — ISBN 978-5-534-03600-8. —
Teker : anextponnsiii // ObpazoBarensHas naardopma HOpaiit [caiit]. —
URL: https://urait.ru/bcode/498844

4. Jlock, A.Bb. Kpunrorpadguyeckse MeTojbl 3aliuThl MHGOpMaUnu s
H3YYaIOLHX KOMNBIOTEpHYIO Oe3onacHoCTh: yuebHuk aua By3os / A. b, Jlocs,

A. 10, Hecrepenxko, M. HU. Poxkos. — 2-e wu3m., wenp.—  Mockea:
M3parensctBo HOpaiit, 2022. — 473 c.— (Beiciuee oOpazoBaHne). —
ISBN 978-5-534-12474-3. — Texkcr: anektpoHHsii // ObpaszosareiibHas

naargopma IOpaiir [caiit]. — URL: https://urait.rw/bcode/489242

5. Buykos, A. A. 3ammrta uHGopMauuu: ydedHoe nocobue and BY30B /
A. A. Buykos. — 3-e u3a., nepepad. u gon. — Mocksa: Hanarensctso HOpaiir,
2022. — 161 c. — (Beicinee obpaszosanne). — ISBN 978-5-534-07248-8. —
Teker: anextponusii // O6pasoBatenshas miatdopma HOpaitt [caiit]. —
URL: https://urait.ru/bcode/490277

6. Kaszapun, O.B. [lporpammHo-annaparHble  CpeiacTBa  3allMThbl
uH(opMali. 3auuTa NporpaMMHoro obecneveHus: yueOHHK H NPaAKTHKYM U8
cpeaHero rnpofdeccHOHATBEHOTO obpazoBanus / 0. B. Kazapus,
A. C. 3ababypun. — Mocksa: HamarensctBo [Opaiit, 2022. — 312c¢. —
(IMpodeccnonanshoe obpazosanue). — ISBN 978-5-534-13221-2. — Tekcrt:
anekTpoHHelit  // OOpazosatenshass maardgopma Opaiir  [caiit]. —
URL: https://urait.ru/bcode/497433




|. ®epnepanbHas ciayxba nNo TEXHHYECKOMY H 3KCIIOPTHOMY KOHTPOJIH
(PCTIK Poccun) www.fstec.ru

2. HudopmauHoHHO-CIPABOYHAS CHCTEMA MO JOKYMEHTaM B o0nacTy
TeXHU4ecKoi 3aumTel HHpopMaunn www fstec.ru

3. OOpasoBareiibHble TOPTAlbl 10  PAVIHYHBIM  HAIPABICHHIM
obpa3zoBanus ¥ Tematuke http://depobr.gov3S.ru/
4. CunpasouHo-npaBoBas cHCcTeMa «Koncynerant [ Tnrocy

www.consultant.ru

5. Cnpasouno-npasosas cucrema «l apant» www.garant.ru

6. Meaepanbubiii noprasa «Poccuiickoe obpazopanne www.edu.ru

7. Mepepanbupiii  npasosoil  nopran  «lOpunnveckas  Poccusy»
http://www.law.edu.ru/

8. Poccuiicknii Gnomerpuueckuit nopran www.biometrics.ru

9. MepepaneHbiii nopran  «MupopMallHOHHO- KOMMYHHKALIMOHHBIE
TEXHOJ0rHKM B oDpazoBaHuu» hipp//:www.ict.edu.ru

10. Caiit Hay4noii anextpontoii 6ubanotexn www.elibrary.ru

3.2.3. JlononHuTenbHBIE HCTOYHHKH
I. Tloropenos b.A., Cauxos B.H. (pen.). Cnosape kKpunrorpapuyeckux

TepMuaoB. - M.: MIIHMO, 2006. Cnosaps spunrorpaguuyeckux TepMHHOB,
[Tox pea. b.A. Iloropenosa u B.H. Cauxosa. — M.: MITHMO, 2009 r

2. Menepanphbii 3akon o1 27 wiong 2006 r. Ne 149-03 «O6 nudopmarmn,
MH(OPMALHOHHEBIX TEXHONOTUAX M O 3alIiTe HHMOPMAITHHY.

3. ®enepansHbiii 3akod o1 27 mionsa 2006 r. Ne 152-03 «O nepcoHaibHbix
JAHHBIX).

4. Mepepanbubiii 3akod ot 27 gexabps 2002 r. Ne 184-D3 «O Texnudeckom
PErYNIHPOBaHHHY.

5. Wepepanbubiil 3akoH o1 4 mas 2011 r. Ne 99-03 «O nuueHznposaHun
OTIEIBHBIX BHIOB JeATETbHOCTHY.

6. @enepansbblii 3akon or 30 nekabpa 2001 r. Ne 195-03 «Kopaexc
Poccuiickoii Meaepaunn 00 aIMHHHCTPATHBHEIX MPABOHAPYILIEHUAXY,

7. VYka3 llpesnnenrta Poccuiickoii ®enepaunn ot 16 asryera 2004 r. Ne
1085 «Bonpocel @enepansHoil ciayxObl N0 TEXHUHECKOMY H 3KCIOPTHOMY
KOHTPOJION.

8. Vka3 [lpesnnenra Poccuiickoii @enepaunn or 6 mapra 1997 r. Ne 188
«O0 yTBep#IeHHH epedHs cBeleHHil KOH(HICHIHAIBHOTO XapaKkTepay.

9. Vkas [lpesunenta Poceniickoit @eaepatmu ot 17 mapta 2008 . Ne 351 «O
mepax mo obecrieuennio uHdopmauHonHod  OesonacHoctd  Poccuiickoit



mﬂ,-'ll".‘pﬂlllrl H IPpH HCIOIb30BAHHK HIIIIM]PMEIIIHGHHD—TE.’IEKUM MYHHEKALTHOHHLIX
ceTel MeXIYHAPOIHOrO HH(POPMALIHOHHOIO 0OMeHa.

10. Ilonoxenne o cepruduKalMn  CcpeicTB  3alnTHL  HHQGOPMALIHH.
Yreepiaeno nocranosinenuem [lpasurenscrsa Poceniickoit Menepaunn ot 26
nioHa 1995 r, Ne 608,

I1. CoctaB u coaepkanue OpPraHM3allMOHHBIX W TEXHHYECKHX Mep [0
obecrnieyennio HE30MAaCHOCTH MEPCOHANBHBIX JaHHBIX NpH MX obpabotke B
HH(POPMALHOHHBIX CHCTEMAX NEPCOHATLHBIX JaHHBIX. Y TBEPHK/ISHbI TPHKA30M
®CTOK Poceun ot 18 despans 2013 r. Ne 21,

12. Mepsl 3amuTsl HHGOOPMALMH B rocyAapcTBEHHBIX HHGOPMalMOHHBIX
cucremax. Yreepiiaensl @CTIK Poccun 11 despans 2014 r.

13. AnmunnctpatuBHslii pernament @CTIK Poccun no npenoctaBieHuio
rOCy1apCTBEHHOH YCIYTH M0 JIMLEH3HPOBAHHIO IEATENBLHOCTH 110 TEXHHYECKOi
3alMTe KoHQHAeHIMANbHOH wHdopmanun. YTeepiieHn npukazom OCTIK
Poceun ot 12 mions 2012 r. No 83,

14. AnmurncTparushblii pernament MCTIK Poccun no npenocrasieHmio
rocy1apcTBEHHOH YCIIYTH 10 JTHLEH3HPOBaHHIO IS TelIbHOCTH 1o paspaboTke U
MPOU3BOACTBY CPEACTB 3aLIMTHI KOH(QHAeHIMANbHOI HHbopMalK. Y TBepKIeH
npukazom @CTHIK Poccuu ot 12 mions 2012 r. Ne 84,

15. Cenuanbible TpeboBaHHA H PEKOMEHAAMH MO TeXHHYECKOH 3aliuTe
koH(puaenunansHoit  undopmaumuu  (CTP-K).  Vreepwaensi npukazsom
["'octexxkomuceun Poccun ot 30 aBrycra 2002 r. No 282,

16. TpeGoBanua o  3awmTe uHpOpPMALIHA, HE  COCTABMIsAIOLIEH
rocy1apcTBEHHYIO Taiiny, cojiepiKauieincs B roCy1apCTBEHHBIX
HH(pOpMALHOHHBIX cHeTeMax. YTeepaaeHsl npukazom OCTIK Poceun ot 11
thespans 2013 r. Ne 17,

17. Tpebopauuss o  sammre  uHbOpPMaUMW,  coAepikalieics B
HH(OPMAIMOHHBIX CHCTeMax oB1ero nonp3oBaHus. YTBepkKIeHbl NPHKA3aMH
@®CB Poccun u @CTIK Pocenn ot 31 asrycra 2010 r. No 416/489.

18. TpeGosanus Kk cucteMaM oOHapyKeHHA BTOPKEHMIl. YTBepKAEHS!
npukazom @CTIK Poceun ot 6 gexabps 2011 r. Ne 638,

19. Pykosogsmmii  nokyment. I'eonmnpopMallHOHHBIE CHCTEMBI. 3aiurta
MH(pOpPMALIMK OT HecaHKUHOHMpoBaHHOro noctyna. TpeGosauus no 3ammTe
undopmanun. Yreepxaen ®CTIK Poccuu, 2008.

20. Pykosoasiumii 1oKkyMeHT. 3alinTa 0T HeCAaHKIHOHHPOBAHHOIO A0CTYMNA
k nuHpopmauun. Yacts 2. [porpammuoe obecnederue 6a30BbIX CHCTEM BBOJA-
BBIBO/IA MepCOHAIbHbIX 3NEKTPOHHO-BEIYHCIHTEIBHBIX MALLHH,
Knaccudurauus 1o ypoBHIO KOHTPOIAS OTCYTCTBHA HeJeKIapHPOBaHHBIX
sosmoikHocTel. Yreepaaed @CTIK Poceun 10 oktsbps 2007 r.




21. Ilpuxas @ATICH npu [Npesunente Poccuiickoii ®enepaumn ot 13 nions
2001 r. No 152 «O0 yTeepkKIeHHA HHCTPYKLMHK 00 opranuszaunu u obecneveHuu
DesonacHOCTH XpaHeHus, oDpabOTKH M nepesayd Mo KaHajlaMm CBA3H ¢
HCIONIB30BAHHEM CPECTB  KpHnTorpadHueckoi 3ammrel HHGOpManmn c
OrpaHHYEHHBIM  JOCTYNIOM, He cojepwalued cBejleHHH, COCTaBIAOLIHX
rOCY/1apCTREHHYIO TaHHY».

22. Ilpukas ®Cb Poccun ot 9 despans 2005 r. Ne 66 «O6 yrBep#iaeHHn
[Tonokenns o paspaboTke, NPOW3BOJCTRE, peanw3allMH M IKCIIyaTAlHH
IH(POBANEHBIX (KpHITOrpaduiecknx) cpe/icTs 3alUThl HHOOPMALIUHY.

23.T0CT P MCO/MDBK 13335-1-2006 Hudopmaumonnas TeXHOIOTHS.
MeToael u cpencrsa obecnievenus OesonacHocTH. Yacte 1. Kounuenuws w
MOJIEH MEeHeIKMeHTa fezonacHocTH HHGOPMALIHOHHBIX H
TENeKOMMYHHKAIHOHHBIX TEXHOMOTHI

24.TOCT P HCO/MBK TO 13335-3-2007 UndopMaumonHas TEXHOIOTHS.
Meroael u cpeactsa obecnedenuss ©OesonacHoctd. Yacte 3. Mertoas
MeHeKMeHTa De30nacHoCTH HH(POPMALIMOHHBIX TEXHOIOHil

25.TOCT P MICO/MDBK TO 13335-4-2007 HudopmatmonHas TEXHOTOTHA.
Metoael 1 cpezicta obecnevenus OesonacHocTd. Yacte 4. Beibop 3amuTHbIX
Mep

26. 'OCT P UICO/M3BK TO 13335-5-2006 UndopmaumonHas TeXHOMOIHS.
Meronast u cpeacrsa obecneuenus GezonacHoctH. Hacts 5. PykoBoacTBo no
MeHeUKMEeHTY 6e30macHOCTH CeTH

27.TOCT P HMCO/MDBK 17799-2005 HudopmauuoHHas TeXHONOIHA.
IpakTuueckue npasuia ynpasieHns HHGOpMALHOHHOI He3011aCHOCTBIO

28.TOCT P MCO/MDK 15408-1-2008 HudopmaunoHHas TeXHOIOTHS.
Metoast u cpeactea obecnevenus OesonacHocTH. KpHTepuH oOlleHKH
OesonacHocTH MHGOpMaUHOHHEIX TexHonoruid. Yacts |. Beenenue u obuasn
MOJIENb

29.TOCT P MCO/MDK 15408-2-2008 HudopmaunoHHas TeXHOIOTHA,
Meroasl w cpenctsa obecneuenus OezomacHoctd. Kputepuu oOleHKH
DesonacHocTH HHMOPMAIHOHHBIX TexHonorwid. Yacre 2. DyHKIMOHANBHBIE
TpeboBanua HDezonacHOCTH

30. 'OCT P MCO/MBK 15408-3-2008 HudopmaumoHHas TEXHOIOIHA.
Metoasl #u  cpeacrsa obecnevenus OesomacHocTH. KpHTepuu  oueHkH
deszonacHocTH HHGOPMALMOHHBLIX TexHonorni. Yacte 3. TpeGopanus noBepus
K DezonacHocTH

31. TOCT P 34.10-2001. "Undopmannonnas TEXHOIOTHA.
Kpunrorpaguueckas sammrta uHdopmauun. [Tpoueccw ¢opmupoBanus |
NPOBEPKH EKTPOHHOH uHppoBoil noanucu”




32.TOCT P 34-11-94. "MndopmannonHas TEXHOIOIHS.
Kpunrorpaduyeckas sammra nadopmaunn. OyHKHA XammuposaHus”

33.T'0CT P 50922-2006 3awmra undopmaiinn. OCHOBHEIE TEPMHHBI H
onpenenenns. Pocrexperviuposasue, 2006,

34.TOCT P 52069.0-2013 3ammra mapopmaunn. CHcTeMa CTaHAapTOB.
OcHosHBEIE nonoxenus. Poccranaapr, 2013.

35.TOCT P 51583-2014 3ammra wundopmammn. Ilopsaok co3nanus
ABTOMATH3MPOBAHHLIX CHCTEM B 3alMIIeHHOM ucnonHexuu. Ofume
nonoxedus. Poccrannapr, 2014,

36.'OCT P 51624-2000 3awmrta wudopmannn. ABTOMATH3HPOBAHHBIE
CHCTEMbl B 3allMIIeHHOM HcnonHenun. OOmme Ttpebosanus. [‘occranpapr
Poccuu, 2000.

37.TOCT P 51275-2006 3awmmra nadopmarmn. O6bekT HHDOpMATH3IALHA,
Maktopel, BO3AeiicTBylomMe Ha wHbopMauuio. OOuiMe noNOKEHHS.
Pocrexperynuposanue, 2006.

38.TOCT P 52447-2005 3ammra wadopMaunn. TexHHKa 3auuThi
HH(pOPMALIHH,
Homenknatypa nokasareseil kasectsa. Pocrexperynuposanue, 2005.

39.TOCT P 50543-93 Kouctpykunn GasoBeie wuecyiune. Cpeacrsa
BHIYHCIIHTEILHOH — TexHWKkH. TpeboBaHus no obecneyeHHI0  3ALIATHI
HH(pOpPMaIMK W 31eKTPOMATHHTHOI COBMECTHMOCTH METOI0M IKPAaHHPOBAHHA.
I"occrannapt Poccnn, 1993,

40.T'OCT P 56103-2014 3ammra undopmalnd. ABTOMATH3UPOBAHHBIE
CHCTEMBI B 3allMIIEHHOM HenomHennn, Opranusauus 1 cogepxanue pabor no
3alHTE OT MNpeAHAMEPEHHBIX CHIIOBBIX JIEKTPOMATHMTHBIX BO3IEHCTBHIA.
O6mue nonoxenns. Poccrangapr, 2014,

41.TOCT P 56115-2014 3aumra undopmauuu. ABTOMAaTH3HPOBaHHbLIE
CHCTEMBI B 3alllHILIeHHOM HenonHeHnd. CpecTBa 3alMThl OT [IpeJHAMEPEHHBIX
CHJIOBBIX 3JIEKTPOMAarHUTHBIX Bo3aedcTeuil. OO1ne Tpedosanus. Poccranmapr,
2014.

42. TOCT P MCO/MDK 15408-1-2012 MnudopmalmOHHAs TEXHOIOTHS.
Meroasl M cpeactsa obecnevenus GezonacHoctH. Kputepuu oueHkw
GeszonacHocT HHOpManHOHHBIX TexHonoruil. Yacte 1. Beeaenue u obuias
mozens. Pocetannapr, 2012,

43.TOCT P MCO/MDBK 15408-2-2013 HudopmanHoHHAs TEXHOJIOTHS.
Metoasl u cpencrsa obecrievenus OesonacHocTH. KpuTepuu olieHKH
desonacHoctH  MHGOpMaUMOHHBIX TexHonoruil, Yacte 2. MyHKIHMOHANBHBIE
TpeboBanna OesonacuoctH (npamoe npumenenue ISO/IEC 15408-2:2008).
Poccranaapr, 2013.




44, METIJ,"[HHE OIpCAcicHHA AKTYAJIbHBIX ¥Yrpos De3onacHoCTH
MepPCOHANBHLIX AAHHBIX NMpH MX oOpaboTke B MH(OPMAIMOHHBIX CHCTEMaX
nepcoHaibHbIX AaHHbIX. YTBepkaena @CTIK Poccun 14 despans 2008 r.

45, COopHHK BPEMEHHBIX METOIMK OLEHKH FALMILEHHOCTH
KOHQHUISHUIHANLHOH HMHOQOPMAIHH OT YTEYKH M0 TEXHHYECKHM KaHajgam.
Yreepuaen I'ocrexkommuccueii Poccun, 2002,

46. 'OCT P 50922-2006 3ammra mHpopmaiud. OCHOBHbIE TEPMHHBI M
onpeaenenns. Pocrexperynuposanue, 2006.

47. TOCT P 51275-2006 3ammra nudopmauun. O6bexT HHGOPMATHIALNH,
(aktopbl, Bo3jgelicTByWOIIHe Ha WHQopMmaumuwo. OO0muMe nNONOKEHHH.
Pocrexperynuposanue, 2006,

48. ChopHHK BpeMeHHBIX METOIMK OLEHKH 3alIHIIEHHOCTH
KOoH(pUASHUHAIBHOH HHOPMALMH OT YTEYKH 110 TEeXHHYECKHM KaHajiam.
Vreepwaen INocrexkomuccueii Poceun, 2002,

49. Tpebopanns o  3zammte  uHbOpMalMH, He  COCTABNAKLIEH
roCyAapcTBEHHYIO Tainy, cofepxaiteiics B rocynapcTBEHHbIX
nHpopMalMOHHBIX cieTemax. YTeepuiaaensl npukazom @CTIK Poceun or 11
(espans 2013 . Ne 17,

50. Mepsl 3amkTEl MHOOPMANMH B rocyJapCTBEHHLIX HH(OPMALHOHHBIX
cuctremax. Yeepiaensl @CTIK Poceun 11 despans 2014 r.

51. Metoauueckie peKOMEHIAINH M0 TEXHHYECKOi 3amuTe HHQOPMaLHH,
coctapnsiomieii kommepueckyio Taiiny. Yreepwaennt ®CTOK Poceun 25
nexabps 2006 r.

B) porpaMmHoe obecriedeHHe: CHeHATH3HPOBAHHOE MNPOrpaMMHOE
obecrieyenue Ui TIPOBEPKH  3AUIMUICHHOCTH [OMENIEHHH OT YTeYkH
nHdOpMALMM  TI0  AKYCTHYeCKOMY M BHOpOakycTHYecKOMY — KaHaiam,
CHELHAIBHBIX HCC/IEI0BAHHI CPE/ICTB BEIMUCINTENBHOM TEXHHKH;

r) 6a3el AaHHBIX, HHPOPMALIMOHHO-CIPABOYHBIE W TIOHCKOBBIE CHCTEMBI:
www.fstec.ru; www.gost.ru/wps/portal/tk362.

3.3. Oprauusauus obpa3oBaTeIbHOro Npouecca

VenemnoMy ocsoennio moayas [IM.02 «3ammra undopmaunn 8
ABTOMATH3IWPOBAHHBIX  CHCTEMax  MpPOrpaMMHBIMH ~ H  [POrpaMMHO-
ANMApaTHBIMH  CpPeACTBaMH»  CcrocoOCTBYeT — OCBOEHHME  IHCLMIUIMH,
Mpe/IecTBYIOMHX €ro H3y4eHHIO:

EH. 01 .Marematuka;
OJII1.02 Undopmarika;
OI1.01. Ocrossl uHMGOPMALHOHHO#H DE30MACHOCTH;



OI1.02.  OprasusagnonHo-npasosoe  obecnevenne HHpOpMALMOHHOH
DesonacHocTH;

OIL 03. OcHoBBI ATOPHTMH3ALNK H [IPOrPAMMHPOBAHHA.

OI1. 07. Texuuueckue cpeacTsa HHpOPMATHIALIHH,

Tpebosanusa k opranusaunn yuedroil npakTukm:

[lpakTH4eckas NOAroTOBKA NMPH NPOBEJEHWH NMPAKTHKH OpraHu3yeTcs
MyTEM HEIOCPEICTBEHHOIO BhITOIHEHUA O0YHAOUINMCH OTTpeie/leHHBIX BHIOB
pabot, cBasaHHBIX ¢ Oyayuuei npodeccHOHATBHON JeATelIbHOCTLIO B pamMKax
npodeccionansubix Moaynei OITOIT CITO.

JlokymeHTOM, periamMeHTHpPYHOLIMM [pAaKTHKY, sBasercs pabouas
MporpamMma npakTHKH.

[Iporpammel npaktuk paspabateiBaiotces U yreepikaatotes Konnemkem B
YCTAHOBICHHOM  rnopsake ¢  yuyeroM  Tpebosanuii  @®IOC  CIIO,
npodecCHOHANLHBIX CTAHaPTOB.

H3yuenne Moayns 3aBepilaeTcs 3K3aMeHOM 110 MOAYIIIO.




4. KOHTPOJIb H OUHEHKA PE3IVYJIBTATOB OCBOEHHS

NPOPECCHOHAJILHOT'O MO/LY.JIA (BHJIA
NMPOPECCHOHAJIBHOH JAESATEJIBHOCTH)
Kourposie #  ounenka  pesyastatoB  MJIK  ocymiecrsisercs

npenojaBaTteneM B Mpoliecce MpoBeieHns y4eOHbIX 3aHATHI B (JopMe: YCTHOTO
onpoca Ha KOMOHHHPOBAHHEIX YPOKaX, BRITIOIHEHHS 3aIaHMil Ha TPAKTHYECKHX
3aHATHAX, PELICHHsA CHTYAIIMOHHBIX W NPAaKTHKO-OPHEHTHPOBAHHBIX 3azad,
BLITIOJTHEHAS KOHTPOJILHBIX paloT, BLITIOIHEHNS TECTOBBIX 3alaHiii, KypcoBOro
MPOEKTHPOBAHMA, & TAKIKE MPOBEIEHMS [TPOMEKYTO4HOI arrectauun B Gopme

ﬂH{b.'}a‘!ETﬂB, IK3aMEHOB M 3K3aMEHAa 1o MOIYIIKD.

VCTAHOBKY M HACTPOiiKy

H MPAKTHYCCKHC HABLIKH B

PesyawtaTii Kputepun onenxu DopMEI B METO/IBI KOHTPONA
{oCBDEHHBIE H DUEHKH
npofdeccHoHATEHEIE
KOMIETCHIHH )
[TK 2.1. Ocymecrenars | JeMOHCTPHPOBATE YMEHIS | TECTHPOBAHHE,

FEIAMCH MO MOJYITHD,

3AIATY HHpOpMaIHK B
ARTOMATHIHPOBAHHEIX
CHCTEMAX OTACTbHBIMH
NPOrpaMMHEIMH,
NporpaMMHoO-
annapaTHLMH
CPE/ICTBAMH.

H YMEHHA B obecnedeHnn
3AMATH HHGopMaHK B
ABRTOMATH3IHPOBAHHKIX
CHCTEMAX OT/IEbHBIMH

MporpaMMHEIMH,
porpaMmMHo-
annapaTHbIME CPEACTBAMM

OT/eIbHBIX VCTAHOBKE H HACTPOIiKe IKCIEPTHOE HADIOACHHE

HPOTPAMMHBIX, OTAENBHEIX [IPOrPAMMHEBIX, | BRINOIHEHHS Nab0paTOPHBIX

HpOrpaMMHO- nporpaMMHo-annapartHeix | pabot,

anmapaTHLIX CPEACTE CPEICTE 3AUHTH JKCIIepTHOE Habo/1eHe

JaunTel HHopMaly. | HHGOpPMAaLIHH BEINOIHEHHA IPAKTHYECKHX
pabor,
OIEHKA PEIIeHHA
CHTYAIIHOHHLIX 3a/1a4,
OlIEHKa nporecca 1
PE3VIALTATOB BRITIOJIHCHHA
BHJIOB paboT HA NPAKTHKE

K 2.2. OGecnewnsats | JleMOHCTPHPOBAThH 3HAHHA | TECTHPOBaHHE,

AKIAMEH MO MOOYITH),
PEIVIBTATE 3AUINTEI
KYPLOBOTO NPOEKTa,
AKCNEPTHOS Habmoaerue
BBINOJIHCHHA ﬂﬂﬁﬂpﬂTDthlK
pabor,

IRCNEPTHOS HabmoaeHHe
BLINOUTHCHHA TPAKTHYCCKHX
pabor,

OLCHEKA peIIeHMd
CHTYALHOHHBIX 38784,
OLEHEKA NpoLecca
PEIYIALTATOB BhINOIHEHHA
BHI0B paboT Ha NpaKTHEE

IK 2.3. OcymecTanars

Boinonaenue o CpeHHA

TECTHPOBAHHE, IKIAMCH,

Tectuposanne pyukumit | pabor no TECTHPOBAHHIO IK3AMEH 110 MOJIYIIIO,
OTAE/LHEIX GyHEUAA OTAeIBHBK 3KCNepTHOS HAbmoaeHe
NpOrpaMMHBIX H POrPAMMHBIX H BHITIOJTHEHHA Na00paTopHBIX
MpOrpaMMHo- MporpaMMHoO-anmapaTHeix | pabor,

annaparHbIX CPeaCTR CPeICTB JAlIHTHI

3amuTEl HEGopManni. | nHdopMaimy




IKCNepTHOE HabmoaeHHe
BBITOJIHEHASA NPAKTHHECKHX
pabor,

OlICHKA pellleHns
CHTYALHOHHEIX 3a/1a4,
OlEHKE npoiecca i
Pe3YALTATOB BRITIOTHEHHA
BUJI0B paboT HA NpaKTHKE

ITK 2.4. OcymiecTriasts
00paboTky, xpanenne u
nepejagy HapopManm
OrPaHHYEeHHOTO
JocTyna.

[IposipisTs 3Hanus,
HABBIKH H YMEHHA B
obpaboTke, XpaHeHHH 1
nepeage HHGOpMaLLUY
OrpaHHYeHHOro A0CTYNa

TECTHpOBaHe,

IKIAMEH 110 MOJLYTHO,
pe3yIbTaTH 3alHThl
KYPCOBOTO MTPOEKTA,
IKCnepTHOe HabmoaeHne
BLIOIHEHHA 1aBopaTopHBIX
pabor,

IKCHepTHOe HabmoJeHHe
BHIOTHEHNA TIPAKTHYECKHX
pabor,

OUEHKEA pellleHHA
CHTYAIHOHHBIX 3a/1a4,
OHEHKa Mpoliecca 1
PE3YIBTATOB BLITGIHEHHA
BHJIOB paboOT Ha NPAKTHEKE

TTK 2.5, VuuuToxars
HHpOpMALHIO 1
HOCHTEH HH(pOPMALIHI
C HCTIOIBIOBAHHEM
MPOrPaMMHBIX H
[IPOIPAMMHO-
ANMapaTHbLIX CPEICcTB.

JleMOHCTpaIHA AnropHT™Ma
nposejerus pabor no
YHHUTOREHHIO
HH}pOpMaLHH 1 HOCHTENeH
uHdopMalnn ¢
HCMOB30OBAHHEM
IPOTPaMMHBIX 1
IPOTrpaMMHO-aINNapaTHbIX

Cpe/IcTB

TECTHPOBaHHE,
. 3aker, IK3IAMEH 110
MOJIYIII0, PE3VIILTATE
JANTLL KYPCOBOTO MPOEKTA,
JKkcnepTHoe HabmoaeHne
BLINOIHEHHA 1a00paToOPHEIX
pabor,

IKCNEPTHOE HADMOICHHE
BBITOJIHEHHA TIPAKTHYCCKHX
pabor,

OlleHKa pelIeHns
CHTYAIIHOHHEIN 347184,
OIleHKa Mpoilecca 1
Pe3VILTATOB BLITIOIHEHHUS
BUJI0B pabOT Ha HpAKTHKE

[K 2.6. OcymiecTrianaTh
PerHCTpalHio
OCHOBHBIX CODBITHIT B
ABTOMATHINPOBAHHELX
(uHhopMaHOHHEIX)
CHCTEMAX, B TOM YHCIe
€ HCIOTR30RAHHEM

OpOrpaMMHBIX |
HPOrpaMMHO-
annaparHbiX cpeicTs
obnapyxenus,
NpeIyIpekICHUS H

[posBaaTh 3HAHKA K
YMEHHS B 3aluTe
aBTOMATHIHPOBAHHBIX
(nHbOpMaLHOHHBIX)
CHCTEM C HCNOALIOBAHHEM
HNPOrpaMMHBIX H
NPOrPAMMHO-ANTNAPATHBIX
cpeicTs 0OHapYXKeHHA,
[peAynpeRaCHEA 0
JIHKBHAALNNH TOCIeCTRR
KOMITBIOTEPHBIX aTaK

TECTHpOBaHKE, Iud.3a4eT,
IK3AMEH 110 MOIYIHO,
Pe3yALTATH 3aLHThI
KYpCOROI'O MpoeKTa,
akcnepTHoe Habmoaexne
BBINOMHEHHA JTafopaTopHbIX
pabor,

IKCnepTHOe HabmoaeHue
BBINOIHEHHSA [IPAKTHYECKHX
pabor,

OlICHKA peLieHns
CHTYALMOHHBIX 387184,




JTHEBHIALHA OlEHKA NMpoecca u
noceac remit Pe3YILTATOR BRINOIHEHHS

KOMIIBFOTEPHBIX ATaK. BH0B paboT HA NPAKTHKE




Koa n saumenosanne

npotecCHOHATIEHLIX |

obLIMX KOMIETeHIIHiI,
topmupyemsie B
PaMKEAX MOIVIIA

Kpurepun oneHkn

MeToas! onerEH

OK 01. Buibupats
cnocobe! pelneHns
3ajiau

- BRIDOp MeTO/1a | crnocoba pemeHus
npoeccHoHATBHE 2a1aY ¢
col/IoAcHHEM TeXHHER Ge30nacHoCTH

Hatmonenwe,
MOHHTOPHIT, OHEHKa
cofiepxanns noprhoano

npodecCHOHATEHO H COIIACHO 3A/IAHHOH CHTYALINN, CTY/eHTa.
AeSTEABHOCTH, -oueHka P PeKTHBHOCTH 1 KadecTa

NPHMERHTEBHO K BLIOTHEHHS COITTACHO 3a1aHHOT

pasiHaHBIM e’ o

KOHTEKCTAM,

OK 02. Ocywecrenats | - apexTHBHBIH nonck HeobxoanmMoi Murepnperains

NOHCK, AHAIIM3 W nH(OpMAaIHK; pe3yILTaTOB
HHTEPIPeTalio - undpopmanns, nogodpanHas u3 Hab/moaeH#ii 3a
HHGOpMALIH, PasHLIX HCTOMHHKOB B COOTBETCTBHH € | JIGATEIBHOCTRIO
HeoOX0AMMOii s JANAHHON CHTYALHEH oOyualomerocs B
BBINOJIHEHHA 38,144 TpOIIECcce OCBOCHHA
npodecenonansHoi obpazoBarenbHoi
JEATEIbHOCTH. NPOTPaMMBI

OK 03. Ilpuanmars - pelIeHHE CTAH/IAPTHBIX W MOHHTOPHHT H pelTHHT
pPeIICHHA B HECTAHIAPTHRIX npodeccHOHANEHEIX BRITIOJTHEHHA paboT Ha
CTAHAPTHRIX | 34129 B 06/14CTH SKCIUTYaTallHH vueOHOl 1
HECTAHIAPTHBIX KOMIOHEHT 1Mo/icHeTeM He30NacHoCTH | MPOH3BOACTBEHHOM
CHTYAITHAX H HECTH 33 | ABTOMATHIHPOBAHHEIX CHCTEM; [paKTHKE

HHX OTBETCTBEHHOCTD.

OK 04, PaboTate B = AEMOHCTpaLHa cobcTBeHHOb [Noaroroska Pe@ﬂpa']‘{ﬂ;_
RTINS 1 Eriip TR S o OB NIOKIAMI0B, COOBIICHHMIL,
komanje, sgpdekTueo | KOUIEKTHBHON H KoMaH Hoil paboTsl B

B3anMogeiicTeoBare ¢ | COOTBETCTBHH C 3alaHHOi cHTyaumeii; SRR
KOJLTEramH, - IEMOHCTpAIHs coOCTBEHHO ANCKTPOHHBIX
PYKOBOJICTBOM, NEATENLHOCTH B POJIH PYKOBOIHTENS HCTOMHHKOB
s—— KOMaH]IBI B COOTBETCTBHH C 3a/IAHHBIMH

YCJIOBHAMH.

OK 05. OcymecTaaTh
VCTHYKO) H
MHCBMEHHYIO
KOMMYHHKAIIHIO Ha
FOCYapCTBEHHOM
AIBIKE € YUETOM
ocobennocTeid
CONHATBHOTO H
KYJIBTYPHOTO
KOHTEKCTA.

- = AEMOHCTPALAA CODCTBEHHOI
JIEATENBHOCTH B YCIOBHSX
KOJUIEKTHBHOM K KoManHoii paboTsl B
COOTBETCTBHH C 3aaHHON CHTYarHe;
- AEMOHCTpals coGcTBeRHOMH
NEATEIBHOCTH B POIH PYKOBOIHTE/A
KOMAHILI B COOTBETCTEHH C 3aJaHHBIMH
YCIOBHAMH.

Habmoaenne 3a
HABLIKAMH paboThl B
rnoDATEHEIX,
KOPIIOPATHEHBIX H
JIOKANLHBIX
HH(pOPMAHOHHBIX
ceTax.




| Koj # nanMeHoBaHie
NpOGECCHOHATEHBIX |

OBIMX KoMTeTeHInii, Kpurepun ouenku MeTo/ k! OUeHKH
(hopMupyeMeIc B
paMKax MOIYIIA
| OK 06. Iposiansath | - gemoncTpanma uutepeca k Gyaymeii | HaGmogenwne 3a ponbio
rpaskIaHCKo- npoteccun; 00YHAIOMErocs B
NaTPHOTHYECKYIO - IEMOHCTpPALHA NEACYCTPEMICHHOCTH, | TPpyNne; nopThomo
NO3HIHIO, camooOpaloBaHms W CAMOPA3BATHA
JEMOHCTPHPOBATE
OCOIHAHHOE
[IOBE/ICHHE HA OCHOBE
TPATHIHOHHBIX
o01Ieye/10BEHeCKnX
neHHocTed,
NPHMEHATE CTAHIAPThI
AHTHKOPPYIIIHOHHOIO
MOBE/ICHHA,
OK 07. - IEMOHCTpPALHA KauecTBa MPHHATHIX Jlenomkie HIpEI -
ConeiicrBoBars OpraHn3alMoOHHbIX PellenHii MOJIENTHPOBaHHE
COXPaHEHHIO - FTOTOBHOCTH K 4acTof cMeHe COLMATEHBIX H
OKpYIKalomiel cpeibsl, | TexHonoriii B npodeccHoHaTBHOM npoecCHOHATBHBIX
pecypcochepekeinio, | ASATEIBHOCTH; CHTYALIA
aderTusno - aHAMU3 HHHOBaKil B odnacTH
AeficTBOBaTh B npodeccHoHanbHOMN J1eATeIhHOCTH.
ypeiBbraiHbIX
CHTYALHAX.
OK 08. Mcnonssosars | - olenka cobersennoro npojapmsenns, | Kourpons rpaduka
cpeacTBa GUINYECKON | AMYHOCTHOIO PAIBHTHA, BLIIO/IHEHHS
KYIBTYPbI IUIH HHIHBHIYATLHOM
COXPAHEHHA K CaMOCTOATEBLHON
VEpeIuieHns 310poBbs paboTe! oOyHatoLerocs;
B npouecce OTKPBITHIE 3aLIHTH
npodeccHonanbHol TBOPYECKHX H
JeATeTLHOCTH | IPOEKTHBIX paboT
NOJUIepAaHHA
HEoOX0HMOro
ypoBHs (huznueckoit
MOATOTORIEHHOCTH.
OK 09. Henons3osath | - HCOOAB30BAHHE OCHOBHLIX BHJIOB Cemunaps yuebno-
HHPOPMALTHOHHEIE COBPEMEHHOH BBEIMHCIHTEILHOH NpaKTHYECKHE
TEXHOMOTHH B TEXHHKH; KoH(pepeHITHH.
npotheccHonaIbHOM - IKCIIYaTalMsa | yCTpaHeHHe Konkypew
JIEATEIBHOCTH. THITHYHBIX BRIABJICHHBIX Ae(EKTOB npodeccHORAIBHOTO
TEXHHYECKHX CPEICTB MacTepcTBa.
HHpOpMaTH3IALNN; Omummaaer,
- IEMOHCTPAIHA PE3V/ILTATHBHOH
JeATeNbHOCTH B 00IACTH IKCIUTYATAIHH
H TEXHHYECKOTO COTPOBOMXICHHA
aBTOMATHIHPOBAHHLIX CHCTEM




Ko o nanMeHopranne
npohecCHOHATEHEIX 1
OOUINX KOMIETEHIN,

Kpurepun oueHku

MeTto/anl oueHKH

opMEpYEMBIC B

PamMKax Moy
OK 10. [Tors3osatees | - HCNOIBIOBAHAE OCHOBHBIX BH/10B Cemunapnt yuebno-
npodeccroraTbHO COBPEMCHHOI BEMHCIHTEILHOIT HpaKTHYECKHE

JORyMeHTanuHei Ha
rOCYAapCTREHHOM |

TEXHHKH,
- IKCIUIYATALMA W YCTpaHeHHe

konepenunn. Jlenonsie
HTPBI-MOJICTHPOBAHNE

HHOCTPAHHOM H3LIKAX. | THIIHYHLIX BLIABICHHLIX JedeKToR NpofecCHORATBHBIX
TEXHHYECKHX CPEICTB CHTYAIHIT.
HH(OPMaTH3IALIHH;
- AEMOHCTPALHA Pe3yIbTaATHRHOM
JAEHTENLHOCTH B 00JIACTH IKCIUIYaTalHy
H TEXHHYECKOTO COMPOBOAJICHUA
ABTOMATHIHPOBAHHLIX CHCTEM
OK.11 Henone3osats | - apdexTuBabiil nouck n npumenenne | Cemuuapsi yueGHo-
HAHHS TIO IHAHMI PHHAHCOBOH rPAMOTHOCTH; NpaKTHHECKHE
thunancopoii - nHpopmains, nogodpannas 13 kontepentmn. Jlenonwe
IPaMOTHOCTH, PasHBIX HCTOYHHKOB B COOTBETCTBHH C | HIPEI-MOJIE/THPOBAHHE
1aHHPOBATE 3a/laHioi cuTyanuei npoheccHoORATBEHBIX
NpeANPHHAMATEILCKY CHTYaIu#
10 JICHTEILHOCTD B
npodeccHoHANBHOM

cihepe




