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PabGouass mporpamMma mpodeccruoHalIbHOTO MOIyJNisi pa3paboTaHa Ha OCHOBE
@denepadbHOTO  TOCYJAPCTBEHHOIO  00pa30BaTENbHOIO  CTaHJAApTa  CPEIHEro
npodeccuonansHoro oOpaszoBanus (naisee — PI'OC) mo cHenuanbHOCTU CPEIHETO
npodeccuonanpsHoro obpazoanusi (manee — CIIO) 10.02.05 OoOecneuenue
MH(GOPMALIMOHHONW OE30MaCHOCTH aBTOMATU3UPOBAHHBIX CHUCTEM, YTBEPKIACHHOTO
npuka3oM MuHucTepcTBa oOpazoBanusa U Hayku Poccuiickoit @enepaunu ot 9 nexkadps
2016 1. Nel553, 3apeructpupoBaHHOro B MuHHCTEpCTBE rOocTMLIMU Poccuiickoi
Oenepanuu 26 gexadps 2016 1. No44938, u [IpumepHOit 0CHOBHOUM 00pa3oBaTeIbLHOMN
IporpaMMbl MO CHEIUAIBHOCTU CpeHero npodeccuoHanibHOoro oopazoBanus 10.02.05
ObecnieueHne MHPOPMAIMOHHOM  OE30MACHOCTH  aBTOMATU3UPOBAHHBIX  CHCTEM
(perucTpallMOHHBIM HOMEp B (heaepabHOM peecTpe MPUMEPHBIX 00pa30BATEIbHBIX
nporpamm CIIO 10.02.05-170703, nata peructpanuu 03.07.2017), [IpodeccronanbHOro
cragaapra 06.033 Coeumamuct no 3amure HUHPOPMALMH B aBTOMATHU3UPOBAHHBIX
cucteMax (ytB. Ilpukazom MuHucrepcTBa Tpyna U couuaibHOW 3amutel PO ot 15
ceHTs0ps 2016r. Ne522H)

Pazpabotunku:

Bomogun  C.M., «k.1.H., npenogasBatenab 1KK Komnemka wHPOpPMATHKH |
IPOTPaMMHUPOBAHHUA;

KanamnukoBa O.A., mpenogaBarens 1KK  Komtemka uHGOOpPMATUKH U
IPOTPaMMHUPOBAHHUA;

MapuHuu AJL, npenogasarens  1KK  Kommemka wuHQOpMAaTHKH U
POrpaMMHUPOBAHUSL;

MypanikuH O.H., saseayrommii jaboparopuent, npenojgasarens 1 KK Kommemka

HHMOOPMATHUKU U OPOTrPAMMUPOBAHUSL.

PaGouas nporpamma npodeccroHaIEHOTO MOTYJISI PACCMOTPEHA U PEKOMEHI0BaHA K
VTBEP)KJICHUIO Ha 3acelaHu TpeIMeTHOW (IMKIOBON) kKomuccuu ObOecniedueHne
nH(pOpMaIIMOHHOM 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM

ITpoTokon ot «14» mast 2021 r. Ne 10

[Ipencenarens . C.M. Bonoanu
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PEIEH3US
HA PABOYYIO ITPOI'PAMMY NMPO®ECCHOHAJIBHOT'O MOAYJIS
ITM.01 Dkemnyarauns apToMaTH3HpoBanubiX (MHGOPMANHOHABIX) CHETEM B 3AUHINCHHOM
HCHO/THeHHM
1o cneunansrocth 10.02.05 Obecneuenne HudopMaHOHHOH G30NaCHOCTH ABTOMATH3HPOBAHHBIX CHCTEM,
cocTasnentylo npenogasarenamu Komiemxa HHpopMaTHKH H NPOrpaMMHPOBAH I
Bosouuniv C.M., Kanawnukosoit O.A., Mapunuy A J1., Mypamkunsiv O.H.

PaGouass nporpamma, pazpaboramnas  Ha  ocHose  (DeaepankHOrO  rOCY/@PCTBEHHONO
obpazopaTensHoro cravgapra no cneumanboctd 10.02.05 OGecnieuenne unopmaumonHoii GezonacHocTH
ABTOMATM3HPOBAHHBIX CHCTEM, paccumnTana Ha 964 vaca, W3 nux Ha ocsoenne MJIK 598 uacos, 298 wacos
npakTHyeckux 3ansthii, 30 yacos camoctosTensHol paGorel, 288 wacos —yueOHOI ¥ NPONIBOACTBCHHON
NPAKTHKH, MPOMEIKYTOUHAS ATTECTAUMA OCYIICCTRIAETCA B (DOPME IKIAMEHA 110 MOLYITIO.

PaGouas nporpamma BKIIouaeT B ceba:

1. Turynbubii nuer;

2. O6uuy10 XapakTepucTHKy paboueit nporpaMme! npohecCHOHANIBHONO MOLYJIA;

3. CTpyKTypy M coaepkanne npodeccHOHaIbLHOrO MOJYIf;

4. Yenosns peannsauun paGoveii mporpaMmbl npo)ecCHOHAILHOIO MOYJIS;

5. KOHTpOob ¥ OUCHKY Pesy/IbTATOB OCBOCHHS MPOeCCHOHAILHOrO MOAYAA, -

4TO CoOTRETCTBYCT TpeboBanuaM k paGoueii nporpamme u TpeGosarnam ®I'OC CTO npu dopmuposarmn
Kak oB1HX, TAK H NMPOJecCHOHANBHLIX KOMMeTeHLMi.

B nporpamme chopmysiMpoBanbl UEMH W 3a0a4H  OCBOCHHA [POPECCHOHANBHOIO MOy,
HATIPABJICHHbLIC HA OBAACHHE 0OyHalOHMMHCH OBIHMH H NPOdheCcCHOHANBLHBIMH KOMIETEHLHAMM.

JlanHoe KOJHYECTBO YacoB, BbIACNCHHOE Ha OCBOCHHE YueOHOM JHCUHITIHHD], NO3BOMHUT:

- chopmupoBaTh y oByuatouxes HeobxoauMele npotheccHoHANbHBIC H OBIIHE KOMIETEHLINH;

- NOAYYHTL HEOOXOAMMBIC 3HAHHS M YMEHHs, KOTOpbIe MOIKHO NPHMEHATH B jlanbHeliwem Ha
npaKkTHKe.

Temaruueckuii nnan JSNUTCA HA JOrHYeCKHe pasaesl, Bmoymomue B cedba MK u yuebnuie
NPAKTHKH NPOPECCHOHANLHOTO MOIYJIS, HMEET ONTHMANBHOE PACTIPS/IENICHHE HACOB MO Pas/IeiaM M TeMaM,
B COOTBCTCTBHH € YyHEOHBIM IJIAHOM.

Kaxplit pasaen nporpaMmbl OTPOKAET TEMATHKY H BONPOCHI, MO3BOMMIONINE, B NOJHOM 0GbeMe,
M3yuHTE HEOOXOMMMEIH TeopeTnueckuii Matepuan. [TposeaeHue npakTHueckux u nabopaTopubIx 3aHsTHI,
npeaycMOTpeHHbIX paGovuedl mMporpaMMoH, MNO3BOJIAIOT 3AKPENHUTL TEOPETHYCCKHE 3HAHMA W PAIBHTH
HPAKTHYECKHE HABLIKH, NPHOBPETEHHBIC PH H3YUeHHH NMPO(ECCHOHATBLHOIO MOLYIA.

Conepanne paGoucit nporpammel  npodeccHonansioro moayas M 01 coorsercrsyer
tpeboeansim ®IOC CI1O no cneunaneioctn 10.02.05 O6ecnevuenne undopmauronHoii GesonacnocTi
ABTOMATH3MPOBAHIIBIX CHCTEM H MpHMEpHOil 06pa3zoBaTesbHOM NporpaMMe JaHHOrO Nnpod)ecCHOHANBHOIO
MOJLYNA.

Hayuenne IIM 01 «Okenayataums asroMaTtH3HpoBanubiX (MHQOPMALMOHHBIX) CHCTEM B
3AUMIICHHOM  HCToJIHeHH  cniocobereyeT S(QeKTHBHON M KaueCTBCHHOH [MOArOTOBKE MOJOALIX
crnenraineToB (Texnukos) B obnactn MHGOpMaUHOHHON Ge30MacHOCTH W 3alMTHl ABTOMATH3HPOBAHHEIX
(uHdopManHOHHBIX) CHCTEM. PaGouas nporpaMma COAEPIKHT MHHHMYM OCHOBHOMH M LONOJIHHTENBHOH
AHTEPaTYphi, HEOOXO0IMMOFH 18 H3YUYCHNS JIAHHOMH JIMCIMTUIHHBL

PaspaGorannas pabouas nporpamMma npo(ecCHOHANLHOrO MOAYII MOXKET ObiTh HCMONL3OBaHA
& npoeccHOHANLHON MoAroToBKE cpeaHero npodeccHonansHoro obpasosanus 1o cneunansioctr 10.02.05
Obecneuenue nupopMatHoHHO BE30NACHOCTH ABTOMATHIHPOBAHHBIX CHCTEM.

ABRCTA RNAaDJILOHCEH /| HAaTC. A LHOHHBIX
TEXHONOTHI W N AMMHPOBAHUA _KOJIE HHOOPMALIHOH nomukn  KBI'Y

KauanaaT HUInKko-MaTeMaTHHCCKHX HAYK

$aCKOn s
PLENOY,
» S Wera, 40y
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COJIEP)KAHUE

OBILIAS XAPAKTEPUCTUKA PABOYEM ITPOTPAMMBI
[TPO®ECCHUOHAJIbBHOI'O MOAVJIA

CTPYKTYPA U COAEPXXAHUE ITPO®ECCHUOHAJIBHOI'O MOAVYJIA
YCJIOBUA PEAJIMBALIMA ITPOOECCUOHAJIBHOI'O MOAYJIA
KOHTPOJIb U OUEHKA PE3VJIbTATOB OCBOEHHMA
[MPOD®ECCHUOHAJIbBHOI'O MOAVYJIA



1. OBILIAA XAPAKTEPUCTHUKA PABOYEN NPOI'PAMMBI

HPOPECCHUOHAJIBHOI'O MOAYJIA

1.1. IIe.m; U INIAHUPYEMBIE PE3YJIbTATbI 0OCBOCHHUSA IIpO(l)eCCI/IOHaJIl)HOFO MOAYJIsd

B pesynbrate uzydeHusi npodeCCHOHATBHOTO MOAYJIST OOYYAFOIIMICS TODKEH OCBOUTH
OoCHOBHOW BuUa naedrenpHoctd no [IM.O1
(MHGOPMAIIMOHHBIX) CUCTEM B 3allMIIEHHOM HCIIOJHEHUU W COOTBETCTBYIOIIHE €MY

o01re KOMIETEHITNHY, ¥ TIPO(eCCHOHATBHBIC KOMIICTCHITUH:

1.1.1. TlepedeHn 00X KOMITETCHITUN

Kon OO6muIre KOMIETEHITUN
OK 01 Br16upaTh ciocoObl penienus 3a1a4 npodecCUOHaIbHON AesITENbHOCTH,
MPUMEHUTENBHO K PA3IMYHBIM KOHTEKCTaM.
OcylecTBIATh TOWCK, aHaW3 MW UHTEPHpETali0 HWHPOPMAIINH,
OK 02. | HeoOxomumol [T  BBINOJHEHHUS — 337a4  MpodeCcCHOHATBHOU
JEeSATEIbHOCTH.
OK 03. [InanupoBaTh W peayn30BBIBaTH COOCTBEHHOE MNPO(ECCHOHANBHOE U
JUYHOCTHOE PAa3BUTHE.
OK 04. PaboTtaTh B KOJIJIEKTHBE U KOMaHJI€, 3P PEKTUBHO B3aUMOECICTBOBATH C
KOJUIETaMU, PYKOBOJCTBOM, KJIMEHTaMHU.
OcyiecTBisATh YyCTHYIO W NHCHbMEHHYI0 KOMMYHHKAIIMIO  Ha
OK 05. | rocymapCTBEHHOM SI3BIKE C Y4YE€TOM OCOOCHHOCTEH COIMaIbHOTO U
KyJIbTYPHOTO KOHTEKCTA.
[TposiBAATE TpaXkAaHCKO-MATPUOTHYECKYIO MO3UIUIO, JEMOHCTPUPOBATH
OK 06. | ocO3HaHHOE NOBEJICHUE Ha OCHOBE TPAJAMIIMOHHBIX OOIIEYEIOBEYECKUX
IEHHOCTEH, MPUMEHSTh CTaHIaPThl aHTUKOPPYHIITMOHHOTO MTOBEICHHUS.
CopelicTBOBaTh COXPaHEHUIO OKpYy>Karoleu cpenpl,
OK 07. | pecypcocOepexennto, >(HPEKTUBHO JI€UCTBOBATh B YpPE3BbIYAMHBIX
CUTYalIHSIX.
Hcnonp3oBaTh cpenctBa (PU3WYECKON KyJIbTYphI ISl COXPAaHCHUS U
OK 08. | ykperuieHus 310pOBbsi B Tpoliecce mpoheCcCHOHAIBHON IeATeTLHOCTH U
noJiIepKaHusi HEOOXOAUMOTO YPOBHS (PU3NUECKON MOATOTOBICHHOCTH.
OK 09. Hcnonp3oBaTh WHPOPMAIMOHHBIE TEXHOJOTUU B MPOGECcCHOHATBHOU
JESATEIbHOCTH.
OK 1 [Tonp30BaThCA npodeccuoHanbHON JIOKYMEHTAIUEN Ha
K10. rOCYJIapCTBEHHOM U MHOCTPAHHOM SI3bIKaX.
OK 11 Hcnonb3oBaTh 3HaHUS MO ()MHAHCOBOM T'PAMOTHOCTH, IUIAHUPOBATH

MPEANPUHUMATETHCKYIO IEATELHOCTh B Ipo(dheccroHanbHOM cdepe.

3KCHHyaTaHI/I${ ABTOMATHU3UPOBAHHBIX




1.1.2. Ilepevyens npodeccnOHATBHBIX KOMIIETEHITUN

Kon

[TpodeccrnonanbHbie KOMITETEHITAN

[IponsBoauTH YCTaHOBKY 51 HAaCTPOUKY KOMIIOHEHTOB
[IK 1.1. | aBBTOMaTH3UPOBaHHBIX (MH(OOPMAIMOHHBIX) CHCTEM B 3aIlUIIEHHOM
WCTIOJTHCHHH B COOTBETCTBHU C TPEOOBAHUSAMHU SKCIUTyaTaIlMOHHON
JOKYMEHTALUU.

AIMUHUCTPUPOBATh  MNPOrPaMMHBIE U MPOTPAMMHO-aIMapaTHbIe
IK 1.2. | kommonenTs! aBTOMATU3UPOBAHHON (MH(POPMAIIMOHHON) CHUCTEMBI B
3aIUIEHHOM UCTIOJHEHHUU.

ObecneunBaTth  OecrmepeOoiiHyl0O ~ paboOTy  aBTOMATU3UPOBAHHBIX
[IK 1.3. | (uHpOpMAIIMOHHBIX) CUCTEM B 3aIUIIIEHHOM UCIIOJIHEHUH B COOTBETCTBUU
¢ TpeOOBaHUSAMHU SKCILTyaTAIlMOHHON JOKYMEHTAIUH.

IIK 1.4.

OcCymiecTBIATh IPOBEPKY TEXHUYECKOI'O COCTOSHUSA, TEXHUYECKOE
oOCIy’)kKMBaHME W  TEKyIIMH pPEMOHT, YCTpaHiITb OTKa3bl M
BOCCTaHAaBJIMBATh paboTOCIIOCOOHOCTD ABTOMAaTU3HPOBAHHBIX
(MH(pOPMALIMOHHBIX ) CUCTEM B 3aILUIIEHHOM UCIOJHEHUU.

1.1.3. B pe3ynbTate ocBOeHMS TPOPECCHOHATEHOTO MOyl 00yUarOIIHiCs

JIOJIKEH:

UMETh YCTAaHOBKM M HACTPOWKH KOMIIOHEHTOB CHCTEM 3aIllUThI
MPAKTUUYECKUN nHpoOpMauu  aBTOMATHU3UPOBAHHBIX (MH(DOPMAIIMOHHBIX)
OTIBIT CUCTEM;

aIMUHUCTPUPOBAHUS  aBTOMATHU3UPOBAHHBIX CHUCTEM B
3aIMIIEHHOM  HUCIIOJIHEHUH, KOHMpPOs — CcmabuibHOCmu
xapakmepucmuk cucmemvl sauwumosl ungopmayuu (06.033
A/01.5);

IKCIUTyaTallil KOMIIOHEHTOB CHCTEM 3alluThl UH(OpMaIUu
aBTOMATU3UPOBAHHBIX CUCTEM, UX OUACHOCMUKE, YCIMPAHEHUU
OMKA308 U 60CCMAHOGIeHUU PabOMOCHOCOOHOCMU, KOHMPOJIS
coomeemcmeus — KOH@ueypayuu  cucmemsl  3aujumol
ungopmayuu ee sxcniyamayuonnou ookymenmayuu (06.033
A/01.5);

JIMarHOCTUKM KOMIIOHEHTOB CHCTEM 3alllUThl WH(pOpMaIMu
aBTOMATH3UPOBAHHBIX CHCTEM, YCTPAHEHHS OTKA30B W
BOCCTaHOBJICHHUSI PabOTOCTIOCOOHOCTH aBTOMATHU3UPOBAHHBIX
(nH(GOPMAIIMOHHBIX ) CUCTEM B 3aIUIIEHHOM UCTIOJHEHUH;
VCMAHOBKU U HACMPOUKU ONEPAYUOHHBIX CUCTNEM CeMeUCme
Windows u UNIX ¢ yuemom mpebosanuii no obecneuenuro
unghopmayuonHot 6ezonacnocmu’™;

0OHapydceHUs U YCMpaneHus ouuboK npu nepedayve OaHHbIX
8 KOMNBIOMEPHBIX CemMAX *;

pabomuvl ¢ NPOMOKOIAMU PA3HBIX YpOBHeU (Ha npumepe
Konkpemmuozo cmexa npomoxonos: TCP/IP)*.




YMETh

— OCYIIECTBIISITH KOMIIEKTOBaHUE, KOHPUTYPHPOBAHHE, HACTPOUKY
aBTOMATHU3WPOBAHHBIX CHCTEM B 3alUIICHHOM HCIIOJTHCHUU
KOMIIOHEHT CHCTEM 3alllUThl WH()OpPMAIMH aBTOMATHU3WPOBAHHBIX
CUCTEM;

— OpraHM30BBIBaTh, KOHPHUTYPHUPOBATH, IPOU3BOIUTH MOHTAXK,
OCYIIIECTBIISATH TUATHOCTUKY M YCTPAHATh HEUCTIPABHOCTH
KOMIIBIOTEPHBIX ceTel, paboTaTh ¢ CETEBBIMH IMPOTOKOJIAMHU PAa3HBIX
YPOBHEWH;

— OCYIIECTBIIATh KOH(QUTYPUPOBAHUE, HACTPOUKY KOMITOHCHT
CHCTEM 3aIluThl HH(HOPMAIIUH aBTOMATU3UPOBAHHBIX CHCTEM;

— TPOU3BOJUTH YCTAHOBKY, a/IANITAITUIO M COMTPOBOKICHNE TUIIOBOTO
IPOrPaMMHOTO 00eCIIeYCHHS, BXOSIIETO B COCTAB CUCTEM 3aIUTHI
uHPOPMAITUH aBTOMATU3HPOBAHHON CUCTEMBI;

— HACTpaWBaThb H yCTPaHATh HEUCIPABHOCTH IPOTPAMMHO-
anmapaTHBIX CPEJICTB 3alTUTHI HHPOPMAITUH B KOMITBIOTEPHBIX CETIX
T10 3aJIaHHBIM MPaBUIIaM;

— obecneunBaTh pabOTOCIOCOOHOCTH, OOHAPYKUBATh U YCTPAHATH
HEHUCTIPABHOCTH,

—  obecneuusamv NpoGepKy (OYHKYUOHUPOBAHUSL BCMPOCHHBIX
cpeocms 3auumol UHGOPpMAYUU U CBOeBPeMEeHHOe O0OHApYIlCceHUe
NPU3HAKO8 HANUYUSL 8PEOOHOCHO20 NPOSPAMMHO20 o0becnedeHus
(06.032 A/03.05);

—  ycmaHasnueamv, KOHPUISYPUPOBAMb U  KOHMPOIUPOBAMb
KOPPEKMHOCMb ~ HACMPOUKU — MeXNCCemesblX  IKPAHO8 8
coomeemcmauu ¢ 3adannvimu npasuiamu (06.032 A/02.05);

—  opmynuposamv u Hacmpaueamsv NOIUMUKY 0OE30NACHOCMU
OCHOBHBIX  ONEPAYUOHHLIX  CUCMEM, a MaKxce JOKATbHbIX
KOMNbIOMEPHBIX cemeli, NOCMPOEHHbIX HA UX OCHoge; *

— coz0asams,  pedaKmupos8amv u obcnydcusams
ABMOMAMUZUPOBAHHYIO CUCMEMY YNPAGIeHUsl NpeOnpusmuem Ha
oaze «1C: Ilpeonpusmuey,*

— Nposepsmv NPABUILHOCIb nepedaiu OAHHbIX. *

3HAaThb

— COCTaB W TPHUHIUITEI PabOThl aBTOMATU3MPOBAHHBIX CHCTEM,
OMEpPAIIMOHHBIX CUCTEM W  Cpel, MmMunogvle  YA36UMOCHU
NPOCPAMMHO20 0OecneyeHuUs], Memoobl UX IKCNYaAmayuu U nopsi0oK
obecneuenusi 6ezonacHocmu ungopmayuu npu  IKCHNILYamayuu
npoepammnozo ovecneuenusi (06.032 A/03.05);

—  TPUHIOUMBL Pa3pabOTKH aJrOPUTMOB MPOTPamMM, OCHOBHBIX
MPUEMOB TIPOTPAMMUPOBAHUS, OCOOEHHOCMU UCMOUYHUKOS VepOo3,
CBA3AHHBIX C IKCnIyamayuel npozpammuozo ovecneuvenus (06.032
A/03.05);

— Mojenu 0a3 AaHHBIX, HOPAOOK HACMPOUKU CUCIEM YNPA8IeHUs.

oazamu OaHHbBIX U CPeOCme8 2JIeKMPOHHO20 O0OKyMeHmoobopoma
(06.032 A/03.05);




— OKCHIYAMAYUOHHYIO U NPOEKMHYI0 OOKYMEHMAYUI0, pe2laMeHMbl
NnO  YHUYMOOJICEHUIO UHpopmayuu U MAWUHHLIX —HOCUmenel
ungopmayuu asmomamuzuposannoi cucmemot (06.033 A/02.05,
A/03.5);

— MPUHITUIIEI  TTIOCTPOCHUS, (U3HUYECKHE OCHOBBI PabOTHI
nepudepuitHbIX YCTPOUCTB,

— TEOPETHUYECKHE OCHOBHI KOMITBIOTEPHBIX CETEH U WX almapaTHBIX
KOMIIOHEHT, CETEBbIX MOJeliel, MPOTOKOJIOB W MPHUHIUIIOB
aapecaruu (06.032 A/02.05);

— TOPSAZIOK YCTAHOBKH M BBOJA B DKCIUTyaTaI[MIO CPEJICTB 3aIlUTHI
uHQOpMAIM B KOMIIBIOTEPHBIX CETSIX, HOPsO0OK obecneyeHus
bezonachocmu uHopmayuy npu IKCHIYAMayuy KOMNbIOMEPHLIX
cemeti (06.032 A/02.05);

- TIPUHIUIIBI OCHOBHBIX METOJIOB OpPTaHW3AMH W TPOBEACHUS
TEXHHYECKOTO 00CTY)KUBAHUS BBIYMCIUTEIIEHON TEXHUKH U JIPYTUX
TEXHUUYECKUX CPEICTB HH(POPMATHU3AIINH;

—  NPUHYUN®bl NOCMPOEHUs U DYHKYUOHUPOBAHUS COBPEMEHHbIX
ONepayuoOHHbIX CUCeM, NpuUMepblL Ux peanuzayuti, *

—  cocmag npocpamMMHO-AnNAapamubix Ccpeocme obecnedenus
UHGDOPMAYUOHHOU OEe30NACHOCMU 68 MUNOBbIX ONePayUuOHHbIX
cucmemax; *

— aopecayutro 8  cemsx, OpP2AHUSAYUIO — MENHCCEMOB020
e3aumooeticmausi, *

— OCHOBHble 2mansvl pazpadbomKu nPoCcmo20 NPUKIAOHO20 PeuleHs]
6 cucmeme «1C:Ilpeonpusmuen*

**BapuaTUBHAs YaCTh

1.2. KosimuecTBO 4acoB, 0TBOIMMOE HA OCBOEHHUE NMPO(eCCHOHATBHOT0 MOIYJIS
Bcero 964 gaca,
N3 Hux Ha ocBoeHue MJIK 598 vacos,
camocTosaTenbHas pabora 30 yacos,
MPOMEKYTOUHAs aTTecTalus 48, B TOM YHCIIe SK3aMeH 10 MOy t0 12 4acoB,
Ha TIpakTuku 288 yacoB, B ToM ymcie yueOnyto 108 gacos,
Y TIPOU3BOJICTBEHHYIO (110 TIpoduiIto crernuaibHocTh) 180 yacos.



2. CTPYKTYPA U COAEP KAHUE TPO®PECCHOHAJIBHOI'O MOAYJIsA

2.1. Ctpykrypa npo(ecCHOHATBHOI0 MOXYJISA

O06Bem nmpoeccHoHaTFHOTO MOYJIS, aK. Yac.

CymM | PaGoTa 00y4aromuxcs BO B3aUMOICHCTBUHM € TIPETIOaBaTENIEM
apHBl O6yuenne no MJIK
Kozer HaunmenoBanus pas3aenon 1 B Tom uncie Hparcran I1 C
KOMIIETEHIIH o0BbeM 6 POMEHYTO amoctTos
o NpohecCHOHATHFHOTO MO warpy JIaboparo yHas TeNbHas
3KH Beero PHEX I Kypcosbix VYuebna | [lpousBoacteenn | aTTeCTallnsd pabora
’ paKkTuyec pabor
Hac. KHX (IpoeKToB) & w
3aHATUN
1 2 3 4 5 6 7 8 9 10
IIK 1.1. Pa3nea 1. YcranoBka u
OK 01- OK 11| nacrpoiika
ABTOMAaTU3UPOBAHHBIX 319 257 128 - 36 - 12 14
(uH(OPMAIIMOHHBIX) CCTEM B
3alIUILEHHOM HCIIOTHEHUH
IIK 1.2. Paznen 2.
1K 1.3 AZIMMHHCTPHPOBAaHHUE
K 1.4 ABTOMATU3HPOBAHHBIX 453 341 170 - 72 - 24 16
OK 01-OK (MH(pOPMAIIMOHHBIX) CUCTEM B
1 3alUIEHHOM HCIIOTHEHUH
IK 1.2. IIpon3BoaCcTBEHHAs IPAKTUKA
1K 1.3 (mo nmpoduro crienuanTbHOCTH)
IIK 1.4 180 180
OK 01-OK
11
DK3aMEeH 110 MOTYITIO 12 12
Bcero: 964 598 | 298 - 108 180 48 30




2.2. TemaTu4ecKuUil IVIaH U coepxanue npopeccuoHanbHoro moayJas (IIM)

HanmenoBanme pasaciioB

npodeccnoHaIbHOTO Conepxanre yaeOHOTO MaTepuara,
moxays (ITM), nabopaTopHbIe pabOThI U MPAKTHYECKHUE 3aHATH, BHEAYTUTOPHAs (CaMOCTOsITEIbHAs) paboTa O06bem JacoB
MEXIUCIUTITMHAPHBIX oOyJaromuxcsi, KypcoBas paboTa (IIpoeKT)
kypcoB (MJIK) u Tem
1 2 3
Pazgea 1 [IM.01. YcTaHOBKA M HACTPOIKA ABTOMATU3MPOBAHHBIX (MHPOPMALNMOHHBIX) CHCTEM B 3aIMIIIEHHOM 319
HCIIOJIHEHUH
MJIK.01.01 OnepanmoHHbIe CHCTEMBI 139
Pa3nen 1. DjemMeHTHI TeOpHH OnepaliuOHHBIX cucTeM. CBOHCTBA ONepallMOHHBIX CHCTEM 44
Tema 1.1. OcHOBBI Conepxanne 6
TEOPHUU OTIEPAIIIOHHBIX Omnpenenenue onepauoHHol cucteMbl. OCHOBHBIC OHATUA. VICTOpUS pa3BUTHS
CUCTEM OTIepalIMOHHBIX cucTeM. Bupl onepannonnbix cucteM. Kiaccudukanus onepanuoHHBIX CHCTEM
10 pa3HbIM npu3HakaMm. OnepanroHHas cucTeMa Kak nHTepQeiic Mexay IporpaMMHBIM U
anmapatHbIM obecnieueHreM. CucTeMHbIe BBI30BEL. MccnenoBanust B 001aCTH ONEpariiOHHBIX
CUCTEM.
Tema 1.2. MamusHO- Conepxanne 14
3aBUCHMBIE M MalIUHHO- | 3arpy3uuk OC. Mnunmanuzanus anmnapaTasix cpeacts. [Iporecc 3arpysku OC.
HEe3aBHCHMbIE CBOMCTBA [Tepenocumocts OC. MammnHo-3aBucuMbie Moaynu OC. 3agaun OC 1o ynpaBiaeHUIO
OIIEpallMOHHBIX CUCTEM olrepanusMu BBOJA-BbIBOa. MHOrOCI0MHHas MOJIENb MOACUCTEMBI BBOJIa-BbIBOJA. [[paiiBephl.
(0OC) [Tonneprkka oneparuii BBOAa-BbIBO/IA.
Pabota ¢ daitnamu. @aiinosas cucrema. Bunsl daitnossix cucrem. dusznueckast opranuzanus
daiinoBoii cucremsbl. Tunsl Qaitios. DaiioBie onepay, KOHTPOJIb JOCTYyNa K (aiinam.
B TOoM 4nciie NPaKTHYECKUX 3aHATHI M 1a00paTOpPHBIX padoT 6
1. ITpakTueckoe 3anstue «Ycranopka OC» 2
2. IlpakTnueckoe 3aHaTue «Co3/1aHNE U U3yUYEHUE CTPYKTYPBI Pa3AeIoB )KECTKOIO AUCKa» 2
3. Ilpaktuueckoe 3anstue «Onepanuu ¢ paiaamm» 2
Tewma 1.3. MonynbHas Coaepxanue 4
CTPYKTypa Ok3041p0. Mojens KianeHT-cepBep. Pabora B pexxnMme nosb3oBatens. Pabora B KOHCOTBHOM
OINEPAI[MOHHEIX CUCTEM, | pexume. O00I0UKH ONEPALMOHHBIX CUCTEM.
IIPOCTPAHCTBO
IOJIb30BATEIIA B ToM umciie NpakTHYeCKUX 3aHATHI M J1a00pPaTOPHBIX padoT 2




PaboTa B KOHCOIBHOM U TpapueCcCKOM PEeXUMAX 2
Tewma 1.4. Yopasnenue Conep:kanue
aMATBIO OcHoBHoOe ynpaBienue namatero. [lonkauka. BupryanpHas naMsaTs. AJTOPUTMBI 3aMEILEHUS
cTpaHull. Bompockl pa3paboTK CHCTEM CO CTPAHUYHOW OpraHu3aIei maMsatu. Bompocsl
peamzanuu. CerMeHTanus naMsaTu
B ToM Ynciie NPaKTHYeCKUX 3aHATHI M J1a00paTOPHBIX padoT 2
1. ITpakTrueckoe 3aHsaTue «MOHUTOPHUHT 332 UCIOJIb30BAHUEM HAMSITH» 2
Tema 1.5. Yopasnenue Conep:xanue 8
IIpoLECCaMH, [Tonsitue mpouecca. [lonsitue noroka. [lonsiTHE NpuopUTETa U OUEPEN MTPOLIECCOB,
MHOTOIPOIIECCOPHbIE 0COOEHHOCTH MHOT'OIPOLIECCOPHBIX CUCTEM. MeXIIPOLeCCOPHOE B3aUMO/IEHCTBHE
CUCTEMbI [TonsiTue B3auMoOI0KUpOBKHU. Pecypcbl, 0OHapykeHne B3auMo0I0KupoBOK. 36eranue
B3anM0O0I0KHPOBOK. [IpenoTBpalieHre B3auMo0I0KHPOBOK
B ToM Ynciie NpaKTHYeCKUX 3aHATHI M 1a00paTOpHBIX padoT 4
1. ITpakTueckoe 3ansTHE «YIPaBIECHUE IPOLECCAMM) 2
2. Ilpaktnyeckoe 3ansTue «HabmrogeHne 3a HCIOIb30BaHHEM PECYPCOB CHCTEMBI» 2
Tema 1.6. Conaep:xkaHue 8
Bupryanuzauus u TpeboBanus, npuMeHsieMble K BUpTyanu3auuu. ['unepsuzopsl. Texnonoruu 3¢ dexruBHoiMl
o0J1ayHbIe TEXHOJIOTUU BUpTyanu3anuu. Bupryanuzanus namsatu. Bupryanuzanus BBoga-BeiBoga. BupryanbHbie
ycTpoiicTBa. Bonmpoce! TuiieH3upoBaHus
O6uiaunble TexHosioruu. McenenoBanust B 06J1aCTH BUPTyalIu3aluy U 00J1aKoB
B ToM 4nc/ie IPaKTHYECKUX 3aHATHI M 1a00paTOpHBIX pador 4
1. I[TpakTueckoe 3ansatue «M3ydenue npumepoB BUpTyanbHbIX ManH (VMware, VBox)» 4
Pa3nes 2. Be3onacHoCTh onepanuoHHBIX CHCTEM 4
Tema 2.1. IlpuHnnmnst Copnepxanue 4
MOCTPOCHUS 3aIIUThHI [Tonsitue 6ezonacHoctu OC. Knaccudukanus yrpos OC. UcTouHukH yrpo3 HHPOPMALMOHHOM
uH(OpManuy B 0e30macHOCTH M 00BEKTHI Bo3aeicTBU. [Topsaok oGecrieueHus: 6€30macHOCTH HHPOPMAITT
OTICPAIMOHHBIX CHCTEMAX | [IpU HKCIUTyaTaluK onepauoHHbix cucteM. lltatHeie cpenctsa OC aiis 3aluTh I/IH(I)OpMaI_II/II/I.
B ToM 4nciie NPaKTHYECKUX 3aHATHI M J1a00pPaTOPHBIX padoT 2
1. I[TpakTueckoe 3ausTue «V3ydeHne MTaTHBIX CPEICTB 3aALUTHI HH(OPMAIIUU B 2
OIEPAlIMOHHBIX CUCTEMAX»
Pasznea 3. OcobeHHOCTH pad0Thl B COBPEMEHHBIX ONEPANMOHHBIX CHCTEMAaX 26
\ Conep:xanue 10




Tema 3.1.
OrnepaliuOHHBIE CUCTEMBI
UNIX, Linux, MacOS u
Android

0630p cuctemsl Linux. [Tpouecco B cucreme Linux. Ynpasienue mamsTeio B Linux. Broa-
BBIBOJI B cucteme Linux. @aiinosas cuctema UNIX.

OmneparmonHbie cucTeMbl cemerictBa Mac OS: 0cOOEHHOCTH, MPEUMYIIIECTBA U HEAOCTATKH.

Apxutektypa Android. Ilpunoxenust Android

B ToM unciie npakTHYeCcKUX 3aHATHI M JJA00PaTOPHBIX PadoT

1. [TpakTraeckoe 3austue «Co3nanue auctpuOyTuBa Linux. YcraHoBKa».

2. Ilpaktuyeckoe 3anstue «Pabora B OC Linux».

Tema 3.2. OnepauronHas
cucrema Windows

Conep:kanue

EENE\S I (S N

Crpykrypa cuctemsl. [Iporecce u moroku B Windows. YnpaBieHue mamstbio. BBOI-BBIBO B
Windows.

B Tom unciie npakTHYECKUX 3aAHATHI U J1a00pPaTOPHBIX padoT

\S]

1. [IpakTrdeckoe 3aHsATHE «Y CTAHOBKA W NepBUYHAs HacTporika Windows».

Tema 3.3. Poccutickas
3aUUUYEHHAS
ONnepayuoHHas cucmema
Astra Linux*

Cooepocanue

Apxumexmypa, nazHauenue u ooracmu npumernerus OnepayuonHol cucmemsl CHeYUaIbHO20
naznauenus Astra Linux Special Edition. Ocnogvl nonvzosamenwvckoti pabomvl 8 OCCH Astra
Linux. OcnogHvie npuemvl pabomel ¢ 3auuugennou epaguueckou noocucmemou Fly OCCH
Astra Linux Ocnognbie 3a0auu aomunucmpuposanus Astra Linux SE. AOmunucmpuposanue
VuemHubwlX 3anucel, noavzosameineu u cpynn. AOMUHUCMpuposanue npoyeccos.

B ToM 4nc/ie IPaKTHYECKUX 3aHATHI M 1a00paTOpHBIX padoT

1. Tlpaktuaeckoe 3ausitue «Ycmanosxa OCCH Astra Linux. OcnosHble KOMAHObL 0151 pabomul ¢
atinosoui cucmemoti OCCH Astra Linuxy.

Tema 3.4. CepBepHble
OTIE€paLIMOHHBIE CUCTEMBI

Conep:xanue

OcnoBHoe Ha3zHaueHue cepepHbIX OC. Ocobennoctu cepBepHbix OC. Pacnipenenennsie
(halI0BBIC CUCTEMBI.

B TOM 4nc/Ie IPaKTHYECKUX 3aHATHI M J1a00paTOPHBIX padoT

1. ITpakTueckoe 3anstue «Pabota ¢ cereBoii (hailI0OBON CUCTEMO ».

2. Ilpaktuyeckoe 3anatue «Pabota ¢ cepeproit OC, Hanpumep, AltLinux».

Pazoen 4. 3awguma 6 onepayuonnvix cucmemax *

Tema 4.1. OOecrieueHue
0€30I1aCHOCTH B
OHepaHHOHHBIX cucreMax
cemericrea OC Windows

Conep:xaHue

OcHOBHBIC moAXOdbl K MOCTPOCHHUIO 3aIMUIICHHBIX ONICPALIMOHHBIX CUCTCM. CTaH,Z[apTBI
0e301macHOCTH OINCPaliOHHBIX CUCTCM. MareMaTUdecKre OCHOBEI MOJIGHCP'I 0€30macHOCTH.

00630p apxuTeKkTypbl cucteMbl. CHCTEMHBIE KOMIOHEHTHI 6e3onacHocTu. [loacucrema
UACHTU(DUKAIIMY U ayTeHTU(UKALIUH.




Ynpasnenue noctynoM. TunoBsie MOJIeNH yrpasieHus A0cTymnoB. [loacucrema pasrpaHu4eHUs
JOCTyna. YIpaBlieHUE YUYETHBIMHU 3alMCSIMU MOJIb30BaTeNel. AyauT 6€30MacHOCTH.

CpenctBa obecnieueHust cereBoit 0e3omacHocty. [lIndpoBanue xpanumoit HHPpOpMaIIUH.
CpeactBa mmdpoBaHUs CETEBOTo Tpapuka

B ToM unciie npakTHYeCcKUX 3aHATHI M J1Aa00pPaTOPHBIX PadoT

1. ITpakTueckoe 3aHsATHE «YIPABICHNUE YUYETHBIMU 3aIIUCIMU N10JIb30BaTENIEH»

2. I[IpakTrdeckoe 3aHsATHE «YTIPABICHUE TOCTYIIOM B Windows»

3. Ilpaktuueckoe 3ansaTue «Ayaut B OC Windows»

4. IIpaktudeckoe 3anarue «AyreHtudukarus B OC Windows»

NS \S I O I \S ) oo}

Tema 4.2. ObecnieueHue
0€30I1aCHOCTH B
OIEepaIMOHHBIX CUCTEMAX
cemetictBa OC Linux

Conep:xanue

p—
[\

Konnenmus 3ammtel nHGOpManmonHoi 6e3onacHocTH Linux. CHcTeMHBIE KOMITOHCHTHI
0€30I1aCHOCTH.

Ayrentudukanus B Linux. Moaynu ayrentudukanun. Mogynu ayaura. Mogyinu KOHTPOJIIS
LIEJIOCTHOCTH.

[TpaBa moctyna mporeccoB. KonTpois qoctyma B (haiinoBoii cucreme. PacimpeHHbIi KOHTPOJTh
JOCTyTA.

B ToM unciie npakTHYECKUX 3AHATHI U J1a00PaTOPHBIX padoT

1. ITpakTrueckoe 3ansTHE «YIpaBlieHUe A0CTyNnoM B Linux»

2. Ilpaktuyeckoe 3aHsaTue «AyauT cucteMHbIX coObITHi B OC Linux»

3. IlpakTuueckoe 3ansTue»BeTpoeHHble cpeacTBa muppoBaHus B cucteme Linux»

\S N \S I\ J o)

Tema 4.3. be3omacHoCTh
CEPBEPHBIX
ONEPALMOHHBIX CUCTEM

Conep:xanue

p—
[\

Brimonnenue tpedoBanuii k 3anute uHbopmanuu or HCJI. OcHOBHBIE 3alIUTHBIE MEXAHU3MBbI
OC cewmetictBa Unix. Hemocrtarku 3ammtabix MexanusMoB OC cemeiictBa Unix

Oco0Oennoctu obecnieuenust 6ezonacHoctu OC Windows NT. Cepsep ayreHTUpUKAIH
Kerberos (LlepOep). CkBo3Hasi ayTeHTUHUKALHSL.

OTHomICHUS HAOBCPUs. AKTUBHBIN KaTaJorT.

O030p U cTaTUCTUKA METOJIOB, JIS)KAIIUX B OCHOBE aTtak Ha coBpeMeHHble OC. ['pynmnoBbie
HOJIMTUKH OE€30MAaCHOCTH.

B ToM unciie npakTHYeCKUX 3aHATHI M J1a00pPaTOPHBIX padoT

N

1. HpaKTI/ILICCKOC 3aHATUC «Pa3pa60T1<a MTOJIUTUKHU O€30ITaCHOCTH

N

Tewma 4.4. be3onacHOCTh
OIIEpPaLlMOHHBIX CUCTEM
MOOUJIbHBIX YCTPONCTB

Conep:xaHue

[9Y)

be3onacHoCTh ONCPallMOHHBIX CUCTCM MOOUJIbHBIX yCTpOﬁCTB




B Tom unciie camocTosATeIbHOM YueOHOM padoThl NPH W3yYeHHH paszjaena 1

10

[IpumepHas TemaTuka BHEAYAUTOPHON CAMOCTOSTEILHONW PabOTHI
1. Coznanue BUPTyaIlbHOM MAIlIUHBI.
2. YcTaHOBKa ONEPallMOHHON CUCTEMBI.

3. AHanu3 )xypHajia ayauTa

OC Ha paboueM mecre.

4. VzyueHne aHAIMTHYECKUX 0030pOB B 00JIACTH MOCTPOCHHSI CUCTEM OE30MAaCHOCTH ONEPAIIMOHHBIX CHCTEM.

Koncynbranuu 4
ITpomexyrounas arrecramms mo MJIK.01.01 B popme sx3amena 8
MJIK.01.02 Ba3bl JaHHBIX 144
Pa3nes 1. OcHoBBI Teopuu 623 JaHHBIX 20
Tema 1.1. OcHOBHEIE Conepxanne 12
HOHATHUS Teopuu 0a3 [TonsiTue 6a3bl 1aHHBIX. KOMIIOHEHTHI crcTeMbl 0a3 1aHHBIX: JJaHHBIE, allllapaTHOE oOecreueHue,
naHHbIX. Monenu pOTrpaMMHOE o0ecTIedeHne, moIb30BaTeNu. OJHONOIb30BATEIHCKHE M MHOTOIIOIb30BATEIIHCKHIE
JaHHBIX cucteMsbl 06a3 naHHbIX. IHTerpupoBaHHble U o0wue JaHHble. OOBEKThl, CBOWCTBA, OTHOILEHHUS.
LleHTpann3oBaHHOE yIIpaBJIeHUE TAHHBIMHU, OCHOBHBIE TPEOOBAHUSI.
Monenu nanusix. Mepapxudeckue, CETEBbIE U PEISLUOHHBIE MOJEIN OPraHU3aly JaHHBIX.
[TocTpensuiMoHHbBIE MOJIENH 1aHHBIX.
TepmuHONOrUs peasMoHHbIX Mojenel. Kiaccudukanus cymuocreit. J[BeHaanaTs npaBui
Konna s onpenenenus KOHIENIMU PENSLIMOHHON MOJIEIH.
B ToM 4ncJie NpaKTHYECKUX 3aHATHI M J1a00paTOPHBIX padoT 6
1. [IpakTuueckoe 3anarue «CO0p U aHAINU3 UHPOPMALIH» 2
2. llpaktnueckoe 3aHarne «Hopmammzanus pensuuoHHo bJI, ocBoeHme NpUHIUIOB 2
npoektupoBanus b/[»
3. Ilpaktuueckoe 3ansatue «lIpeodpasoBanue pensionHoi b/l B CyITHOCTH U CBSI3U» 2
Tema 1.2. OcHOBBI Conepxanne 4
PENSALMOHHON anreOpbl OCHOBBI pensAIMOHHON anreOpbl. TpaAuIMOHHbIE ONlepaluy HaJl OTHOLIeHUsAMHU. CrielnanbHble
orepaiuu HaJl oTHoIeHussMU. Onepanuu HaJl OTHOIICHUSIMU JTOTIOTHEHHBIE JlefiToM.
B ToM Ynciie NpaKTHYeCKUX 3aHATHI M J1a00paTOPHBIX padoT 2
1. ITpakTrueckoe 3ansTue «Onepauyuy HaJy OTHOIIEHUSIMU»
Tema 1.3. bazoBele Copepxanue 2

TOHSITUS U
KJIacCU(PUKAIIUSI CUCTEM

bazoBeie nousatus CYB/l. OcHoBHbIE QyHKIIMY, peanu3yemble B CYBJl. OcHOBHBIE
komnoHeHThl CYBJI u nx B3anmonericteue. Unrepdeiic CYB/I. S3pikoBwie cpeactsa CYB/I.




yrpaBieHus 6azamu
JTAHHBIX

Knaccudukanus CYB/]. CpaBaurenbhas xapakrepuctuka CYB/]. 3nakomctBo ¢ CYB/] (o
BbIOODY)

Tema 1.4. Conep:xanue 2
LenocTHOCTD TaHHBIX [ToHsiTHE LIETOCTHOCTH ¥ HEMPOTUBOPEUYUBOCTH JIaHHBIX. [IprMepsl HapyllIeHNs HET0CTHOCTU U
KaK KJIF0YEBOE IIOHATHE HEMPOTUBOPEUUBOCTH JaHHBIX. [IpaBuiia 1 orpaHu4eHus.
0a3 JaHHBIX
Pa3nen 2. [IpoekTupoBanue 6a3 JaHHBIX 16
Tema 2.1. Conepxanue 4
HNudopmannoHHble Tuns! nuaopManoHHbIX Moenel. Jlornueckue Moaenu JaHHbIX. Puznyeckue Moaenn
MOJIEH PENSILIMOHHBIX JTAaHHBIX.
0a3 maHHbIX B ToM unciie npakTHYeCKUX 3aHATHI M JJAa00PAaTOPHBIX padoT 2
1. Ilpaktuueckoe 3anarue «IIpoekTrupoBaHrue HHPOIOTHYECKON MOAETH TaHHBIX» 2
Tema 2.2. Hopmanusanus | Conepxanue 4
TaOJIUL PeNALIMOHHON Heo6xonumMocTs HOpManu3aluu. AHOMaJIMU BCTaBKY, yAaleHust 1 oOHoBieHus. [IpuBenenue
0a3pl JaHHBIX. TaOJUIIBI K TIEPBOM, BTOPOH U TpeTheil HOpMalIbHBIM (opMaM. JlanpHenIas HopManTu3aus
ITpoextupoBanue cBa3eil | Tabnui. YerBepras u nsTas HopMmaibHble popmbl. [IpuMenenue nporecca HopMaI3aluu.
MEKy TabJIMIaMH. B ToM Ync/ie IpaKTHYeCKUX 3aHATHH M 1a00paTOpHBIX padoT 2
1. Ilpaktuueckoe 3anarue «IIpoekTrpoBaHue CTPYKTypbl 0a3bl JAHHBIX » 2
Tema 2.3. Cpencrsa Coaepxanue 8
aBTOMAaTU3aluU CASE-cpenctBa, CASE-cucrema u CASE-texnonorus. Knaccubukanus CASE-cpencts.
[IPOCKTUPOBAHUS ['papmueckoe nmpencrasieHue Mmoaeneil npoektuposanuss. UML. JluarpamMma cyniHOCTb-CBSI3b,
Jyarpamma IOoTOKOB JJAHHBIX, IMarpaMMa MpeleeHTOB HCII0JIb30BaHusl.
B ToM 4nciie NpaKTHYeCKUX 3aHATHI M J1a00paTOPHBIX padoT 4
1.IIpakTuueckoe 3anarue «lIpoexTupoBanue 6a3bl JaHHBIX ¢ Ucnioiab3oBaHueM CASE-cpencTs» 4
Pa3nen 3. Opranmn3anus 0a3 JaHHBIX 14
Tema 3.1. Coznanue 0a3bl | Conpepikanue 6
JTAaHHBIX. Co3nanue 6a3bl naHHbIX. PaboTa ¢ TabnuamMu: co3nanue Tabaullbl, U3MEHEHHE CTPYKTYPBI,
ManunynupoBaHue HaIOJIHEHNE TaOJINIIbI TaHHBIMU. YTIpaBlIeHUE 3alUCIMU: 100aBlIeHUE, peAaKTUPOBAHUE,
JTAaHHBIMU. ynaneHnue v HaBuranus. Pabora ¢ 6a30i JaHHBIX: BOCCTaHOBIIEHHE U cikaTHe. OTKPHITHE U
Monupuxanus nanHeiX. Komanel XxpaHeHus, 100aBiIeHus, peJaKTHPOBAHUS, yIaIeHUs U
BOCCTaHOBJIEHHs AaHHBIX. HaBuranus no Habopy JaHHBIX.
B ToM 4nciie IPaKTHYECKUX 3aHATHI M J1a00paTOPHBIX padoT 4
1.IIpaktraeckoe 3austue «Co3znanne 0as3pl qaHHBIX cpeactBamu CYBJl». 2




2. IlpakTuueckoe 3anarue «Padora ¢ Tabnunamu: nodaBieHue, peAaKTUPOBaHUE, yAaleHUE, 2
HaBUTalMsI 110 3aIUCAM».
Tema 3.2. IHIEKCHL. Conep:kanue 8
CBs13u MEXy [TocnenoBarenbHbIN MOUCK JaHHBIX. COPTUPOBKA U GMIIbTpaLus NaHHBIX. HIekcupoBaHue
TabIMIaMU. Tabnuu. PaznuyHble TUITBI HHIEKCHBIX (aiiinoB. Paboune obnactu u nceBnoHUMbL. CBA3b
O6benunenue TadbIuI tabmui. OO0bearHeHne TabIHII.
B ToM unciie npakTHYecKUX 3aHATHI M JJAa00PaTOPHBIX PadoT 6
1. ITpakTrueckoe 3ansTue «Co3/1aHue B3auMOCBSI3eH» 2
2. IIpaktraeckoe 3ausTue «COpTUPOBKA, MOUCK M (QUIIHTPALIMS TAHHBIX» 2
3. IlpakTrueckoe 3ausTue «Crnoco0bl 00beTMHEHHS Ta0IHII» 2
Pasnen 4. YnpasJiienue 6a30ii JaHHbIX ¢ noMouibi0 SQL 12
Tema 4.1. Conaep:xkaHue 4
CTpyKTypHpOBaHHbBII OO0111as XapaKTepUCTHKA SI3bIKa CTPYKTYPUPOBaHHBIX 3aripocoB SQL. CTpyKTypsl U TUIIbI
A3bIK 3a11pocoB SQL nanHbIix. Ctannaptsl s3bika SQL. KoManabl onpeaeneHus JaHHBIX U MAaHUITYJIUPOBAHUS
JTAHHBIMH.
B ToM umciie npakTHYeCKUX 3aHATHI M JJA00pPaTOPHBIX padoT 2
1. Ilpaktudeckoe 3anarue «Co3ganue 0a3bl JaHHBIX ¢ TOMOIIBIO KoMaHa SQL. )
PenaktupoBaHue, BCTaBKa U yJaJIeHHE JaHHBIX cpeicTBaMu si3bika SQL»
Tema 4.2. Oneparoppi u | Conepikanue 8
Qs szbica SQL Crpykrypa komansl Select. Ycenosue Where. Oniepatopsl v ()yHKIIMM IPOBEPKU YCIOBUH.
Jlornueckue oneparopsl. ['pynmnosbie pyHkuyu. @yHKIMK 1aThl U BpeMeHU. CHMBOJIbHBIE
GbyHKLIUU.
B ToM 4nc/ie IpaKTHYeCKUX 3aHATHI M J1a00paTOPHBIX padoT 6
1. Ilpaktuueckoe 3anarue «Co3aaHue U HCIOIB30BaHUE 3aMpocoB. [ pynnupoBka u
arperupoBaHUE JTAHHBIX » 2
2. Ilpaktuyeckoe 3anatue «KoppenupoBaHHbIE BIOKEHHBIE 3aIIPOCHI» 2
3. Ilpaktuueckoe 3anaTue «Co3aanue B 3apocax BbIUUCIAEMBIX nosiel. Mcnoab3oBanue 2
YCIOBUIA»
Pa3nes 5. Opranusanus pacnpeaejJéHHbIX 0a3 JaHHBIX 30
Tema 5.1. Coaep:xanue 10

ApPXUTEKTYpHI KIIHEeHT/cepBep. JlOCTOMHCTBA U HEAOCTATKU MOJIENIeH apXUTEKTYPHI
KJIMCHT/cepBep U uX BimsiHUE Ha pyHKInonupoBanue ceteBbix CYB/I. IlpoektrpoBanne 6aspl




ApXUTEKTYpbI
pacnpeneseHHbIX 0a3
JTAHHBIX

JIAHHBIX [10]] KOHKPETHYIO apXUTEKTYpPY: KIIUCHT-CEPBEP, pacipeieieHHbIe 0a3bl TaHHBIX,
napajuiesbHas 00paboTKa NaHHBIX.

OTnnuus ¥ NperMyILEecTBa yAaJIeHHbIX 0a3 JaHHBIX OT JIOKAJIbHBIX 0a3 JaHHBIX.
IIpeumyiecTBa, HEIOCTATKM U MECTO IPUMEHEHUS JBYX3BEHHON U TPEX3BEHHON apXUTEKTYPBI.

B ToM unciie npakTHYeCcKUX 3aHATHI M J1Aa00pPaTOPHBIX PadoT

1. ITpakTueckoe 3ansatue «Opzanuzayus 1okanrbHou cemu. Hacmpouxa noxkanenoti cemu*»

2. llpakTuueckoe 3ausitue «Ycmanoexka u nacmpoiika SQL-cepeepa™»

3. IlpakTrueckoe 3ausTHE «YIpaBlIeHUE JOCTYIIOM K 00bEKTaM 06a3bl JaHHBIX»

Tema 5.2. CepBepHas
9acTh pacHpeeIeHHON
0a3bl JaHHBIX

Conep:xanue

BN AL AN S e

[TnanupoBanue u pazsépreiBanue CYB/] nns paboThl ¢ KIMEHTCKUMU TPUIIOKEHUSIMU

B ToM unciie npakTHYECKUX 3AHATHI U JIAa00PaTOPHBIX padoT

\S]

1. [Ipaktuueckoe 3anstue «Ycranoska CYBJl. Hactpoiika komnonentoB CYB]]».

Tema 5.3. Kitmenrckast
4acTh pacrpee/IeHHOM
0a3bl JaHHBIX

Conep:xanue

[TnanupoBanue npunoxennid. Opranusanws nuaTepdeiica ¢ monp3oBaTeieM. 3HAKOMCTBO C
MacTepaMy U KOHCTPYKTOPAMH TpU MPOEKTUPOBaHUU (popm u oTdeToB. Turbl MeHto. Pabora ¢
MEHIO: CO3JaHue, MOau(UKaITHS.

Hcnonb3oBanue O6LGKTHO-OpI/IeHTI/IpOBaHHBIX S3BIKOB IIPOIrpaMMHUPOBAHHA AJIs1 CO3AaHUA
KJIMEHTCKOM JyacTu 0a3bl JaHHBIX. Texnomorun JAO0CTYIIA.

Ontumuzanus npousBoauTenbHocT paboTel CYBJL.

B Tom 4nciie npakTHYECKUX 3aHATHI U J1a00PaTOPHBIX padoT

p—
)

1. Ilpaktuueckoe 3anarue «Co3ganue GopM U OTYETOB»

2. Ilpaktudeckoe 3anstue «Co3nanue MeHI0. [ eneparius, 3amyck».

3. Ilpaktuueckoe 3ansatue «lIpoduaupoBanue 3apocoB KIMEHTCKUX MPUIIOKEHUN».

4. TlpakTudeckoe 3aHATHE «BovlnonHenue Hacmpoex 0Jisi aBMoMamu3ayuu 00CIyHCUBaHUs 6azvl
OQHHbBIX *»

[\S 2N ST\

Pa3nes 6. ATMMHHCTPHPOBaHHE H 0€30MIaCHOCTH

46

Tema 6.1.
Oo0ecrieuenue
IIEJIOCTHOCTH,
JIOCTOBEPHOCTH U
HerOTI/IB Op CHYHNBOCTHU
JIAHHBIX.

Conep:xanue

prOSH OCJIIOCTHOCTHU CYBI[ OcHOBHbBIC BUJbI U IPUYUHBI BO3HUKHOBCHUA YI'PO3 HCIIOCTHOCTH.

CnocoOs1 npotuBoAeiicTus. [IpaBuna, orpanuyeHus.

ITonsTHE XpaHUMOU ITpoueaypsl. JIOCTOMHCTBA U HEJOCTATKU UCIIOJIB30BAHUS XPAHUMBIX
npouenyp. [lonstre Tpurrepa. S3b1k XpaHUMBIX ITpouienyp U Tpurrepos. Kackaausie
BO3JICUCTBUS. YTIPABICHUE TPAH3AKIUAMHU U K3IIUPOBAHUE NIAMSATH.

B ToM umciie NpakTHYeCKUX 3aHATHI M J1a00pPaTOPHBIX padoT




1. ITpakTueckoe 3austue «Pa3paboTka XpaHUMBIX POLIEYP U TPUTTEPOB»

[\

2. Ilpaktuyeckoe 3ansatue «Monumopune 6ezonacHocmu pabomul ¢ 6a3amu OGHHBIX *»

N

Tema 6.2. IlepexBat
UCKITIOYHUTEIBHBIX
cuTyanuii u 00padboTKa
OIMO0K

Conep:xanue

\9)

[ToHsITHE UCKITIOYUTENBHON CUTYallMU. MATKUI U 5KECTKUH BBIXOJ U3 UCKIIOUYNTEIbHOM
cuTyaru. MecTo BO3HUKHOBEHUS UCKITIOYUTENbHOU cuTyaruu. OnpeneneHue xapakrepa
OIMOKH, BBI3BABIIICH HCKIIFOUUTEIIbHYIO CUTYAITUIO.

Tema 6.3. MexaHu3MBbl
3alUThl HHQOPMAINH B
CHUCTEMax yIpaBJICHUS
0azaMM JaHHBIX

Conep:kanue

CpenctBa nneHtudukanuu u ayrearudukanuu. Oommue cenaerus. OpraHnu3amnus
B3aumoeiicteuss CYB]I u 6a3oBoit OC. CpeacTsa ynpapieHus 10cTyrnoM. OCHOBHBIE TTOHSTHS:
CYOBEKTBI U OOBEKTHI, TPYIITBI TIOJIB30BATEIICH, IPUBHIICTHH, POJIH U MIPEICTABICHHS. SI3BIKOBBIC
CpEeIICTBA pa3rpaHUyuEHUs AOCTYIa. BUbpl mpUBUIIETHil: MPUBUIIETUN OE30MaCHOCTH U AOCTYIIA.
Konuenuus u peanuzanus mexanusma poseit. CooTHoIeHue npas AocTtymna, onpeaensiembrx OC
u CYBJI.

Cpencta 3amuThl HGOpMaUK B 6a3ax TaHHBIX

B ToM unciie npakTHYeCKUX 3aHATHI M J1a00PaTOPHBIX PadoT

1. I[TpakTueckoe 3aHsATHE «YIIpaBIEHUE IPaBaMM JOCTyNa K 0a3aM JaHHBIX »

[\

Tema 6.4. KonupoBanue
Y TIEPEHOC JIAHHBIX.
BoccranoBneHnne qaHHbIX

Conep:kanue

Coznanue pe3epBHBIX KON BCell 0a3bl TaHHBIX, )KypHaia TpaH3aKLM, a TAK)Ke OJTHOTO WK
HECKOJIbKUX (hailsioB uin daiinoseix rpynn. [lapannennsm onepaunit MoguduKanuy JaHHBIX U
KonupoBaHus. THUIIBI pe3epBHOTO KOMMPOBAHM. Y IPaBJIEHUE PE3EPBHBIMH KOMUSIMH.
ABTOMaTH3a1Ms IPOLIECCOB KONMPOBaHUs. BocCTaHOBIEHNE JaHHBIX

B Tom unciie npakTHYeCKUX 3aHATHI U J1a00PaTOPHBIX padoT

1. ITpakTrdeckoe 3aHsATHE «AyINUT AaHHbIX ¢ nomoulbio cpeacts CYB/I u Tpurrepos»

2. HpaKTI/IquKOe 3aHATHUC «Pe3epBHoe KOIIMPOBAHUC U BOCCTAHOBJICHHUC 0a3 JaHHBIX »

& N

Tema 6.5. Opeanusayus
3auumol OGHHBIX 8
Xpanunuwax *

Conep:xanue

HononnumenvHuvle napamempul pazsepmuléanus u aomunucmpupoganus AD DS. Obecneuenue
beszonacnocmu cayxnco AD DS.

Monumopune, ynpasnenue u eoccmarosnerue AD DS.

Bueodpenue epynnosvix noaumux.

ynpaeﬂeHue napavempamu nonvzosamereli ¢ NOMOWBbIO cPYyNnnoesblx nOJaumuK.

Obecneuenue 6e3o0nacrHoeo docmyna Kk oowum gatinam

Pazeepmuisanue u ynpasnenue cnyscoamu cepmughuxamos Active Directory (AD DS).

B ToM 4nciie NpaKTHYECKUX 3aHATHI M J1a00paTOPHBIX padoT

12




1.ITpakTueckoe 3aHsitue «Ycmanosxa npuopumemos»

2.Ilpaktuyeckoe 3aHaTUE «Pazeepmuvleanie KOHMPOJIEPOE OOMEHA»

3.Ilpaktrdeckoe 3ausTHE «MOoHUMOpUHE cemeso2o mpaghuka»

IIpomexyTounas arrectauus B popme nuddepenuuposannoro sayera no MJIK 01.02

N~

B Tom unciie camocTosATe IbHOM Y4eOHOH padoThl NPH U3Yy4YeHUH pa3jesia 2

I[IpumepHas TeMaTHKA BHEAYIUTOPHONH CAMOCTOATEIbHON padoThl

BrimontHeHMEe MHAMBUAYATBLHOTO 3a1aHus 1Mo Teme «IIpoekTupoBanne nHQPOIOTHUECKONH MOACIN 0a3bl JAHHBIX».
BrinosiHeHME MHIMBUAYAIBHOTO 3a7aHus 110 TeMe «Hopmanuzamnus OTHOIEHUI.

BrinotHeHre MHAMBUAYaTLHOTO 3a1anus 1o Teme «Co3nanue 6a3bl JanHbix. Co3nanue tadimi. Opranu3anus
MEXKTAOJUYHBIX CBI3CH

BrinonHenne nHAMBUYATBHOIO 3aaHus 10 TeMe «Opranuzanus 3anpocoB.

Brinonnenue nHAMBUIYyaTbHOTO 3a1aHus 10 TeMe «Co3/1aHne MoIb30BaTeNbCKOro npuitoskeHus cpeacrsamu CYB/».

VYyeOHas mpakTHka paszzaena 1

Buner pabot

. YcTaHoBKa MporpaMMHOro 00ecredeHusi B COOTBETCTBUU C TEXHUYECKOW JOKYMEHTAIUEH.

. HacTpoiika mapameTpoB pabOThI TPOrpaMMHOTO OOCCIICUEHUSI, BKITIOYasi CHCTEMBI YIIPaBIICHUS 0a3aMu TAHHBIX.
. HacTtpoiika KOMIIOHEHTOB MOJCUCTEM 3alUThHl HH(OPMALIUU OTIEPAIIHOHHBIX CUCTEM.

. YrpaBieHne y4eTHbIMU 3aIHCSIMHU TOJIh30BATEICH.

. PaboTa B onepannoHHbIX cUCTeMax ¢ COOIOCHUEM JIEHCTBYIOIIMX TpeOOBaHUN MO 3aIuTe HH(POPMAIUH.

. YcTaHoBKa OOHOBIIEHUS IPOTPAMMHOTO 00€CTICUEHHUS.

. KOHTpOJIb 11€710CTHOCTD MOJICUCTEM 3aIIUTHl HHPOPMALIUU ONEPALMOHHBIX CUCTEM.

. BeimonHeHne pe3epBHOT0 KOMUPOBAHUS U aBAPUITHOTO BOCCTAHOBIIEHUS pab0TOCIIOCOOHOCTH OTEPAITMOHHON CHCTEMBI U
0a3bl JaHHBIX

9. Mcrionb30BaHue MPOrpaMMHBIX CPEACTB JJIsl apXHUBHPOBAHUS HH(DOpMAIIH

10. Obecneuenue b6ezonacnocmu 6 onepayuonHvix cucmemax cemelicmea Windows.

11. Obecneuenue bezonacHocmu 8 onepayuoHHuIX cucmemax cemericmea Linux

12. 3awguma ungpopmayuu c UCnonbL308aHUEM MEXHOLOSUU BUPINYATUSAYUU

01N N W~

36

Pazgea 2 [IM.01. AfMMHUCTPUPOBAHHE ABTOMATU3UPOBAHHBIX (MH(POPMAIIMOHHBIX) CUCTEM B 3alIUILEHHOM
HCIOJIHCHUH

453

M/K.01.03 Ceru 1 cucTeMbl epeaayu HHpopmanuu

77

Pasnen 1. Teopusi TeJIeKOMMYHHMKALMOHHBIX ceTeil

18

\ Conepxanue




Tema 1.1. BBenenue B
cetd cBa3u. OCHOBHLIE
TIOHATHUS U OTIPEIICTICHUS

Knaccudpukanus cuctem cpsasu. KoHuenrtyanbHas Mozenb Inepegadyd HHGOpMAalMM B CETH.
CooOmienust um curHasibl. Buael 31eKTpoHHBIX CUTHainoB. CIEeKTpalbHOE IPEACTABICHUE
curHasioB. [lapameTpel curtanoB. O0beM U HH(POPMAIIMOHHAs! EMKOCTh CUTHAJIA.

B ToM 4unciie NpaKTHYeCKUX 3aHATHH M J1a00paTOPHBIX padoT 2
1. IlpakTnueckoe 3ansarue «lccaenoBanue XapakTEpUCTUK CUTHAJIOB. MOy IsIIus »
Tewma 1.2. ITpuHIUIIBL Conep:kanue 2
nepenauu uHpopmanuu B | Hasnauenue v npuHIMITBL opranu3anuu certeil. Kimaccudukanus cereil. MHOroypoBHEBBII
CETAX M CUCTEMaX CBsA3M | moaxon. [Iporokon. MuTtepdeiic. Ctexk mpoToKooB. TenekoMMyHHKAIIMOHHAS Cpefa.
Tema 1.3. Tunossie Conepxxanne 10
KaHaJbl IEpPEJavn U UX Kanan mnepemaun. CereBod TpakT, IpynmnoBoil kaHan nepepauyd. Amnmaparypa LU(POBBIX
XapaKTepUCTUKU IUIE3MOXPOHHBIX cucTeM mnepenadyd. OCHOBHBIE NapaMeTpbl M XapaKTEPUCTHUKU CHUTHAJIOB.
YaopoméHnHast cxema opranu3anuu kasana TH
Hanpasmnsiromue nuann cBsizu. Koakcuanbablil kabenb. Butas napa. BojgokoHHO-onTHYecKHe
nuHuM cBs3u. [lomexu u npuunnel. [lomexoBele muHUM cBA3U. [IpOTOKOIIBI HCTIpaBICHUS
OLIMOOK.
B TOM unciie NpaKTHYeCKUX 3aHITHI M J1a00PaTOPHBIX PadoT 6
1. IIpakTuueckoe 3ansatue «PacueT nponyckHON CIOCOOHOCTH KaHalla CBSA3H» 2
2. [IpakTryeckoe 3aHsATHE «AITOPUTMBI 00€CTICUeHUs LIEIOCTHOCTH JaHHBIX NP Iepeiade B
KaHaJIe CBSI3M» 2
3. IIpakTrueckoe 3ansATUE «PacyeT BOJTOKOHHO-ONTHYECKON JIMHUN CBSA3H
2
Pa3nen 2. CeTn nepegavyu JaHHbBIX 28
Tema 2.1. Apxurekrypa u | Cogepskanue 20
IPUHLIUIIBI paOOTHI Crpykrypa u xapaktepucTuku cered. CnocoObl KOMMYyTallMM U Tepelayd JaHHbBIX.
COBPEMEHHBIX CETEH Pacnpenenenue ¢pyHKIMI MO cUCTEMaM CETH U aJipecaliysi IaKeToB.
nepesavyn JaHHbIX MapipyTu3zaius 1 yrpaBjieHHe NOTOKAMHU B CETSIX CBSI3U.
ITpoTokobl ¥ HHTEpdEICH ypaBiIeHUs: KaHAJIAMHU U CEThIO Mepejauu TaHHBIX.
Monens OSI. ApxuTtektypa U GyHKIHH
ITporpammMHoOe 1 anmapaTtHoe oOecrieyeHne ceTell mepeadn JaHHbIX
CereBoe obopynoBanue. Kommyraropsl. Mapmipytuzatopsl. KoHrieHTpaTops!
B ToM 4mnciie MPaKTHYECKHUX 3aHATHH M 1a00paTOpHBIX padoT 16
1. Ilpaktuueckoe 3anstue «KoaupoBanue nHpopMalmy B CeTIX NMepeJadn JaHHBIX » 2
2. [Ipaktuueckoe 3anarue «Kondurypupopanue cereBoro nurepdeiica padbodeil cTaHIIUN» 2




3. HpaKTI/I‘leCKOC 3aHATHE «BEIUnciaeHune aapeca CCTU U y3jia»

[\

4. ITpaktuyeckoe 3anstue «KoHpurypupoBanue cereBoro nuTepderica MapmpyTu3aTopa mno 2
npoToKoy IP»
5. Ilpaktuueckoe 3anarue «Koppekuus mpobdiem unrepdetica Mapmpyrusaropa Ha 2
(u3MYECKOM U KaHAJIbHOM YPOBHE»
6. Ilpaktuueckoe 3anatue «/{narHocTuka u paspenieHue npoodaeM CeTeBOro YpOBHS» 2
7. [IpakTrueckoe 3ansTue «JlnarnocTrka u paspeiieHue npoodieM IpoTOKOJIOB TPAHCIIOPTHOTO
YPOBHSI» 2
8. IlpakTuueckoe 3ansTHe «JlMarHocTuka U pa3pelieHue npodaeM NPOTOKOIOB MPHUKIATHOTO
YPOBHS» 2
Tema 2.2. becipoBoaubie | Conep:kanue 6
CUCTEMBI IIEpeaun BbecripoBonbie kananb cBsa3u. Kinaccudukanus. becripoBognsie cetu Wi-Fi. [Ipeumyiectsa u
JAHHBIX obmacTh nmpuMeHeHus1. OCHOBHBIE AJIEMEHTHI OeCTIPOBOAHBIX ceTeld. CTaHaapThl 6€CIIPOBOTHBIX
cereit. Texnonorus WIMAX. IIpo6iiembl 6€3011acHOCTH
B ToM 4unciie MpaKTHYeCKUX 3aHATHH M 1a00paTOpHBIX padoT 4
1. ITpakTrueckoe 3ausitue «Hactpoiika Wi-Fi mapmpytuzatopa» 2
2. [Ipaktnyeckoe 3anstue «VccnenoBanue 6e3onacHocT 6ecipoBoanoii cetrt WI-FI» 2
Tema 2.3. CoTOBEIE T Conep:xkanue 2
CITYTHUKOBBIE CUCTEMBI
[Tpununs! GyHKIMOHUPOBAHUS cucTeM coToBoi cBsi3u. Ctanaaptel GSM u CDMA.
CryTHMKOBBIE CCTEMBI NIepeaaun JaHHbIX. PagnocBs3p
Pasnen 3. Cepgeproe odopyoosanue u npozpammnoe obecneuenue. * 21
Tema 3.1. Cepsepnoe Cooeporcanue 1
obopyoosanue* Tunwl cepseproco obopyodosanus. Hasnauenue cepeeprnoco obopyoosanusi.
Ocnoenvie y3nvl. [uckoevie maccugvl. RAID.
Tema 3.2. Cepsepnoe Cooeparcanue 20
npocpamMmHoe Windows server. Bepcuu, coopku, naznauenue. Unix (Linux) server. Buowi, ocobennocmu.
obecneuenue™ OcHosHotl yenmp ynpasnenus (Oomen-konmpoinep). Ochoenble cpedcmea YnpasieHust
aopecamu 6 cemu (DHCP, DNS).
B mom uucne npakmuyeckux 3auamuii u 1a00pamopHuix padom 18
1. IlpakTraeckoe 3ausiTue «Pazsepmovisanue domen-konmpoanepa Ha oasze Windows». 4
2. Ilpaktuueckoe 3anatue «Pazgeepmuiganue domen-konmpoiunepa Ha o6ase Unix (Linux)». 6
3. [Ipaktruaeckoe 3austue «Hacmpovika DHCP-cepsepa. Coz0anue nynos aopecos. Hacmpoiika 8

DNS-cepsepa. Coz0anue 301 nepexooay.




B ToM unciie camocTosATe IbHOM Y4eOHO0M padoThl NPH U3YYEeHHUH pa3esia

I[IpumepHasi TeMaTHKA BHEAYTUTOPHOI CaMOCTOSITETIbHOI padoThI
1. Hactpoiika Wi-Fi mapmpyTtuzaropa

2. 3y4yeHue ceTeBbIX YTUIUT

3. Kondurypuposanue cereBoro uHTepdeiica

4. MapuipyTusanusi ¥ yrpaBJIeHIE MOTOKAMH B CETAX CBSI3U

ITpomexxyTounas arrectanus B hopme nuddepennmpopanHoro 3avera mo MJIK.01.03

M/K.01.04 OxcniyaTanusi aBTOMAaTH3HPOBAHHBIX (MH(OPMANMOHHBIX) CHCTEM B 3AIUMIEHHOM HCIOJHEHUHU

164

Pa3znea 1. Pa3zpaboTka 3amMieHHbIX ABTOMATH3HPOBAHHBIX (MH(POPMALIMOHHBIX) CHCTEM

48

Tema 1.1. OcHOBBI Conep:xanue

UH(POPMALIMOHHBIX [TonsTHEe aBTOMATH3UPOBaHHOU (MHpOPMAIMOHHOI) cucTeMbl OTnnunTenbHbie 4epThl AVC
CUCTEM KakK 00BbEKTa HauboJIee YacTo UCTOIb3yEeMbIX KiaccuuKaIuii: mo mMacimrady, B 3aBUCUMOCTH OT XapakTepa
3aLIUTBHI. MH(POPMALMOHHBIX PECYPCOB, II0 TEXHOJIOTUU 00pabOTKHU TaHHBIX, IO CIIOCO0Y AOCTYyIa, B
3aBUCUMOCTH OT OpraHHU3alMU CUCTEMBI, [10 XapaKTepy UCIOIb30BaHMs HHPOpMaLUy, 1o chepe
npumeHenus. [Ipumepsr o6nacreit npumenenust AVIC. Ipoueccst B AVC: BBoI, 00paboTka,
BBIBOJI, 0OpatHas cBs3b. TpedoBanus Kk AC: rubkocTh, HaIEKHOCTh, 3PPEKTUBHOCTD,
0€30MacHOCTb.

OcHoBHBIE 0COOEHHOCTH COBpeMEHHbIX MPoeKTOB AVC. DneKTpOHHBII T0KyMEHTOO0O0POT.

B Tom unciie npakTHYECKUX 3AHATHI U J1a00pPaTOPHBIX PadoT

1. Ilpaktuyeckoe 3anarue «PaccMoTpeHue npuMepoB (GyHKIIMOHUPOBAHUS
aBTOMaTHU3MpoBaHHBIX HHPopMaroHHbIX cucteM (EI'AUC, Poccuiickas ToproBas cucrema,
aBTOMAaTH3UPOBaHHAsl HHPOPMAILIMOHHAS CUCTEMa KOMIIAHUH )»

Tewma 1.2. ) KuzHeHHBII Conep:xanue

LIAKIT [Tonsitue xuznennoro nukia AVC. [poneccs xu3znenHoro nukia AVC: ocHOBHEIE,
ABTOMATHU3MPOBAHHBIX BCIIOMOTaTeIbHbIC, OpraHu3auonnbie. Ctaauu xu3HeHHoro mukia AVC: MoaenupoBanue,
CHCTEM ympaBieHue TpeOOBaHUIMH, aHATTU3 U IPOEKTUPOBAHUE, YCTAHOBKA M COMPOBOXKIeHUE. Moaenu
skmn3HeHHoro mkiaa ANUC.

3aauu U Tanbl IPOEKTUPOBAHNS aBTOMAaTU3UPOBAHHBIX CUCTEM B 3alIUIIIEHHOM HCIIOJIHEHUU.
Metoponoruu npoektupoBanusi. Opranuszanus padot, GyHKIMHU 3aKa3YMKOB U Pa3pabOTUHKOB.

TpeGoBaHMs K aBTOMAaTU3HUPOBAHHON CUCTEME B 3AIIUIIIEHHOM UCTIOJIHEHNH. PaboThI Ha cTamusx
U JTamax COo3/laHusl aBTOMAaTU3UPOBAHHBIX CHCTEM B 3alIMIIIEHHOM HUCIIONHEHUHU. TpeboBaHus 1o
3allIUTEe CBEICHUH O CO3aBA€MOIl aBTOMATU3HUPOBAHHOMN CHUCTEME.

B ToM unciie npakTHYeCKUX 3aHATHI M J1A00PaTOPHBIX PadoT




1. HpaKTI/I‘ICCKOC 3aHATUC «Pa3pa60TKa TEXHUYCCKOI'O 3aaHus Ha IIPOCKTHPOBAHUC

ABTOMAaTU3UPOBAHHON CUCTEMBI» 2
Tema 1.3. Yrpo3sr Conep:xanue 10
0€30MacHOCTH [ToreHnnanpHBIC YTPO3bI O€30MMACHOCTH B aBTOMATH3UPOBAHHBIX cHcTeMax. VICTOUHUKH U
uH(pOopMaIuu B 00BEKTHI BO3IEUCTBUSA yrpo3 OezonacHocTy nHpopmauu. Kpurepun kiaccupukanuu yrpos.
ABTOMATU3UPOBAHHBIX MeTo/1bI OIIEHKH OMACHOCTH yrpo3. baHK NaHHBIX yrpo3 0€30MacHOCTH HHOpMAIHH
CUCTeMax [Tonsitue ysi3BuMocTH yrpo3bl. Knaccudukanus ysi3BUMOCTEH.
B Tom unciie npakTHYECKUX 3AHATHI U JIAa00pPaTOPHBIX padoT 6
1. [Tpaktraeckoe 3ansTue «KareropupoBanue HHGOOPMAITMOHHBIX PECYPCOB» 2
2. IlpakTudeckoe 3aHATHE «AHAIU3 yrpo3 0€30MaCHOCTH MH(POPMAITUH » 2
3. [Ipaktuueckoe 3anstue «IlocTtpoeHne MoJIeIN yrpo3» 2
Tema 1.4. OcHOBHEIE Conep:kanue 4
MEpBI 3aIIUThHI Opranu3anuoHHbIe, PABOBBIC, IPOTPAMMHO-AIAPATHEIE, KPUTITOTPAPUIECKHIE, TEXHUYECKUE
uH(popMaIuu B MepBbI 3aIIUTH HHPOPMAIIUU B aBTOMAaTU3UPOBAHHBIX CUCTEMAX.
aBTOMaTU3UPOBAHHBIX HopmaTtuBHO-nipaBoBasi 6a3a jyist onpeAesieHust Mep 3aIuThl HHGOpMAIUU B
CUCTeMax ABTOMATHU3UPOBAHHBIX HHPOPMAIIMOHHBIX CUCTEMAaX U TPEOOBaHUN K HUM
Tema 1.5. Conepxxanue u | Comeprxkanue 12

MOPSIIOK SKCIUTyaTaIlluu
AC B 3alIUIIIEHHOM
UCIIOJTHEHU U

Wnentudukanus u ayreHTu(UKaus cyObeKTOB JOCTyNa U 00BEKTOB JOCTYHA.
VYnpaBieHre J0CTYIIOM CyObEKTOB JOCTyNa K 00bEKTaM JI0CTyIa.

OrpanndeHue NporpaMMHOM CPEJIbI.
3amuTa MalMHHBIX HOCUTENEH nHGOpMaIiu

Perucrpanus coOpITuil 6€30MacCHOCTH

AHnTuBHpYcHas 3amuTa. OOHapyKeHHe TPU3HAKOB HATMYHSI BPEJOHOCHOTO MPOTPaMMHOTO
obecnieuenus. Peanuzarust anTuBUpycHOM 3amuThl. OOHOBIICHHE 0a3 TaHHBIX TTPU3HAKOB
BPEJOHOCHBIX KOMIIBIOTEPHBIX MTPOrpamMM.

OGHapyxeHue (IIpeIoTBpaIieHue) BTOPKEHUN

KonTtpons (aHamu3) 3alUIeHHOCTH HH(OpMaIUK
ObecrnieueHne 11eI0CTHOCTH UH(POPMALIMOHHONW CUCTEMBI U HH(POPMAIUU
ObecneueHne JOCTYTHOCTH HH(OpMaIiu

TexHnonoruu Buptyanuzanuu. Llens co3nanus. 3agaun, apXuTeKTypa U OCHOBHbBIE (DYHKITHH.
IIpenmy1iuecTBa OT BHEIPEHUS.

3aHII/ITa TEXHUYCCKHX CPCACTB.
3aH_[I/ITa I/IH(I)OpMaHHOHHOﬁ CUCTCMEI, €€ CPCACTB, CUCTEM CBS3U U NICPCAAYN JAHHBIX




Pe3epBHoe KOIMMPOBAaHHWEC U BOCCTAHOBJICHUE JaHHBIX.

COHpOBO)KI[eHI/Ie ABTOMATU3HWPOBAHHBIX CUCTCM. praBHeHI/Ie pUCKaMU U HHOUACHTAMU
YIIpaBJICHUA 0€30IaCHOCTEIO.

Tema 1.6. 3amura Copnepxanue 2
uH(pOopMaIuu B MexaHU3MBbl 1 METO/IbI 3aIIUTHI MHPOPMALIUU B PACIPEICIICHHBIX aBTOMATU3UPOBAHHBIX
pacrpeneneHHbIX cucreMax. ApXUTEKTypa MEXaHU3MOB 3aIIUTHI PACIIPEICIICHHBIX aBTOMAaTU3UPOBAHHBIX CHCTEM.
ABTOMATHU3UPOBAHHBIX AHaJIU3 U CHHTE3 CTPYKTYPHBIX M (DYHKIIMOHAIBHBIX CXEM 3allIMIIEHHBIX aBTOMATH3HPOBAHHBIX
cucremMax UH(POPMALIMOHHBIX CHCTEM.
Tema 1.7. Ocobennoctu | Conep:xkanue 4
pa3paboTku OO6mmue TpeboBaHwMsI 10 3aIIUTE IEPCOHATBHBIX TaHHBIX. COCTaB U COJepIKaHUE
UH(}OPMaIIMOHHBIX OPraHU3aIMOHHBIX U TEXHUYECKUX MEP MO 3alIUTe HHPOPMAIMOHHBIX CUCTEM MEPCOHATBHBIX
CHCTEM TePCOHATBHBIX naHHbIX. [lopsiok BeIOOpa Mep Mo 00ecredeHn o Oe30MaCHOCTH MEPCOHATBHBIX JaHHBIX.
TAHHBIX TpeboBanwusI 10 3aIUTE IEPCOHATBHBIX JAHHBIX, B COOTBETCTBUU C YPOBHEM 3allIMIICHHOCTH.
B ToM unciie npakTHYeCKUX 3aHATHI M JJAa00pPaTOPHBIX padoT 2
1. I[TpakTrueckoe 3anstue «Onpenenenus yposHa 3amunieHHoctd MCITIx u BeiO0op Mep 1o )
obecneueHuro 0e3omacHocTu I1/JH».
Pasnean 2. Pazpabomka 3auuuiennoii agmomamusupogannoii cucmemsl Ha npumepe 1C. Ilpeonpuamue. * 48
Tema 2.1. O6wue Conep:kanue 4
ceedenus o cucmeme* Kongpueypayus u npuxnaonoe pewenue. Peocumvl pabomul cucmemol. Cozoanue HOB0U
ungopmayuonnou basvl. Peorcum «Konghueypamopy. [loocucmema.
B TOM 4Hc/ie IPAKTHYECKUX 3aHATHI U J1a00paTOPHBIX padoT 2
1 ITpaktuyeckoe 3ausatue «Cozdanue ungopmayuonnou 6asvl. /[obasnenue noocucmembl » 2
Tema 2.2. O6wexmol Conep:kanue 16
KOH@ueypayuu. Cnpasounuxu. @opmwvi cnpasounuxa. [Ipedonpedenennvie snemenmol. OcHOBHAs KOHGUSYpayus.
Pecucmpuor * u KoHueypayus 6asvl dannvix. Tunsl danHvlX, munoobpazyouue 06veKkmol KOHpueypayuu
Mexanuzm ocrosuvix popm. Obpabomuuxu coovimuti. Mooyau. Oopabomuuxu codvimutl 6
Mooyne popmbi.
Paboma xooa na cmpoennom szvike. Ananus kooa. Cepsep u kiuenmol. Komnunsayus oougux
Mooynel
B ToM unciie npakTHYeCcKUX 3aHATHI M J1a00pPaTOPHBIX padoT 10
1.ITpaktuyeckoe 3ausatue «Cozodanue snemenmos cnpasournuxa. Cozoanue u dobasnenue )

OOKYMEHMO8»




2.IlpakTdeckoe 3ansatue «Paboma c pecucmpom Hakonienus. /Jobasienue omuema» 2
3.Ilpaktudeckoe 3aHsTUE «Pedakxmuposanue Makema u MaKema ne4amuoi popmul 8 pexcumax.
«Kongpueypamop u 1C: Ilpeonpusmuer. [lobasnenue nepuoouvecko2o pecucmpa c8e0eHull. 4
Aemomamuueckas noOCMano8Ka yenvl 8 00OKYMeHm Npu 6b100pe HOMEHKIAMYPbl »
4 Ilpaktuueckoe 3aHsTHE «/Jobasnenue nepeuucnenus. 1Ipusaska HomMenKiIamypsl K 3HAYEeHUAM
nepeuucnenus. Ilpogedenue 0okymenma no Heckoivkum pecucmpam. Obopommvie pecucmpbvl 2
HAKONJIeHUsL»
Tewma 2.3. Omuemur * Conep:xaHue 6
Cnocobwt 0ocmyna Kk 0anubiM. Bupmyanvrole mabauyvl 3anpocos
B TOoM Yuc/ie MPAKTHYECKUX 3aAHATHI H JIa0OPATOPHBIX padoT 4
1.IIpaktudeckoe 3anatue «Paboma c 3anpocamu. Boioop dannwvlx. Bbligoo dannvix no ecem OHAM )
8 8blOPAHHOM nepuooe».
2 Ilpaktuyeckoe 3ausTHe «/lonyuenue akmyanbHblX 3HAYEHUU U3 NEPUOOUYECKO20 pecucmpa ’
ceedenuti. Mcnonv3osanue gvluucisemozo nojisi  omueme. Boleoo oanuvix 6 mabnuyy»
Tema 2.4. ITnan 6uooé Cozep:kanue 10
xapaxkmepucmuxk. Ilnan OcobeHnocmu UCNOIb308aHUS CCHLIOYUHBIX OAHHBIX. Yempolicmeo Kewa.
suda pacuema*. Inan udos xapaxmepucmux. Ilnan 6udoe pacuema, pecucmp paciema.
B ToM unciie npakTHYeCcKUX 3aHATHI M JJA00pPaTOPHBIX padoT 6
1.IlpakTuueckoe 3ausitue «Onmumuzayus nposedernus 0okymenma « Okazanue yciyeuy 2
2. Ilpaktuyeckoe 3ausTHE «/L1aH U008 XAPAKMEPUCUK: CO30aHUe HOBbIX 00BEKMO8 5
KOHGhu2ypayuu, cozoanue U008 XapaKmepucmux HOMeHKIAMYpol».
3.Ilpaktuueckoe 3ausitue «/Jobasnenue niana 6udos pacuema. Jlobasnenue pecucmpa )
pacuemanr.
Tewma 2.5. Ilnan oomena Cooepocanue 12
OaHHbIMU* Obmen oannvimu. Ilnan obmena dannvimu. Ynugepcanvhwiii mexanusm ooMena OaHHbIMU
Mexanuzm pacnpedeneHHbIX UHGDOPMAYUOHHBIX 0A3
B mom uucne npakmuyeckux 3auaAmuil u 1a00pamopHslx padom 8
1.ITpakTruyeckoe 3ausTue «/Jobasnienue 0oKymenma o HavucieHusx. Hunocmpayus )
MEeXanu3Mo8 8blmeCHeHUs U 3a8UCUMOCTNU O DA3bl »
2 Ilpaktuueckoe 3austue «lIpoyedypa pacuema 3anuceii pecucmpa paciema. Omuem o )
Hauucienusx compyonuxam. llepepacuem. /luacpamma I panmax.
3.Ilpaktuyeckoe 3anstue «/louck 6 baze oanuvix. Beinoanenue 3a0anuti N0 pacnucanuro. )

Peoaxmuposanue osusicenuti 6 popme 0okymeHma».




4 Ilpaktuueckoe 3anatue «Oeparuuerue 00Cmyna Kk OAHHbIM HA YPOBHe 3anucell U noei 6asvl

2
OaHHBIX».
Paszgen 3.9kcmuryaranus 3aMileHHBIX ABTOMATU3MPOBAHHBIX CHCTEM 48
Tema 3.1. Ocobennoct Conep:kanue 6
9KCILIyaTaluu Anann3 nHpOpMaLMOHHON HHPPACTPYKTYPbl aBTOMaTU3MPOBAHHON CUCTEMBI U €€
aBTOMAaTU3HUPOBAHHBIX 0€30MaCHOCTH.
CHCTEM B 3alUIICHHOM MeTo/1bl MOHUTOPUHTA U ayJIUTa, BBISIBIEHUS YTPO3 HH(OPMALIMOHHON 0€30I1aCHOCTH
HCTIOJTHCHHH. aBTOMAaTU3UPOBAHHBIX CUCTEM.
CopneprkaHue U OPSIOK BBIIOIHEHUS paboT 110 3a1uTe HHPOpMALUY IPU MOAEPHU3ALUN
ABTOMAaTU3UPOBAHHON CUCTEMBI B 3alIUIIICHHOM MCIIOJHEHUN
Tema 3.2. Conep:xkanue 2
AJIMUHHCTPUPOBAHUE 3agaun ¥ QyHKIMM aAMUHUCTPUPOBAHMS aBTOMAaTU3UPOBAHHBIX CUCTEM. ABTOMATH3ALUS
ABTOMaTU3MPOBAHHBIX ylnpasiieHus ceTblo. Opranuzanus aJIMUHUCTPUPOBAHUS ABTOMATU3UPOBAHHBIX CUCTEM.
CuCTEM AJMUHUCTPATUBHBIN MepcoHaN U padoTa ¢ MOIb30BaTENISIMU. Y IPaBIeHUE, TECTUPOBAHUE U
OKCIUTyaTaIysl aBTOMAaTU3UPOBAHHBIX CUCTEM. METOIbI, CIIOCOOBI M CpesICTBA 0OeCTIeueHUs
OTKa30yCTOMYNBOCTH aBTOMaTU3UPOBAHHBIX CUCTEM.
Tewma 3.3. JlesrenbHocts | ComeprkaHue o)
MepcoHaa o
SKCILTyaTaLHy CopepxaHue U MOPSAIOK JIEATEIbHOCTH MEPCOHANIA 10 KCIUTyaTalluK 3alllUIIeHHbBIX
ABTOMATH3HPOBAHHbIX aBTOMAaTHU3UPOBAHHEIX CUCTEM U MOJCUCTEM 6C3OHaCHOCTVI/I aBTOMATU3UPOBAHHBIX CUCTEM.
(MH(OPMAIOHHEIX) OO61ure 00s3aHHOCTH aIMUHUCTPAaTOpa UHPOPMALTMOHHOM 0€3011aCHOCTH aBTOMATHU3UPOBAHHBIX
cucteM B 3amuiieHHom | CUCTEM.
HUCIIOJIHEHUU
Tewma 3.4. 3amuTa ot Conep:xanue 6

HECaHKLIMOHUPOBAHHOIO
JocTyna K “HpopMaruu

Ocnosuble npuHLUmbl 3amuTel 0T HCJI. OcHoBHble ciocoOb HCJI. OcHOBHBIE HampaBIeHUs
obecnieuenus 3amuThl OT HCJ. OCHOBHBIE XapaKTEPUCTUKHU TEXHUYECKUX CPEJICTB 3aIIUTHI OT
HC/I. Opranusanus padot no 3amure ot HCJL.

Knaccudukanus aBromatu3npoBaHHbIX cucTeM. TpeboBanus no 3amure nHpopmaruu ot HCJ
s AC

Tpeb6oBanus 3ammmenHoctd CBT or HC/I k nundopmaryn

TpebGoBaHMsI K CpeCcTBaM 3alIUThI, 00ECTICUNBAIOIITUM O€30TTaCHOE B3aUMO/ICHCTBUE CeTel
OBM, AC nocpeacTBOM yIpaBlIeHUsI MEKCETEBBIMHU MTOTOKAMU HHPOPMAITIH, U PEaTU30BaHHBIX
B Buae MO




Tema 3.5. Cpenctpa
3aIIUTHI OT
HECaHKITMOHHUPOBAHHOT'O
JIOCTyTIa

Conep:kanue

20

Hasnadyenue 1 OCHOBHBIE BO3MOXXHOCTH CUCTEMBI 3aILUTHI OT HECAHKLIMOHUPOBAHHOTO JTOCTYIIA.
ApxuTekTypa u cpeicTBa ynpanieHus. OOmue npuHIunb! yrpaieHus. OCHOBHbIE MEXaHU3MBbI
3alUTHL. YTpaBieHue ycTpoiicrBamu. KoHTposbs anmnapatHoii KOHPHUrypanuyu KOMIbIOTEPA.
M36upaTenpHOe pa3rpaHuueHue JOCTYIa K YCTpOcTBaM.

YnpasieHue 10CTYIIOM U KOHTPOJIb eYaT KoHpuIeHIMaIbHoi nnpopmarmu. [TpaBuna
paboThl ¢ KOH(pUIEHIIMATBHBIMU pecypcamu. HacTpolika MexaHu3Ma IoJIHOMOYHOTO
yIpasieHus 1octynoM. Hactpoiika peructpanuu coObITHIH. YTIpaBiIeHue peKUMOM ITOTOKOB.
VYrpaBieHue pexxuMOM KOHTPOJIS IeYaTH KOH(PHICHIIMATIbHBIX JOKYMEHTOB. YIpaBiIeHUe
rpudamMu KOHQUACHITUATEHOCTH.

ObecrnieueHne 1eI0CTHOCTH UH(POPMAIIMOHHON CUCTEMBI U HHPOPMAIUU

[lenTpann3oBaHHOE yIPABICHHE CUCTEMOMN 3alUTHI, OIEPATHBHBIA MOHUTOPUHT H ayJIUT
0€30I1aCHOCTH

B Tom unciie npakTHYECKUX 3AHATHI U J1a00pPaTOPHBIX padoT

1.IlpakTuueckoe 3anarue «YcraHoBka u Hactpoiika C31 ot HCJI»

2.IlpakTuyeckoe 3aHATHE «3alUTa BXO/a B CUCTeMY (MIeHTU(UKALNS U ayTeHTU(DUKALINS
M0JI30BATENICH )»

3.HpaKTI/I‘leCKOC 3aHATUC ((PaSFpaHI/ILIeHI/IC AOCTYIIa K YCTpOﬁCTBaM>>

4.IlpakTrueckoe 3aHsITHE «YTpaBICHUE TOCTYIOM»

S.HpaKTI/I‘leCKOC 3aHsaTHe «lMcnonp30BaHue MPUHTCPOB IJIA IICHATHU KOH(I)I/II[GHI_II/IB.HBHBIX
JOKYMCHTOB. KOHTpOJ'II) IeqyaTtu»

6.HpaKTI/I‘IeCKOC 3aHATUC ((HaCTpOﬁKa CHUCTCMBI Ul 3a/1d4 ayauTa»

7.11paktnueckoe 3ansaTue «HacTpolika KOHTPOJISA LEJIOCTHOCTH M 3aMKHYTON IIPOrpaMMHOM
Cpcabl»

8.IIpakTuueckoe 3anatue «LleHTpann3oBaHHOE ypaBiIeHUE CUCTEMOM 3aIlUThI, ONIEPaTUBHBIN
MOHHMTOPHHT U ayAUT O€30IIaCHOCTH»

\S]
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Tema 3.6. DkcruryaTanus
CPEJICTB 3aIUTHI
uHpopMalnu B
KOMITBIOTEPHBIX CETIX

Conep:xanue

HOpH}IOK YCTAaHOBKH W BBOJIa B OKCILTyaTalluIO CPEACTB 3alUThI I/IH(bOpMaHI/II/I B KOMIIBIOTCPHBIX
CCTAX.

HpI/IHHI/IHBI OCHOBHBIX METOJ0B OpraHU3allu U NPOBCACHUSA TEXHUYCCKOT'O O6CJ'IY)KI/IBaHI/I5I
BBIYHUCIIMTEILHOM TEXHUKH U APYTUX TCXHUYCCKUX CPCACTB I/IH(I)OpMaTI/BaLII/II/I

JlnarHocTrka KOMIIOHEHTOB CUCTEM 3alTUTHI HHPOPMAIIMH aBTOMATH3UPOBAHHBIX CUCTEM,
yCTpaHEHHE OTKa30B U BOCCTAHOBJICHHE Pa0OTOCIIOCOOHOCTH aBTOMATU3HPOBAHHBIX
(nHGOPMAIIMOHHBIX ) CUCTEM B 3aAIUIICHHOM HUCIIOJTHCHUH




HaCTpOﬁKa N YCTPAHCHHUE HCUCIIPABHOCTHU ITPOrpaMMHO-AIIapaTHbIX CPEACTB 3alllUThI
I/IH(I)OpMaL[I/II/I B KOMIIBIOTCPHBIX CCTAX 11O 3a/IaHHBIM IIpaBUJIaM

B ToM umciie npakTHYeCcKUX 3aHATHI M J1A00pPaTOPHBIX padoT

1. IlpakTHueckoe 3aHATHE «Y CTpPAaHEHHE OTKA30B U BOCCTAHOBJIEHHE PAOOTOCIIOCOOHOCTH
KOMIIOHEHTOB CUCTEM 3allUThl MH()OpMaIMK aBTOMAaTU3UPOBAHHBIX CUCTEM »

Tema 3.7. [loxymentauust | Cogepxanue

Ha 3aIUIIAEMYIO0
ABTOMATU3HPOBAHHYIO
CUCTEMY

OcHOBHBIE IKCIUTYaTallMOHHBIE JOKYMEHTHI 3aIllUIICHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM.
Pa3paboTka 1 BeieHHE SKCIUTYyaTallMOHHOM IOKYMEHTALUU 3aIlUIIEHHBIX aBTOMATU3UPOBAHHBIX
cucTeM. AKT BBOJIa B 9KCILTyaTallli0 Ha aBTOMAaTU3UPOBAHHYIO cucTeMy. TeXHUYECKU macnopT
Ha 3aIIMIAEMYI0 AaBTOMAaTU3UPOBAHHYIO CUCTEMY.

B ToM uMciie NpaKkTHYeCKUX 3aHATHI U JJA00PaTOPHBIX padoT

1. [TpakTrueckoe 3ausTue «OdopmiieHne OCHOBHBIX KCIUTYaTallMOHHBIX JOKYMEHTOB Ha
ABTOMATHU3UPOBAHHYIO CUCTEMY».

B Tom unciie caMoCTOATEIbHON YUeOHOM padoThl IPU M3YYECHUH pa3jesia

[IpumepHast TeMaTHKa CaMOCTOSTENLHON paboTh! pu u3ydennn MJIK.01.04

1. Pa3zpaboTka KOHLENIUH 3alUThl aBTOMATU3UPOBAHHOMN (MH(OPMAIIMOHHOMN ) CUCTEMBI

2. Ananu3 6aHKa JaHHBIX Yrpo3 0€30MaCHOCTH WH(POpMALUN

4. ITocTpoeHue CBOTHON MaTpHIIbl YIPO3 aBTOMATU3UPOBAHHON (MH()OPMAIIMOHHON) CHCTEMBI

5. AHanu3 MOJUTHK 0€30MacHOCTH MH(GOPMAIITMOHHOTO 00BhEKTa

6. MI3yyeHne aHaIUTUYECKHX 0030pOB B 00JaCTH MOCTPOCHUS CHCTEM 0€30MacHOCTH

7. AHanu3 nporpaMMHOro o0ecriedeHus B 00J1aCTH ONpeIeeHNsl pUCKOB HHPOPMAIIMOHHOM 0€3011aCHOCTH U
POEKTHPOBAHUS 0€30MaCHOCTU MH(POPMAIIUU

KoHncynbranuu

=

[Ipomexyrounas arrecranus no MJIK.01.04 B popme sx3amena

M/IK.01.05. DkcnuryaTanusi KOMIbIOTEPHBIX ceTel

140

Paszgea 1. OcHOBBI epeaaym JAHHBIX B KOMIIBIOTEPHBIX CeTAX

32

Tewma 1.1. Conep:xanue

DuU3NYECKUil YPOBEHB ITonsiTne nuuum u kaHana cBsi3u. CurHasibl. OCHOBHBIE XapAaKTEPUCTUKN KaHasla CBS3U.

nepeiain TaHHbIX MeTobl COBMECTHOTO UCITOJIB30BAHUS CPEBI ITEPEAAUN KaHayla CBsI3U. MyJIbTUIUIEKCUPOBaHUE
1 METOJIbI MHOJKECTBEHHOT'O JOCTYIIA.

OnTOBOJIOKOHHBIE JINHUH CBI3H

Cranpaptsl kabeneil. DiekTpuyeckas IpOBOJIKA.



http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1694
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1696
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1702
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1723

becnipoBoaHas cpena nepegadu.

B ToM Ync/ie NPaKTHYECKUX 3aHATHI M J1a00paTOPHBIX padoT

1.ITpaktryeckoe 3anstue «Co3naHue ceTeBOro Kademst Ha OCHOBE HEOKPAHHUPOBAHHOM BUTOU
napsl (UTP)»

Tema 1.2.
Tononorus
KOMITBIOTEPHBIX CETEH

Conep:kanue

[Tonsitre Tononoruu cetu. CereBoe 060pyaoBaHue B TOMOIOTHH. O030p CETEBBIX TOMOJIOTHIA.

B ToM umciie NpakTHYeCKUX 3aHATHI U J1IAa00PATOPHBIX padoT

1.ITpaktueckoe 3ansitue [loctpoenne oMHOPAHTOBOM CETH

2.Ilpaktuyeckoe 3anarue Co3naHne KOMMYTHPYEMON CEeTH

Tema 1.3. Conep:kanue
Mopenu ceteBoro Mogens OSI. Ypouu moaenu OSI. BzaumopeiictBue mexay ypoBHsIMH. MHKancymsius
B3aUMOJCUCTBUSA JanHbIX. Onucanue yposHer Mozaenu OSL
Monenb u crek npotokosioB TCP/IP. Onucanue yposueii mogenu TCP/IP.
B ToM umciie npakTHYeCcKUX 3aHATHI M JJAa00pPaTOPHBIX padoT
1.IIpaktuyeckoe 3anstue «/3ydyeHue 31eMeHTOB KaOEeITbHOM CUCTEMBI».
Tewma 1.4. Conep:xanue

Texnonoruu Ethernet

Texnonorus Ethernet. ®usnueckuil ypoBeHb.

Texnonorust Ethernet. KananbHblil ypoBeHb

TexHomorus IOCTPOCHUS (MOI[CJ'II/IpOBaHI/IH) JIOKAJIbHBIX CETEI.

B ToM unciie npakTHYECKUX 3aHATHI U J1a00PaTOPHBIX padoT

1 .IIpakTuueckoe 3anarue «M3yuenue agpecannn kaHaapHOro yposHsa. MAC-anpecax».

Tema 1.5. TexHomoruu
KOMMYTaluu

Conep:xanue

AnropuT™ mpo3payHoro Mocta. Metoapl KOMMyTaluy. TeXHOIOrMH KOMMYTallUK U MOJIEINb
OSL

KoHcTpykTHBHOE HcoHEHHE KoMMYTaTopoB. Pu3nueckoe CTEKUPOBaHNE KOMMYTAaTOPOB.
[TporpamMHOe o0ecrieueHre KOMMYTaTOpPOB.

OO611re TpUHIIKITBI CETEBOT0 Nu3aiiHa. TpexypoBHeBas uepapxuieckas MOJENb CETH.

Texnomorust PoweroverEthernet (PoE).

B ToM unciie npakTHYeCKUX 3aHATHI M J1a00pPaTOPHBIX padoT

I.HpaKTI/I‘-ICCKOC 3aHATUC «Pa3pa60TKa TOIIOJIOTH CETH HEOOJIBIIIOTO MNpCAPUATUS»

Tema 1.6. CeteBoit
nportokon [Pv4

Conep:xxanue

CereBoii yposensb. [Iporokoin IP Bepcuu 4. O61mue pyHKIUU KIaccoBOi 1 GeckiaccoBoit
aapecanuu. [1ynsl agpecos.



http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1725
http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1730
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Mapuipyruzanus nakeroB IPv4. [TpoTokosbl JUHAMUYECKON MaplIpyTHU3aIKH.

B ToM 4nc/ie NpaKTHYeCKUX 3aHATHI M J1a00pATOPHBIX padoT

1.ITpaktueckoe 3ansitue «M3yyenue [P-anpecanmu nu Mmacku. @opMUpOBaHKE MOICETEN ».

[\

Tema 1.7. CkopocTHbIE U
OeCpOBOIHBIE CETH

Conep:kanue

Cetp FDDI. Cetp 100VG-AnyLAN
CBepXBBICOKOCKOPOCTHBIE CETH
becnipoBoHbIE ceTH

B ToM unciie npakTHYeCcKUX 3aHATHI M J1a00OPATOPHBIX PadoT

1.IIpaktuueckoe 3anarue «Hactpoiika 0eCIIpOBOAHOIO CETEBOr0 000PYAOBAHUS»

Pa3znen 2. TexH010rMM KOMMYTAIIMH M MAPLIPYTH3aluu coBpeMeHHbIX ceTell Ethernet
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Tema 2.1.
OCHOBBI KOMMYTaIIUU

Conep:xanue

@OYHKIMOHUPOBAHNE KOMMYTATOPOB JIOKAIBHOM CeTH. APXUTEKTypa KOMMYTaTOPOB. THIIBI
uHTEp(PEicoB KOMMYTAaTOPOB.
YnpapieHre NOTOKOM B MOJIYIYIIJICKCHOM M JYIUIEKCHOM peXKHUMaXx.

XapakTepUCTUKH, BIUSIONINE HAa IPOU3BOJUTEIIBHOCTh KOMMYTAaTopoB. O630p
(YHKIIMOHAJIBHBIX BO3MOXXHOCTEH KOMMYTAaTOPOB

B ToM unciie npakTHYeCcKUX 3aHATHI M JJa00pPaTOPHBIX padoT

1.IlpakTrueckoe 3ausitue «Pabora ¢ OCHOBHBIMH KOMaHJaMU KOMMYTaTOpa».

Tema 2.2.
Hauanenas HacTpolika
KOMMYTaTOpa

Conep:xanue

Cpenctsa ynpasieHus KommyTtaTopaMu. [logkmouenne Kk KOHCOMU UHTEpdeiica KOMaHTHOM
cTpoku kommyTtaropa. [lonkmouenue k Web-unrepdeiicy ynpasieHusi KOMMyTaTopa.

HavanbHas koHurypamus koMmmyTaTopa. 3arpy3ka HOBOro nporpaMMHOI0 o0ecrieueHus Ha
KOMMYTATop. 3arpy3ka 1 pe3epBHOE KOMMPOBAaHUE KOH(UTYpAllUH KOMMYTATOpa.

B Tom unciie npakTHYeCKUX 3aHATHI U J1a00PaTOPHBIX padoT

1.IIpakTrueckoe 3ausTe «OCHOBHBIE KOMAH/IBI JJIs1 KOHOUTYpAIIUU KOMMYTATOPa».

2.Ilpaktuyeckoe 3ansatue «Komanapl ynpasienus tadbaunamu kommyTtanuu MAC- u IP-
anpecoB, ARP-tabnuisl. Komanapl 0OHOBIIEHUS TPOrpaMMHOI0 00ecTiedeHrs KOMMYTaTopa 1
COXPaHEHMsI/BOCCTAHOBJIEHUSI KOHUTYPAIIMOHHBIX (aliIioB».

Tema 2.3.
BupryansHbIe TOKaTbHBIC
cet (VLAN)

Conep:xanue

Tunet VLAN. VLAN na ocaoBe nmoptoB. VLAN nHa ocHoBe ctangaprta [EEE 802.1Q.
Crarnueckue u njuHamudeckne VLAN. Ilpotokon GVRP.

Q-in-Q VLAN. VLAN Ha ocHoBe nopToB u npoTokoioB — cranaapt [EEE 802.1v. ®yukuus
TrafficSegmentation
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B ToM unciie npakTHYeCKUX 3aHATHI M J1a00PATOPHBIX PadoT

1 ITpaktuyeckoe 3ansatue «Hactpoiika VLAN Ha ocHoBe crangapta IEEE 802.1Q»

2 ITpaktnueckoe 3ansitue «Hactpoiika nporokonsa GVRP».

3.Ilpaktuyeckoe 3anstue «Hactpoiika cermenTanuu Tpaduka 6e3 ucnonb3oBanust VLAN»

4 Ilpaktrnueckoe 3anarue «Hacrpoiika pynkmum Q-in-Q (Double VLAN»).

Tema 2.4.

OYHKIMH TOBBIIICHUS
HAIEKHOCTH U
IIPOU3BOIUTEIIEHOCTH

Conep:xaHue

QN[ — DN = DD

ITporoxon Spanning Tree Protocol (STP). Ysa3Bumoctu npotokona STP.

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

I[OHOJ'IHI/ITCJ'ILHBIG (bYHKI_II/II/I 3alIMThI OT IICTCIIb. ArpeerOBaHHe KaHaJIOB CBA3U.

B ToM unciie npakTHYECKUX 3aAHATHI U J1a00PaTOPHBIX padoT

1 .IIpakTueckoe 3ansitue Hacrpoiika mporokosnos cessyrouero aepesa STP, RSTP, MSTP.

2. Ilpaktuyeckoe 3ansTue Hactpoiika ¢GyHKIMK 3alIUTHL OT 00pa30BaHus METENb
LoopBackDetection. ArpernpoBaHue KaHaJIOB.

Tema 2.5.
AJpecalys ceTeBoro
YPOBHS U
MapIpyTH3aIUs

Conep:xanue

ol N[N~

[Tporokon IPv6. ®opmupoBanue uaeHTUUKaTOpa HHTEpdEica.
Crnioco6s1 koH(puryparun [Pv6-anpeca.

[TnanupoBanue noacerei IPv6. ITpotokon NDP.

ITonsTHe MapmpyTH3anKy. /[MCTaHIIMOHHO-BEKTOPHBIE TPOTOKOJIBI MapmpyTusanuu. IIporokon
RIP.

B Tom unciie npakTHYeCKUX 3aHATHI U J1a00pPaTOPHBIX padoT

1.ITpakTryeckoe 3aHsTe OCHOBHBIE KOH(PUTYpalluu MapiIpyTu3aTopa. Pacmmpentsie
KOH(UTypaly MapipyTus3aropa.

2 Ilpaktuueckoe 3anstue Pabota ¢ nporokosnom CDP. Pabota ¢ nporokonom TELNET. PaGora
¢ mporokosoMm TFTP. Pabora ¢ mporokonom RIP. Pa6ora ¢ mporokomom OSPF.

3.Ilpaktuueckoe 3anatue Konpurypuponanue Gpynkuun mapupyruzaropa NAT/PAT.
Kondurypuposanue PPP u CHAP.

Tema 2.6.
KauectBo 06cnyxuBanus

(QoS)

Conep:xanue

Monenu QoS. Ilpuopuresanus nakeroB. Kinaccudukanus nakeroB. MapkUpoBKa IMaKeTOB.

VYnpasieHue neperpy3kaMmu 1 MEXaHu3Mbl 00CTyKUBaHUs ouepeneld. MexaHusm
npeaoTBpanieHus neperpy3ok. Konrpoiss nonocel nponyckanus. [Ipumep Hactporiku QoS.

B ToM 4nciie NpaKTHYECKUX 3aHATHI M J1a00paTOPHBIX padoT

1.IIpaktrueckoe 3ausitue «Hactpoiika QoS. Ilpuoputnzanus tpaduka. YnpaBieHue moaocon
MIPOITYCKAHMSI»
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Tema 2.7. Conep:xanue 4
OyHKIMHU 0OecreueHus Cnucku ynpasnenus goctynom (ACL). @yHKuUM KOHTPOIIS HaJ| IOAKIOYEHUEM Y3II0B K
0€30I1aCHOCTH U OpPTaM KOMMYTAaTopa.
OTrpaHMYCHUs A0CTyna K | AyreHtudukanus noius3oBareneit 802.1x. 802.1x Guest VLAN. ®ynkuuu 3amutst L{ITY
ceTu KOMMYTaTopa.
B ToM Ynciie IpaKTHYeCKUX 3aHATHI M J1a00paTOPHBIX padoT 2
1. [Tpaktraeckoe 3anstue Crnucku ynpasieHus noctymnoM (AccessControlList)
KoHTpob Haj mOaKIII0YeHHEM y3JI0B K moptaM kommyraropa. @ynknus PortSecurity. >
KoHnTponb Haj noakirodeHneM y3ioB K nopraM kommyraropa. @ynkuusa IP-MAC-Port
Binding»
Tewma 2.8. Conep:xanue 6
MHoroanpecHas Anpecanust MHOroaapecHoi IP-pacceuikn. MAC-agpeca rpynnoBoi pacChUIKH.
pacchLiKa [Tonnucka n o0cinykuBaHUE TPyHI. YIIpaBI€HUE MHOT0aIPECHON PACChUIKON Ha 2-M YpOBHE
moienu OSI (IGMP Snooping). @ynkius IGMP FastLeave.
B ToM Ync/ie NpaKTHYeCKUX 3aHATHI M J1a00paTOPHBIX padoT 4
1 ITpakTryeckoe 3anstue OTciaexuBaHue Tpaduka MHOT0apeCHON PacChUIKH. 2
2 Ilpaktuyeckoe 3anstue OTcnexxnBanue Tpaduxa Multicast 2
Tema 2.9. Conep:xanue 6
OyHKINH YIIPABICHUS VYmpasieHne MHOKECTBOM KOMMyTaTtopoB. ITporokonr SNMP.
KOMMYTaTOpaMn RMON (Remote Monitoring). ®@yukuust Port Mirroring.
B ToM Ync/ie IpaKTHYeCKUX 3aHATHI M J1a00paTOPHBIX padoT 4
1.ITpakTryeckoe 3ansaTue «PyHKIMY aHAJIM3a CETEBOTO TpaduKa». 2
2.Ilpaktuyeckoe 3anstue «Hactpoiika mpoTokoia ynpasiaeHus Tonosorueid cetu LLDP». 2
Pa3nes 3. MexceTeBble IKPAHBI 42
Tema 3.1. Coaepixanue 2
OcCHOBHBIE IPUHLINTIBI Knaccudukanus cereBrix atak. Tpuana 6e3onacnoit UT-undpactpykTypsi.
CO3/aHNs HAZIEHKHOH 1 Vipasiienue KOHQUIypanusMu. YTIpaBieHue HHIUIAEHTaMu. VICIob30BaHKE TPEThEH
GesonacHoit MT- JIOBEPEHHOM cTOpoHbl. Kpunrorpaduueckre MexaHU3Mbl O€30ITaCHOCTH.
UH(QPACTPYKTYPhI
Tema 3.2. Conepxanue 8

MexkceTreBble SKpaHbl

TexHonornn MexxceTeBbIX HKpaHoB. [lonnTrKa MeXCETEBOrO 3KpaHa. MeKCeTeBbIE SKPAHBI C
Bo3MoOxHOCTIMHU NAT.




Tononorus cetn IIpH UCITIOJIB30BAHUHU MECKCETCBEIX OKPAHOB. HHaHI/IpOBaHI/Ie N BHEAPCHUC
MCIKCCTCBOI'O 9KpaHa.

B TOM unciie NpaKTHYeCKUX 3aHATHI M J1a00PATOPHBIX PadoT 6

1.IIpakTuyeckoe 3aHATHE Y CTAaHOBKA U IIEPBUYHAS HACTPOMKA MEKCETEBOIO dKpaHa

(pfSence)».

2.Ilpaktuyeckoe 3anarre «OCHOBBI aIMUHUCTPUPOBAHUS MEKCETEBOT0 3KpaHa. CoeMHEHUE

JIBYX JIOKaJbHBIX CeTel MeKCeTeBbIMU dkpaHaMu. Co3jaHue MOJIUTUKU O3 IPOBEPKHU

COCTOSIHHSI».

3.IIpakTrdeckoe 3ausaTre «Co3nanue MOTUTHK JUIS TPATUITMOHHOTO (Miu ucxosmiero) NAT.

Cosznanue nmonmutuk Ui neyHanpasieHHoro (Two-Way) NAT, ucnons3ys meton pinholing».
Tema 3.3. Conep:xkanue 4
Cucremsl o0HapyxxeHus U | OcHoBHoe HasHaueHue IDPS. Crioco6s! knaccudukanuu IDPS. Beioop IDPS. JlonoaHuTenbHbIC
NpeA0TBpALICHUS WHCTPYMEHTAJIbHBIC CPE/ICTBA.
IPOHUKHOBEHHI TpeboBanust opranuzanuu K ¢pyaxuonuposannio IDPS. Bosmoxunoctu IDPS. Pa3septriBanue

IDPS. CunbHbIe CTOpOHBI M OrpaHrdeHHOCTh IDPS.

B ToM 4nciie npaKTHYeCKUX 3aHATHI U JIaDOPaTOPHBIX padoT 2

1.IIpakTuyeckoe 3anatue «OOHAPYKEHUE U TIPEAOTBPAILICHUE BTOPKEHUIT». 2
Tema 3.4. Copep:xkanue 4
[Tproputnszanus tpapuka | Co3gaHue aabTePHATHBHBIX MAPIIPYTOB JA0CTyIa B MHTEpHET. [Iproputusamms tpaduka.
U CO31aHNC B ToM 4unciie NpaKTHYeCKUX 3aHATHIH M 1a00paTOPHBIX padoT 2
AJIbTCPHATUBHBIX 1. IIpakTnueckoe 3ansaTue «Co31aHne albTePHATUBHBIX MAPLIPYTOB C UCIOIb30BAaHUEM )
MapmpyToB CTaTUYECKON MapIIPyTHU3ALUN»
Tema 3.5. Cojnepxanue 12
Tynnenuposanue™. Ocnosvl mynuenuposanusi (VPN). Hacmotika VPN. Mexanuzmbi myHHenUpo8anus UCnoib3ys

npomokoawl PPtP, L2TP/IPsec, OpenVPN.

B ToM unciie npaKkTHYECKUX 3aHATHI U JIa00PaTOPHBIX PadoT 2

1.ITpaktuueckoe 3austue «Hacmpoiika VPN medarcdy 0gyms cemamu ¢ nomowp L2TP/IpSec» 2
Tema 3.6. Coaepsxanue 12

IP — meneponusa™

IIpumenenue IP — meneghonuu 6 cospemennom mupe. Teopemuueckue acnexmol IP —
meneponuu. *

Ilocmpoenue cucmem IP — meneghonuu. Cnocobw nepeoauu 2010co8vix nakemos no IP —
cemam. Ycmanosnenue coeounenus 6 cemsax IP — menegonuu. *
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Peanuzayus cyenapues IP — menegponuu. Obecneuwenue kauecmea IP — meneghonuu. Ilpoyedypwi
0bpabomxu u memoowvl koouposanus. [lpunyunvl pearusayuu IP — menegponuu. *

Hnepopmayuonnas 6ezonacnocmo 6 IP — cemsx menegponuu. Bneopenue IP — menegponuu ™

B ToM Ync/ie IpaKTHYeCKUX 3aHATHI M J1a00paTOPHBIX padoT

1.IlpakTraeckoe 3austue «M3yuenue IP — menegoruu. »*

Koncynbranum

ITpomexxyrounast arrecramus mo MJIK.01.05 B hpopme sx3amena

Co(H(DN|D

YyeOHas npakTUKaA pa3aena 2
Buabl pador
1. Paspabomxka cucmemvi OU3HeC NPUIoHcerull s namu onepayuorHulx cucmem 6 eourou IDE*,

1.1. U3yuenue domain-specific language (DLE)- npeomemno — opuenmuposannozo szvika 1C:Ilpeonpusmue™.
1.2. Paspabomxa agmomamuzupo8anHol Cucmemsvl mopeo8oll KOMRAHuu. *

1.3. Aemomamu3zayus 8blcmagienus Ciemos Ha npooa’cy moapos: 6600, XpaHeHue, neuams OOKYMeHMOos *.
1.4. Beoo, xpaneHue u neuams HAKIAOHbIX HA OM2PY3KY MOBAPO8™ .

1.5. Coz0anue omuemog no npooaxdcam mosapos, 6 madbIutHoOM suoe u 8 ude ouazpamm*.

2. [IpoBenenue ayauTa 3alUIIEHHOCTH aBTOMAaTU3UPOBAHHON CHCTEMBI.

3. YcTaHOBKa, HACTPOIKa U SKCIUTyaTallusl CETEBBIX OMEPAIMOHHBIX CUCTEM.

4. IlnarHOCTHKA COCTOSIHHSI TOACUCTEM 0€30MaCHOCTH, KOHTPOJIb HATPY3KH U PEKUMOB pabOThI CETEBOM ONepalnoHHON
CHCTEMBI.

5. Opranu3zanus padoT ¢ yAaJICHHBIMU XPaHWINIIAMU JaHHBIX U 0a3aMU JTAHHBIX.

6. Oprann3anus 3alUAIICHHON NIepeayrl JaHHBIX B KOMITBIOTEPHBIX CETSIX.

7. BoinosiHeHNE MOHTaXa KOMITBIOTEPHBIX CETEH, OpraHu3anys U KOHQUTypUpOBaHHE KOMITBIOTEPHBIX CETEH,
YCTaHOBJICHHE U HACTPOIiKa MapaMeTPOB COBPEMEHHBIX CETEBBIX IPOTOKOJIOB.

8. Ocy1ecTBieHNE AUATHOCTUKH KOMITBIOTEPHBIX CETeH, ONpeieNieHue HEeUCIIpaBHOCTEH 1 cO0EB MOJCHUCTEMbI
0€30MacHOCTH U YCTpaHEHHE HEeUCITPaBHOCTEH.

9. 3amoHEeHNe OTUYETHOW JOKYMEHTAIH 110 TEXHUYECKOMY OOCITY>)KMBAHHIO 1 PEMOHTY KOMITBIOTEPHBIX CETEH.

IIponsBoacTBeHHAs MPAKTHKA

Bune! pabor:

VYyacTHe B ycTaHOBKE U HACTPOHKE KOMIIOHEHTOB aBTOMaTHU3MPOBAaHHBIX (MH()OPMAIIMOHHBIX) CHCTEM B 3all[UILIEHHOM
HUCIIOJIHEHNU B COOTBETCTBHU C Tpe60BaHI/I5[MI/I 3KCHHyaTaHHOHHOﬁ JOKYMCHTaln

OO6cnyxMBaHUE CPEICTB 3aIIUTHI HH(POPMALIUU TPUKIATHOTO U CUCTEMHOTO IPOTrPAMMHOTO 00eCTIeYeHHS
Hactpoiika nporpaMMHoro obecrneueHus ¢ cobroieHneM TpedoBaHM 10 3amuTe HHPOopMaIun
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HacTtpoiika cpeacTB aHTUBHUPYCHOM 3aIUTHI AJIs1 KOPPEKTHOM pabOThl MPOrpaMMHOr0 obecreyeHus Mo 3aJaHHbIM 1a0J0HaM
WucTpykTax monb3oBaTeneii o coomoaeHnn TpeOoBaHM M0 3a1uTe HHPOPMALUH IPH paboTe ¢ MPOrpaMMHBIM
obecrnieueHreM

Hactpoiika BCTpOCHHBIX CPEAICTB 3alIUTHI HHPOPMALIUU TPOTPAMMHOTO 00ECTICYCHHUS

[TpoBepka G yHKIIMOHUPOBAHMS BCTPOCHHBIX CPEICTB 3aIUThI HH(GOPMAIIMU IPOrPAMMHOTO 00€CTIeUeHHS
CBoeBpeMeHHOE 00HAPYKEHNE PU3HAKOB HAJIMYMUS BPEIOHOCHOTO MTPOrPAaMMHOTO 00ecreueHus

Cocmasnenue opeanu3ayuoOHHOU CMPYKmMypsl YNpasiienus npeonpusmuem — 0azol NPpakmuku ™

Ananuz npoepammnoi u mexuudeckou apxumexkmypol UC npeonpusmus™

Onpeodenenue mecma npoeKmupyemot 3a0a4u 8 KOMnjieKce 3a0ay u ee onucavue ™

Ananus uHghopmayuoHubiX NOMOKOE NPoeKkmupyemou 3a0adu ™

Ananuz cucmemvl obecneyeHuss UHPOPMAYUOHHOU OE30NACHOCIU U 3auumsl uHGopmayuu ™

Ananuz cywecmayrowux pazpabomok 0is agmomamuzayuu 3a0ayu ™

Buvibop u obocnosanue cmpameeuu asmomamusayuu 3aoaqu ™

Buvibop u obocnosanue cnocova npuoopemenus UC ons asmomamusayuu Komniexca 3aoad ™

OO6cnyxuBaHHE CPENCTB 3aUTUTHI UHOPMAIIUU B KOMIIBIOTEPHBIX CUCTEMAX U CETSIX

OO6cnyXMBaHUE CHCTEM 3aIUTH HH(POPMAIK B aBTOMAaTH3UPOBAHHBIX CHCTEMax

VYyactue B mpoOBEJCHUH PEriiaMEHTHBIX pa0boT MO HKCITyaTalliy CUCTEM 3alUThl HH(GOPMaIlMU aBTOMAaTU3UPOBAHHBIX
CHCTEM

[IpoBepka pabOTOCTIOCOOHOCTH CHCTEMBI 3aIIUTH HH()OPMAIHA aBTOMAaTH3UPOBAHHON CHCTEMBI

KoHTposb cooTBeTCTBUS KOH(MUTYpAIIH CUCTEMBI 3aIIUThHI HH(OPMAIIUK aBTOMATU3HUPOBAHHOW CUCTEMBI €€
JKCIUTYaTallMOHHOW TOKYMEHTAllUH

KOHTposb cTaOUIBHOCTH XapaKTEPUCTUK CUCTEMBI 3aIIUTH HHPOPMAIIMH aBTOMAaTH3UPOBAHHON CHCTEMBI

Benenne TeXHUYECKOW JOKYMEHTAINH, CB3aHHON C SKCIUTyaTallMeil CUCTEM 3alliuThl HH(OPMAIIMHA aBTOMATH3HPOBAHHBIX
cucTeM

YyacTre B paboTax 1mo 00ecreueHHIo 3amuThl HH)OPMAIUH MPH BBIBOJIE U3 SKCILUTYaTallii aBTOMATU3UPOBAHHBIX CHCTEM

DK3aMeH N0 Npo(dhecCHOHATLHOMY MOJYJIIIO

12

Bcero
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3. YCJIOBUS PEAJIM3AIIMA PABOYEH ITPOI'PAMMBI
IMPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. MaTepuajibHO-TeXHHYECKOe o0ecneyeHue:

Peanuzanust nporpaMMebl IpeAnoiaraeT HaJlu4uue:
JlaGopaTopusi nHPOPMAITMOHHBIX TEXHOJIOTHIi, IPOrPAMMHPOBaHNA U 0a3
JTAHHBIX
Crenunanu3vpoBaHHas MeOeb:
CtoJ1 CTyJIeHYECKUI OJHOMECTHBIN — 26 IIT.
CTynps KOMIIBIOTEPHBIE — 26 IMIT.
Croun (yuurenbckuii) — 1 mr.

Cryn (yuurtenbckuid) — 1 mr.
Hocka (MmenoBasi) — 1 mir.
TexHuyeckue cpecTBa 00yUCHHUS:

KommneroTep cryaeHueckuit — 25 mr.

Kommnsrotep npenogasarens — 1 mr.

IlepeyueHb JIMIIEH3MOHHOTO MPOTPAMMHOI0 00ECHEUEHUS:

1) AntuBnpychas 3amura: ESET NOD32

2) Windows, Microsoft Office

3) Project Expert, Microsoft SQL Server, Microsoft Visual Studio, 1C
[Ipeanpusarue (yueOHas Bepcus), Koncynerant [Tmroc

KommbproTepbl  MOAKIIOYEHBI K  JIOKAJIbHOW  BBIYUCIUTEIBHOW  CETH,
nHdopMaImoHHO-00pa3oBarenbHOM cpene GunyHuBepcuTeTa u ceTu MHTepHeT
JlaGopaTopus cereii U cucTeM nepenaayu HHGoOpMaAUN
Crenuanu3upoBaHHas MeOeb:

CrtoJ1 CTYyJIEHYECKUI JBYXMECTHBIN — 22 IIIT.
CrtoJ1 CTyJIeHUECKUI OAHOMECTHBIN — 25 MIT.
Crynbs ctyaenueckue —67 IT.

Cron (yunurtenbckuid) — 1 mr.

Cryn (yaurenbckuii) — 1 mrT.

Jocka memoBast — 1 1miT.

TexHuYeckne cpecTBa 00yUSHHUS:

Kommnerotep crynenueckuit — 15 mr.
Kommnerorep npenogasarens — 1 mr.
MynbsTuMenna-npoekTop - 1 mr.

DKpaH C JIEKTPONPUBOAOM — | MIT.

KonoHku a1 Bocripou3BeIeHUs ayiuo — 1 mrT.



KomIbroTepbl MOIKIIOYEHBI K JOKAIBHON BBIYACIUTEILHON CETH,
nH(popMaImoHHO-00pa3oBaTebHOM cpee PUHYHUBEPCUTETA U CETH
NuTepuer

IlepeueHb TUIICH3MOHHOTO TPOIPAMMHOI0 00SCIICUCHMS:

1) AutuBupycHas 3amura: ESET NOD32

2) Windows, Microsoft Office

3) Microsoft Visio, Microsoft Project, Microsoft SQL Server, Microsoft Visual
Studio, 1C Ipeanpusitue (yueOHast Bepcus), SMYISTOPbl aKTUBHOT'O CETEBOTO

000pyZ0BaHUsl, IPOrPaMMHOE 00ECTIEUeHHE CETEBOr0 000PY10BaHUS
Komrmnekt yueOHO-HarsaiHbIX mocoOuid. [1nakatel, cTeH bl
JlabopaTopusi nporpaMMHBIX U MIPOrPaAMMHO-ANNAPATHBIX CPEACTB
3aluThHI HHGOpMAMH

Crenumann3npoBaHHas MeOeb:

CroJ1 cTyIeHUECKUI JBYXMECTHBIN — 14 1mT.
Crou cTyiIeHueCKUil OAHOMECTHBIN — 20 MIT.
Crynbs crygeHueckue — 48 1.

Croun (yuurenbckuii) — 1 mr.

Cryn (yaurenbckuii) — 1 mr.

Jlocka menoBas — 1 1miT.

TexHuyeckue cpecTBa 00yUCHHUS:

Kommnerorep crynenueckuit — 18 mr.

Kommnerorep npenogasarens — 1 mr.

MynbTuMeIua-npoeKkTop - 1 mr.

OkpaH — 1 wr.

Kosonku miig BocnpousBeieHus ayiuo — | mir.

KoMmnbroTepbl NOAKIIIOYEHBI K JIOKAJIbHOM BRIYUCIUTEIIBHON CETH,
MH(OpMaAMOHHO-00pa3oBaTesbHON cpeie DUHYHUBEPCUTETA U CETH
HNHTtepHer

[lepeyeHb JUILIEH3UOHHOTO MPOrPAMMHOTO 00ECIEYEHHS:

1) AatuBupychas 3ammuta: ESET NOD32

2) Windows, Microsoft Office

3) Microsoft Visio, Microsoft Project, Microsoft SQL Server, Microsoft Visual
Studio, 1C IIpeanpusrue (yueOHas Bepcus)

KomMriekt yueOHO-HarIsaJHbIX TOCOOUH, TIIaKaTOB, MPOrPaMMHO-aMapaTHbIe
cpencta 3amuThl nHGopmaruu ot HCJI, 610KMpOBKM 10CTyNa U HapyIICHUS
LEJTOCTHOCTH, IPOrPaMMHBIE U TPOTPAMMHO-aNNapaTHbIE CPEICTBA
OoOHapy>KeHHsI BTOP’KEHUH, CPEACTBA YHUUTOXKEHUS OCTATOYHON HH(pOpMAIIH
B 3aIIOMUHAIOIIUX YCTPONCTBAX,
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nporpaMMHbie cpejicTBa BbisiBiieHUs ysi3Bumocteld B AC u CBT,
pOrpaMMHBIE CPEACTBA KpUNITOrpadhuyecKon 3aiuThl HHPOPMALIUU,
MIPOTrPaMMHBIE CPEJICTBA 3aLUTHI CPEABI BUPTYaIU3alUU.

3.2. UudopmanmnonHoe odecnevyenne o0yueHust
OcHOBHbIE IEYATHbIE UCTOYHUKH

1. Koctpos b. B., Pyukun B. H. Cetu u cuctemsbl nepenauu uapopmanuu — M.
N3narenbckuil HEHTp «Akanemus», 2016.
2.KpaBuenko B., 3unoBeeB II., Cemorun WM.  Ixcryaranus
aBTOMATU3UPOBAHHBIX  (MHMDOPMAIMOHHBIX) CHCTEM B  3alUIICHHOM
vcnoyineHnu —Axkanemus-2018
3. Ilpockypun B.I'. 3amuTa B onepalimoHHbIX cucTeMax. YuebHoe nocodue ass
BYy30B. — M.: ['opstuas ;mmaus — Tenexom, 2019. — 192 c.
4. MaperembsinoB 10.@., fxosineB An.B., SkosmeB AM.B., OnepainmonHbie
cuctembl: KoHuenuus noctpoeHust u obecrieyeHuss 0€30MacHOCTU. YueOHOe
nocodue a1 By30B. — M.: ['opsiuast munusa — Tenekom, 2018. — 332 c.
5. demuaoB JI.H. OcHOBBI KCIUTyaTallMM KOMITBIOTEPHBIX CeTel. Y YeOHUK 1Jis
OakanaBpuata. M.: UzparensctBo «lIpomereii» 2019.- 798

JlonoTHUTE IbHBbIE NTeYATHbIE HCTOYHUKH:
1. PyccunoBuu M., CosioMOH ., Buyrpennee YCTPOMCTBO
MicrosoftWindows. OCHOBHBIE MOJICUCTEMBI ONIEPAIIMOHHOM cucTemMbl — [TuTep,
2015.-672 c.

2. Tlapteika, T. JI. OnepanuoHHble CUCTEMBI, CpPeIbl U 000JI0UKH: yaeOHOE
noco6wue / T.JI. I1apteika, .W. Tlonos. — 5-¢ u3., nepepad. u gon. — Mocksa:
O®OPYM: HHOPA-M, 2017. — 560 c.: wn. — (IIpodeccuonanpHoe
obpaszoBanue). - ISBN 978-5-16-101317-5. - Tekct: amektpoHHsiii. - URL:
https://znanium.com/catalog/product/552493

Iepuoanuyeckue u3gaHus:

1. Kypuaner Chip/Yun: XKXypHai 0 KOMIBIOTEPHONW TEXHUKE JUIS
npo(hecCHOHANIOB U ONBITHBIX MOJIB30BATENEH;

2. Kypnaner 3ammra wuHbopmanuu. Hucaiin:  MuapopMannoHHO-
METOMYECKUH KypHaI

3. Nudopmanmonnass 6e30macHOCTb peruoHoB: HayuHo-mpakTuueckuit
KypHaI

4, Bomnpocsr KrnOepOe30MmacHOCTH. Hayunsrii, MePUOIUUECKUIA,

WH(POPMAITMOHHO-METOAMYECKUNA KypHalT ¢ 0a30BOM crienuaiu3anue B
obnactu nHbopmanmonHoi 6e3onacHoctu.. URL: http://cyberrus.com/

5. besonacHocth  MH(pOpManUOHHBIX — TexHoJoruid. [lepmomnueckwii
peueH3upyembiii Hayunbiid )xypaasn HUAY MUO®OU. URL: http://bit.mephi.ru/
6. Ckpunnuk, [.A. OGuire BOmpochl TEXHUYECKOH 3aluThl nH(popmanuu /

H.A. Ckpunauk. — 2-e¢ u3a., ucnp. — Mocksa : Hanmonanbabiii OTKpBITHIN
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Yuusepcurer «<MHTYUT», 2016.—425 c. : 1. — PexxuM nocTyna: no nognucke.
— URL.: http://biblioclub.ru/index.php?page=book&id=429070

DJIEKTPOHHbIE HCTOYHUKH:

1. NudopmanmonHo-cripaBoyHasi CUCTEMa IO JOKyMEHTaM B 00JacTu
TEXHUYECKOM 3anuThl nHDopmarmu www.fstec.ru

2. NudopmarmonHslil moprtai mo 6e3onacHoctu www.SecurityLab.ru.

3. OO0pazoBaTenbHBIC TOPTAJIBI IO PA3TUIHBIM HAITPaBICHUSAM 00pa30BaHMUSI
u Tematuke http://depobr.gov35.ru/

4. Poccuiickuii OnoMerpruueckuii moptag www.biometrics.ru

5. Caiit xypHana Muadopmarmonnas 6e3omacHOCTh http://www.itsec.ru

6. Caiit HayuHoii anexTpoHHoM 6nbmmoTexku www.elibrary.ru

7. CnopaBouHo-TipaBoBas cucrtema «I apanT» » www.garant.ru

8. CnpaBo4yHO-IIpaBoBas cucTemMa «KoHCyIbTaHT [Tmroc»
www.consultant.ru

0. denepanbHas CIyk0a MO TEXHUYECKOMY M SKCIOPTHOMY KOHTPOJIIO
(®CTIK Poccun) www.fstec.ru

10. ®enepanbHbIi nopran «HbOopMaIIMOHHO-KOMMYHHUKAIIHOHHBIE

TEXHOJIOTUHU B 00pa3zoBaHum» htpp\\:www.ict.edu.ru
11.  ®exaepanbublil noptan «Poccuiickoe oOpazoBanue www.edu.ru

3.3. OO0mue TpedoBaHuUs K OPraHu3anum 00pa3oBaTeIbHOI0 Mpouecca.

YcenemHnomy OCBOCHHUIO MO JIst [IM.01 «IKCIUTyaTanus
aBTOMATHU3UPOBAHHBIX  (MHOOPMAIIMOHHBIX) CHCTEM B  3alUIICHHOM
UCTIOTHEHUM» CIIOCOOCTBYET OCBOEHHE TUCIUIUIAH, MPEAIIECCTBYIOMIUX €ro
U3YYCHUIO:

EH. 01 .MaremaTtuka;

EH.02 Nndopmaruka;

OI1.01. OcHoBBI HH(POPMAIIMOHHOM 06€30IACHOCTH;

OIl. 02. TexHuueckue cpeacTsa MH(poOpMaTU3aLINH;

OII. 05. OCHOBBI AITOPUTMHU3AIMHU U TPOTPAMMHUPOBAHUSL.

TpeOoBaHus K OpraHU3aluy yueOHON MPaKTUKU:

[IpakTueckass MOArOTOBKA MPU MPOBEIECHUU MPAKTUKH OPraHu3yeTcs
yTEM HEMOCPEACTBEHHOTO BBIMTOJIHEHUS O0yUYarOIIMMCs OTIPEIETICHHBIX BUJIOB
paboT, CBSA3aHHBIX C Oyayliel npodeccuoHaIbHON AESTENbHOCTIO B paMKax
npodecCuOHATBHBIX MOIYJEU OIIOII CIIO. JlokyMeHTOM,
periaMeHTUPYIOUIUM TPAKTUKY, SIBIsieTCa pabodas mporpamMma MNpPaKTHKU.
[Iporpammbl mpakTUK pa3padatbiBalOTCs U yTBepkaawoTcs Komnemxem B
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YCTaHOBJIEHHOM

HOpsZIKE  C

ydyeToM  TpeOoBaHUM

HpO(beCCI/IOHaJILHI)IX CTaHdapTOB
I/I3yquHe MOAYJIS 3aKaHYMBACTCA SK3aMCHOM I10 MOAYJIHO.

o1roc (CIIo,

4. KOHTPOJIb MU OHEHKA PE3YJbBTATOB OCBOEHUA

IMPOPECCHUOHAJBHOI'O

MOJYJISA

MPO®ECCUOHAJIBHOM JEATEJIbHOCTH)

Koumpono u

oyenKa

MK

pe3yrbmamos

(BUJIA

ocywecmeiiaemcs

npenooasameiem 68 npoyecce NPo8eoeHUsl Y4eOHbIX 3aHAMUL 6 popme: YCMHO20

onpoca,
CUMYAYUOHHBIX U

3a0ay,

BbINOJIHEHUSL  3A0AHULU  HA npakmu4ecKkux 3dHAmMuUAX, peueHus
NpaKkmuKo-opueHmupoearHblx

BbINOJIHEHUA

CAMOCMOSAMENbHLIX pAbOm, 8bINOJIHEHUS MECMOBLIX 3A0aHULL U M.O.), A MAKH#Ce
npoBedeHUsi NPOMENCYMOUHOU ammecmayuu 8 ghopme oughpepenyuposanno2o

3auema u IK3dMeEHOE6.

COOTBECTCTBHH C

PesyabTaTnl Kpurepuu oneHku MeToabl KOHTPOJISE

(ocBOEHHBIE U OLIEHKH
npogeccuoHaIbHbIE

KOMIIeTEHINH)

IIK 1.1. ITpousBoauth JleMOHCTpUpOBaTh YMEHHUS YCTAHOBKU | TECTUPOBAHUE,
YCTAHOBKY Y HACTPOWKY | U HACTPOMKH KOMIIOHEHTOB g hepeHIMPOBAHHBIN
KOMIIOHCHTOB ABTOMATHU3HUPOBAHHBIX 3a4€T, OK3aMCH, 3K3aMCH
aBTOMAaTU3UPOBAHHBIX (uH(MOPMAIIOHHBIX) CHCTEM B 110 MOZYJIIO,
(PIH(i)OpMaI_II/IOHHBIX) 3allIMIIICHHOM HUCIIOJIHCHUHU B OKCIICPTHOC
CHUCTEM B 3allIUIIICHHOM COOTBETCTBUH C Tp€6OBaHI/I$[MI/I Ha6J'IIOI[€HI/IC
HCITIOJIHEHHHU B BKCHJIyaTaHHOHHOﬁ JAOKYMCHTalluu BBIIIOJTHCHUA

MpaKTUYECKUX padoT,

HUCITIOJTHCHHUH.

CHUCTCMBI B 3allITMIIICHHOM

TpeOOBaHUAMU OLICHKA PELICHHUS
9KCIUTyaTallUOHHON CUTYallMOHHBIX 3a/1a4,
JOKYMEHTaI1H. OLIEHKa Ipolecca 1
pe3yabTaTOB
BBITOJIHEHMSI BUJIOB
paboT Ha MpPaKTUKE
K 1.2. IIposiBneHne ymMeHus u TECTUPOBAHUE,
AJIMUHUCTPUPOBATH MPAKTUYECKOIO OMbITa g depeHIIMPOBaHHBIN
IIPOrpaMMHBIE U aIMUHMCTPUPOBAHUS IPOTPAMMHBIX U | 3a4€T, DK3aMEH,
MIPOrpPaMMHO- MIPOrpaMMHO-aIapaTHBIX 9K3aMeEH 110 MOAYIIIO,
anmnapaTHble KOMIIOHEHTOB aBTOMATU3UPOBAaHHOW | OKCIIEPTHOE
KOMITOHEHTBI (MHQOPMAIIOHHOI) CUCTEMBI B HabIo1eHne
aBTOMATHU3UPOBAaHHOU 3aIUIIEHHOM HCIIOJIHEHNN BBITIOJTHEHUS
(MHpOpPMAIOHHOI) MpaKTUYECKUX padoT,

OIICHKA PEIICHUS
CUTYaIIMOHHBIX 3a]1a4,
OLIEHKa Ipoliecca U
pe3yJbTaToB
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PesyabTaTnl
(ocBOEHHBIE
npogeccuoHaIbHbIE
KOMIIETEHLIVIM)

Kpurepuu oueHku

MeToabl KOHTPOJIS
U OLICHKH

BBITIOJIHCHUSI BUJIOB
paboT Ha MpaKTHKE

IIK 1.3. O6ecneunBaTh
OecniepeboitHyr0 paboTy
ABTOMATHU3HPOBAHHBIX
(MHMOPMAITMOHHBIX )
CUCTEM B 3aIUIICHHOM
UCIIOJIHEHUU B
COOTBETCTBUH C
TpeOOBaHUSIMHU
AKCIUTyaTallMOHHOM
JOKYMEHTAI|H.

[TpoBenenue nmepednst padboT 1Mo
obecrieueHuro decriepedoiHOM
paboThl aBTOMAaTU3UPOBAHHBIX
(MHGOPMAIIMOHHBIX ) CUCTEM B
3alIMIIEHHOM HCIIOJHEHNH B
COOTBETCTBUH C TPEOOBAHUSIMHU
AKCIUTYaTallMOHHON JTOKYMEHTAIUN

TECTUPOBAHUE,
9K3aMEH 0 MOAYJIIO,
Qg epeHIIMPOBAHHBIN
3a4eT, HK3aMeH,
9KCHEPTHOE
HaOJIFO[[eH1E
BBITTOJTHCHUS
HPaKTHYECKHUX padoT,
OLIEHKA PeIICHUS
CUTYallMOHHBIX 33134,
OLIEHKa Tporecca u
pe3yabTaToB
BBITIOJTHEHUS BUIOB
paboT Ha MPaKTUKE

IIK 1.4. OcyiecTBusTh
IIPOBEPKY TEXHUUECKOTO
COCTOSIHUSI, TEXHUYECKOE
o0CTyXKHBaHUE U

HpO?IBJISITI) S3HAaHUA U YMCHUS B
IMPOBEPKE TCXHUYCCKOI'O COCTOSAHUA,
MMPOBCACHNH TCKYLICIO pEMOHTA U
TCXHHUYCCKOI'O O6CJ'Iy)KI/IBaHI/I$I, B

TECTUPOBAHUE,
muddepeHIMpOBaHHBIN
3a4eT, IK3aMeH,
9K3aMeEH 110 MOIYIIIO,

TEKYIIUI PEMOHT, YCTpaHEHUH OTKA30B U 9KCIIEPTHOE

YCTPAHSTh OTKA3bl U BOCCTAHOBJICHUU pab0OTOCIIOCOOHOCTH | HAOIIIOJCHUE

BOCCTaHaBIIMBATh ABTOMAaTH3UPOBAHHBIX BBITTOJTHEHHS

paboTOCIOCOOHOCTD (MH(pOPMAIIMOHHBIX) CUCTEM B NpPaKTUYECKUX padoT,

aBTOMAaTH3MPOBAHHBIX 3alIUIIEHHOM HCITOJTHEHUN OLIEHKA peIICHUS

(MH(pOPMAITMOHHBIX ) CUTYaIlMOHHBIX 33134,

CHICTEM B 3aIUIIIEHHOM OLIEHKa ITpoIiecca u

UCTIOJTHEHUH. pe3yabTaToB
BBITIOJTHEHUS BHJIOB
paboT Ha MMpaKTHUKe

Pe3yabTatsl Kpurepuu oueHku MeToabl KOHTPOJISA
(ocBOEHHBIE H OLIEHKH
o0mmue
KOMIIETEHIUH)

OK.01 Bei6upats | - BEIOOp MeTO/1a M CIIOCO0A PEIICHHS HabGnronenue,

CTIOCOOBI pemeHus | mpoQeccuoHaNbHbIX 3aay ¢ MOHHUTOPHHT, OI[CHKa

3aja4 COOJIIO/ICHHEM TEXHUKHU 0€30MacCHOCTH | coAepkaHus NOPT(OIHO

npodeCCHOHATEHON U COTJIaCHO 33/1aHHOW CUTYallUuH; CTY/CHTA.

JEATEIIbHOCTH, -oreHka 3 (HEKTUBHOCTH U Ka4eCTBa

MIPUMEHUTEITHHO K | BBIIIOJHEHUS COTJIACHO 3aJaHHON

pa3IUYHBIM CUTYyaIuu

KOHTEKCTaM.
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PesyabTarnl Kpurtepuu oneHku MeToabl KOHTPOJIS
(ocBOEHHBIE H OLIEHKH
oo0mue
KOMIIETEHIINH)

OK.02 OcyuiectBasTh | - 3()HEKTUBHBINA TOMCK HEOOXOTUMOI WNHurtepnperanus
IIOMCK, aHaIU3 U | uH(OPMAIINY; pe3yIbTaToB
UHTEpPIpETAIIIO - nuHopmanus, nogodpaHHas u3 Habro1eHuil 3a
nH(popManuy, Pa3HBIX UCTOYHUKOB B COOTBETCTBHH C | JESITEIBHOCTHIO
HEOO0X0IMMOM JUIA | 3aJTaHHOM CUTyaruen oOyJaroterocs B
BBITIONTHEHUST  3a1a4 IIPOLIECCE OCBOCHUS
npodeccnoHanbHOMI o0Opa3oBaTenbHON
JIESITEIIbHOCTH. MIPOrpaMMBbI
OK.03 ITnanupoBats u | - pemieHrue CTaHIapTHBIX U MOHUTOPUHT ¥ PEUTHHT
pealin30BbIBaTh HECTaHAapPTHBIX MPO(PECCUOHANBHBIX BBITMIOJTHEHUS paboT Ha
coOCTBEHHOE 3a/1a4 B 00JIaCTH SKCILTyaTaluu yueOHOM 1
npoeCCHOHATIBHOE U | KOMIIOHEHT IOJCHCTEM O€30IIacHOCTH MIPOU3BOJICTBEHHOU
JUYHOCTHOE PA3BUTHE. | aBTOMATH3WPOBAHHBIX CUCTEM; MIPAKTUKE

OK.04 PabGorats B
KOJIJIEKTUBE 51
KoManse, 3G (HEKTUBHO
B3aHUMOJICHCTBOBATh C
KOJJIETaMH,
PYKOBOJICTBOM,
KJIMEHTaMH.

- IeMOHCTpaIusi COOCTBEHHOM
JIEATEIIBHOCTH B YCJIOBUSX
KOJUICKTUBHOW U KOMaHJIHOM paOOThI B
COOTBETCTBUU C 3aJJaHHOM CUTYallUEH;

- IeMOHCTpaIusi COOCTBEHHOM
JIEATEIIBHOCTH B POJIM PYKOBOJIMUTEIS
KOMaHJIbl B COOTBETCTBHH C 3aJaHHBIMHU
YCJIOBHUSIMU.

[ToaroroBka pedepatos,
JTOKJIaJI0B, COOOIICHHI,
UCIIOJIb30BaHUE
AIEKTPOHHBIX
HUCTOYHUKOB

OK.05 OcymiecTBiATh
YCTHYIO 51
MUCEMEHHYIO
KOMMYHHKAITUIO Ha
roCy/1apCTBEHHOM
S3BIKE  C  y4ETOM
ocoOeHHOCTEH
COIMAJIEHOTO H
KYJTbTYPHOTO
KOHTEKCTA.

- ACMOHCTpPalus IO3UTHBHBIX
KOMMYHHKAaTHBHBIX HABBIKOB U
COHHaHLHOfI aJarnTanum

Hao0nronenue 3a
HaBbIKaMU pabOTHI B
r100aIbHBIX,
KOPIOPATUBHBIX U
JIOKAJIBHBIX
MH(OPMALIMOHHBIX
CeTsX.

OK.06 [IposBasATh
rpak 1TaHCKO-
MaTPUOTHIECKYIO
[TO3HIIMIO,
JIEMOHCTPHPOBATH
O0CO3HAHHOE
MMOBEJICHUE Ha OCHOBE
TPaTUIIOHHBIX
0011IeUeIOBEUeCKUX
LICHHOCTEH,
MPUMEHSTh CTaHAPThI
AHTUKOPPYIITUOHHOTO
MTOBEJICHUS.

- IEMOHCTpalMsl HHTepeca K Oyaymien
npodeccuu;

- IEMOHCTpaIMs LeJIeyCTPEMICHHOCTH,
camMo00pa30BaHus U CAMOPA3BUTHUS

Habmroienue 3a posbio
oOyyarormerocs B
rpymnrne; noptdoaro
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PesyabTarnl Kpurtepuu oneHku MeToabl KOHTPOJIS
(ocBOEHHBIE U OLICHKH
oo0mue
KOMIIETEHIINH)

OK.07 ConelicTBOBaTH | - IEMOHCTpAITUs KaueCTBa MPUHATHIX [enoBsie urpsl -
COXPaHEHHIO OpTraHU3AIMOHHBIX PEIICHHH MOJICTTUPOBAHUE
OKpY’Karoliel cpelpl, | - TOTOBHOCTD K YacTOW CMECHE COLIMANIBHBIX U
peCypcocOepexeHHI0, | TEXHOJIOTHH B MPodecCHOHATBHON npodeccroHaTbHBIX
3¢ heKTUBHO NEeSATETbHOCTH; CUTyaLuil.
JIeCTBOBATH B | - aHAJIM3 UHHOBAIUI B 00JIaCTH
Ype3BbIYAITHBIX npodeccnoHanbHOM e TEIbHOCTH.
CUTYaIUsIX.

OK.08 Hcnomp3oBarhb

- OIICHKA COOCTBEHHOTO MPOIBIKEHUS,

Konrtpons rpaduxa

cpeactBa (U3NYECKOH | JIMYHOCTHOTO Pa3BUTHSL. BBITIOJTHEHUS

KYJIBTYpPBI TUTST WHBUTYaIbHON

COXpaHCHHSI u CaMOCTOSITEIILHOM

YKPETUJICHUST 3/I0POBbS paboThI 0OyUaroIIerocs;

B nporecce OTKPBITHIC 3aIUTHI

npodecCuOHATLHON TBOPUYECKUX H

JeSTeIbHOCTH u MPOEKTHBIX paboT

MOJIICPIKaHUS

HE00XOAMMOTO YPOBHS

(buzndeckoi

MIOJITOTOBJICHHOCTH.

OK.09 lcnonb3oBaTh | - HCIOJB30BAaHNE OCHOBHBIX BHIIOB CemuHapb! yueOHO-

nH(OpMaLIMOHHbBIE COBPEMEHHOW BBIYHCIUTEIILHON MIPAKTUYECKHE

TEXHOJIOTUU B | TEXHHKH; KOH(EpCHIIHH.

npodeccuoHaTbHON - DKCIUTyaTalys U yCTpaHeHHE Konkypcor

JESITeTbHOCTH. TUTTUYHBIX BBISIBJICHHBIX JIe()EKTOB npo¢eCcCOHATHLHOTO
TEXHUYECKUX CPEJICTB MacTepCTBa.
nH(pOpMaTHU3AIINH; OnuMITHa B

- ACMOHCTpalus pe3yHLTaTI/IBHOI>'I
ACATCIIBHOCTHU B oOactu 9KCILTyaTallun
1 TCXHUYCCKOT'O COITPOBOKACHUA
ABTOMATU3HUPOBAHHBIX CUCTCM

OK.10 Ilomp3oBaThCs
npodeccnoHanbHOM

JOKYMEHTAaIHeH Ha
rOCy/IapCTBEHHOM U
WHOCTPAHHOM SI3BIKAX.

- UCTIOJIb30BaHME MAKETOB IPUKJIATHBIX
MIpOTpaMM JUIsl pelIeHUs
MIPOU3BOJCTBEHHBIX 3a/1a4

- HCIIOJIb30BaHHE 0a30BBIX CUCTEMHBIX
MIPOTPaMMHBIX IPOAYKTOB U ITAKETOB
MIPUKJIAHBIX IPOTrpamM;

- paboTa B MHTEIpUPOBAHHOM
cpelie MporpaMMUpOBaHus

CeMuHapsl yueOHO-
MIPaKTUYECKHE
KoH(pepeHuuu. Jlenossie
UTPbI-MOJIETUPOBAaHNE
PO eCCHOHATBHBIX
CUTyaLui.

OK.11 Ucnomab3oBath

3HAHUS o
(buHaHCOBOM
IrPaMOTHOCTH,
IJIAaHUPOBATh
MIPEANPUHUMATEILCKY

- 3(peKTUBHBIN MTOUCK ¥ IPUMEHEHHE
3HaHUN (PUHAHCOBOW I'PaMOTHOCTH;

- nH(opManys, NoJoOpaHHas U3
Pa3HBIX HCTOYHUKOB B COOTBETCTBHUH C
3aJJaHHOM CUTyalHen

CemuHaps! yueOHO-
NPaKTUYECKHE
KOH(pepeHIMHU. JlenoBsie
UTPBI-MOZICTUPOBAHNE
PO eCCHOHATBHBIX
CUTYyalHit
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PesyabTarnl
(ocBOEHHBIE
oo0mue
KOMIIETEHIINH)

Kpurtepuu oneHku

MeToabl KOHTPOJIS
U OLICHKH

10 JIeATEeIbHOCTh
npodeccnoHanbHOM

chepe.

B
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