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PaGouas mporpamma npodeccronansroro moxyns — paspaboTaEa Ha OCHOBe
DellepabHOTO  TOCYIApCTBEHHOrO  0GpPa30BaTeNBLHOTO CTaHmapTa  CpeaHero
npogeccHonanbHoro obpasosanus (ganee — ®IOC CII0) no cremuansrocTr 10.02.05
Obecneyenue undopmanHoHHOH Ge30MacHOCTH aBTOMATH3MPOBAHHEIX CHCTEM

PaspaboTunku:

[lokonoauua E.B., K.3.H. JOLEHT, NpernoaaBaTels BBICILIEH KBaIHGUKAITHOHHOMN
kareropun Koiutewka nHGOPMATHKH U IPOrpaMMHPOBAHHS.

Poit A.B., K.T.H., npenojapatens BEICLIEH KBaNH(UKAIIMOHHON Kateropun Kosiemka

HHQDQME‘I‘HK}I H NporpaMMHpPOBAHHA.

Pabouas mporpamma npodeccHOHANIBHOrO MOIYIA PaccMOTPeHA W PEeKOMEHAO0BaHA K
YTBEPKICHHIO Ha 3acelaHdd MpeAMeTHOH (uuMkiIoBoii) kKomuccHH «OCHOBBI
HH(popMaLHOHHO# GezomacHOCTHY

[Tporoxon ot «16» mas 2024 r. Nel10

Ipencenarens npeameTHO#H (LHKI0BOIH) | /{ {/
KOMHCCHH e A.Jl. Mapunuy




1. O6mas xapakTepucTHKa paboueil mporpammsl Ipo(HecCHOHATBHOTO MOIYJIS
1.1. Henp u muaHupyembie pe3yabTaThl OCBOCHUS MPO(ECCHOHATHLHOTO MO IS

B pesynbrate usyueHus: npopecCHOHaIbLHOTO MO 00y4alOMUNCs JODKEH OCBOUTH
OCHOBHOM BHJI JEATENBHOCTH «3alnuTa HHPOPMAIIUU B aBTOMATU3HPOBAHHBIX CUCTEMAaxX
IIPOTPAMMHBIMU U NIPOIPAMMHO-ANNapaTHBIMU CPEACTBAMU» U COOTBETCTBYIOIIUE EMY
oO011re KOMIIETEHINH, U TPO(HEeCCHOHATEHBIE KOMITETEHITHH:

1.1.1. IlepedyeHn oOMUX KOMIETEHIIUMA

Kon OO01Me KOMIETEHIIUU

Bribupate cmocoObl  pemieHust  3amad  Mpo(EeCCHOHANBHOW — JeATEIHHOCTH,
IMPUMCHHUTCIILHO K pa3JIMYHbIM KOHTCKCTAM.

OK 0. OcymiecTBIATh IOUCK, aHAIM3 U HHTEPIIPETAINI0 HH(POPMAIMH, HEOOXOJMMOM IS
BBINOJIHEHUS 33124 PO ECCHOHATLHON IEATENbHOCTH.

[TmaHupoBaTh M pEaTM30BHIBATE COOCTBEHHOE MPO(ECCHOHAIBFHOE W JIMYHOCTHOE

OK 01.

OK 03.
pa3BUTHE.

OK 04. PaGoTaTh B KOJIIIEKTHBE M KOMaH/E, 3((HEKTUBHO B3aUMOICHCTBOBATh C KOJUIETAMH,
PYKOBOJICTBOM, KIMEHTAMU.

OK 05, OCyIECTBIATh YCTHYIO M TUCHbMEHHYI0 KOMMYHHKAIIMIO HA TOCYIapPCTBEHHOM SI3bIKE

C YYeTOM 0COOCHHOCTEH COIMAIBLHOIO M KYJIBTYPHOTO KOHTEKCTA.

[TposBIATH TPakIaHCKO-NATPUOTHUYECKYIO TO3UIIHIO, IEMOHCTPUPOBATH OCO3HAHHOE
OK 06. | moBeneHue Ha OCHOBE TPAMIIMOHHBIX OOILICUEIOBEUECKUX LIEHHOCTEH, MPUMEHATh
CTaHAapThl aHTUKOPPYIIIMOHHOTO OBEICHHUS.

ConeiicTBOBaTh  COXPAHEHHUIO  OKpYXKAloUIEH  Ccpelbl, pecypcocOepereHuto,

OK 07. . z
3 PEeKTUBHO ICHCTBOBAThH B UPE3BHIYANHBIX CUTYALIUSX.
Hcnonp3oBath cpeicTBa (U3MUECKON KYyJIbTYphl IJII COXPAHEHUS M YKpEIUICHUs
OK 08. |3mopoBbst B mporecce MpoecCHOHANIBHON MAEATeIbHOCTH U TOJACPKAHUS
HE0OXOAMMOT0 YPOBHS (DU3NIECKOM MOTOTOBICHHOCTH.
OK 09. | Mcnonp3oBaTh HHPOPMALIMOHHBIE TEXHOJIOTHH B MPO(ECCHOHANBHOM AEATEIbHOCTH.
OK 10. [Tonp3oBaTbest MpoGEeCCHOHANBHOW JTOKYMEHTAllMe Ha TOCYJapCTBEHHOM W
MHOCTPAaHHOM SI3BbIKAX.
OK.11 Hcnonp3oBaTh  3HaHWA 1O  (PUHAHCOBOM  IpPaMOTHOCTH,  IUIAHUPOBATH

NpEANPUHUMATENBCKYIO ISATEIEHOCTh B MPOecCHOHAIBHOM cdepe.

1.1.2. Ilepedyens nmpodeccuoHaTbHBIX KOMITETCHITUN

Kon [IpodeccrnonanbHbIC KOMIETCHITIH

[IK 2.1. | OcyiiecTBiasiTh YCTAHOBKY WM HACTPOMKY OTIEIbHBIX MPOTPAMMHBIX, MPOTPAMMHO-
armnapaTHbiX CPCACTB 3aIlIUThI I/IH(l)OpMaI_II/II/I.

IIK 2.2. | OGecrneunBath 3anuTy HHOPMAIIMH B aBTOMATU3UPOBAHHBIX CUCTEMaX OTACIbHBIMU
IIPOrpaMMHBIMU, IIPOrpaMMHO-aNapaTHBIMU CPEICTBAMU.

IIK 2.3. | OcymiecTBasTh TECTUPOBaHUE (PYHKIIUNA OTAEIBHBIX MPOTPAMMHBIX W IPOTrPAMMHO-
armnapaTHbiX CPCACTB 3aIlIUThI I/IH(l)OpMaI_II/II/I.




[IK 2.4. | OcymectBisaTh 00pabOTKy, XpaHEHHE M Tepefayy WHGPOpMalUKd OrpaHHYEHHOTO
J0CTyna.

[IK 2.5. | YHuuroxkaTh HHGOpMAIMIO M HOCUTENH HMHGOPMAIMM C  HCIIOJIb30BAaHHEM
IPOrPaMMHBIX M IPOrPaMMHO-ANIAPATHBIX CPEJICTB.

IIK 2.6. | OcymecTBIsTh PETHCTPAIMIO OCHOBHBIX COOBITMH B  aBTOMAaTH3MPOBAHHBIX

(MHGOPMAIIMOHHBIX) CHUCTEMax, B TOM YHUCJIE C HWCIIOJIb30BAHUEM MPOTPAMMHBIX H
IIPOTPaMMHO-aINNapaTHBIX CPEACTB OOHAPYXKEHUS, TPEAYNPEKICHUS U JTUKBUIAALUU
MOCJICICTBUI KOMIIBIOTEPHBIX aTaK.

1.1.3. B pe3ynbTaTe ocBOo€HUSs MPOPECCUOHATBHOTO MOYJISI CTYICHT JTOJIKEH:

UMCETH

- YCTaHOBKH, HACTPOMKH MPOTPaMMHBIX CPEJCTB 3aIUThl HH(POpMAIK B

TNIPAKTHYECKUH aBTOMAaTU3UPOBAHHON CUCTEME;

OIIBIT

- oOecrieyeHrs: 3alIUThl ABTOHOMHBIX aBTOMATHU3HPOBAHHBIX CHUCTEM
POTPaMMHBIMH U TIPOTPaMMHO-AIIapaTHBIMU CPEACTBAMH;

- TECTHPOBaHUS (PYHKUUH, THATHOCTUKA, YCTPAHEHHUSI OTKAa30B
U BOCCTAHOBIICHHSI PaOOTOCIIOCOOHOCTH NPOTPAMMHBIX W IPOTPaMMHO-
anmapaTHBIX CPEJCTB 3aIIUTHl HHPOPMAIUH;

- pemenust 3amad 3ammtel oT HCJI x umHpOpMammu OrpaHUYEHHOTO
JIOCTYIIAa C TOMOUIBIO MPOTPAaMMHBIX U MPOrpaMMHO-ANIapaTHBIX CPEICTB
3amuTHl HTHGOPMAITUH;

- IPUMEHEHHS DIIEKTPOHHOH TMIOJIITHCH, CUMMETPHYHBIX
ACHMMETPUYHBIX KPUITOTpapUUIECKUX aITOPUTMOB, U CPEICTB MU POBAHUS
JTAHHBIX;

- yuéra, 00pabOTKH, XpaHEHUs U Nepenadyd MHPOopMaluu, A KOTOPOH
YCTaHOBJIEH PEXXUM KOHPHUICHIIMATBHOCTH, UHDOPMUPOBAHUE NEPCOHANA 0O
yeposax bezonacHocmu ungopmayuu®;

- paboThI ¢ MOJACHCTEMaMH PETUCTPALIMH COOBITHH;

- BBISIBIICHUSI ~ COOBITMH M MHIMICHTOB  0OE€30MacHOCTH
aBTOMAaTU3UPOBAHHON CUCTEME;

- NpUMeHeHUs. MeXHOI02UU PUIbMPAYUU PASTUYHBIX 8UO08 MpaduKa; *

- ocyuecmenams Quibmpayuro nepexeavenHHo2o mpagura s NOUCKd
HAUOEHHbIX UHYUOEHMO8, 8bloayy paspeuleHus/3anpeujenus Ha O00CMABKY
OnpeoeseHHbIX OAHHBIX, AHAIU3 COOEPAHCUMO20 NEPEXBAYEHHO20 Mpaghura ¢
Yenvlo B8blAGIeHUs HAPYUWEeHU KOPNopamueHol NOJUMuKY 0e30nacHocmu,
OuacHOCmMuKy pabomocnocoonocmu, u m.n.*

yMEThb

—  yCTaHaBIIMBaTh, HACTPaWBaTh, NPUMEHITH  POTPAMMHBIC
MporpaMMHO-alIapaTHbIC CPCACTBA 3aAIUTHI I/IH(l)OpMaI_[I/II/I;

—  yCTaHaBIMBATh W HACTPauWBaTh CpPEJCTBA AHTUBHPYCHOW 3alIUTHl B
COOTBCTCTBUU C MMPCABABIACMbIMU TpC6OBaHI/ISIMI/I;

—  JIMarHOCTHUPOBATb, YCTpaHSAThH OTKa3bl, obecreunBaTh
paboTOCIOCOOHOCT M TECTHPOBATh (YHKIHMHU HPOrPaMMHO-aNIapaTHBIX
CPEICTB 3alIUTH HH)OPMALHH, HPOBOOUNMb MOHUMOPUHS, AHANU3 U CPABHEHUE
I hekmusHOCMU NPOSPAMMHO-ANNAPAMHBIX CPEOCME 3auuml UHPOPMaAyuU
8 ONEPAYUOHHBIX CUCTEMAX;




—  TPUMEHATh IPOrpaMMHBIE W MPOrpaMMHO-aIMapaTHbIE CPEACTBa IS
3aluThl HH(pOpMAIMK B 6a3ax TaHHBIX;

— TpOBEpATh BHINOJHEHHE TpeOoBaHUI MO 3ammre HWHPOPMAIUU OT
HECaHKIIMOHUPOBAHHOTO JoCcTyma npu aTTecTaluu 00BEKTOB
nH(popMaTU3aIuK Mo TpeOOBaHUAM O€30MaCHOCTH HH(POPMAITHIH;

—  NPUMEHSATh MaTeMaTHYeCKUM anmapar TUISE BBITIOJTHEHUS
KpUNTOTpaguuecKuX npeoOpa3oBaHmii;

—  HCIIOJIb30BaTh THIOBBIE IPOrpaMMHBIE KpUNITOrpahUuecKue cpeicTBa, B
TOM YHCJI€ 3JIEKTPOHHYIO MOIHUCH;

—  MPUMEHSTH CPEJCTBA TAPAHTUPOBAHHOTO YHUUYTOXKECHUS HHPOPMAIIHH;

—  yCTaHaBIIMBaTh, HACTPAUBaTh, IPUMEHATH IPOrpPaMMHbBIE U
MIPOrpaMMHO-AMIAPaTHRIE CPEACTBA 3AIIUTH HHPOPMAIINH;

—  OCYIIECTBJISITh MOHUTOPUHT U PETUCTPALIUIO CBEJACHUN, HEOOXOIUMBIX
JUIS 3allUThl 0OBEKTOB HMH(OpMaTHU3alMM, B TOM YHCJIE C HCIOJIb30BAaHUEM
MPOrPaMMHBIX W TIPOTPAaMMHO-anmapaTHbIX  CPEACTB  OOHAPYKCHHS,
MpeynpeKACHUS U TUKBUIAINH TTOCIEICTBUN KOMITBIOTEPHBIX aTak;

- 0popmaAMY IKCHILYAMAYUOHHYIO OOKYMEHMAYUIO NPOSPAMMHO
annapammusix cpedcms 3auumaol uHgopmayuu, *
- onpedenamy yeau u 3a0ayu 8 usyyeHuu npoekma, *

-paspabamuléams HOAUMUKY UHDOPMAYUOHHOU 6E30NACHOCMU HA OCHO8€
camocmosamenvHol Kiaccugukayuu o0veKmoe 3auumal;

- ocywecmenams  YCMAaHOBKY,  paA36Eépmuvleéanue,  HACMPOUKY U
ucnoavzogavuem DLP-cucmem. *

3HaTh

— O0COOCHHOCTH W CIIOCOOBI MPUMEHEHHS MPOTPAMMHBIX U MPOTPAMMHO-
amnmapaTHBIX CPEICTB 3alllUThl MH()OPMAIIUK, B TOM YHCIE, B ONEPAIMOHHBIX
cUcTeMax, KOMITBIOTEPHBIX CETsX, 0a3aX JaHHBIX;

— METOABl TECTHPOBaHUS (YHKIHMA OTACTBHBIX MPOTPAMMHBIX U
POTrPaMMHO-AIIAPATHBIX CPEJCTB 3alUThl HH()OPMAIIHH;

— TUIOBBIE MOJICNM YIPABICHHUS JOCTYIIOM, CpEACTB, METOIIOB U
IPOTOKOJIOB UACHTU(UKALIUN U Ay TEHTH(PUKALINY;

— OCHOBHBIC TOHITHS KPHUITOTPa(UU M THUIIOBBIX KPHUITOTPAPUUSCKHX
METOJIOB W  CPEACTB  3almIUThl  WHOOpMAIMH, oOwue  NPUHYUNDBI
@DYHKYUOHUPOBAHUSL CPEOCME 3aWumvl  UHoOpMayuu, 6 mMoM 4Hucie u
KpUnmozpaguueckou 3auumol un@opmayuu™;

— O0COOCHHOCTH W CIIOCOOBI TPUMEHEHHS MPOTPAMMHBIX U MPOTPAMMHO-
ammapaTHBIX CPEICTB TAPAHTUPOBAHHOTO YHUUTOKEHHS HH(POPMAIIHH;

— THUIOBBIE CPEICTBA U METOJbl BEACHUS ayAHTa, CPEACTB M CIIOCOOOB
3alIMThl UHYOPMAIIMH B JIOKATBHBIX BEIYUCIUTEIBHBIX CETSIX, CPEIICTB 3AIIUTHI
OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

— meopemuyecKue OCHOB8bl KOPHOPAMUBHOU 3aujumvl UHGOpMAyUU om
seHympennux UT-yepos,; *

- MEMOOUKY NpoGedeHue 6Cec0 KOMNIEKCA MEeXHUYeCKUX Meponpusimull
nO aHanuszy HNOMOKO8 OAHHBIX, KAK YUPKVIUPYIOWUX GHYMPU Nnepumempd
3auuwaemou  UHQGOPMAYUOHHOU CUCTEeMbl, MAK U NepPecekarnux e2o;

cospeMmeHHble CMaHOapmbl U cpedcmed KOpnopamuenou 3auumaol. *

*eapuamueHaﬂ yacmov




1.2. KonnuecTBO YacoB, 0OTBOANMOE Ha OCBOCHHUE MPOPECCHOHATEHOTO MOIYJIS

Bcero gacos 836, B Tom uncie B hopMe nmpakTudeckoit moarorosku 500 gaca.
N3 aux Ha ocBoeHne MJIK 536 gac.
B TOM YHCJIE caMOCTosATeNbHas padoTa 20 yac.
[TpakTuku, B TOM uncine yueOnas 144 yac.
HPOU3BOJICTBEHHAA (110 MPOQUITIO crienranbHOCTH) 144 dac.

DKk3ameH 1o Moaysro 12 yac.



2. CTpyKTypa u coaepkanne mpoPpeCcCUuOHATBLHOTO MOIYJIS

2.1. Ctpykrypa npohecCuoHaTbHOTO MOAYJIS

O6wem npodeccHoHaILHOTO MOTYJIS, aK.dac.

S
&
§ Pabora oOyuaroniuxcsi BO B3aMMOJICHCTBHUH C MPENOAaBATEIEM CaMocTos
v ©
= C a
HaumeHnoBanus CyMNfap 2 = Obyuenue no MIIK [TpakTuku e
Konsr ASTICITOR HBIN _% = B mom uucne pabora
KOMITCTEHITH pas 00beM m T KYpPCOBBIX
. npodeccuoHaIbHOTO . 2
i HAIpy3KH | =7 & 1a00paTopH pabor
MOAYIA yac S5 Beero Hpowesxcyrou BIX U (IPOEKTOB) IIpounsBon
T | A= Hast p Vue6uas | ©
» HPaKTHYECK CTBEHHAA
= aTTecTauus N
S UX 3aHATHHA
1 2 3 4 5 6 7 8 10
IIK 2.1 - Pazpea 1.
IIK 2.6 IIpumenenue
OK01-OK | mporpaMMHEX i 328 172 232 18 70 30 72 _ 6
11 IIPOrpaMMHO-
anmnapaTHBIX CPENICTB
3alIUTHl HH(OpMAIHH
IIK 2.4 Pazneua 2.
OK 01-OK Kpunrorpaguueckue 16 104 156 18 63 i 36 i 6
11 CpEICTBA 3aLIUTHI
uHpOopMaIuu
IIK 2.1 - Paznea 3.
IIK 2.4, IIK | KopniopaTuBHas 3amura
2.6 OKO01- OT BHYTPEHHHX YIPO3 136 80 92 44 - 36 - 8
OK 11 UH(POPMALMOHHOM
0e301aCHOCTH




IIK 2.1 - [IpousBoacTBeHHast
K 2.6 npakTukKa (1Mo mpoQuTro
OK 01-OK CHGLII/IaJIbHOCTI/I) 144 144 144
11
DK3aMeH 110 MOJYJIIO 12 12
Bcero: 836 500 480 48 182 30 144 144 20




2.2. TemMaTu4ecKuil maaH U coAepkaHue MpodheccuoHaIbHOTO MOTYJIs

HaumenoBanue pasnenos

po¢eCCHOHAITBHOTO Coneprkanne yueOHOTO MaTepuana, O6bem
moxayast (ITM), nabopaToOpHbIE U MPAKTUIECKUE 3aHATHS, CAMOCTOSATEIbHAS paboTa CTYJACHTOB, KyPCOBOM MPOEKT
MEKIUCITUTITHHAPHBIX (pabota) Hacos
kypcoB (MJIK) u Tem
1 2 3
Pa3ned 1 IIM.02. IIpumMeHeHre IPOTPAMMHBIX M IPOrPAMMHO-ANNAPATHBIX CPEICTB 3alIUTHI HHpOpMAIHHT 328
MJK.02.01. ITporpaMmMHbIe ¥ TPOrPAMMHO-aNNAPATHbIE CPEICTBA 3alIIMTHI MH(OpMaIUU 256
Pa3znesn 1. OCHOBHbIE IPUHIUIIBI IPOTPAMMHOI M IPOTPAMMHO-ANNAPATHOM 3a1UTHI HHGOpMAK 44
Tema 1.1. Ilpenmer u Copepxanue 6
3a/iah HpOrpaMMHO- 1.Ilpenmer u 3a1a4u NPOrpaMMHO-aNIapaTHON 3aIIUThI HH(YOPMALUH
ang)afaTgon SalliThl 2.OCHOBHBIE TTOHATHSI POTPAMMHO-aNNaPATHON 3aIIUTH HH(OPMAITIH 6
HHGopmatH 3.Knmaccudukariyss METOI0OB U CPEICTB MPOTPaMMHO-AIAPATHOM 3alTUThI HH(pOpMaIuu
B ToMm uucie mpakTH4ecKuX U J1abOpaTOPHBIX 3aHATUI -
Tema 1.2. Ctanmaptsl Coneprxanne 10
0e30macHOCTH 1. HopmaTuBHbIE IpaBOBBIE aKThl, HOPMATUBHBIE METOANUYECKHE JOKYMEHTBI, B COCTaB KOTOPBIX BXOJAT
TpeOOBaHUS ¥ PEKOMEHAALNH M0 3alluTe HHPOPMAIMHU IPOTPAMMHBIMU M POTPaMMHO-aNIapaTHIMU
cpeactBamu. [Ipoduiy 3aUThl IPOrpaMMHBIX U IPOTPAMMHO-AMIIAPATHBIX CPEACTB (MEKCETEBbIX
9KpaHOB, CPEJICTB KOHTPOJISI ChEMHBIX MAIIMHHBIX HOCUTENEeH HH(OpMALIUU, CPEJCTB TOBEPEHHOMN 4
3arpy3KH, CpeJICTB aHTUBUPYCHOM 3aIIUTHI)
2.Cra"znapTsl 1O 3a1uTe UHPOPMAIIMH, B COCTaB KOTOPBIX BXOJAT TPEOOBaHUS U PEKOMEHIALIUU 110
3anMTe THPOPMALIMHU POTPAMMHBIMHU U IPOTPAMMHO-aNIIAPATHBIMHU CPEJICTBAMH.
B ToM 9mcie npakTHYeCKuX ¥ JJA0OpaTOPHBIX 3aHATHHA 6
1. Ilpaktuueckoe 3ausiTHe «O030p HOPMATUBHBIX MPABOBBIX aKTOB, HOPMATUBHBIX METOAUYECKUX
JAOKYMCHTOB I10 3aIIHUTEC HH(bOpMaLIHPI, B COCTaB KOTOPBIX BXOOAT TpGGOBaHI/IH " pCKOMCHOAlIWU 1o 4
3anUTe UH(pOpPMaIMK MPOrPaMMHBIMH U ITPOTrPaMMHO-aMNIapaTHBIMU cpeacTBamu. Pabota ¢
COACPKAHUCM HOPMATHBHBIX ITPABOBBLIX dKTOBY.
2. IIpaktraeckoe 3ausaTue «00630p cranmapToB. PaboTa ¢ conepxaHueM CTaHIAPTOBY 2




Tema 1.3. 3ammuiensaas
aBTOMAaTHU3UPOBAHHAS
cucTeMa

Conepxxanue

10

1.ABTOMaTH3a1Ms Mporiecca 00paboTKH HHGOPMAITIH

2.IloHsiTHE AaBTOMAaTU3UPOBAHHON CUCTEMBI.

3.0cobeHHOCTH ABTOMATU3HWPOBAHHLIX CUCTCM B 3alIIUIIICHHOM MCIIOJTHCHUH.

4.0OcuoBHEIe BUALI AC B 3alIAIIIEHHOM HUCIIOJTHEHUH.

5.Metoabl co3gadus 0€30IMaCHBIX CUCTEM

6.MeTo10710THsI MPOEKTUPOBAHUS TaApaHTUPOBAHHO 3anuieHHbIX KC

7. JIUCKpELIMOHHBIE MOJEIIH

8.MaupgaTHBIE MOJEIH

B ToM yncie mpakTHYeCKHX U J1a00paTOPHBIX 3aHATHH

1. IlpakTtuueckoe 3aHsaTHE «YUeT, 00paboTKa, XpaHeHue U nepeaayda uadopmaruu B AUC.
OrpanuyeHue A0CTyna Ha BXoJ B cucteMy.MaenTudukanus u ayreHTu(ruKanus noiab30BaTeNen.
Pasrpanuuenue nocrymnay.

2. Ilpaktuueckoe 3ansTue «Peructpanus coobrTrii (ayauT). KOHTpOIIb 1IET0CTHOCTH JaHHBIX)»

3. Ilpaktrueckoe 3aHATHE «Y HUUYTOKEHUE OCTaTOYHOU MH(pOopManuu. YipaBiaeHHE TOTUTUKON
6e3omacHocTH. 111aGmoHBI 6€30MacHOCTI

Tema 1.4.
Hectabmmmsupyroriee
BO3/ICHCTBUE HA OOBEKTHI
3aIIUTHI

Conepxxanue

1.MIlcTOYHUKH 1eCTa0UIN3UPYIONIETO BO3ICUCTBHS HA OOBEKTHI 3aIIUThI

2.Crioco0bl BO3/IEHCTBHSI HA HH(POPMAITHIO

3.IIpuyuHbI B YCI0BUS AECTAOMIU3UPYIONIETO BO3ACHCTBUS HA MH(DOPMAITHIO

B ToM 9mcie npakTHYeCKuX ¥ JJA0OpaTOPHBIX 3aHATHHA

1. HpaKTI/I‘{eCKOC 3aHATUC «Pacnpe;[eneHHe KaHaJIOB B COOTBCTCTBHUHU C UICTOYHHUKAMU BOSHCﬁCTBHH Ha

nH(OOPMAITHIOY

Tema 1.5. IlpuHnnmel
MIPOTPaMMHO-aNIapaTHOU
3alIUTH UH(OPMAIH OT
HECAHKIIMOHUPOBAHHOTO
JOCTYyTIa

Conepxxanue

10

1.[ToHsITHE HECAHKIIMOHUPOBAHHOTO JIOCTyNa K HHGOpMaIUU

2.0cHoBHBIE T0X0bI K 3amuTe nHpopmarmu ot HCJI

3.Opranuzanus noctyna K (aiiyiaM, KOHTPOJIb JOCTYIIa U pa3rpaHUuEHUe JOCTYIa, HEPAPXUICCKUN

JOCTYT K (aitnam. Pukcanus 1ocTyna K dainam

4. JlocTyn K JaHHBIM CO CTOPOHBI Mpolecca




5.0co0eHHOCTH 3aIIMTHI JaHHBIX OT n3MeHenus. llludposanue.

B ToM 9mcie npakTHYeCKuX ¥ JJA0OpaTOPHBIX 3aHATHHA

N

1. IIpakTuueckoe 3ansTie «Opranuzanus goctyna K daimam»

2. IlpakTtuueckoe 3aHsATHE «O3HAKOMIIEHUE C COBPEMEHHBIMU MPOTPAMMHBIMU U IPOIPAMMHO-
anmapatHeiMu cpeacTtBamu 3amuThl oT HCI»

Pa3znes 2. 3amura aBTOHOMHBIX ABTOMATH3UPOBAHHBIX CHCTEM

54

Tema 2.1. OCHOBBI 3aIIIUTHI
ABTOHOMHBIX
ABTOMATU3UPOBAHHBIX
CHCTEM

Conepxxanue

1.Pabota aBToHOMHOM AC B 3aIIUIIIEHHOM PEXUME

2.Anroputm 3arpy3ku OC. IlltatHble Cpe/icTBa 3aMbIKaHUSI CPEJIbI

3.Pacmupenne BIOS kak cpeacTBo 3aMbIKaHUsI MPOTPAMMHOM CPEJIbI

4.Cuctembl THIIAa DJIEKTPOHHBIN 3aMOK. D3 ¢ IPOBEPKOH LIEIOCTHOCTH ITPOrpaMMHOi cpeabl. [lonsaTue
AM/I3 (moBepeHHas 3arpy3Ka)

5.IlpuMeHeHune 3aKiIaioK, HalPaBJICHHbBIX Ha CHIDKEHUE 3()()EKTUBHOCTHU CPEJICTB, 3aMBIKAIOIINX
cpeny.

B ToM ymcie npakTHYeCKuX ¥ JJa0OpaTOPHBIX 3aHATHHA

Tema 2.2. 3ammra
porpamMM OT U3yUCHHSI

Conepxxanue

1.M3ydenne u oOpatHoe mpoekTuposanue [10

2.Cnoco6s! n3yuenus I10: craTuueckoe U TMHAMHYECKOE U3yUeHHE

3.3agaun 3anUThl OT U3YYCHHS U CIOCOOBI MX PEIICHHS

4.3ammura OT OTIagKU.

5.3ammra oT Au3acceMOIMPOBAHUS

6.3a1uTa OT TPACCUPOBKH IO MPEPHIBAHUSIM.

B ToM ymcie mpakTHYeCKUX U 1a00paTOPHBIX 3aHATHH

Tema 2.3. Bpenonocnoe
porpaMMHoOe o0ecrieyeHne

Coneprxanne

1.BpennonocHoe nporpaMMHoe o0ecredeHre Kak 0coOblii BUJ pa3pyIIaloNINX BO3ICHCTBHH

2.Knaccudukaius BpeZJOHOCHOTO ITporpaMMHOTO obecrieuenus. Cxema 3apakenus. CpeacTa
Helrpanuzanun BpeonocHoro T10. IpodunakTuka 3apaxxeHus

3.Ilouck cnenoB aktuBHOCTH BpenoHocHOro [10. Peectp Windows. OcCHOBHBIE BETKH, COZIEpIKAIIINE
uHopmanuio o BpenoHocHoM I10. JIpyrue o0bekThI, conepxkamue nadopmaruio o Bpegonocuom [10,
daiinsr prefetch.




4.bot-Hetsl. lpuHimn GyHKIMOHHPOBaHUsA. MeTo1bl 00HAPYIKEHHSI

5. Knmaccudukarms aHTUBUPYCHBIX cpeicTB. CUTHATYPHBINA U SBPUCTUUYCCKUN aHAIN3

6.3amuTa OT BUPYCOB B "pyuyHOM pexume”

7.0cHOBHbBIE KOHIEIIMH MOCTPOCHHS CHCTEM aHTHUBUPYCHOW 3alIUTHI HA MPEANPUATUU

B ToM ymcie npakTHYecKuX ¥ JJa0OpaTOPHBIX 3aHATHM 2
1. IIpakTuueckoe 3anstue «lIpumenenus cpeacts ucciuenoBanus peectpa Windows st HAX0XKICHHS )
CJIEJIOB aKTUBHOCTH BpeOHOCHOTO [1O»
Tema 2.4. 3amura Copepxanue 8
MPOTPaMM U JaHHBIX OT 1.HecankunonupoBanHoe konupoBanue nporpamm kak tun HC/J
HECaHKIMOHUPOBAHHOI'O 2.KOpunuyeckue acreKThl HECAaHKITMOHUPOBAHHOTO KOMTMPOBaHUs rporpamm. OO1iee MOHATHE 3aIIUTHI
KOITUPOBaHUS OT KOIIMPOBAHUS. 4
3.IIpusszka [1O k annmapaTHOMy OKpPY>KEHUIO U HOCUTEIISIM.
4.3amuTHBIE MEXaHU3MBI B COBPEMEHHOM MPOrpaMMHOM oOecrnieueHn Ha nmpumepe MS Office
B ToM 4mcie npakTHYeCKuX ¥ JJa0OPaTOPHBIX 3aHATHHA 4
1. IIpakTuueckoe 3aHsATHE «3alUTa HHPOPMALIUK OT HECAHKIIHOHUPOBAHHOTO KOITUPOBAHUS C ’
MCIOJIb30BaHUEM CHELMATU3UPOBAHHBIX IPOTPAMMHBIX CPEJICTBY
2. IlpakTHueckoe 3aHATHE «3alIUTHBIE MEXaHU3MbI B IpUIIOKeHUAX (Ha mpumepe MSWord, MSExcel, )
MSPowerPoint)
Tema 2.5. 3amura Conepxxanue 14
uHpopManuu Ha MamMHHbIX | 1.ITpob6iaema 3anmThl 0TUyKaaeMbIx KoMIToHeHTOB [I9BM.
HOCHUTEJISIX 2.Metoap! 3amuThl HHQOpMAIIMK Ha OTUYkIaeMbIX HocuTelsix. llludposanue.
3.CpencTBa BoccTaHOBIIEHUS ocTaTouHoi nHpopmanuu. Coznanue nocekTopHbix oopazos HXKM/JL.
4. IlpuMeHeHue CpeICTB BOCCTAHOBIICHUS OCTATOYHOU MH(OpMAIUU B CyACOHBIX 6
KPUMHMHAIUCTUYECKUX SKCIEPTU3aX U MPHU pacciieloBaHUK MHIMAEHTOB. HopmaTuBHas 6a3a,
JIOKYMEHTHPOBAHHE PE3yJIbTATOB
5.be3Bo3BpaTHOE yaajleHHe NaHHbIX. [I[pUHIUIIBI U AJITOPUTMBL.
B ToM ymcie npakTHYeCKuX ¥ JJA0OpaTOPHBIX 3aHATHHA 8
1. IIpakTuueckoe 3ansitue «IIpumMeHeHne cpeacTBa BOCCTAHOBICHUS! OCTAaTOYHOM HH(pOpMaIMK Ha 2
npumepe Foremost nnu ananoray
2. Tlpaktuueckoe 3anstue «lIpumMenenne cnenuanu3MpPOBaHHOTO TPOTPAMMHOTO CPEACTBA ISt 2

BOCCTaHOBJICHHUSI yTAJICHHBIX (paiiiioBy




3. IlpaxTtuueckoe 3austHe «lIpumMeHeHne nporpamm st 6€3BO3BPATHOTO yAAJICHUS JAHHBIX) 2
4. Ilpaktuueckoe 3anarue «[Ipumenenne nporpamm 1iis IKU(GPOBAHUS TaHHBIX HA ChEMHBIX 2
HOCUTEILIX»
Tema 2.6. AnnapatHsle Copepxanue 4
cpenctea uaeHTHGUKanuy 1 | 1. TpeGoBaHuUs K anmapaTHBIM CPEJICTBaM HACHTU(GHUKALMH U Ay TCHTH(UKALUH T0JIb30BaTeNCH,
ayTeHTH(UKaUU npuMmeHsieMbiM B 33 u AIIM/13 4
HOJIb30BaTeIeH 2.Yerpoiicta Touch Memory
B ToM ymcie mpakTHYECKHX U J1a00paTOPHBIX 3aHATHHA -
Tema 2.7. CucteMebl Conepxanne 8
OoOHapy’KeHHs aTak U 1.COB u COA, otnnuus B pyHkuusx. OcHoBHbIe apxutekTypbl COB
BTOPXKEHUI 2.Mcnonbs3oBanue ceTeBbix cHuddepon B kauecte COB
3.Annapartsbiii komnoHeHT COB
» 4
4.ITporpammusbiii komnoHeHT COB
5.Mopenu cuctembl 0OHapykeHUs! BTopkeHnid, Kitaccudukamus cuctem oOHapyKeHHsI BTOPYKEHHUH.
Oo6Hapy:xenue curHaryp. OOHapysxeHre anoManuid. Jlpyrue MeTopl 0OHapyKeHUsl BTOP)KESHU.
B ToM 4mcie nmpakTHYeCKuX ¥ JJa0OpaTOPHBIX 3aHATHHA 4
1. Ilpaktnueckoe 3ansTHE «MoOIenMpoOBaHUE NPOBENECHNUS aTaku. 3ydueHne HHCTpyMEHTaIbHBIX 4
CpeacTB 00OHApY>KEHUs] BTOPKEHHID)
Pa3nea 3. 3amura nHGOpMAIMH B JTOKAJBHBIX CETAX 12
Tema 3.1. OcHOBEI Coneprxanne 4
NIOCTPOEHHU S 3alLUIIIEHHBIX 1.Cetn, paboTaromye 1o TeXHOJIOTHH KOMMYTAITUH MTAKETOB
ceTelt 2.Crek nmpotokosioB TCP/IP. OcobeHHOCTH MapIIPYTH3AIIH.
3.1ITaTHBIC CpeacTBa 3anuThl HHGOpManwK cTeka npotokoiaoB TCP/IP. 4
4.CpencrtBa HIeHTH(PHUKAIMY U ayTCHTU(PUKAIIMU Ha pa3HbIX ypoBH:IX npoTtokona TCP/IP,
JIOCTOUHCTBA, HEIOCTATKU, OTPaHUYCHHUS.
B ToM yMcie mpakTHYECKUX U 1a00paTOPHBIX 3aHATHH -
Tema 3.2. Cpencrtpa Coneprxanne 8
opranuszamuu VPN | .BupryanpHas yactHas ceTb. PyHKIIMHM, Ha3HAUYEHUE, IPUHIUI IOCTPOEHUS 4

2.Kpunrorpaduueckne u HeKpuntorpapudeckrue cpeacTra opranuzanuu VPN




3.YcrpoiicTBa, o0pasyroute VPN. Kpuntomapuipytuszarop u KpunTOQUIbTP.

4.Kpunropoytep. [IpuHIHIBL, apXUTEKTYpa, MOEIb HAPYIIUTENs], TOCTOMHCTBA U HEOCTAaTKU

5. Kpunropuastp. IIpHHIHKIIEL, apXUTEKTYpa, MOJIEIb HAPYIIUTENS, JOCTOMHCTBA M HEJOCTATKU

B ToM ymcie npakTHYeCKuX ¥ JJa0OpaTOPHBIX 3aHATHIA

1. Tlpaktuueckoe 3ansitue «Pa3zpepreiBanue VPN

IIpomexxyTounas arrecTanus B popme nudpepenuuposannoro 3adera mo MJIK.02.01

Pa3znea 4. 3amura uadgopmanum B ceTsix 0011ero J0CTyna

Tema 4.1. OOecrieueHue
0€30ITaCHOCTH MEXKCETEBOTO
B3aUMOJIENCTBUS

Conepxxanue

1.Metozs1 3ammThl HHGOOPMAITUU TTPH pabOTE B CETSIX OOIIETo JIOCTYTA.

2.MesxceteBble 9kpanbl Tuma firewall. JlocTouHCTBa, HETOCTATKH, peaTn3yeMble TOTUTHKH
0€e30I1aCHOCTH

3. AuddepeHnnupoBaHHbIi 3a4eT

4.0cnHoBuble Tunbl firewall. CuMmMeTpuusble 1 HecuMMeTpuuHble firewall.

5.¥Ypogens 1. [TakeTHbIE GUIBTPHI

6.Ypoenb 2. PunbTpalysi cayk0, MOUCK KIIOUEBBIX CJIOB B TeJIE IAKETOB Ha CETEBOM YPOBHE.

7.YpoBeHsb 3. Proxy-cepBepa NPUKIATHOTO YPOBHS

8.01H0XOCTOBBIE M MYJIBTHXOCTOBBIE firewall.

9.OCHOBHBIE THIIBI APXUTEKTYP MYJIbTHXOCTOBBIX firewall. TpeboBaHuUs K KaXAOMy XOCTY UCXOJS U3
APXUTEKTYPhI U BBIOJHSAEMbIX QYHKIMN

10.TpeGoBanusi IO CepTUPHUKAILIMHA MEKCETEBBIX IKPAHOB

B ToM 9mcie npakTHYeCKuX ¥ JJA0OPaTOPHBIX 3aHATHHA

N

1. IIpakTuueckoe 3ansitue «M3yuenue u cpaBHenue apxurektyp Dual Homed Host, Bastion Host,
Perimetr».

2. Tlpaktnueckoe 3aHsaTue «l3yueHne pa3InyHbIX CIIOCOOOB 3aKPHITUs "OMACHBIX" TOPTOBY

Paznea S. 3amura undgopmanum B 6a3ax JaHHBIX

10

Tema 5.1. 3amura
uH(popmalu B 6azax
TAHHBIX

Conepxxanue

10

1.OcHOBHBIE TUIIBI YTPO3. MoeIb HAPYIIMTENS

2.CpenctBa uaeHTHGUKAIMN U ayTeHTU(GUKauu. YpaBieHHe JOCTYIIOM

3.CpencTBa KOHTPOJIS IIEIOCTHOCTH MH(OpMAIK B 6a3ax JaHHBIX

4.CpencTBa ayiuTa U KOHTpOJIs Oe3omacHocTH. Kputepuu 3anuieHHocT 6a3 JaHHbIX

5. Ilpumenenne KpunTorpaguuecKux CpeAcTB 3auThl HHQopMarmu B 0a3ax JTaHHBIX




B ToM ymcie mpakTHYECKHX U 1a00paTOPHBIX 3aHATHHA 4
1. Ilpaktnueckoe 3ansatue «M3yuyenne mexann3moB 3amutbl CYBJI MS Access» 2
2. Ilpaktuueckoe 3ansitue «M3yuyenne mrarubix cpeacts 3amutbel CYBJI MSSQL Server» 2
Pa3nes 6. MOHMTOPHUHI CHCTEM 3alIUThHI 68
Tema 6.1. MoHUTOpPUHT Conepxanne 8
CUCTEM 3allUThI 1.ITonsTe 1 000CHOBaHHE HEOOXOIUMOCTH UCIOIB30BAHNS MOHUTOPHHTA KaK HEOOXOMMOI
KOMIIOHEHTbI CUCTEMBI 3allIUThl HH(GOpMaLIUU
2.0cobeHHocTH (hpUKCAK COOBITHH, MOCTPOSHHBIX HA Pa3HBIX MPUHLUIAX: CETH C KOMMYTaIUeH
COCIMHEHMH, ceTh ¢ kKommyTanueit makeros, TCP/IP, X.25
3.Knaccudukanus oTciexuBaeMbix coObITHd. OcOOEHHOCTH MOCTPOCHHUS] CUCTEM MOHMTOPUHTA 6
4.VIcTouHUKU MHPOPMAIMH [T MOHUTOPUHTA: CETEBbIE MOHUTOPBI, CTATUCTUYECKHE XapaKTEPUCTUKU
Tpaduka yepez MD, mpoBepKa pecypcoB 0OIIETO MOJIb30BAHMSL.
5.Knmaccudukarius ceTeBbIX MOHUTOPOB
6.CucteMbl ynpaBiieHus: COObITUAME UH(DOpMAIMOHHOM Oe3omacHocTH (SIEM).
0630p SIEM-cructemM Ha MEPOBOM M POCCHHCKOM PBIHKE.
B ToM ymcie npakTHYeCKuX ¥ JJa0OpaTOPHBIX 3aHATHHA 2
1. Ilpaxktnueckoe 3ansTue «V3ydeHue u CpaBHUTEIbHBIM aHAIN3 PACIPOCTPAHEHHBIX CETEBBIX
MoHuTOpoB Ha npumepe RealSecure, SNORT, NFR unu npyrux ananoros. [Ipoeaenue ayaurta JIBC 2
ceTeBbIM cKaHepoM (Ha npumepe MaxPatrol 8)»
Tema 6.2. M3yuenne mep Coneprxanne 4
3alIUTHl UH(OpPMAIUK B 1.M3yuenue TpeboBaHuii 0 3amuTe HHOOPMAIMH, HE COCTABIISIONIEH rOCy1apCTBEHHYIO TalHYy. )
nH()OPMaITMOHHBIX N3ydenue Mmeroanyeckux 1okyMeHToB @CTOK no npumeHeHno Mep 3aliuThl.
cucTemax B ToM ymcie mpakTHYeCKUX U 1a00paTOPHBIX 3aHATHH 2
[TpakTrueckoe 3ansaTue «Bribop Mep 3amuThl HHGOPMALUKU )i UX pean3aluy B HHOOPMaLMOHHON
cucteMe. BEI60p COOTBETCTBYIOIMX MPOrPAMMHBIX U IIPOTrPaMMHO-AMIAPATHBIX CPEJICTB U 2
PEKOMEHIALMI IO X HACTPOUKE).
Tema 6.3. 13yuenue Copepxanue 8
COBPEMEHHBIX NPOrpaMMHO- | He mpenycMoTpeHo -
armapaTHbIX KOMIIJICKCOB. B ToM 4mcie npakTHYeCKuX ¥ JJa0OpaTOPHBIX 3aHATHHA 8
[IpakTuueckoe 3aHATHE «Y CTAaHOBKA U HACTPOMKA KOMIUIEKCHOTO CPEJCTBA HA IPUMEPE 2

SecretNetStudio (y4ueOHast TUIIEH3US) WIH IPYTUX aHAIOTOBY




[IpakTrueckoe 3aHsATHE «Y CTAHOBKA U HACTPOMKA MPOrPAaMMHBIX CPEACTB OLICHKU 3alUIIEHHOCTH U
ayauTa HHPOPMAIMOHHON 06€30MacHOCTH, W3yueHne (DYHKIMI 1 HaCTPOIKa PEKMMOB paOOTHI Ha
npumepe MaxPatrol 8 uiu 1pyrux aHajgoroy

[IpakTruueckoe 3anstue «M3ydenne TUMOBBIX pemeHuit 1yt moctpoeruss VPN Ha mpumepe VipNet win
JPYTUX aHAJIOTOB»

[TpakTrueckoe 3ansaTHE «/3yueHne COBpPEMEHHBIX CUCTEM aHTHBHUPYCHOM 3aIlIUTHl Ha IPIMEpe
KopriopaTuBHbIX peuieHnid KasperskylLab nin qpyrux aHajioroB»

[Ipaktruueckoe 3anstue «M3ydenne GpyHkimonanra u oonacrei npumenenns DLP cuctem Ha mpumMepe
InfoWatchTrafficMonitor uian Jpyrux aHaJIOTrOB»

Tema 6.4
U3yuenue npoepammno-
annapammuvix cpeocmae

3awumul ungopmayuu OKF
CAIIP*

Conepxanne

48

1.Ilnardpopmennsie pemenus OKb CAITP

2.JloBepeHHas 3arpy3ka Ha 6aze Akkopa-AM/I3

3.Uurerpamus C31 HCJI ¢ koHTposieM TOCTyna ¥ BUICOHAOTIOICHUEM

4.Ilpumenenue ITAK Akkopa [uist pa3rpaHudeHHst JOCTyna K IaHHBIM

5.IIporpaMMHO-anmapaTHbIi KypHaI
6 TTAK «MHJI»

7.Pabota c cuctemoii yripaBiaeHus: COObITUsIMH HHpOopManmoHHo# 6e3omacHoctr (MaxPatrol SIEM).

40

B ToM 4mcie npakTHYeCKuX ¥ JJA0OPaTOPHBIX 3aHATHIA

[IpakTnueckoe 3aHATHE «Y CTAaHOBKA U HACTPOMKA MPaB I0JIb30BaTENs U aqMUHKUCTpaTopa B AM/I3
Axkopa GX . MU3yuenne ocobenHocrel 3amuTHbIX GyHKImn  AMJI3 Axkopa GX»

[Ipaxruueckoe 3ansTe «Pabdora ¢ 3ammmenHbM ciykebupiM HocutesnieM OKB CAITP Cekper
Ocob60oro HazHaYeHUs. Y CTAHOBKA W HACTPOMKA MOJIUTHK).

[Ipaxruueckoe 3ausaTe «Padora ¢ 3ammmeHHbM ciyxkednbiM HocutesnieM OKB CAITP Cekper
Ocoboro HaznaueHus1. Mizyuenne ocoOEHHOCTEH pabOTHI C 3aIIUIIEHHBIM CEKTOPOM  HAKOMUTES
Cekper Oco00ro Ha3HAUYCHUSDY

[Ipaktuueckoe 3anstue «Pabdora ¢ 3amuieHHbIM ciryxeoHpiM HocuTeneM OKB CATIIP Cekper
Oco00ro Ha3HAYCHUSD

[IpumepHas TemMaTHKa BHEAY TUTOPHOU CAMOCTOSITEILHOM paboThI, pedepar Ha TEMBI:
W3ydenue HOBBIX TEXHOJIOTUI XpaHEeHHs HH(POPMALINH;

CratucTuka U aHalu3 KPYMHBIX yTeueK HH(pOpMaLuK 3a oI

[Touck nHpopMaIMK 0 HOBBIX BUAAX aTaK HA MHOOPMAIIMOHHYIO CUCTEMY;




0O0630p COBpeMEHHBIX POTPAMMHBIX M IPOrPaMMHO-AINAPATHBIX CPEJICTB 3aAIUTHI;
CpaBHUTENBHBIN aHAJIN3 COBPEMEHHBIX IPOIPAMMHBIX U IIPOTPaMMHO-aINapaTHBIX CPEICTB 3aIlUTHI;
[Tpob6aemsl paboTsl KopriopaTuBHbIX AVIC B yCIIOBHSIX YJaJIEHHOTO JIOCTYTIA.

TeMaTuka KypcoBbIX IPOEKTOB (pador)

1.0Ouenka 3¢ HeKTHBHOCTH CYIIECTBYIOMIMX MPOTPAMMHBIX U MTPOTPaMMHO-AMIAPATHBIX CPEICTB 3aIIUTHI HH(DOpMALIUY C
MPUMEHEHHUEM CHEeIMAIM3UPOBAHHBIX MHCTPYMEHTOB U METO/I0B (MHIMBUYaJIbHOE 3a/1aHUE)

2.00630p 1 aHAJIN3 COBPEMEHHBIX MPOTrPAMMHO-ANIAPATHRIX CPEICTB 3AIIUTHI HHPOPMALUU (MHANBHIYaJbHOE 3a/1aHHUE)
3.Br100p onTUManbHOTO CpeacTBa 3auThl HHPopManuu ucxoas u3 Mmeroandeckux pekomenaannii ®CTIK u umeronmxcs

UCXOJHBIX TAaHHBIX (MHIUBUAYaAIbHOE 3aaHUE) 30
4.IlpuMeHeHne MPOrpaMMHO-aNNapaTHBIX CPEACTB 3AIUTH HHPOPMAIMH OT Pa3IuYHbIX TUIIOB YIPO3 HA MPEIIPUITUN

(MHIUBUyalTbHOE 3a/IaHNUE)

5.IIpob6mema 3amuTh HHGOPMAIUU B 00J1aYHBIX XpaHuiaumax nanubix u [{O/]ax

6.3amuTa cpeji BUpTyaJlu3aluu

KoncyabTanuu 6
IIpomeskyTouHnas arrectauus B gopme 3x3amena no MJIK.02.01 12
YueOHas npakTuka pasjgena 1

Bunsr pabot

[IpumeHeHre MpOrpaMMHBIX M IPOrPAMMHO-AIIAPATHBIX CPEJICTB obecneueHus: HHPOPMaMOHHONW O€30ITaCHOCTH B

ABTOMATU3UPOBAHHBIX CUCTEMAX

JluarHocTrka, ycTpaHeHHE OTKa30B U o0ecrieueHre padboToCIIOCOOHOCTH POTPaMMHO-aIIapaTHBIX CPEICTB 00ecreueHHs

nH()OpPMaAITMOHHOM 0€30MMacHOCTH

Onenka 3¢ (eKTUBHOCTH IPUMEHSEMBIX IPOrPAMMHO-AINIAPATHBIX CPEJICTB 0OecIeYeHusT HHPOPMATMOHHONW O€3011aCHOCTH

CocraBrieHHe TOKyMEHTAIIUU 110 yUeTy, 00paboTKe, XpaHSHHIO U Tiepeiade KOH(UISHIINaTbHON HHOpMAITIN 7

Hcnonp3oBanue nporpaMMHOTo o0ecreyeHus A1t 00pabOTKH, XpaHEHHs U Tiepeayn KOH(QUACHIIMATbHOW HHPOPMALIUU

CocraBieHre MapiIpyTa U cOCTaBa MPOBEACHUS Pa3IMUHbIX BUOB KOHTPOJIBHBIX MPOBEPOK MPH ATTECTALIMU OOBEKTOB, TOMEIICHUIH,

HporpaMm, aaropuTMOB.
YcTrpaHneHue 3aMeuaHuil o pe3ysibTaTaM MPOBEPKU

AHanu3 ¥ COCTaBJICHUE HOPMATUBHBIX METOJUYECKIX JOKYMEHTOB 110 00ECIIeYeHH 0 HH()OPMALIMOHHON O€30IMacHOCTH MPOTPAMMHO-

anmapaTHBIMH CPEJCTBAMH, C YYETOM HOPMATHBHBIX ITPABOBBIX aKTOB.
HpI/IMeHeHI/Ie MaTeMaTHYCCKHUX METOAO0B IJIsI OLICHKHW Ka4yeCTBa U BBIGOpa HaWJIy4dlICero nporpaMmMHOTIO CpCACTBa
[TpoBenenne ayaura nHOOpMaIMOHHOW 0€30MMacCHOCTH




Ipumenenue OC Kali Linux ona mecmupoganusi UHOpMayuoHHOU cucmemsl Ha NPOHUKHOBEHUe *
Yemanosxka u nacmpoiika OC Astra Linux*

Pa3nea 2 IIM.02. IIpumeHenne kpunrorpagpuuecKnux CpeacTB 3alliUThl HH(POPMaALUH

216

M/K.02.02. Kpuntorpaduyieckue cpeacTsa 3aliuThbl HHGoOpManumn

180

Bsenenue

Conepxxanue

1 ITpeamer u 3amaun kpuntorpadun. Mcropus kpunrorpaduu. OCHOBHBIE TEPMUHBI

B ToM ymcie nmpakTHYecKuX ¥ JJa0OpaTOPHBIX 3aHATHM

Pa3znea 1. MaTemaTnuecKkue

OCHOBBI 32LIIUTHI HHPOPM AU

30

Tema 1.1. Maremarnueckue
OCHOBBI KpHUIITOrpaduu

ConeprxaHne

30

1.DnemeHTh! TeOpuU MHOXKECTB. [ pynmsbl, KosblLia, IOJIs.

2. JlemumocTts yncen. [Tpusnaku nenumoctu. IIpocThie 1 COCTaBHBIE YUCIA.

3.0cHoBHas Teopema apudmeTrku. Hanbonpmmii oomuit genutens. Bzanmuo
npocTeie unciaa. Anroput™ EBkinuaa mis Haxoxaenuss HOJL.

4.0tHomenus cpaBHuMocTH. CBOHCTBa cpaBHeHUil. MonynsipHas apudMeTHKa.

5.Knaccel. [Tonnast v npuBeneHHas cucteMa BeiueToB. OyHkius Jitnepa. Teopema Depma-Ouinepa.
AnropuT™M OBICTPOTO BO3BEJICHUS B CTEIICHD 110 MOIYJIIO.

6.CpaBHeHus niepBoii crenenu. JInnelnsie 1M0(paHTOBB ypaBHEHUs. PacmmpeHHbIi anroputm
Esxnnna.

7.Kuraiickas Teopema 00 ocTaTKax.

8.IIpoBepka yucen Ha MPOCTOTY. AJITOPUTMBI TEHEPAIMH MPOCTHIX YUcel. MeToa MpOoOHBIX JACIICHUA.

Pemero DpatocdeHa.

9.PaznokeHne yncia Ha MHOKHATENU. AnropuTmbl paktopuzanuu. @akropuzanus Pepma. Meton
[Tomnapaa.

10.AnropuTtmBbl 1uckpetHoro jgorapudmupoBanus. Merox [lommapaa. Meton [oppa.

11.Apudmernyeckue onepaunu HaJl O0JBIIMMU YUCIAMHU.

12.201MnTHYECKHE KPUBBIC U UX MPUIIOKECHHS B KpUTITOTpaduu.

24

B ToM 4mcie npakTHYeCKuX ¥ JJa0OpaTOPHBIX 3aHATHHA

[Ipaktnueckoe 3anarue «lIpumenenue anropurma EBxinaa nns naxoxaenus HOJl. Pemenne
JUHEHWHBIX THO(GAHTOBBIX YPAaBHEHUN»

[IpakTuueckoe 3anarue « [IpoBepka ynces Ha MPOCTOTY»




[IpakTnueckoe 3anarue «Pemenue 3agad ¢ 3eMEHTaMU TEOPUN YUCED). 2
Pa3nea 2. Knaccuueckass kpunrorpapus 36
Tema 2.1. Metoabl Conepxanue 14
KPHUITOTpapUIECKOro 1. Knaccugukanust OCHOBHBIX METO/I0B KpUNITOrpaduuecKoil 3amuTsl. MeTo bl CHMMETPUYHOTO
3aImuTHl HHGOPMAITUH b poBaHus

2.1udpsl 3amensl. [IpocTas 3amMeHa, MHOTOAI(aBUTHAS MOACTAHOBKA, IPOMOPLUUOHATIBHBIN HIH(P 8

3.Metoap! nepecTaHOBKH. TabIM4Has mepecTaHOBKa, MapIIPYTHAsI EPECTaHOBKA

4.I'ammupoBanue. ['aMMupoBaH#e ¢ KOHEYHOH M OECKOHEUHOW raMMaMu

B ToM ymcie mpakTHYECKUX U 1a00paTOPHBIX 3aHATHHA 6

[Tpaktuueckoe 3anstue «lIpuMeHeHNE KIACCUIECKUX MH(PPOB 3aMEHBI» 2

[Tpaktrueckoe 3ansaTue «lIpuMeHeHNE KJIaCCHYECKUX MHU(PPOB MepEeCTaHOBKI 2

[IpakTuueckoe 3anatue «lIpuMeHeHNe METO1a FTaMMHUPOBAHUSI» 2
Tema 2.2. Kpunroananus Conepxanne 16

1.0OcHOBHBIE MeTO/BI KpuniToananusa. Kpunrorpadguyeckue aTaki.

2.Kpunroradpuueckas cToikocTb. AGCONIOTHO cTolKHe KpunTocucteMsl. [Tpunmmmnel Kupkxoddcea 6

3.IlepcieKTUBHBIE HAPABJIEHUSI KPUIITOAHAJIN3a, KBAHTOBBIA KPUIITOAHAJIN3.

B ToM yMcie mpakTHYECKUX U JaOOPaTOPHBIX 3aHATHH 10

[Ipaktuueckoe 3anstue «Kpunroananus mmdpa mpocToi 3aMeHbI METOJIOM aHAJIN3a YaCTOTHOCTH 4

CHUMBOJIOBY

[IpakTrueckoe 3ansaTue «KpunroaHains KJIaCCHYECKUX MHU(PPOB METOIOM TOJHOTO Tiepedopa 2

KIIFOYEN»

3. Ilpaktnueckoe 3ansatue «Kpunroananus mmdpa Brkuaepay 4
Tema 2.3. [lorounsie Conepxxanue 6
m@pbl ¥ FeHePaTOPHI 1.OcHOBHBIE IPUHIMIIBI MOTOYHOTO mudpoBanus. [lpumenenue renepatopoB I1CY B kpunrorpaduu
MICEBIOCTyYaitHBIX YU CE 2.MeTtoasl oyudeHus rnceBaocaydaibix nmocienaoarenbuocteid. JIKI, meronq ®ubonaudu, MeTo 4
(TICY) BBS.

B ToM 9mcie npakTHYeCKuX ¥ JJa0OpaTOPHBIX 3aHATHHA 2

[Ipaktuueckoe 3anarue «lIpumenenue meronos revepaiuu IICY» 2
Paznen 3. CoBpemenHasi Kpunrorpadusi 88




Tema 3.1. KogupoBanue Copepxanue 14
uH(pOpMaIuu. 1.KogupoBanue undpopmaimu. CumBosbHOE KogupoBaHue. CMBICIOBOE KOAUPOBAHUE.
KoMmmsroTepusanus 2.Mexanmsarus mudposanus. [IpencraBnenne nandopmanuu B 1ondHoM koje. Tadmuma ASCII 6
mudpoBaHus. 3.KomneroTepuzaus mudpoBaHus. AnmapaTHOE U MPOTpaMMHOE (P POBAHKIE
B ToM ymcie npakTHYeCKuX ¥ JJA0OpaTOPHBIX 3aHATHHA 8
[Ipaxtuueckoe 3anstue «Koaupoanue nHGoOpMarum» 2
[Ipaktuyeckoe 3anarue «lIporpammHas peanu3anus KIacCHYECKUX MudpoB» 2
[IpakTuyeckoe 3anatue «V3yueHue peann3auu KIaCCHIECKUX MUGPOB 3aMEHBI U IIEPECTAHOBKH B 2
nporpamme CrypTool wim anamorey.
[IpakTudeckoe 3anatue «CTaHaapTU3AIKUS TPOTPAMMHO-ANNIAPATHRIX KPUNITOTPAPHUUECKUX CUCTEM U 2
cpencTB. M3yueHnue coOBpeMEHHBIX MPOrPAMMHBIX M allllapaTHBIX KpUNTOrpauuecKux CpeacTBy
Tema 3.2. CuMMeTpHUUHBIE Copepxanue 24
cucTtembl MudpoBaHUs 1.06mue ceaenusi. CTpyKTypHas cXxeMa CUMMETPUYHBIX KPUNTOrpadhuIecKUX CUCTEM.
2.M3yuenne 3apy0exHbix cumMmeTpuuHbix mudpos DES u AES. CoBpeMeHHbBIE METOIBI
KPHUITOAHAJIN3a CHMMETPUYHBIX IU(ppoB™* 14
3.0teuectBeHHble ctanaapThl mudpoBanus [[OCT 28147-89*
4.0reuectBennble cTannapthl mudposanus ['OCT 28147-89, TOCT P 34.12-2015 u TOCT P 34.13-
2015 u ux KkpunroaHaius
B ToM yMcie mpakTHYECKUX U 1a00paTOPHBIX 3aHATHH 10
[TpakTrueckoe 3ausatue «IIporpaMMuas peanuzanus CHMMETPUUYHBIX KPUNTOrpahUUECKUX aNTOPUTMOB 2
DES, AES»
[TpaxTrueckoe 3austue «lIpocpammuas peanusayusi CUMMEMPUYHBIX KPUNMO2PaduuecKux 2
anecopummos RCy*
[TpakTrueckoe 3austue «lIpoepammuas peanusayusi CUMMEMPUYHBIX KPURMO2PaDUUecKux 2
anecopummos omevecmeernno2o cmarnoapmos I'OCT 28147-89»*
[IpaxTuueckoe 3ausTHE «IIpOocpammuasn peanuzayusi CUMMEMPULHBIX KPUNMOSPAPUUECKUX 2
ancopummos omevecmsaenno2o cmanoapmos I OCT P 34.13-2015»*
[IpaxTuueckoe 3ausaTHE «/IpOCPAMMHASA peanu3ayusi CUMMEMPUUHBIX KPUNMOZSPAPUUECKUX 2

ancopummos omevecmeaenno2o cmanoapmos I OCT P 34.13-2015»*




Tema 3.3. AcummeTpuuHbIe
cucTeMbl mudpoBaHus

Conepxxanue

1.Kpuntocuctemsl ¢ OTKPBITHIM Kt0ouoM. HeoOpaTtumocTs cuctem. CTpyKTypHas cxema mudppoBaHus

C OTKPBITHIM KJIIOUOM. 4
2.D51eMEHThl TEOPUH YHCEN B KPUNITOTPAPUU C OTKPHITHIM KJIFOUOM.
B ToM ymcie mpakTHYeCKHX U J1a00paTOPHBIX 3aHATHH 4
1. IIpakTrueckoe 3aHsATHE B (hOpME MPAKTHIECKOM MoAroToBKH [IprMeHeHne pa3nudHbIX 2
ACUMMETPUYHBIX AJITOPUTMOB.
2. IlpakTuyeckoe 3aHATHE B (popMe MPAKTUUECKOM MOATOTOBKH M3ydeHne nporpaMMHON pean3anuu 2
aCUMMETPUYHOTO anroputma RSA
Conepxxanue 12
Tema 3.4. Ayrentuduxanus | 1.AyrenTuduxanus ganseix. O6mue nonstusd. 1. MAC. OgHoHanpaBieHHbIEe Xel-(QyHKIUH. 4
JTaHHBIX. €) JICKTPOHHAs AJII‘OpI/ITMBI LIH(prBOfI IIOAITNUCHU
MOJIITHCH B ToM 4mcie npakTHYeCKuX ¥ JJa0OpaTOPHBIX 3aHATHHA 8
[Tpaktuyeckoe 3ansatue «IIpruMenenne pa3nuyHbIX (YHKIUN XEIIMPOBAHUS, aHAIN3 0COOCHHOCTEH 2
Xemen»
[Ipaktuueckoe 3austue «IIpuMenenne kpunrorpaguyeckux aTak Ha Xem-(QyHKIHMU2. 4
[IpakTuyeckoe 3anarue «/3yueHue nporpaMMHO-alapaTHEIX CPEJICTB, PEATU3YIOIINX OCHOBHBIE )
bynakmn D11y
Tema 3.5. Anroputmsl Copepxanue 10
oOMeHa KITto4el u 1.AnropuT™MBI pacnpeeneHus KIIoYel ¢ IPUMEHEHUEM CUMMETPUYHBIX U aCHMMETPUYHBIX CXEM 4
IPOTOKOJIBI [IpoTtokosnsl ayTeHTuduKayy. Bzaumuas ayrentudukaiysi. OJHOCTOPOHHSISI 8y TEeHTH(UKAIHS
ayTeHTU(PUKALMH B ToM 9mcie npakTHYecKuX ¥ JJa0OpaTOPHBIX 3aHATHM 6
[Ipaxruueckoe 3ausTtue «lIpumenenue nporokona Auddu-Xemmmana s oOMeHa KIroyaMu 2
G pOBaHUSDY.
[Ipaktuueckoe 3ausaTHE «V3ydeHnEe MPUHIUIIOB paOOTH IPOTOKOJIOB ayTEHTU(PHUKAIINU C 4
UCII0JIb30BaHUEM JJOBEPEHHOI CTOPOHBI Ha npumMepe nportokoia Kerberosy.
Tema 3.6. Kpunro3amnura Coneprxanue 4
UH(POpPMAIIUU B CETSIX 1.AGonentckoe mudposanue. [lakeTHoe mudppoBanue. 3anuTa MEHTPA FeHEPALUU KITFOYEH.
nepeaayn JaHHBIX KpunTtomapmpytusarop. [lakeTHblil QuibTp 4

2.Kpunrorpadpuueckas 3ammra 6€CIIpoOBOIHBIX COSTUHEHUN B ceTax cranmaapta 802.11 ¢
ucnoJjp3oBaHueM nporokoios WPA, WEP.




B ToM ymcie mpakTHYECKHX U 1a00paTOPHBIX 3aHATHHA

Tema 3.7. 3amura Conepxanne 8
uHpOpMaIUHU B 1. ITpuniuns! GyHKIMOHUPOBAHUS SJIEKTPOHHBIX IIATEKHBIX CUCTEM. DJIEKTPOHHBIE TNIACTUKOBBIE
SIICKTPOHHBIX TUTATEIKHBIX KapThl. [lepcoHanpbHBIN HICHTU(UKAIIMOHHBIA HOMED 5
CHCTEMAX 2.IIpumeHenHue Kpunrorpapuaeckux MPOTOKOIOB IS 00ecTieueHus: 0€30MaCHOCTH ICKTPOHHOM
KOMMEPLHUH.
B ToM 9mcie nmpakTHYeCKuX ¥ JJa0OpaTOPHBIX 3aHATHM 2
[IpaxTuueckoe 3ausaTHe «IIpuMeHeHNe ayTeHTU(DHUKAIIMY IO OTHOPA30BBIM MapossiM. Peanuzarus 2
JITOPUTMOB CO3AAHUS OJTHOPA30BBIX MAPOJICH»
Tema 3.8. KomnbrotepHas Copepxanue 8
creranorpadus 1.CkpsiTas nepenada nHGOpMalMu B KOMIIBIOTEPHBIX cucTemax. [Ipobiema ayreHTudukanuu
MYJIbTUMEINIHON nH(popManyu. 3auTa aBTOPCKUX MPaB. )
2.Metoasl KoMmbIOTEpHOM cTeranorpaduu. [ludpoBsie BoAsSHBIC 3HAKH. AJTOPUTMBI BCTPAaUBaAHUS
[IB3
B ToM ymcie npakTHYecKuX ¥ JJa0OpaTOPHBIX 3aHATHM 6
[Ipaxruueckoe 3ausTHe «O030p M CpaBHUTEIBHBIN aHau3 cymiecTByomero 110 s BcTpauBaHus 4
11B3»
[TpakTrueckoe 3ansaTue «Peann3aius NpocTeHINUX CTEraHOTPAPUISCKUX AJITOPUTMOB) 2
[IpumepHas TemaTuka BHEAYAUTOPHOU CaMOCTOSTENIbHOM paboThI, pedepar Ha TEMBI:
OnTuMuzanus METOI0B YaCTOTHOTO aHAIM3a MOHOAJI(haBUTHBIX MIM(POB;
AHann3 COBPEMEHHBIX CUMMETPUYHBIX KPUIITOAITOPUTMOB; 6
AHanu3 COBPEMEHHBIX ACUMMETPUYHBIX KPUIITOAJITOPUTMOB;
[lepcrieKTUBHBIC HANIPABICHHS KpUOTOTpadHH.
Koncynbranumn 6
IIpomexyTounas arrectanus B ¢popme 3k3amena mo M/IK.02.02 12
YueOHasi npakTUKa pa3aesa 2
Bunbr pador
Hcnonp3oBaHne TUMTOBBIX KPUNTOTPAPHUECKUX CPEACTB U METOIOB 3aILUTHI HHPOPMALIMH, B TOM YHCJIE U SJICKTPOHHOM MOAUCH 36

Hccneoosanue ancopummos cospemennulx 3apyoedichvix cummempuynoco wugpos FEAL, IDEA, RC4, RC5, RC6. Hx npoepammmuas
peanuzayus u cogpemernble Memoobl Kpunmoanausa™




Hccneoosanue ancopummos cospemennbix omeiecmeenHblX CuMmempuino2o wugpos Maema u Kysneuux. Ux npoepammmnas
peanuzayus u co8pemeHHble Memoobl KpUNmoaraiusa ™

HUccnedosanue aneopummos xowuposanusi MD4, MD5, SHA-1, SHA-2 u SHA-256. Ilpumenenue ¢hynxyuii xauuposanus ¢ L1 u
aymenmughukayuu cooouwjenuii Ha npumepe Kerberos*

H3yyenue keanmosvix memooos 6 kpunmozpaguu. Keanmosvie memoovl KpunmoaHaiu3a u NPOSPamMmHas peaiusayus K6AHMosbix
aneopummos Ha npumepe ancopumma gpakmopusayuu [llopa*

Pasznen moayas 3. Kopnopamusnasa 3auwyuma om 6HympeHHUX y2po3 UHGopMayuonnou dezonacnocmu * 136
MJIK 02.03 KopnopaTuBHasi 3a11MTa OT BHYTPEHHUX YIPo3 HHGOPMAMOHHOM 0€30MacHOCTH™ 100
Tema 1.1. Teopetnueckue Copepxanue 12
OCHOBBI KOPITIOPATUBHOM 1.Cuctemsl DLP u TpeGoBanus no unpopmaimonHon 6e3onacnoctu. Haznauenue u otauuust DLP
3alIUThI OT BHYyTPEHHUX CUCTEM.
yrpos3 2 Knaccudukanus Hapymmrese u yrpo3 KOpIopaTuBHOM HH(POPMALMOHHON 6€30MacHOCTH. 8
Oco0eHHOCTH OIIEHKH yliepoa.
3. WccnenoBaHue CTPYKTYpbl HHPOPMAIIMOHHBIX TOTOKOB IPEINPHSITHS
B ToM ymcie npakTHYeCKuX ¥ JJA0OpaTOPHBIX 3aHATHHA 4
[Tpaktuyeckoe 3anarue «DopmanpHOE onvMcaHne HHOOPMAIIMOHHBIX ITOTOKOBY 2
[IpakTuueckoe 3aHiaTre «PoOpMUPOBaAHUE MOJIENIEN MOTCHIIMATBLHBIX BHYTPEHHUX HApYIIUTENEH U )
yTpo3»
Tema 1.2. HopmaTuBHO — ConeprxaHue 30
IIPaBOBBIE U 1. HopmaTuBHO — paBoOBbIE aKThI M aCTIEKTHl KOPIIOPATUBHOM 3amuThl nHGopManmu. Knaccudukamms
aMHUHHUCTPATUBHO — uHpopmanuu «I ocymgapcTBeHHas TaitHay. OTBETCTBEHHOCTbH 32 HAPYIICHUE.
OpraHU3alMOHHBIC ACMEKThI | 2.0030p NPaKTUKH MPUMEHEHUS MPU pacciae0BaHUU UHIUICHTOB, CBSI3aHHBIX C HAPYLICHUSIMU 12
KOPIIOPATHBHOM 3aIIMTHI OT | pe)XUMa BHYTPEHHEH HHPOPMALMOHHOM 6E30I1aCHOCTH.
BHYTPCHHHUX YI'DO3 3. ®opmMHpoOBaHKE MPOIIECCOB M MPOIEAYP ayauTa nHpopManmoHHo# 6e3omacHocT. O0CIe10BaHNe
KOPIOpaTuBHBIX HH(POpMaMOHHBIX cucTeM. CocTosiHuE KOPIOPATUBHON HH(OpMAIIHH.
B ToM 9mcie npakTHYeCKuX ¥ JJa0OpaTOPHBIX 3aHATHHA 18
[Ipaxruueckoe 3ansTue «IIpoBenenne ananm3a JaHHBIX 00 OPraHU3AMOHHON U (PYHKIIMOHAIBHOM 4
CTPYKType HHGOPMALIMOHHON CHCTEMBbI PEANPUSATHUS
[Ipaxtuueckoe 3ausaTHE «POPMUPOBAHHE 3aKIIOYCHNE HA COOTBETCTBUE/HE COOTBETCTBUE 33/1aHHBIM
kputepusMm. PopMupoBaHUE peKOMEHAAINN /I MOBBILICHUS YPOBHSI HaJIS)KHOCTH U 0€30I1aCHOCTH 4

UH(POPMALMOHHON CUCTEMBI IPEIIPUSTHUSIY




[IpaxTuueckoe 3ausaTHE «MeToauKa pa3pabOTKKU MOIUTHUK U TMPABUI O€30MACHOCTH I NEPEKPBITHS

KaHaJIa nepefadn (yTeuku) JaHHbIX ¢ 3aHeceHneM B DLP — cucremy» 4
[Ipaxtuueckoe 3ausTHE «Pa3paboTka 00BEKTOB 3aIUTHI, KATETOPHA, TEXHOIOTUi 3amuThel B DLP — 6
CUCTEMED
Tema 1.3. 3amura Conepxxanue 48
KOPIOPAaTUBHOU 1.Cuctembl KOHTPOJI HHGOPMAIIMOHHBIX TOTOKOB/ KOHTpoIMpyemble KaHajibl Iepeaun JaHHbIX
uH(opmanuu ¢ 2.Haznauenue cuctembl IW Trafic monitor / Apxurektypa npoaykra IW Trafic monitor
HCITIOJIb30BAHUECM 3.TexHOJIOrMH aHaINU3a AETEKTUPYEMbIX 00BeKTOB/ 3a1auu U MIPUHIIUIIBI pa60T1>1 JOOIOJHHUTEIIbHBIX 26
ABTOMAaTU3MPOBAHHBIX moayaei cuctembl IW Device Monitor u IW Crawler
CHUCTCM KOHTPOJIA 4. Nzyuenue untepgeiica IW Device Monitor
MH()OPMAIMOHHBIX MOTOKOB | 5 [TOMCK MHIMAEHTOB.
B ToM yncie mpakTHYeCKHX U J1a00paTOPHBIX 3aHATHH 22
[Ipaktuueckoe 3anstue «M3ydenne uarepdeiica IW Device Monitor yrpaBieHUs CUCTEMBI )
KOPIIOPATHBHOM 3aIIUTH HH(POPMAIIMK Ha pad0UYMX CTAHIMIX «
[TpakTrueckoe 3ausaTue «Co3/1aHre NOJUTHK U MPaBuil HHPOPMAIIMOHHOM 6€301aCHOCTH B CHCTEME 6
IW Device Monitor. [Touck MHITUACHTOBY.
[Ipaxtuueckoe 3ausaTHe «M3ydeHne uaTepdeiica ynpapieHus CUCTEMbI KOPIIOPATUBHOM 3aIlUTHI 4
nHdopmarmu IW Trafic monitor»
[Ipaxtuueckoe 3ausaTHe «Co3nanue MOITUTHK MH(OpMaIMoHHOK 6e3onacHocTu B cucteme W Trafic 6
monitor. [Torck MHITUIEHTOBY.
[IpakTuueckoe 3aHATHE «AHAIU3 U KOHTPOJIb OOIIEIOCTYIHBIX CETEBBIX PECYPCOB C IIOMOIIBIO 4
cuctemsl IW Crawler»
[IpumepHas TemMaTuka BHEAyIUTOPHON CAMOCTOSITEILHON pabOTHI
[TpuHLIMI TOCTPOCHUS PETYISAPHBIX BBIPAKEHUN MTPU HAITMCAHUU TEXHOJOTUH 3arpocoB. OTINYMS B CHHTAKCHCE HAMMCAHUS OOBIYHBIX 8
«peryasipox» u uisi DLP-cuctem. «KoprnopaTtuBHas 3a1iuTa OT BHYTPEHHUX yTPO3»
IIpomeskyTounas arrectauus B popme nudpdepennuponannoro 3auera no MK 02.03 2
Y4eOHas npakTHKa pasaena 3
Bunsr pabot 36

[IpoBeneHue Bcero KOMILIEKCAa TEXHUYECKUX MEPOIPUATHN 10 AHAJIN3Y MMOTOKOB JAHHBIX, KaK HUPKYJIMPYIOIIUX BHYTPU NEPUMETPA
3amuiaeMoi HHHOPMAIMOHHOW CUCTEMBI, TaK U TIEPECEKAIOIINX €T0;
[IpoBeneHue Bcero 1UKiIa padoT O YCTaHOBKE, Pa3BEPTHIBAHHIO, HACTPOIiKe, ucronb3oBanuio DLP-cucrem;




PazpaboTka nmonmuTHk HHGOPMAIIMOHHON 0€30acHOCTH;

[TpumeHeHre TeXHONIOTUH (GUIBTPALIMU PA3IUYHBIX BUIOB Tpaduka;

OuibTpaIys nepexBaueHHOro TpaduKa Ui MONCKA HAMICHHBIX UHITUICHTOB;

AHanIn3 coepKUMOT0 MepexBaueHHOro TpaduKa ¢ 1eNIbI0 BhISBICHUS HAPYIIEHUH KOPIIOPATUBHOMN MOJUTHKH 0€30MaCHOCTH;
JlnarHocTtrka paboToCIOCOOHOCTH CUCTEMBI;

[ToaroToBka oT4eTa O HAWJACHHBIX MHIIUECHTAX (C OIIEHKOW YPOBHS YIPO3bl U HOPMATHBHOM OIEHKOM);

3aIycK rocTeBBIX BUPTYAIbHBIX MAIlIMH U PAKTUYECKasi paboTa ¢ HUMH C UCTIOJIb30BaHUEM COBPEMEHHBIX THIIEPBH30POB;
HacTtpoiika oTenbHbIX KOMIIOHEHT CUCTEMBI KOPIIOPATUBHOMN 3alIUTHl OT BHYTPEHHUX YTPO3 U CUCTEMBI B LIEJIOM.

IIpou3BoACTBEHHAS] MPAKTHKA

Bunsr pabot

AHalu3 NPUHIUIIOB OCTPOCHUS CUCTEM MH(DOPMALIMOHHOM 3alIUThI TPOU3BOICTBEHHBIX MOPA3/ICICHUH;

TexHuueckas dKCIUTyaTalys 3JIEMEHTOB MPOTPAMMHOM U alapaTHOM 3alllUThl ABTOMATU3UPOBAHHON CUCTEMBI;

VYyacTtie B AMarHOCTUPOBAHUH, YCTPAHEHUH OTKA30B M 00ecrieueHu paboTOCIIOCOOHOCTH MPOrPaMMHO-AIIAPATHBIX CPEJICTB
obecrnieueHrss THPOPMAITMOHHOHN 0€30MaCHOCTH;

Ananu3z 3¢ (peKTUBHOCTH MIPUMEHAEMBIX TPOrPaMMHO-AININAPATHBIX CPEACTB obecneueHust HH()OPMAIMOHHON 0€3011aCHOCTH B
CTPYKTYPHOM II0JIpa3IeJICHNN;

VYyactue B o0ecrieueHHH yueTa, 00pabOTKU, XpaHEHUs U Nepesadu KoH(UICHIMAIbHOW HH(pOopMaIuy;

[IpumMeHeHre HOPMATHBHBIX IIPABOBBIX AKTOB, HOPMATHBHBIX METOAMYECKHX JJOKYMEHTOB 110 00ECIIEYeHUI0 HH(POPMALIMOHHOI
0€30IaCHOCTH MTPOrPaMMHO-AINAPATHBIMU CPEICTBAMH IIPH BBIMIOJIHEHUH 33124 IPAKTUKH;

AOomunucmpuposanue agmomMamusupoBaHHblX MeXHUUECKUX CPeOCme YRpagieHus i KOHMpOa uHGopmayuu u UHGOPMayuoHHbIX
nomokog*

Hacmpoiika omoenbHbIx KOMIOHEHM cUCmeMbl KOPROPAMUBHOU 3auumsl OM 8HYMPEHHUX Y2PO3 U CUCTEMbL 8 YeaoM ™
Buvisgnenue nomoxkos nepedaiu OAHHbIX U 8O3MONCHBIX KAHAI08 YMeyKu uHgopmayuu ™

Hcnonvzosanue mexanuzmos co30aHus puabmpos 0iisi aHAIU3a NePex8avenHo20 mpagura u 6biA61eHHbIX UHYUOEHMO08 *
IIposedenue demekmuposanus amax (NOMEHYUATbHBIX Y2PO3) 8 PYUHOM, A8MOMAMUSUPOBAHHOM U ABMOMAMUYECKOM pedcume. *
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3. YcnoBus peanuzanuu padoueid mporpammbl npohecCuOHaAIbHOTO MOYJIs

3.1. [Jns peamuzauumud MOporpaMMmbl  IPO(ECCHOHATBHOTO  MOJYJIS
PeIyCMOTPEHA CIEeIYIOIINE CIICIUAIbHbBIC TOMEIICHUS

yuyeOHbIX KaOWMHETOB — HOPMATHBHOTO MPAaBOBOrO OOeCTeYCHHUs
uHGOPMAIMOHHON 0e30MmacHOCTH, KaOuHeT uHpoOpMaTuKy; Jgaboparopuu
«[IporpaMMHBIX ¥  OPOrpaMMHO-ANIAPATHBIX  CPEICTB  oOecreueHHs
uHGOPMAITMOHHON O€30MaCHOCTIY.

3.2. UndopmanmonHoe obecriedeHre peaim3aiuy IporpaMMel

OcCHOBHBIC TI€YaTHBIEC U QJICKTPOHHBIC U3JIaHH:

1. Bacunsesa, . H. Kpunrorpaduueckne MeTo bl 3aMThl HHPOPMAIUU:
y4eOHUK U pakTukyM 11 By30B / . H. BacunbeBa. — Mocksa: M3gatenscTBO
FOpaiit, 2022.— 349 c.— (Bwicmiee o6pazoBanue). — ISBN 978-5-534-
02883-6. — Tekct: anektponubiit // ObOpazoBatenbHas 1iardpopma FOpait
[caiiT]. — URL: https://urait.ru/bcode/489919

2. OpraHu3allUOHHOE M MpPaBOBOE€ obecrneueHue HHGPOPMALNOHHON

0e30MmacHOCTH: y4eOHMK M TMPAKTUKyM JJIsi CPEJHET0 MPOQEeCCHOHATBHOTO
obpazoBaHust / T. A. Tlonsikosa, A. A. CTpenblIoB, C.T. Uybykona,
B. A. Huecos; OTBETCTBEHHBIE PENAKTOPBI T. A. Tlonskosa,
A. A. CrpenbrioB. — MockBa: M3gartensctBo [Opaiit, 2022. — 325c¢. —
(ITpodeccuonansuoe obpazoBanue). — ISBN 978-5-534-00843-2. — Tekcr:
anexkTpoHHbIt  // OOpa3oBarenbHas riardpopma IOpadt [calit]. —
URL.: https://urait.ru/bcode/498889

3. OpranuzaniioHHOE W TpaBOBoE obOecrmeueHne WHHOPMAIMOHHON

O0e3omacHOCTH: Y4YE€OHUK M TPaKTUKYM JJis BY30B/ TMOJA peaakiuei
T. A. I[lonskosoii, A. A. CrpenbuoBa. — MockBa: M3znarensctBo FOpaiir,
2022. — 325 ¢c. — (Beicmee obpazoBanue). — ISBN 978-5-534-03600-8. —
Texkcr : anextponnbiii // OOpazoBatenpHas mmiathopma FOpalT [caliT]. —

URL: https://urait.ru/bcode/498844
4. Jlock, A.Bb. Kpunrorpadgudeckue MeTOIbI 3alIUThI WHOOPMAIUU IS

U3YyYalolUuX KOMIBIOTEPHYIO0 0€30MacHOCTh: yueOHuK 11 By30B / A. b. Jlock,

A. 1O. Hecrepenko, M. U. PoxkoB. — 2-¢ wu3g., wuchnp.— Mockaa:
WznatensctBo HOpaiit, 2022.— 473 c.— (Bricmee oOpaszoBanue). —
ISBN 978-5-534-12474-3. — Tekct: oanekrponssiii // OOpa3zoBaTeibHas

miatdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/489242
5. Buyxkos, A. A. 3amura uHbopmarmu: yuyeOHOe mocoOue i BY30B /

A. A. BaykoB. — 3-e uzn., nepepa6. u gon. — Mocksa: M3narenbctBo FOpaidt,
2022. — 161 ¢c. — (Briciiee obpazoanue). — ISBN 978-5-534-07248-8. —



Tekct: snexktpoHHbii // OOpaszoBatenpHas matdopma IOpaiit [caliT]. —
URL: https://urait.ru/bcode/490277
6. Kazapun, O. B. IIporpamMmmMmHo-anmapatHbie  CpeACTBa  3alllUTHI

uHpopMaIuu. 3a1mUTa IPOrpaMMHOT0 OOeCTIeUeHUs: YIeOHUK U MPAKTUKYM IS
CpeIHEro po¢eCCUOHAILHOTO o0pa3oBanus / O. B. Kazapums,
A. C. 3a6a0ypun. — MockBa: HM3marensctBo [Opaibit, 2022. — 312 c.—
(ITpodeccuonansuoe odbpazoanue). — ISBN 978-5-534-13221-2. — TekcT:
anexkTpoHHbIt // OOpazoBarenbHas miardpopma IOpait [calt]. —
URL: https://urait.ru/bcode/497433

1. denepanpHas ciyx0a 0 TEXHUYECKOMY U 3KCHOPTHOMY KOHTPOJIIO
(®CTIK Poccun) www.fstec.ru

2. HWudpopMalimoHHO-CIIpaBOYHAs CHCTEMa MO JOKYMEHTaM B o0iacTu
TEXHUUYECKOH 3ammThl nHPopMarmu www.fstec.ru

3. OOpazoBaTenbHbIE TOPTAIBI IO Pa3NIWYHBIM  HAIPaBJICHUSAM
oOpasoBanus u Tematuke http://depobr.gov35.ru/

4. CnpaBoyHO-IIpaBOBast cucrema «KoHcynbTaHT [Tmrocy
www.consultant.ru

5. CnpaBouHo-ipaBoBas cucrema «l'apanT» www.garant.ru

6. ®denepanpHblii opTas «Poccuiickoe odpazoBanne www.edu.ru

7. ®enepanbHblii  npaBoBor  moptan  «lOpuaunueckas — Poccus»
http://www.law.edu.ru/

8. Poccuiickuit buomeTpuyeckuii moptan www.biometrics.ru

9. ®enepanpubiii mopran «HHpOpMALMOHHO- KOMMYHHUKAIIMOHHBIE
TEXHOJIOTHH B 00pazoBanum» htpp//:www.ict.edu.ru

10. Caiit HayuyHoii snekTpoHHOM OuOanoTekn www.elibrary.ru

JloTOTHUTEThHBIE UCTOYHUKHU
1. TloropenoB b.A., CaukoB B.H. (pen.). CnoBaps kpuntorpaduueckux

TepMuHOB. - M.: MITHMO, 2006. CnoBaps kpunrorpaduueckux TEPMHUHOB.
ITon pen. b.A. Iloropenosa u B.H. Caukosa. — M.: MIITHMO, 2009 r

2. @enepanbhblii 3ak0H 0T 27 utons 2006 r. Ne 149-03 «O6 undopmarmu,
WH(OPMAITMOHHBIX TEXHOJIOTHUSAX U O 3aIUTE HHHOPMAITUN.

3. ®epepanbHblil 3ak0H 0T 27 uronst 2006 r. Ne 152-D3 «O nepcoHanbHbIX
JAHHBIX.

4. ®epnepanbHbiii 3akoH 0T 27 nexkadbps 2002 r. Ne 184-D3 «O TexHUYECKOM
pEryJIupoOBaHUM.

5. ®epnepanbubiii 3ak0H OT 4 Mast 2011 r. Ne 99-@3 «O nuiieH3UpOBaHUMN
OT/ICJIbHBIX BUJIOB JIESITEILHOCTI.



6. ®enepanbubiii 3akoH OoT 30 gexadps 2001 1. Ne 195-03 «Konekc
Poccuiickoit @enepanyn 00 aAMUHUCTPATUBHBIX TPABOHAPYLIECHUSIX) .

7. VYka3 Ilpesunenta Poccuiickoit @enepanuu ot 16 aBrycra 2004 r. No
1085 «Bompocer ®deaepanbHON CiIyKObl M0 TEXHUYECKOMY U IKCIOPTHOMY
KOHTPOJIIO.

8. VYka3 Ilpe3unenta Poccuiickoit @enepanuu ot 6 mapra 1997 r. No 188
«O0 yTBEpXK/IeHUU MEPEYHS CBEACHUN KOH(PUIECHIIMATIBLHOTO XapaKTepay.

9. Vka3 IIpesunenrta Poccuiickoit @enepanuu ot 17 mapra 2008 . Ne 351 «O
Mepax 1o oOecrmeueHHr0 HWH(POpPMAIMOHHONW Oe3omacHocTH  Poccuiickoi
denepaiiu P UCTIOIB30BAaHUK  MH(POPMAITMOHHO-TEIEKOMMYHHUKAITMOHHBIX
ceTel MeXTyHapOJHOTO HHPOPMAITMOHHOTO OOMEHAY.

10. [Tonoxenue o cepTudUKaAUU CPEACTB  3alIUThl  MHGOPMAIIUH.
VYr1Bepxaeno nocranoBieHuem [IpaBurenscrBa Poccuiickoin @enepanuu ot 26
utoHA 1995 1. Ne 608.

11. CoctaB u conepxaHUE OPraHU3AIMOHHBIX M TEXHUYECKUX MEp IO
oOecrieyeHn0 0€30MacHOCTH TMEPCOHATBHBIX JAHHBIX NMPU HUX O00paboTKe B
WH(OPMAITMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JAHHBIX. Y TBEPKIACHBI MPUKA30M
OCTOIK Poccum ot 18 dpespans 2013 1. Ne 21.

12. Mepsbl 3amuThl UHPOPMALIMU B TOCYAAPCTBEHHBIX HH(POPMAIIMOHHBIX
cuctemax. Ytepxaensl ®CTOK Poccun 11 depans 2014 r.

13. AnmunuctpatuBabiid persiameHT @CTOK Poccuu nmo nmpeaoctaBieHuo
roCyJAapCTBEHHOW YCIYTH IO JIMIIEH3UPOBAHUIO AESATEIBHOCTU MO TEXHUYECKON
3amuTe KOoHUAeHIMaNbHOU wHpopMmaru. YTBepxkaeH mpukazom DPCTOK
Poccun ot 12 uronsa 2012 r. Ne 83.

14. AnmunuctpatuBHbiil pernameHT @CTOK Poccuun 1o npenoctaBiaeHUIo
TOCYJapCTBEHHOM YCIIYTH T10 JIMIICH3UPOBAHUIO ICSITEIIBHOCTH MO Pa3paboTKe U
MPOU3BOJICTBY CPEJICTB 3aIIUTHl KOHPUACHIIMAIbHOU HH(POpMaLIUU. Y TBEPKIEH
npukazoM OCTIK Poccun ot 12 nrons 2012 r. Ne 84.

15. Cnenuanbable TpeOOBaHUS U PEKOMEHJIALMK MO TEXHUYECKOM 3alluTe
koHunenmmansuoit  mHpopmanuu  (CTP-K).  VYTBepxkaeHsl mpuxazom
[Nocrexkomuccuu Poccum ot 30 aBrycrta 2002 1. Ne 282.

16. TpeboBanus o  3amure  UHGOpPMALKMK, HE  COCTABISAIOLICH
roCyJJapCTBEHHYIO TaliHy, coJieprKallencs B roCyJ1IapCTBEHHBIX
nHpopMaMoHHBIX cucTemMax. YTBepxkaeHbl npukazom ®CTIK Poccuu ot 11
dbespasis 2013 1. Ne 17.

17. TpeGoBanus 0 3alUTe uHpopMmaruu, coaepKalencs B
WH(OPMAITMOHHBIX CUCTEMAX OOIIETO IMOJIb30BAHUSA. Y TBEPKICHBI MTPUKa3aMu
®CBb Poccun u ®CTIK Poccunm ot 31 aBrycra 2010 r. Ne 416/489.

18. TpeboBanus Kk cucteMaMm OOHApPY>XEHHUS BTOPKEHUU. YTBEP>KICHbI



npukazoM OCTOK Poccun ot 6 nexadpst 2011 r. No 638.

19. PykoBogsiumii  1okymMeHT. ['eonHdopmalnMoHHBbIE CHUCTEMBI. 3aliuTa
uHbOpMaIlU OT HECAHKLIHOHUPOBAHHOTO AOCTyma. TpeOoBaHHS MO 3alluTe
unpopmaruu. Y1eepxkaeH PCTIK Poccun, 2008.

20. PyxoBoasImii JOKYMEHT. 3aluTa OT HECAHKIMOHUPOBAHHOIO JI0CTYIIA
K nH@opmaruu. Yacts 2. [IporpammHoe oOecnieueHrne 0a30BbIX CUCTEM BBOJA-
BBIBOJIA HEPCOHAJIbHBIX AJIEKTPOHHO-BBIUNCIUTEIbHBIX MallIHH.
Knaccudpukanuss mno ypoBHIO KOHTPOJSI OTCYTCTBHUSI HEIEKIApUPOBAHHBIX
Bo3MoxkHocTell. YTBepxkaeH @CTOK Poccun 10 oxtadps 2007 r.

21. IIpuka3z ®AIICH npu IIpe3unente Poccuiickoit @enepanuu ot 13 urons
2001 r. Ne 152 «O0 yTBepkaeHUN HHCTPYKIMHU 00 OpraHu3aiuy 1 00ecrnedeHnn
0€30MacHOCTH XpaHEHUs, O0OpadOTKM M Mepedauyd IO KaHajlaM CBSI3U C
UCIIOJIb30BAaHUEM CPEACTB KpuUNTOrpauyeckol 3amMTbl HHGOpPMaLUU C
OTPaHMYEHHBIM JIOCTYIIOM, HE COJAEp)Kalllell CBEIEHUI, COCTaBIAIOLIUX
rOCy/IapCTBEHHYIO TalHY».

22. IIpuka3z ®Cb Poccun ot 9 depass 2005 r. Ne 66 «O0 yTBEepk ACHUH
[Tonoxxenuss o pa3pabOTKe, MPOM3BOACTBE, peaNM3alMM M SKCIUTyaTalluu
MU PPOBATBbHBIX (KPUNTOTPAPUUECKUX) CPEACTB 3AIUTHI HH(OPMALIUNY.

23.TOCT P UCO/MBK 13335-1-2006 WNudopmanrionHasi TEXHOJOTHS.
Metonel u cpeacrBa obecneuenus: O6ezonacHoctd. Yacte 1. KoHuenuus u
MOJIEH MEHEKMEHTA Oe3omacHoCTH MH(POPMALMOHHBIX U
TEIEKOMMYHUKALMOHHBIX TEXHOJIOTHI

24. TOCT P UICO/MBK TO 13335-3-2007 UudopmalimoHHast TEXHOJIOTHUS.
Meronsl u cpenactBa obOecmeuenust Oe3omacHoctu. Yacteh 3. Metomsl
MeHeIKMeHTa 0e30MmacHOCTH HH(POPMAIIMOHHBIX TEXHOIOTHIA

25.TOCT P UCO/M3K TO 13335-4-2007 UudopmaiimoHHast TEXHOJIOTHUSI.
Metozs! u cpenctsa odecnieueHust 6ezonacHocTH. Yacte 4. BpiOop 3amMTHBIX
Mmep

26. TTOCT P UCO/MDBK TO 13335-5-2006 MudopmaniioHHast TEXHOJIOTHS.
MeTtoasl u cpeactBa obecnieueHust 6ezonacHocTd. Yacte 5. PykoBoACTBO 1O
MEHEKMEHTY 0€301MaCHOCTH CETH

27.TOCT P HUCO/MIBK 17799-2005 HudopmanmroHHasi TEXHOJIOTHS.
[TpakTrueckue mpaBuiia ynpapieHUs] THPOPMAIIMOHHON 0€3011aCHOCTHIO

28.TOCT P UCO/MBK 15408-1-2008 MudopmanrioHHasi TEXHOJOTHS.
Metonel u cpeactBa oOecnedeHus Oe3omacHOCTH. Kputepun oLeHku
Oe3onacHocTH MH(pOpMaLMOHHbIX TexHojoruil. Yacte 1. BBenenue u obmas
MOJIETTh

29.TOCT P UCO/M3BK 15408-2-2008 HNndopmannoHHas TEXHOJIOTHUS.
Metonsl u cpeactBa obecneueHus OezomacHocTd. Kpurtepunm oueHkH



0e3onacHOCTH MHGOPMAILMOHHBIX TeXHOJOTuH. Yacth 2. DyHKIIMOHAJIbHbBIE
TpeboBaHMs 6€30MaCHOCTH

30.TOCT P UCO/M3BK 15408-3-2008 WNupopmanroHHas TEXHOJOTHS.
Metonsl u cpeactBa obecneyeHus OezomacHocTH. Kpurtepunm oueHkH
6e3onacHocTH MHGOPMAIIMOHHBIX TexHoJorui. Yacte 3. TpeboBaHus 1oBepus
K 0€30IMacHOCTH

31. T'OCT P 34.10-2001. "UndopmarmonHast TEXHOJIOT U4,
Kpunrorpadpuueckas 3amura uHpopmanuu. I[Ipoueccel dopmupoBanus u
MIPOBEPKH IICKTPOHHOUN MUPPOBON MOATHCH"

32.TOCT P 34-11-94. "UndopmanronHas TEXHOJIOT U
Kpunrorpaduueckas 3ammura nadopmanmu. OyHKINS XAIIHPOBAHUS"

33.TOCT P 50922-2006 3ammta uHpopmaruu. OCHOBHBIE TEPMHUHBI U
onpenenenus. Pocrexperynuposanue, 2006.

34. TOCT P 52069.0-2013 3ammra undopmaiuu. CucteMa CTaHIapTOB.
OcHoBHbI€e noN0keHus. Poccrangapt, 2013.

35.TOCT P 51583-2014 3ammura wunbopmanuu. Ilopsaok cozmaHus
aBTOMATHU3MPOBAHHBIX CHUCTEM B 3alUIICEHHOM HucnonHeHuu. OO6miue
nonoxxenus. Pocctannapt, 2014.

36.TOCT P 51624-2000 3amura uHdpopmaiuu. ABTOMaTH3UPOBAHHBIC
CUCTEMbI B 3allUIIEHHOM ucrnonHeHnuu. OOmme TtpeboBaHus. ['occranmapt
Poccun, 2000.

37.TOCT P 51275-2006 3amuta nuandopmaruu. O6beKT nHGOpMaTHU3AIUH.
daxToppl, BO3AcHCTByOmKEe Ha uHPopManuioo. OOmuUe MOJIOKEHUS.
Pocrexperynuposanue, 2006.

38.TOCT P 52447-2005 3ammrta wuHbpopManuu. TexHHKA 3alIUTHI
uHbOpMaInu.
Homenknatypa nokaszaresneit kauectBa. Pocrexperynuposanue, 2005.

39.TOCT P 50543-93 Kouctpykiuu ©6a3zoBeie Hecymue. CpeacTsa
BBIYMCIUTENLHON  TeXHUKH. TpebOoBaHusi 1O  OOECHEYEHUIO  3alUThI
uHGOpPMAIIUHU U AJIEKTPOMArHUTHOM COBMECTUMOCTU METOJIOM SKPaHHUPOBAHUSL.
I'occranpapt Poccun, 1993.

40.TOCT P 56103-2014 3ammra uHbopmauuud. ABTOMATU3UPOBAHHBIC
CHUCTEMBI B 3aIUIIEHHOM UCHoJHEeHUH. OpraHu3anus U cojaepkanue padboT mo
3alIUTe OT MPEIHAMEPEHHBIX CHJIOBBIX JJEKTPOMArHUTHBIX BO3JEHCTBUM.
O6mue nonoxxenusi. Poccrannapt, 2014.

41.TOCT P 56115-2014 3amwmra wmHpopManmu. ABTOMATU3UPOBAHHBIC
CUCTEMBI B 3aIIUIIEHHOM HCIIOJHEHUU. CpeicTBa 3aIUUTHI OT PEJHAMEPEHHBIX
CHJIOBBIX 3JIEKTPOMArHUTHBIX Bo3jercTBui. OOue TpedboBanus. Poccrannapr,
2014.



42. TOCT P UCO/MDBK 15408-1-2012 HMudbopmManrioHHass TEXHOJOTHS.
Metonsl u cpeactBa obecneueHus OezomacHocTd. Kpurtepunm oueHkH
6e3omacHocTr MH(pOpMAIMOHHBIX TexHojorui. Yacts 1. BBegenue u oOmias
Mozenb. Poccrannapt, 2012.

43.TOCT P HNCO/MBK 15408-2-2013 HudopmanrionHasi TEXHOJOTHS.
Meroasl u cpenctBa obOecneueHus OeszonacHocTd. Kputepuu oneHkd
oe3onacHocT  MHGOPMAIMOHHBIX TexHOJOTHHA. YacTh 2. DYyHKIIMOHAJIbHbBIE
TpeboBanusi Oe3omnacHoctu (mpsimoe mnpumenenue I[SO/IEC 15408-2:2008).
Poccranpapr, 2013.

44. Metonuka  OMNpEIENIeHUsT  aKTyalbHbIX  yIrpo3  0€30MacHOCTU
NEPCOHANBHBIX JTaHHBIX NpU UX 00paboTKe B MH(POPMAIMOHHBIX CHCTEMaxX
nepcoHadbHbIX NaHHBIX. YTBepKaeHa ®CTIOK Poccun 14 despans 2008 r.

45. CoopHUK BPEMEHHBIX METOJIUK OLICHKHU 3alUIIEHHOCTH
KOH(MUIeHINATbHOH HHPOPMAIIMK OT YTEUKH [0 TEXHHUYECKUM KaHaJlaM.
VYrepxaeH ['ocrexkomuccueit Poccun, 2002.

46. 'OCT P 50922-2006 3ammra mHpopmanuu. OCHOBHBIE TEPMUHBI U
onpenenenus. Pocrexperynuposanue, 2006.

47.TOCT P 51275-2006 3amura undopmarmu. O0beKT HHPOpMaTH3AIIH.
®dakTopbl, BO3AeWcTBYOmKUE Ha UHbopmanuio. OOmMe MOJIOKEHUS.
PocrexperynupoBanue, 2006.

48. CoopHUK BPEMEHHBIX METOUK OILICHKU 3aIUIIEHHOCTH
KOH(MUIeHIHaTbHON HHPOPMAIMK OT YTEUKH M0 TEXHHUYECKUM KaHaJIaM.
YreepxaeH ['octexkomuccueit Poccun, 2002.

49. TpeOoBanust o0  3ammre  HHQOpPMAIMM, HE  COCTABIISIONIICH
rOCy/apCTBEHHYIO TalHy, coJeprKamiecs B rOCy/AapCTBEHHBIX
uHGOpMaIMOHHBIX crucTeMax. YTBepxkaeHsl npukazom OCTIK Poccun ot 11
dbespass 2013 1. Ne 17.

50. Mepsl 3amuThl UHPOPMALIMU B TOCYAAPCTBEHHBIX HH(POPMAIIMOHHBIX
cuctemax. Yteepxaensl ®CTOK Poccun 11 depans 2014 r.

51. Meroanueckue peKOMEHIallMU N0 TEXHUYECKOH 3anuTe uHpopmaimy,
COCTaBJISIIOLIEH KoMMepuecKyro TaiiHy. YTtBepkaeHol @CTOK Poccum 25
nekabps 2006 r.

B) IPOTpaMMHOE OOECIeUeHne: CHEeIHATU3UPOBAHHOE MPOrPaMMHOE
oOecrieyeHre ISl TIPOBEPKU 3AIIUIICHHOCTH TIOMEHICHWA OT yTEUKU
uHpOpMAIIMM IO AKyCTHYeCKOMY U  BHOPOaKyCTHYECKOMY KaHajam,
CHEIMAIIBHBIX UCCIICIOBAaHUI CPEICTB BEIYMCIUTEILHON TEXHUKY;

r) 0a3bl JaHHBIX, HH(HOPMAIIMOHHO-CIIPABOYHBIC M TTIOMCKOBBIE CHCTEMBI:
www.fstec.ru; www.gost.ru/wps/portal/tk362.



4. KoHTpOJb 1 OLIEHKA PE3yJIbTATOB OCBOCHUS MPOGECCUOHATBHOTO MOTY IS

Kon n HanmMeHoBaHUE OOIIUX H
npodecCuOHANbHBIX KOMIETEHIINH

Kpurepuu oneHkun

q)OpMBI U MCTOABI KOHTPOJIA,
B TOM YHCJIE 110 y4eOHOU 1

(dopMHpYEMBIX B paMKaX MOJYJIS IIPOU3BOJICTBEHHOU
IIPAaKTHKE
IIK 2.1. OcyuiecTBiATh yCTaHOBKY | JIeMOHCTpUPOBATh yMEHUS | TECTUPOBAHUE,

¥ HaCTPOHKY OTJEIBHBIX
MPOTPaMMHBIX, IPOrPaMMHO-
anmapaTHBIX CPEJICTB 3aIIUTHI
uHpOpMaLnu.

Y IIPAKTUYECKNE HABBIKU B
YCTaHOBKE U HaCTPOUKE
OTIENBHBIX IPOTPAMMHBIX,
IIPOrpaMMHO-AMIapaTHBIX
CPEICTB 3aLIUThI
uHpOopMaIu

AK3aMeEH IO MOJIYJIIO,
AKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHEHUS JTa0OPATOPHBIX
3aHATHH,

AKCIIEPTHOE HAOIIIOICHHE
BBITIOJTHEHUS MPAKTUYECKUX
3aHATHH,

OIICHKA PEIICHUS
CUTYAIIMOHHBIX 3a]1a4,
OIICHKa Iporecca u
PEe3yIBTATOB BHITIOJIHECHUS
BUJIOB Pa0OT HA MPAKTUKE

IIK 2.2. OGecneunBath 3anIUTy
uHpopManuu B
ABTOMATH3UPOBAHHBIX CHCTEMax
OTJEBHBIMU TIPOTPAMMHBIMU,
MIPOrPaMMHO-AIapaTHBIMU
CpeICTBaMHU.

JleMoHCTpUpOBaTh 3HAHUSA
U YMEHH B 0OecrieueHuH
3amuTHl HHQOPMAITUH B
ABTOMATHU3MPOBAHHBIX
CUCTEMax OTIEJIbHBIMU
MPOrPaMMHBIMH,
MIPOrpaMMHO-
anmapaTHBIMH CPEICTBAMU

TECTUPOBAHUE,

9K3aMEH 0 MOJYJIIO,
pPEe3yIBTATHI 3AIUTHI
KYpPCOBOTO TPOEKTA,
AKCIIEPTHOE HAOIIIOICHHE
BBITIOJTHEHUS JIA0OPATOPHBIX
3aHATHH,

JKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHCHUS TIPAKTUYECKUX
3aHATHH,

OIICHKA PEIICHHS
CUTYaIlMOHHBIX 3a]1a4,
OIICHKA TTpoIiecca u
PE3YJIbTaTOB BBHIIOJIHEHUS
BHJIOB paOOT HA IPAKTHKE

[IK 2.3. OcyuiecTBasiTh
TecTupoBaHue (PyHKITHI
OTJIENBHBIX MPOTPAMMHBIX U
MPOrPaMMHO-AIIAPATHBIX CPEJICTB
3aIUThl UHPOPMAIIUH.

Brinonnenue nepeuss
paboT Mo TECTUPOBAHHIO
GYHKIUH OTIAEBHBIX
MIPOrPaMMHBIX U
MIPOrPaMMHO-AIIAPATHBIX
CPEJCTB 3alIUThI
uHpOopMaIu

TECTUPOBAHUE, IK3aMEH,
9K3aMEeH 10 MOJYJIIO,
SKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHEHUS JTa0OPaTOPHBIX
3aHATHH,

AKCIIEPTHOE HAOIIIOICHHE
BBITIOJTHEHUS TIPAKTUYECKUX
pabor,

OIICHKA PEIICHUS
CUTYallMOHHBIX 3a/1a4,
OIICHKa Iporiecca u
PE3yJIbTaTOB BBIOJIHEHUS
BUJIOB Pa0OT HA MPAKTUKE




1K 2.4. OcymecTBasiTh 00paboTKY,
XpaHEeHHUe U repenaqy
uHpOpMAIUK OTPAHUYEHHOTO
JOCTyTIA.

[IposiBisATh 3HAHMUS,
HaBBbIKM U YMEHHUS B
00paboTKe, XpaHEHUH U
nepeaade nHpopMauu
OTPaHUYEHHOTO J0CTyIa

TECTUPOBAHHUE,
9K3aMEH IO MOJIYJIIO,
PE3YJIbTATHI 3AIIUTHI
KypPCOBOTO TIPOCKTA,
AKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHEHUS JTa0OPATOPHBIX
3aHATHH,

AKCIIEPTHOE HAOIIIOICHHE
BBITIOJTHEHUS MPAKTUYECKUX
3aHATHH,

OIICHKA PeIICHUS
CUTYAIIMOHHBIX 3a]1a4,
OIICHKa Iporecca u
PEe3yIBTATOB BHITIOJIHECHUS
BUJIOB Pa0OT HA MPAKTUKE

[IK 2.5. YHu4TO)aTh
nH(pOpMAIHIO ¥ HOCUTETH
nH(GOPMALIUU C UCTIOIb30BaHUEM
MIPOrPaMMHBIX U IPOTPaMMHO-
anmapaTHBIX CPEJCTB.

JleMoHcTpanus aaropurma
poBeAeHUs paboT 1o
YHUYTOKCHHIO
uHpOpMaILUU U HOCUTENEH
nH(popMmanuu ¢
UCTIOJIb30BAHUEM
HPOTPaMMHBIX U
IIPOTpaMMHO-aIapaTHBIX
CpEnCTB

TECTHPOBAHUE,
nud.3a4der, SK3aMeH 10
MOJTYJTIO, pE3YJIbTaThI
3aIUThI KYPCOBOTO MPOEKTA,
AKCIIEPTHOE HAOIIIOICHHE
BBITIOJTHEHUS JIA0OPATOPHBIX
pabor,

AKCIIEPTHOE HAOIIOIeHHE
BBITTOJIHEHUS TIPAKTHYECKUX
pabor,

OLICHKA PEeIICHUS
CUTYaIlMOHHBIX 3a]1a4,
OLIEHKa TIporiecca u
PE3YJIbTaTOB BBIIOJHEHUS
BHJIOB PabOT Ha MTPAKTUKE

[IK 2.6. OcyuiecTBasiTh
PETUCTpaIMIO OCHOBHBIX COOBITUH
B aBTOMaTU3UPOBAHHBIX
(uH(OPMAITMOHHBIX ) CUCTEMAX, B
TOM YHCJI€ C UCIIOJIb30BaHUEM
IIPOrpaMMHBIX M IPOrPaMMHO-
annapaTHbIX CPE/ICTB

OOHapy KeHUs, IPEIYIPEXKACHUS U
JMKBUJIALMU TIOCTIEACTBUN
KOMIIBIOTEPHBIX aTakK.

IIposiBiATE 3HAHUS U
YMEHHS B 3aIlIUTE
ABTOMATU3MPOBAHHBIX
(MHGOPMAITIOHHBIX )
CHCTEM C UCTOJIb30BAHUEM
MIPOrPaMMHBIX U
MPOrPaMMHO-AIIAPATHBIX
CPEICTB OOHAPYIKEHUS,
NPeayIpeKACHUS U
JUKBUIALUU TIOCTIEICTBUN
KOMITBIOTEPHBIX aTak

TECTHpOBaHUE, TU}.3aUeT,
9K3aMEeH 0 MOAYJIIO,
pe3ybTaThl 3aLUThHI
KypCOBOTO IIPOEKTA,
JKCIIEPTHOE HAOIIOIeHHE
BBITTOJTHEHUS 1Ta00OPaTOPHBIX
pabor,

AKCIIEPTHOE HAOIIIOICHHE
BBIMOJIHEHUS PAKTHYECKUX
pabor,

OLICHKA PeIICHUS
CUTYaIlMOHHBIX 33134,
OLIEHKa Tpolecca u
PE3yIbTAaTOB BBITIOIHEHHS
BUJIOB Pa0OT HA MPAKTUKE




Kox u HaumenoBanie

Kpurepun onenku

DOpMBI U METOBI

00X KOHTPOJIS, B TOM YHCIIE
po(hecCHOHATBEHBIX 1o y4eOHO 1
KOMIIETEHITNN MPOU3BOJCTBEHHOMN
(bopmMHpyeMBIX B IIPAKTUKE
paMKax MOYJISI
OK 01. Beibupats - BEIOOp METO/1a M cTIoco0a pereHus Habmionenue,

CIOCOOBI PEIICHUs
3a7a4
npodeccnoHabHOM
ACATCIIbHOCTH,
OPUMEHUTEIBHO K
Ppa3IMYHbIM
KOHTEKCTaM.

npodecCHOHABHBIX 337124 C
COOJTIOICHHEM TEXHUKH 0€30MacHOCTH
Y COTJIACHO 3a/IaHHOW CUTYaIlUH;
-oneHKa 3((HEKTUBHOCTH M Ka4eCTBA
BBITIOJIHEHUS COTIIACHO 3aJJaHHOMN
CUTYyaIuu

MOHUTOPHHT, OI[CHKa
coaepkaHus NopTdoaro
CTYJCHTA.

OK 02. OcyuiecTBisiTh
ITOMCK, aHAJIN3 U
HUHTEPIPETAIIIO
uHpOopMaIuy,
HEOOXOIMMOM 11t
BBINIOJHEHUS 3214
npodeccnoHabHOM
JEATEIIbHOCTH.

- 3¢ peKTUBHBIN MOMCK HEOOXOAUMOM
nHpopManuu;

- nHpopManus, NoJ00paHHas U3
Pa3HbIX UCTOYHUKOB B COOTBETCTBHH C
3aJJaHHOM CUTyaluen

Nutepnperanus
pe3yIbTaToB
HaOIOIeHUH 3a
JCSITeTbHOCTHIO
oOyJaromerocs B
npoliecce OCBOCHUS
o0Opa3oBaTeNbHON
POTrpaMMBbI

OK 03. [Ipunumats
pelieHus: B
CTaHAAPTHBIX U
HECTaHJaPTHBIX
CUTYaIUsX U HECTH 3a
HUX OTBETCTBEHHOCTD.

- pellicHHEe CTAHIAPTHBIX U
HECTaHIAPTHBIX MPOPECCUOHATBHBIX
3a1a4 B 06HaCTI/I BKCHHyaTaHI/II/I
KOMITOHEHT IIOJICUCTEM O€30I1aCHOCTH
aBTOMaTI/I3I/IpOBaHHBIX CHUCTEM,

MOHUTOPUHT U PEUTHUHT
BBITIOJTHEHUS pa0doT Ha
yueOHOi 1
MIPOU3BOACTBEHHOMN
MpaKkTUKeE

OK 04. Paborats B
KOJUIEKTUBE U
KoMaHjie, 3G (HEKTUBHO
B3aMMO/IEHCTBOBATH C
KOJLJICTaMH,
PYKOBOJCTBOM,
KJIIMCHTaMH.

- IEMOHCTpaIusi COOCTBEHHOM
NEeSATEILHOCTH B YCIIOBUSX
KOJUICKTUBHOW M KOMaHJITHOW pabOThI B
COOTBETCTBUU C 3aJJaHHOM CUTYaLIUEN;

- IEMOHCTpaIsi COOCTBEHHOM
NEeSATEIBHOCTH B POJIU PYKOBOAUTEIS
KOMaHbl B COOTBETCTBUH C 3aJaHHBIMU
YCIOBUSIMHU.

[ToaroroBka pedepaTos,
JIOKJIaJI0B, COOOIICHUH,
UCTIOJTb30BaHUE
ANEKTPOHHBIX
HUCTOYHHUKOB

OK 05. OcyuiecTBasiTh
YCTHYIO H
MTUCbMEHHYO
KOMMYHUKAIHIO Ha
rOCyIapCTBCHHOM
SI3BIKE C YIETOM
0COOEHHOCTEH
COILIMAIBHOTO H
KyJIbTYPHOTO
KOHTEKCTA.

- - IGMOHCTpAIHsI COOCTBEHHOU
NEeSATEILHOCTH B YCIIOBUSX
KOJUICKTUBHOW M KOMaHITHOW pabOThI B
COOTBETCTBUU C 3aJJaHHOM CUTYaLIUEN;

- IEMOHCTpaIsi COOCTBEHHOM
NEeSATEIBHOCTH B POJIU PYKOBOAUTEIS
KOMaHbl B COOTBETCTBUH C 3aJaHHBIMU
YCIOBUSIMHU.

HaOimronenue 3a
HaBBIKAMH pabOTHI B
r7100aJbHBIX,
KOPITOPAaTHBHBIX U
JIOKaJIbHBIX
nH()OPMAITMOHHBIX
CeTsIX.




Kon n HaumeHoBanue
00X "
po(hecCHOHATBEHBIX
KOMIIETEHITNN
(bopmMHpyeMBIX B
paMKax MOJTYJIs

Kpurepun onenku

DOpMBI U METOBI
KOHTPOJIS, B TOM YHCJIE
1o y4eOHO 1
MPOU3BOJCTBEHHOMN
MpaKTHUKE

OK 06. ITposiBisTh

- IEMOHCTpaIHs HHTepeca K Oyayieit

HaGmronenue 3a posibio

IPaKJAHCKO- npodeccuu; o0yyaroIerocs B
MaTPUOTHYECKYIO - IEMOHCTpAIMs LIeJIEyCTPEMIIEHHOCTH, | TpyIie; NopTdhoIno
MO3ULHIO, camMo00pa3oBaHUs U CAMOPA3BUTHUS

JEMOHCTPHUPOBATH

OCO3HaHHOE

MTOBEJICHUE HA OCHOBE

TPAAUIIMOHHBIX

0011I1eUeI0BEYECKUX

LICHHOCTEH,

MIPUMEHATH CTAHIAPTHI

AHTUKOPPYILIUOHHOTO

MTOBEJICHUS.

OK 07. - IEMOHCTpaIs KauyecTBa MPUHATHIX JlenoBbIe UrpsI -
CopeiicTBOBaThH OpraHU3aIMOHHBIX PEIIECHUN MOJEIIUPOBAHUE
COXPaHEHUIO - TOTOBHOCTb K 4aCTOW CMEHE COIIMAJIBHBIX U
OKpY’KaloIlel Cpeibl, | TEXHOJIOTUH B MPo(ecCHOHANTBHOM npodeccuoHaIbHBIX
pecypcocOepexeHuto, | IesTeIbHOCTH; CUTyaIui.

3¢ (HeKTUBHO - aHaJIM3 UHHOBAIMIA B 00JIaCTH

JNIENCTBOBATE B po¢eCCHOHABHON JIEATETHHOCTH.

YPE3BBIYANHBIX

CUTYaIUsIX.

OK 08. Mcnonbs3oBaTh
cpencTBa pU3NIECKOU
KYJIBTYPBI JJIs1
COXpaHCHUS U
YKPETUICHUS 3/I0POBBS

- OIICHKA COOCTBEHHOTO MPOJIBIKEHUS,
JMYHOCTHOTO PA3BUTHSL.

KonTtpons rpaduxa
BBITIOJTHEHHUS
VH]JIUBUYaIbHON
CaMOCTOSITCILHON
paboThI 00yJArOIIETOCS;

B IIpoLiecce OTKPBIThIE 3aLIUTHI

npodeccuoHaIbHON TBOPYECKUX U

NeSITeIbHOCTH U MPOEKTHBIX paboT

HoAepKaHus

HE00XO0IUMOTO

YpOBHs (hU3HUECKOM

MIOITOTOBJICHHOCTH.

OK 09. lcnonb30BaTh | - HCHOJb30BAHUE OCHOBHBIX BUOB Cemunaps! yueOHO-

nH(pOpMaLOHHbIE COBPEMEHHOM BHIYHCIUTEIbHON MPAKTUYECKHE

TEXHOJIOTUH B TEXHUKU; KOH(EepeHIIHH.

npodecCuoHATBHON - JKCIUTyaTalus U yCTpaHEHUE Konkypcel

NESATEIIHOCTH. TUIIMYHBIX BBISBJICHHBIX 1€(EKTOB npogecCuoHaIbLHOTO
TEXHUUYECKUX CPEJICTB MacTepCTBa.
uHpOpMaTHU3aLUH; Onumnuanel.

- IEMOHCTpAIMsl pe3yIbTaTUBHOMN

ACATCIIBHOCTU B obactu SKCILTyaTaluun

U TEXHUYCCKOT'O COITPOBOXACHHUA
ABTOMATU3HUPOBAHHBIX CUCTCM




Kon n HaumeHoBanue
00X "
po(hecCHOHATBEHBIX
KOMIIETEHITNN
(bopmMHpyeMBIX B
paMKax MOJTYJIs

Kpurepun onenku

DOpMBI U METOBI
KOHTPOJIS, B TOM YHCJIE
1o y4eOHO 1
MPOU3BOJCTBEHHOMN
MpaKTHUKE

OK 10. ITons3oBaTbCst
npo¢ecCuoHATBHON
JOKyMEHTAlMEW Ha
rocy/1apCTBEHHOM U
WHOCTPaHHOM SI3bIKaX.

- HCII0JIb30BAaHUE OCHOBHBIX BHUJIOB
COBPEMEHHOM BBIYMCIUTEIBLHOU
TEXHUKH;

- JKCIUTyaTalus U yCTpaHEeHUe
TUTTUYHBIX BBISBICHHBIX J1e(heKTOB
TEXHUUYECKUX CPEIICTB
uHpOopMaTHU3aLuH;

- IEMOHCTpAIMsl pe3yIbTaTUBHOMN
NESITeTbHOCTH B O0JIACTH IKCILUTyaTalluu
U TEXHUYECKOTO COIPOBOXKICHUS
aBTOMATHU3MPOBAHHBIX CUCTEM

Cemunaps! yueOHO-
HPaKTHYECKHE
KoH(epeHMH. JlenoBsie
UTPBI-MOJICTUPOBAHUE
po(heCcCHOHATBEHBIX
CUTYalLIHil.

OK.11 Ucnonb3oBaTh
3HaHUJA 110
(buHaHCOBOM
rpaMOTHOCTH,
IUTAHUPOBATh
NpEAIPUHUMATEIBCKY
10 JICSITENIbHOCTD B
npodeccrnoHabHOM

chepe

- 3(peKTUBHBIN MOUCK ¥ PUMECHECHHE
3HaHUH (PUHAHCOBOI rPaMOTHOCTH;

- nHopManus, mogoOpaHHas U3
Pa3HBIX UCTOYHUKOB B COOTBETCTBHH C
3aJlaHHOM CUTyaluuein

CemuHapbl yueOHO-
MPAKTUICCKHE
koH(pepenuu. [lenoBpie
UTPBI-MOJICTTUPOBAHUE
podeCCHOHATBHBIX
cUTyauuin




