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PABOYAS ITIPOT'PAMMA IMIPO®ECCHOHAJIBHOI'O MOJYJIA

MIM.01 DKCILIVATAIIHA ABTOMATH3HUPOBAHHBIX
(MH®OPMAIIHOHHBIX) CHCTEM B 3AIIUINEHHOM UCIIOJIHEHHH

no crienmansHocTd 10.02.05 Obecneuenue nH(GoOpMaMOHHOH Oe30MacHOCTH
ABTOMATH3MPOBAHHBIX CHCTEM

Mockea 2024 r.



Pabouyas nporpamma npodeccHOHaNbHOro MOIyJs paspaboTaHa HA OCHOBE
(enepanbHoro  rocyzapcTBeHHOro — 00pa3’oBaTENBHOrO — CTaHJApTa  CPeHero
npodeccuonansroro odpasosanus (nanee — GI'OC CIIO) o cneumansHoctr 10.02.05
Obecneuenne HHpOPMALHOHHOI 6€301aCHOCTH ABTOMATH3HPOBAHHBIX CHCTEM

PaspaboTunku:
Mapunuy A.JI., npenonaBarens nepBod keanudukaunoHHoOH karteropun Koiemka
MH(OPMATHKY M TPOrpaMMHPOBAHMSL.,

Kopanesckuit M.B., npenojasarens nepsoi kpaandukannonHoi kateropun Konemka
HHd)(}DMElTHKH H HDGPPEMMHDGEEHHH.

Pabouas nporpamMma npoeccHoHalbHOTO MOIYJIA pacCMOTPEHA H PeKOMEH/I0BaHa K
YTBEPH/IEHHIO Ha 3acelaHMH MpeaMeTHOH (1uKjIoBoM) komuccHH «OOecriedeHus
UH(POPMaLHOHHOH 0e30MacHOCTH ABTOMATH3HPOBAHHBIX CHCTEM

ITpotokon ot «16» mas 2024 r. Nel0

Ilpencenatens npeaMeTHOH (MKIOBOH)

KOMHCCHH ﬂ/é[@/% A.JL. Mapunuy




1. O61as xapakTepucTiKa padoueit mporpaMmbl MPohecCUOHATBHOTO MOAYJIS

1.1. Llenb u nnaHupyemMble pe3ysibTaThl OCBOCHUS MPOGECCUOHAIBHOTO MOYJIS

B pesynbrare uzyueHus npoeccuoHaIbHOTO MOAYJSl CTYIEHT JOJI)KEH OCBOUTH
OCHOBHOM BU/ NEeSTENHbHOCTH «IKcIuTyaTarus aBTOMATU3HPOBAHHBIX
(MHpOPMAIIMOHHBIX) CUCTEM B 3aIMIICHHOM MCIIOJHEHUW» U COOTBETCTBYIOIIHE €My
oO1ue 1 npodeccuoHaaIbHble KOMIETEHIUU:

1.1.1. Ilepedyern O0OMMX KOMITETCHITHIA

Kon OO011e KOMIIETEHIINH

OK 01. BeiObupats  cmocoObl  pemieHHst 3a7ad  MPO(ECCHOHAIBHOM  JIEATENIbHOCTH,
NPUMEHUTEIHHO K PA3IMYHBIM KOHTEKCTaM.

OK 0. Ocy1iecTBIATh OUCK, aHAINU3 U MHTEPIIPETALNIO HH(pOpMAIMK, HEOOXOIUMOM 1Is
BBITIOJTHEHUS 33124 MPO(ECCHOHAIFHON IS TETbHOCTH.

OK 03. [InaHupoBaTh U peaIM30BbIBATH COOCTBEHHOE MPO(ECCHOHAIBLHOE U JIMYHOCTHOE
pas3BHTHE.

OK 04. PaboTaTh B KOJUIEKTUBE M KOMaH/€e, 3PPEKTUBHO B3aUMOJICHICTBOBATh C KOJIJIETaMH,
PYKOBOJICTBOM, KJINCHTAMH.

OK 05. OcCymecTBIATh YCTHYIO U TUCbMEHHYI0 KOMMYHHKAIIUIO Ha TOCY1apPCTBEHHOM SI3bIKE

C Y4€TOM 0COOEHHOCTEH COIMAIBHOTO U KYJbTYPHOTO KOHTEKCTA.

[TposiBASATH TpaXKJaHCKO-NATPUOTUYECKYIO TMO3UINIO, JEMOHCTPUPOBAThH OCOZHAHHOE
OK 06. MOBEJICHUE HAa OCHOBE TPATUIIMOHHBIX OOIIECUETIOBEYECKUX IIEHHOCTEH, TPUMEHSATH
CTaHI[apTI:I aHTI/IKOppyr[LII/IOHHOF O ITIOBCACHU A.

ConelicTBOBaTh  COXpPAHEHUIO  OKpYKAlOUIEH  Cpelibl, pecypcocOepereHuto,

OK 07. . o
7 (hEeKTHBHO ACMCTBOBATH B UPE3BHIYAMHBIX CUTYAIIHSIX.
Hcnonb3oBath cpeactBa (GU3MYECKOW KYJIBTYPHI JUIsl COXPAHEHHSI U YKPEIUICHUS
OK 08. 3M0POBBSI B Mpolecce MPOPECCHOHATBPHOM JIEATETbHOCTH W TOJICPKAHUS
HE00XO0IMMOT0 YPOBHS (PU3MYECKOMN MOATOTOBICHHOCTH.
OK 09. | Mcnoas3oBaTh HH(GOPMAIIMOHHBIE TEXHOJIOTHH B MPO(HECCHOHATLHOM IeITeIbHOCTH.
OK 10. [Tonmp30BaTbcss MPO(ECCHOHANBHON JOKyMEHTAIlMe Ha TOCYAapCTBEHHOM H
MHOCTPAHHOM SI3bIKaX.
OK.11 Wcnonb3oBath  3HaHMA MO  (UHAHCOBOM  TpaMOTHOCTH,  IUIAHUPOBATH

IpeIPUHUMATEILCKYIO AESITEIbHOCTD B IpodeccnoHanbHoM chepe.

1.1.2. Ilepevyens npodeccuoHaATBHBIX KOMITETSHITUN

Kog [IpodeccronanbHbie KOMIETEHIIUN

IIpou3BOoaUTE YCTAaHOBKY M HACTPOMKY KOMIIOHEHTOB aBTOMATU3UPOBAHHBIX
(MHGOPMAIIMOHHBIX) CHUCTEM B 3alIWIICHHOM HWCIOJHEHUH B COOTBETCTBHH C
TpeOOBAHUSIMH IKCILTYaTAIIMOHHOM IOKYMEHTALIUH.

[IK 1.2. | AIMHHUCTPHPOBAaTh TPOTPAMMHBIE U IPOTPAMMHO-AIIapaTHbIE KOMITOHEHTHI
aBTOMATH3UPOBAHHOM (MH(POPMALIMOHHO) CHCTEMBI B 3AIIUIIIEHHOM UCTIOTHEHUH.

IK 1.1.

Ob6ecneunBaTh OecriepeOOlHYI0 pabOTy aBTOMATH3WPOBAHHBIX (MH(DOPMAIIMOHHBIX)
I[IK 1.3. | cucreM B 3allMIOICHHOM WCIOJIHCHHH B COOTBETCTBHM C TpPeOOBAHUSIMH
AKCILTYyaTallMOHHOM TOKYyMEHTAIIUH.




IIK 1.4.

OcCymIecTBIATh MPOBEPKY TEXHUYECKOTO COCTOSIHUS, TEXHUYECKOE OOCITyKHUBaHUE U
TEeKYIIM PEMOHT, YCTPaHATh OTKa3bl M BOCCTaHABIMBATh pPabOTOCIIOCOOHOCTH
aBTOMATHU3MPOBAHHBIX (MH()DOPMAIIMOHHBIX) CUCTEM B 3AIIUIIEHHOM HUCIIOJIHEHUU.

1.1.3. B pe3synbTaTe ocBoeHMs MpodheCCUOHATHHOTO MOTYJISI 00YUYarOIIANACS

IOJKEH:

HUMCTH

OIIBIT

— YCTAaHOBKM M HACTpPOMKM KOMIIOHEHTOB CHCTEM 3allUThl HH(OpMaLuu

MPaKTUYECKUM ABTOMATHU3UPOBAHHBIX (MH(POPMALIMOHHBIX) CUCTEM;

— aJMHMHHUCTPUPOBAHUS aBTOMATH3MPOBAHHBIX CHUCTEM B 3alIMIIEHHOM
UCTIOJIHEHUH, KOHMPOJISL CMAOUTIbHOCIU XAPAKMEPUCTIUK CUCTEMbl 3aAUUMbl
ungopmayuu’*;

— DJKCIUTyaTaluu KOMIIOHEHTOB CUCTEM 3aIUTHI uHbopMaIuu
ABTOMATHU3UPOBAHHBIX CHCTEM;

JTMarHOCTHKHU KOMITIOHEHTOB CUCTEM 3aIUTHI uHpopmManuu
ABTOMATU3UPOBAHHBIX CHCTEM, YCTPAaHEHUS OTKa30B M BOCCTAaHOBIICHUS
paboTOCIIOCOOHOCTH aBTOMATU3WPOBAHHBIX (MH(POPMAIMOHHBIX) CHCTEM B
3aIIUIICHHOM HWCIOJHEHUH, KOHMPOJsL  COOMBEeMCcmeus KoHpuaypayuu
cucmemvl 3auumvl UHGOPpMAYUU ee IKCHAYAMAYUOHHOU OOKYMeHmayuu *;

— YCMAaHOBKU U HACMPOUKU ONEPAyUOHHbIX cucmem cemelicme Windows u
UNIX ¢ yyemom mpebosanuii no obecneyeHuro UHGOPMAYUOHHOU
bezonacHocmu*;

VHUYMOMNCeHUS MAUUHHBIX HOcumenel ungopmayuu, obpabamuvleaemoll Ha
3HAUUMBIX 00bEeKmax KpUumuieckou UHGOPMAaAyUoHHOU UHPPACMPYKMYpol,
Qukcayuu Heucnpagnocmel 6 pabome cucmemvl OE30NACHOCMU 3HAYUMBIX
00beKmMo8 Kpumuyeckol UHGOPMAYyUOHHOU UHGpaAcmpyKmypol™;

— O0OHapyodicenus U ycmpaHeHus owudboK npu nepeoaiue OAHHBIX 8
KOMNbIOMEPHBIX Cemsax™;

— pabomul ¢ NPOMOKOAAMU PA3HBIX YPOGHEU ™.

yMETh

—  OCYWIECTBISITH ~ KOMIUICKTOBAaHHE, KOH(PUTYpUPOBAaHHE,  HACTPOUKY
ABTOMATH3UPOBAHHBIX CHCTEM B 3alIHIICHHOM HCIIOJHCHUN KOMIIOHEHT CUCTEM
3amuThl MHHOPMAIIUK ABTOMATU3UPOBAHHBIX CUCTEM;

— OpraHU30BBIBaTh, KOH(OUTYPHPOBATH, MPOU3BOJAUTH MOHTaX, OCYIICCTBIISITH
JMUATHOCTHKY M yCTPaHITh HEUCIPABHOCTH KOMIIBIOTEPHBIX CeTel, paboTarh C
CETEeBBIMH MTPOTOKOJIAMHU Pa3HBIX YPOBHEH;

— OCYUIECTBIISATh KOH(DUTYPUPOBAHUE, HACTPOWKY KOMITOHEHT CHCTEM 3alllUThI
WH(OPMAIINN aBTOMATU3HPOBAHHBIX CHCTEM;

— TPOU3BOJUTH YCTAHOBKY, aJanTallii0 ¥ COMNPOBOXICHHUE THIIOBOTO
NPOTPAaMMHOTO  OOECTieUeHHsI, BXOMSIIETO B COCTaB CHUCTEM  3allWThI
uH(POpPMAIIMK aBTOMATU3HPOBAHHON CUCTEMBI

— HaCTpauBaTh U YCTPAHATh HEUCIIPABHOCTHU IMPOTPAMMHO-AIIAPATHBIX CPEIICTB
3amUThl MHHOPMALIUK B KOMIIBIOTEPHBIX CETAX IO 3aJJaHHBIM IIPABHIIAM;

— obecrmeunBaTh  pabOTOCIIOCOOHOCTh, OOHAPYXUBAaTb W  YCTPAHATH
HEUCTIPABHOCTH

— obecneuusamo npoBepKy GYHKYUOHUPOBAHUSL BCMPOEHHBIX CPEOCE 3aUjUnbl
ungopmayuu U ceoeepemenHoe  OOHApYHCeHUe — NPUSHAKOS — HANUYUS
8PEOOHOCHO20 NPOCPAMMHO20 0becneueHus™,

—  YCManasiueams, KOHQU2Yypupoeams u KOHMPOIUPOBAMb KOPPEKMHOCHb
HACMPOUKU  MeNCCeme8blX 9KPAHO8 8  COOMBEMCMBUU € 3A0AHHbIMU




npaguiamu®;

—  gopmynuposamv u Hacmpausamv NOIUMUKY OE30NACHOCMU OCHOBHLIX
ONepayuoHHbIX CUCmeM, a mMaKdice JOKAIbHbIX KOMHbIOMEPHBIX cemell,
NOCMPOEHHBIX HA UX OCHOBe; *

— peaucmpuposamsv cOObImMuUs, CEA3AHHbIE C 3AWUMOl UHDOPMAYUU 6 ZHAYUMBIX
06beKmax Kpumuyeckol UHGoOpMayuonHol ungpacmpykmyp*;

— UCNONB3068ANMb NPOSPAMMHbBIE CPEOCMEa OJis APXUSUPOBAHUS UHGOpMayUl
NPUMEHSING MUNOBbLE NPOSPAMMHbBLE CPEOCMBA PEe3ePEUPOSAHUsL U BOCCIAHOGLCHUS
uHGOpMayUU 8 3HAUUMBIX 00BEKMAX KPUMUYECKOU UHDOPMAYUOHHOU ¥

3HaTh

— COCTaB ¥ MPUHIUIBI pAOOTHI aBTOMATH3UPOBAHHBIX CHUCTEM, OTIEPAIMOHHBIX
CUCTEM U CpeJI;
— MPUHOUOBL Pa3pabOTKH aNrOPUTMOB MPOrpaMM, OCHOBHBIX IIPUEMOB
IPOrpaMMHUPOBAHNUS;
— Mozaenu 0a3 JAaHHBIX, NOPAOOK HACMPOUKU cUucmem YnpasieHus Oazamu
OAHHBIX U CPeOCm8 INEeKMPOHHO20 OOKYMeHmoobopoma*;
— TPUHIUIIBI TOCTPOCHHUs, (U3HUECKHE OCHOBBI PAOOTHI TepuepUITHBIX
YCTPOMCTB,
— TEOPETUYECKHE OCHOBBI KOMIIBIOTEPHBIX CETEH U UX allapaTHBIX KOMIIOHEHT,
CETEeBBIX MOJIEJICH, IPOTOKOJIOB U MPUHIIUIIOB apeCcaIliy;
— MOPSAJOK YCTAaHOBKU U BBOJIa B AKCIUTYaTaI[MIO CPEJICTB 3alllUThl MH(POpMAIU
B KOMIIBIOTEPHBIX CETAX, HOPsA0OK obecneuenus Oe3onacHocmu uHgpopmayuu
ApU IKCHIAYAMAYUU KOMNbIOMEPHBIX cemei™;
— MPUHIMIBI OCHOBHBIX METOJOB OpraHU3allMU U MPOBEACHUS TEXHUYECKOTO
00CITY)KUBaHUSI BBIYMCIUTEIFHOW TEXHUKH M JPYTUX TEXHUYECKHX CPEICTB
nH(popMaTH3aINH;
— Mmunogvle YA36UMOCMU NPOSPAMMHO20 00ecneyeHus, Memoovl Ux
IKCHIyamayuu U HNopsooK obecneuenus 0Oe3onacHocmu uxgopmayuu npu
IKCHIYAMAYUU NPOSPAMMHO20 0becnedenusn™;
— 0CcObeHHOCmU  UCMOYHUKO8 Y2p03, CBA3AHHBIX C JIKCHIAyamayuet
NPOSPAMMHO20 OOecneyeHUs *;
—  IKCHIYAMAyuUOHHYIO U NPOEKMHYI0 OOKYMEeHmMAayuio, peiameHmsl no
VHUYMOMNCEHUI0  UHgopmayuu U  MAWUHHLIX  HOocumeneu  uHgopmayuu
A8MOMAMU3UPOBAHHOU cucmembl ™;
—  NPpUHYUNbl NOCMpoeHus U QOYHKYUOHUPOBAHUA, NpUMEPbl Peanu3ayuli
COBPEMEHHbIX ONEePayUOHHbIX cucmem, *
—  NpocpamMMHO-annapamuvie cpeocmea obecnedenus UH@OPMAYUOHHOU
bezonacnocmu 8 munosvix ONepPayUoOHHbIX cucmemax, *
— aodpecayuro 8 cemsx, OP2aHU3aAYUIO MeHCCeMo8020 83aumooelcmeus, ™
—  Memooos, ancopummos, NpPOMOKOJLO08, UCHONb3YeMbIX Ol obecnedenusl
3auumol UHGOPMAYUU 8 3HAYUMBIX 0OBEKMAX KPUMUYECKOU UHGOpMAYUOHHOU
ungpacmpyxmypuoi *
-mooenu  yepo3 UHDOPMAYUOHHOU OE30NaACHOCMU, MOOenu Hapywumers
UHGOPMAYUOHHOU DE30NaACHOCU HA 00beKme UHpOpMamuzayuu
Kpumepuees OYEHKU 3auyeHHocmu SHAYUMbBIX 00bexmos KpumuquKoﬁ
unHgopmayuorHou*
—  OCHOBHble Smanvi paspaboOmKu HPOCMBIX U COCMABHLIX 3ANPOCO8 C
npumeHerueMm A3vika sanpocog SOL*
— OCHOGHble ampuOymvl U 02PAHUYEHUs: CMOIOYO8 U MAOIUY 8 COBPEMEHHbIX
CVE*
- OCHOGHble acpezammuble OYHKYUU npumeHsemvl 6 cospemennvix CYB/]
UCNONIb3YeMbIX HA NpoU38oocmee ™.




1.2. KonndecTBo 4acoB, OTBOJAUMOE Ha OCBOCHHE MPO(HECCHOHATEHOTO MOIYJIS

Bcero 989 vacos, B ToM uncie B popme NpakTUYECKON MOATOTOBKH 596 yacoB
N3 Hux Ha ocBoeHue MJIK 623 daca,
B TOM YHCJIE CaMOCTOsITeNIbHasA paboTa 24 yaca.

[TpaxTuku, B TOM uncie ydeOnas 108 vacos

pOoU3BOACTBEHHAs (110 nMpoduiIto crenranbHocTh) 180 yacos

DK3ameH 1o Moaysro 12 yacos



2. CTpyKTypa U coJiep:kaHue npopecCuoHaIbHOTO0 MOTYJIs

2.1. CtpykTypa npoecCHOHaTLHOTO MOAYJIS

O06Bem npodeccnoHaTbHOTO MOAYJIS, aK. Jac.

Cymm Pa6oTa 00y4aromuxcs BO B3aUMOJICHCTBHY C MPEN0IaBaTeieM Camoct
Haumenosan | apuer | OsITEIIb
Kozsl Usl pa3ziesioB it =% 5 Obyuenue no MIK
pasn 8 oz X B IIpakTuku Had
KOMIIETeH | mpodeccruona | oobem | . § § moat uucae paGoTa
ou JILHOTO Harpy ::. E E( Bcero | IIpomexyTtoun | maGopaTopHbl Kypcosble
MOy JIst 3KH, = & 8 as aTTecTalus XU MIPOEKTHI VYuebn | [IpousBoacts
qac. | m = PAKTHYECKH (paboThl) ast CHHas
X 3aHSATUN
1 2 3 4 5 6 7 8 9 10 11
K 1.1. Paznea 1.
OK 01- OK| ycranoska u
11 HaCTpOWKa
ABTOMATHU3UD
OBaHHBIX
330 162 274 12 126 - 36 - 8
(mabOpMarm
OHHBIX)
CHCTEM B
3aIIUIIEHHOM
MCIIOTHEHHUH
K 1.2., Paznen 2.
1K 1.3, AnmuHUCTpU
K 1.4 poBaHue
OK 01— 467 254 349 30 182 - 72 - 16
aBTOMATU3UD
OK 11
OBaHHBIX
(mabOpMaIM




OHHBIX)

CHCTEM B
3aIHIIEHHOM
HUCIIOJIHEHUHT
IIK 1.2., [IpousBoacTs
IIK 1.3, CHHAs
K 1.4 npakTHka (1o
OK 01— 180 180 180
npodITIo
OK 11
CIIEINAIEHOC
TH)
DK3aMeH I10 12 12
MOJTYJTIO
Bceero: 989 596 623 54 308 108 180 24




2.2. TemaTuueckuil 11aH v coAep>kaHue MpoPeCcCUuOHAIBHOTO MOIYJIs

Haumenosanue
pas3zenon
npodeccnoHaIEHOTO Conepxanre yueOHOTO MaTepHara, O0beMm B
moxyst (ITM), JabopaTOPHBIE U IPAKTUYCCKUE 3aHATHUS, CAMOCTOSITENIbHAs paboTa CTYJEHTOB, KypCOBOM MPOEKT (paboTa) yacax
MEXAUCIUTITMHAPHBIX
kypcoB (MJIK) u Tem
1 2 3
Paznen 1 IIM.01 YcTaHOBKA M HACTPOHKA aBTOMATH3MPOBAHHBIX (MH(OPMAIMOHHBIX) CHCTEM B 3aUIIIEHHOM HCIIOJTHEHUH 330
M/AK.01.01 OnepanuoHHbIe CHCTEMbI 138
Pazned 1. DiieMeHTHI TEOPHH ONEPANMOHHBIX cucTeM. CBOIICTBA ONEPALIMOHHBIX CHCTEM 44
Tewma 1.1. OcHOBBI Conepxanue 6
TEOPHH ONMEPAMOHHBIX | Ompenesnenue onepanuoHHoi cucteMbl. OCHOBHbIE MOHATHA. VICTOpHS pa3BUTHS ONEpAaLlMOHHBIX cucTeM. Buapl
CUCTEM orepaloHHbIX cucteM. Knaccudukanys onepaoHHbIX CUCTEM 110 pa3HbIM Mpu3HakaM. OnepanuoHHas cucTemMa Kak 6
uHTepdeiic Mexay IporpaMMHBIM U anmapaTHeIM obecrieueHreM. CHcTeMHBIC BRI30OBHL. VccienoBanus B o0macTu
OTIEPAIMOHHBIX CUCTEM.
B ToMm uncie npakTuyeckux U 1a00paTOPHBIX 3aHATHHA )
Tema 1.2. MamunHO- Copepxanue 16
3aBHCHMBIE U MaMHHO- | 3arpy3uuk OC. Maunuanusanus annapatHbix cpeacTB. [Iponece 3arpysku OC.
HE3aBUCUMBIE CBOUCTBA | [Tepernocumocts OC. MammuHo-3aBucuMbie Moy OC. 3agaun OC 10 yIpaBiieHHIO ONEpalisMA BBOIa-BEIBOIA.
ONEPAMOHHBIX CUCTEM MHorocoiHasg MOJIeb TOJCUCTEMBI BBOAA-BbIBOIA. paiiBepsl. [loaneprkka onepannii BBOa-BbIBOJIA. 8
(00) Pab6ora c daitnamu. @aiinosas cucrema. Buzsl daiinossix cuctem. dusndeckas opranuzanus (ainoBoil cucreMbl. THIBI
¢aitnos. PaiisoBble onepayy, KOHTPOJIb JOCTYIA K (aiiaam.
B ToM umcie npakTH4YecKuX M 1a00paTOPHBIX 3aHIATHHA 8
[TpakTnueckoe 3anatue «Bupryanphaeie mamuHbl. Coznanue, MoauduKaims, padoray 2
[IpakTuueckoe 3ansTue «Ycranopka OCy 2
[Tpaktuueckoe 3ansitue «Co3anue U U3y4eHUE CTPYKTYPhI pa3/IesIoB )KECTKOTO AUCKa» 2
[TpakTuueckoe 3anstue «Onepanun ¢ Gaitramm 2
Conepxanue 4




Tema 1.3. MonynpHas

Dx30s1p0. Monens kineHT-cepBep. Pabora B peskume mosib3oBarens. Pabora B koHCOIBHOM pexume. O00I0uKH

CTPYKTypa ONEPALMOHHBIX CUCTEM. 2
OINEPALMOHHBIX CHCTEM, | B TOM umcie nmpakTuyeckux v Ja00paTOPHBIX 3aHATHH 2
MIPOCTPAHCTBO [IpakTueckoe 3anatue «PaboTa B KOHCOIBHOM U IpaUUECKOM peKUMax»» ’
10JIb30BATENS
Tema 1.4. Ynpasnenue Conepxanue 4
MaMsITbIO OcHoBHOe yrpaBieHue namaTeto. [lonkauka. BupryanbHas namsTsb. AITOPUTMBI 3aMEIIEHUS CTpaHuLl. Bonpocs! )
pa3pabOTKH CUCTEM CO CTPAHUYHOM opranu3anuei namstu. Bonpocs! peanuzanun. CerMeHTanys namsita
B ToM uncie npakTHYecKHX M Ja00paTOPHBIX 3aHATHHA 2
[TpakTnueckoe 3aHsiTHE «MOHHUTOPHHT 3a HCHOJb30BAHUEM NAMSTH 2
Tema 1.5. Ynpasnenue Conepxanue 8
IpoLeccami, [Tonsatue npouecca. [loustue noroka. [loHsiTre npuopuTeTa U 04YEpeIN MPOLECCOB, OCOOEHHOCTH MHOTOIIPOIIECCOPHBIX 4
MHOT'OIIPOLIECCOPHBIE cucteM. MexmpoliieccopHoe B3aUMOICHCTBHE
CUCTEMBI [TonsiTre B3auMoOJIOKHPOBKH. Pecypchl, 0OHapy)eHue B3auMoOJIOKUPOBOK. M30eranue B3anMoOI0KHPOBOK.
[TpenoTBpalieHre B3auMoOIOKUPOBOK
B ToM uncie npakTH4YeCcKuX M 1a0OpaTOPHBIX 3aHATHHA 4
[IpakTHueckoe 3aHsATHE «YIIPABICHUE MIPOLIECCAMUY 2
[TpakTnueckoe 3anatue «HabmoneHue 3a HCIOIb30BaHUEM PECYPCOB CHCTEMBD) 2
Tema 1.6. Copepxanue 6
Bupryanuzauus u TpeboBanus, mpuMeHsieMble K BUpTyanu3aiuu. [ unepsuzopsel. TexHosnoruu 3QGeKTHBHON BUPTYaTU3aIINH.
o0JIaYHbIe TEXHOJIOTUU Bupryanusauus namsatu. Bupryanusanus BBojga-BbiBoja. BupryansHble ycTporicTBa. Bonpocs! IUIeH3UPOBAHMS 4
O6raunblie TexHonoruu. MccnenoBanusi B 0071aCTH BUPTYATU3AIMH M O0JIaKOB
B ToM ymcie npakTH4ecKux B 1Ja0OpaTOPHBIX 3aHATHH 2
IIpakTnueckoe 3anatue «3yuenue npumepoB BUpTyaiabHbIX MamuH (VMware, VBox)» 2
Pasnea 2. be3onacHOCTh onepanoHHbIX CHCTEM 10
Tema 2.1. [TpuHUMTIBI Conepxanue 10
IIOCTPOCHHUSI 3aILUTHI [Tonsarue 6ezomacnoctu OC. Knaccudukanus yrpoz OC. UcTouyHMKH yrpo3 HHPOPMALIMOHHOMN 0€301MacHOCTH U 00BEKTHI 4
uH(popMaluu B BozaeicTBus. [lopsaok obecrieuenrst 6€30MacHOCTH MH(POPMAIUH NP SKCIUTyaTalluy onepaluoHHbIX cucteMm. LlltaTHbie
ONEPaMOHHBIX cpenctBa OC anst 3amuThl HHGOPMAITUH.
cucremax B ToM uncie npakTHYecKuX U JT1a00paTOPHBIX 3aHATUH 6
[IpakTHueckoe 3aHsTHE «YTIPaBJIECHHUE YUETHBIMHU 3aIUCSIMHU MTOJIb30BATEIEH M TIOCTYIIOM K pecypcam» 2
[TpakTHyeckoe 3aHsITHEe «AYIUT COOBITUN CHCTEMBD) 2
[Tpaktuyeckoe 3ansTue «VM3ydeHue MTATHBIX CPEICTB 3AIIUTH HHPOPMALIMU B ONEPAITMOHHBIX CUCTEMAaX» 2




Pasnea 3. OcobeHHOCTH padoThI B COBPEMEHHBIX ONePAllMOHHBIX CHCTEMax 26
Tema 3.1. Conepxxanue 10
OnepanmoHHbie 0630p cuctems! Linux. [Iponecce B cucreme Linux. Ynpasnenue namsaTeio B Linux. BBoa-BeiBoa B cucteme Linux.
cucteMbl UNIX, Linux, | ®@aioBas cucrema UNIX. 6
MacOS u Android OnepanuoHnble cucTeMbl cemeiictBa Mac OS: 0COOEHHOCTH, IPEUMYILECTBA U HEIOCTATKH.
Apxwutektypa Android. [Tpunoxenust Android
B ToM uncie npakTuyeckux M Ja00paTOPHbIX 3aHATHH 4
[Tpaktuyeckoe 3anstue «Co3nanue quctpuOytuBa Linux. YcTaHoBKay 2
[Tpaktuueckoe 3anstue «Pabora B OC Linux» 2
Tema 3.2. Coneprxkanue 4
Onepannonnas cucreMa | Ctpykrypa cuctemsl. [Iporiecchl u moTokn B Windows. Yrpasienue namsateio. BBoa-BeiBog B Windows. 2
Windows B ToM 4mcIe mpakTHYeCKUX 1 JTa00paTOPHBIX 3aHATHH 2
[TpakTyeckoe 3aHsATHE «YCTaHOBKA M NepBUYHAas HacTporika Windowsy. 2
Tema 3.3. Poccuiickas Conepxanue 6
onepayuonnas cucmema | Cmpykmypa cucmemvi Anom 8 CII. Unmepgpetic OC Anom 8 CII. Anom Pabouas cmanyus. Anom Cepsep. 4
Anom* B ToM umcie npakTHYecKuX M 1a0OpaTOPHBIX 3aHIATHHA 2
[TpakTuueckoe 3anatue «Paboma 6 onepayuonnoil cucmeme Anom Obpazosanuey. 2
Tema 3.4. CepBepHbie Conepxanue 6
onepauuoHHelie cucreMel | OcHoBHOe HazHaueHue cepBepHbIXx OC. Ocobennoctu cepBepHbix OC. Pacnipenenennsle GpaiaoBble CHCTEMBI. 2
B ToM umncie npakTH4ecKuX M 1a0OpaTOPHBIX 3aHIATHHA 4
[IpakTueckoe 3anatue «Pabota ¢ cereBoi (hailIoBOM CHCTEMOI. 2
[Tpaktuueckoe 3anstue «Padora c cepseproit OC, nanpumep, AltLinux» 2
Pasnen 4. 3auyuma 6 onepauuonnvix cucmemax * 42
Tema 4.1. Ynpasnenue Coneprxanue ]
docmynom 6
sauuyennoii OcHognbie no0xo0bl K NOCMPOEHUIO 3aUUUeHHbIX OnepayuorHblx cucmem. Cmanoapmel 6€30nacHOCmMU OnepayuoOHHbIX 4
onepayuonnoli cucmene cucmem. Tunogvle Mooenu ynpasieHus 00Cmynos. Yn;u?aeﬂenue docmynom.
B ToM uncie npakTH4YecKuX M 1a0OpaTOPHBIX 3aHIATHHA 4
[IpakTnueckoe 3aHATUE «¥Ynpasaenue yuemuviMu 3anuciamu noab306ameneiy 2
[IpakTrueckoe 3ausitue «Ynpasienue docmynomy 2
Tema 4.2. Conepxanue 14
Aymenmugurayus u Aymenmugurayus 6 onepayuonnvix cucmemax. Cucmemul 0OHaApyHceHus 6mopaHceHu. Ayoum 6 onepayuoHHbIx 6

cucmemdax




ayoum 6 onepayuonHeix | B TOM 4mcie MpakTHUECKUX U JJAOOPATOPHBIX 3aHATHIM 8
cucmemax [Tpaktuueckoe 3austue «Aymenmuguxayus 6 OC Windows» 2
[Tpaktuueckoe 3anatue «Aymeumugurayus 6 OC Linuyx 2
[Tpaktuueckoe 3ausitue «Ayoum ¢ OC Windows» 2
[Tpaktuyeckoe 3austue «4youm ¢ OC Linuxy 2
Tema 4.3. Conepxanue 16
Onepayuonnas cucmema | Apxumexkmypa, nasnauenue, oonacmu npumenenuss OCCH. Ocnogbl nonv306amenbckoll pabomol u aOMUHUCTPUPOBAHUSL
0c006020 Ha3HaAYEeHUs OCCH. Manoamuas modenv ynpasienust 00cmynom u ungopmayuonuvimu nomoxamu 6 OC cemeticmea Linux. Ypoenu ]
Astra Linux. MAHOAMHO20 YNPAGIeHUs YeJIOCMHOCMbI0. YposeHb MaHOamHnoz2o ynpasienus 00cmynom. Ynpaenenue bezonacnocmoio 8
OCCH Astra Linux. Aymenmuguxayus u ayoum 6 OCCH Astra Linux.
B ToM umcie npakTHYecKuX M 1a0OpaTOPHBIX 3aHIATHHA 8
[Tpaktueckoe 3anarue «Yemanosxa OCCH Astra Linux. Paboma ¢ OCCH Astra Linux 6 epaguueckom pesxcumey o)
[IpakTueckoe 3aHaTue «Apxusuposanue u cocamue ainos. bazosvie KOHCONbHBIE KOMAHObL AOMUHUCTIPUPOBAHUS 2
[Ipaktuueckoe 3ausitue  «¥Ynpasnenue npoyeccamu 6 OCCH Astra Linuxy 2
[IpakTuueckoe 3auiaTue «Ynpaesnenue nonvzoeamensimu Astra Linux» 2
Tema 4.4. Conepxanue 4
bezonacnocms bezonacnocms onepayuonnsix cucmem MoOUILHBIX YCMPOUCMS 4
ONnepayuoHHblX cucmem | B TOM 4HCIIe TPAKTUYECKUX U JTAOOPATOPHBIX 3aHATUN )
MOOUTILHBIX YCMPOUCME
[TpumepHas TeMaTHKa BHEAYAUTOPHON CaMOCTOSTENILHONU PabOThI
1. Co3nanue BUPTyaJbHOU MAIIUHBI.
2. YcTaHOBKa ONEPALIMOHHON CUCTEMBI. 4
3. Anamus xxypHana ayaura OC Ha paboyem mecTe.
4. Mi3yueHne aHAIMTHYECKUX 0030pOB B 00JIACTH OCTPOCHMSI CUCTEM O€30MTaCHOCTH ONEPAIIMOHHBIX CHCTEM.
[TpomexxyTounas atrectarus B popme sx3amena no MJIK.01.01 12
MJIK.01.02 ba3bl JaHHBIX 156
Pasnea 1. OcHOBBI Teopuu 0a3 JaHHBIX 20
Tema 1.1. OcHOBHEIE Conep:kanue 12
MIOHATHUS Teopuu 0a3 [TonstTrie 6a3pl naHHBIX. KOMIOHEHTHI CUCTeMBl 0a3 JaHHBIX: JaHHBIC, aNlapaTHOe OOeCHedYeHue, MPOrpPaMMHOE
naHHbIX. Monenu oOecnieueHue, monb3oBaTenu. (OTHOMONB30BATENLCKUE W MHOTOINOJB30BAaTEIbCKUE CHUCTEMBbl 0a3  JaHHBIX. )

JTAHHBIX

WuterpupoBanHble u obmue naHHble. OOBEKTHI, CBOMCTBA, OTHOMLIEHMs. LleHTpann3oBaHHOE YIpaBICHHE JaHHBIMHU,
OCHOBHBIC TPEOOBAHMSI.




MOI[QJII/I JaHHBIX. I/Iepapanecxue, CCTCBLIC U PCIIAIMOHHBIC MOJCIN OPraHnu3allii JaHHBIX. HOCTpeJ'DII_[I/IOHHBIe MOJCIN

JAHHBIX. 2
Tepmunosiorus pensuuoHHbIX Mojieneit. Kimaccudukarus cymuocteit. JIBenaamnats npasun Koana aist onpeaeneHus
KOHILICTIIINH PEISLUOHHON MOJEH. 2
B ToM umcie npakTH4YecKuX M 1a0OpaTOPHBIX 3aHIATHHA 6
[TpakTueckoe 3ansarue « Coop u anaruz ungopmayuuy* 2
[TpakTuueckoe 3anarue « Hopmanusayus persyuonnoi B[, oceoenue npunyunos npoexmuposanust BJ»* 2
[TpakTuueckoe 3austue «lIpeobpazosanue pensyuonnou bJ/] 6 cywynocmu u ceszuy* 2
Tema 1.2. OcHOBBI Conepxanue 4
PENAIMOHHON anreOpbl OcHOBBI pensMOHHOM anreOpbl. TpaguimoHHbIe Onepauy Hajl OTHOIIEeHUsIMU. CrieruanbHbIe OTIEpaiiy Hal )
oTHOoleHUsAMH. Onepaliiy HaJl OTHOLIEHUSIMH JIONOJIHEHHbIE JIeUTOM.
B ToM umcie npakTH4ecKuX M 1a00paTOPHBIX 3aHIATHHA )
[Tpaktuueckoe 3ansitue «Onepanuu HajJ OTHOIICHUSIMUY)
Tema 1.3. BazoBbie Coaeprxkanue 2
MOHATHS U bazossie mousatuss CYB/I. OcnoBubie ¢pynkimn, peanu3yembie B CYBJl. OcHoBuble kKoMmioHeHTH CYB]] 1 nx
knaccudukanus cucteM | Bzaumopeiictsue. Uurepdeiic CYB]I. S3bikoBbie cpencrsa CYBJI. Knaccudukarms CYBJI. CpaBHutenbHas 2
yIpaBjeHHUs OazaMu xapakrepuctiuka CYBJI. 3nakomctBo ¢ CYB/] (10 BEIOODPY)
AAHHBIX B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH -
Tema 1.4. Conepxanue 2
IlenocTHOCTH JaHHBIX [ToHsiTHE LIETOCTHOCTU U HEMTPOTUBOPEUUBOCTHU AaHHBIX. [[priMepbl HapylIeHUs! IETOCTHOCTH U HEMTPOTUBOPEUYUBOCTH )
KaK KJIIOYEBOE MOHATUE | maHHBIX. [IpaBuiIa U orpaHUYeHuUs.
0a3 IaHHBIX B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH -
Pa3znea 2. IlpoexkTupoBanune 0a3 JaHHbIX 16
Tema 2.1. Conepxanue 4
NudopmannonHbie Tunel uHGOpMAIIMOHHBIX Moieniell. Jlorndeckrne Moenu JTaHHbIX. PU3NYECKUE MOJICNN JaHHBIX. 2
MOJENN PENAINOHHBIX B ToM uncie npakTuyeckux U J1ad0opaTOPHBIX 3aHATUI 2
0a3 aHHbIX [Tpaktuueckoe 3austue «llpoekTnpoBanue HH(OIOTHUECKON MOAETH JaHHBIX)
Tema 2.2. Conepxanue 4
Hopmamusanus tabmun | Heo6xoauMocTh HOpMaTi3anui. AHOMAINK BCTABKH, yAaleHUs 1 00HOBJIeHHs. [IpuBeieHne TaOIHUIIbI K TIEPBOA, BTOPOit
PENSAIMOHHON 0a3bI U TpeThell HopMaiabHbIM dopmam. [lanpHelas HopManu3aus Tabnui. YerBepras U msTass HOpMaibHbIe (POPMBI. 2
JTAHHBIX. [IpuMeHeHue npoiecca HOpMaJu3alkH.
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 2




IIpoexTupoBanue cBa3en

[Tpaktuyeckoe 3ausaTue «lIpoexTpoBaHue CTPYKTYpbl Oa3bl JAHHBIX)

MEXIy TaOJIUITaMHU. 2
Tema 2.3. CpeactBa Conepxanue 8
aBTOMAaTHU3alluU CASE-cpenctBa, CASE-cucrema u CASE-texnonorus. Knaccuduxanus CASE-cpencts. ['paduueckoe npencrapienue
MPOEKTUPOBAHUS Mogenen npoekrupoBanud. UML. Jluarpamma cynHOCTb-CBSI3b, AMArpamMMma IOTOKOB IAHHBIX, JUarpaMMa MpeLeaeHTOB 4
WCIIOJIb30BAHMSL.
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH
[Tpaktuueckoe 3anstue «lIpoexkTrpoBanue 6a3bl TaHHBIX ¢ Ucnoiab3oBaHueM CASE-cpencTsy 4
Paznen 3. Opranmnsanus 6a3 J1aHHbIX 18
Tema 3.1. Co3znanue Conepxanue 6
0a3bl JaHHBIX. Coznanne 6a3pl JaHHBIX. PaboTa ¢ TabnuiamMu: co3aanue TaOJInIlbl, U3MEHEHHE CTPYKTYPBhI, HAITOJIHEHUE TaOTHIIbI
MaHnunynupoBanue TaHHBIMU. YTIpaBJICHUE 3aMUCAMU: T0OaBIEHUE, pelaKTUpOBaHKe, yaleHre U HaBuraus. Pabota ¢ 6a30il JaHHBIX: 7
JAHHBIMU. BOCCTAaHOBJIEHHE U cxkaTtue. OTKpbITHE U MOauduKanus JaHHbIX. KoManabl XpaHeHusi, 100aBIeHMs], peIaKTUPOBaHUS,
yAaJIeHUs] 1 BOCCTAHOBJICHUs JaHHBIX. HaBuramws mo Habopy NaHHBIX.
B ToM umcie npakTHYecKuX M 1a0OpaTOPHBIX 3aHIATHHA 4
[Tpaktuyeckoe 3ansatue «Coznanue 6a3bl naHHbIX cpeacreamMu CYB/I. Pabota ¢ Tabnuuamu: noGaBnenue, 4
peOaKTHPOBAaHUE, YIAJCHUE, HABUTALUS T10 3aMUCIM.
Tema 3.2. HaeKCHI. Coaeprxkanue 12
CBs3u MeXTY [TocnenoBarenbHbIN OUCK AaHHBIX. COPTHPOBKA M GUIBTpAIHs JaHHBIX. MHAeKcupoBaHue Tabmauil. Pa3mununbie THUIBI 4
TaOJIAI[AMU. WHACKCHBIX (haitnoB. Paboune obnactu u nceBaoHUMBIL. CBsi3b Tabmuil. O0beuHeHHe Ta0JIHII.
O06benunenune Tabmiy OcHognbie 6uobl Knoyell 8 mabauyax. Buewnuil u nepsuyHwlil K104 OCHO8Hble omauyus. * 2
B ToM umcie npakTHYecKuX M 1a0OpaTOPHBIX 3aHIATHHA 6
ITpakTnueckoe 3anatue «CozaHue B3aUMOCBS3EH» 2
[TpakTuueckoe 3ausiTne «COPTUPOBKA, MOUCK U (DUIBTPAITUs JAHHBIX) 2
[TpakTnueckoe 3anaTue «CrnocoObl 00beTUHEHHS TAOIHID) 2
Paznen 4. YnpasJiienue 0a30i JaHHBIX ¢ moMombi0 SQL 28
Tema 4.1. Conepxanue 10
CTpyKTypHpOBaHHBIN OOm1ast xapakTepUCTHKA S3bIKAa CTPYKTYPHUPOBaHHBIX 3anpocoB SQL. CTpykTypbl 1 TUIbI JaHHBIX. CTaHIapTHI S3bIKA
sI3bIK 3anmpocoB SQL SQL. KomaHbl onpeiesieHus: JaHHBIX 1 MAHUIYJIMPOBAHUS TAHHBIMH. ]
OcnosHble munvl KOMarHObl npumensemvlx 8 3anpocax SQL*
Ampubymol u oepanuyenuss cmoioyos u maobauy. *
B ToM umncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 2




[Tpaktuyeckoe 3ansaTue «Co3nanue 6a3pl JAHHBIX ¢ TOMoIIbI0 KoMana SQL. PenaktupoBanue, BCTaBKa U yJaJieHUE

JAHHBIX CpeACTBAMH si3bika SQL» 2
Tema 4.2. Oneparopsl 1 | Conepxanue 18
bynkmm si3pika SQL Crpykrypa komauas! Select. Ycmosue Where. Onepatops! 1 pyHKIIMU TPOBEPKH yCIoBUH. JIorndyeckue onepaTopsl.
['pynnoBeie pyHKwn. OyHKIMH 1aThl U BpeMeHU. CUMBOJIbHBIC (YHKITUH.
Aepecamuvie ¢hynkyuu 6 SOL. * 12
Hszvik SOL « Onepamopst GROUP BY u HAVING». *
Pacwupenus 3anpocos SOL Server ons epynnuposexu oanmvix. *
Iloozanpocut sizvika SOL u onepamop EXISTS. *
B ToM uncie npakTHYecKHX M Ja00paTOPHBIX 3aHATHHA 6
[Ipaktnueckoe 3ansTue «Co3aHne U UCIIOJIb30BAaHUE 3aPOCOB. I pynnupoBKa U arperupoOBaHNUe TaHHBIX)» 2
IIpakTnueckoe 3anatue «KoppenupoBaHHbIE BIOXKEHHBIE 3aIIPOCHD) 2
[IpakTnueckoe 3anstue «Co3aaHue B 3apocax BBIYUCIISIEMbIX NoJIel. Mcroap30BaHne yCIOBHI 2
Pasnea 5. Opranusanus pacnpeaeJéHHbIX 0a3 JaHHBIX 24
Tema 5.1. Copepxanue 6
ApXUTEKTYpBI ApXUTEKTYpbI KIHeHT/cepBep. JloOCTOMHCTBA U HEAOCTATKU MOJIEIe apXUTEKTYpbl KIHMEHT/CepBep U UX BIUSHUE Ha
pacripesieieHHbIX 0a3 ¢dynakmonupoBanue cereBbix CYB/I. [IpoektupoBanne 6a3pl JaHHBIX 1MOJ] KOHKPETHYIO apXUTEKTYPY: KIIUEHT-CEpPBED,
JAHHBIX pacrpeiesieHHbIe 0a3bl TAHHBIX, MMapajuieibHas 00pad0TKa JaHHBIX. 4
OTnnyus ¥ MPEeuMyIIECTBa YIAICHHBIX 0a3 TaHHBIX OT JIOKAJIBHBIX 0a3 maHHbIX. [IpenMyIiecTBa, HEIOCTATKU U MECTO
IIPUMEHEHHUSI IBYX3BEHHOM M TPEX3BEHHOU apXUTEKTYPHI.
B ToM uncie npakTuyeckux U Ja00paTOPHBIX 3aHATHH 2
[IpakTueckoe 3aHATHE «YTIpaBlIEHUE JOCTYIIOM K 00beKTaM 0a3bl JAHHBIX)»
Tema 5.2. CepBepHas Conepxanue 4
yacTh pacnpenencHHon | [lnanupoanue u pa3péproiBanne CYB/I nist paboThl ¢ KIMEHTCKUMU MPUIIOKEHUSIMH 2
0asbl JaHHBIX B ToM uncie npakTudeckux U J1ad0opaTOPHBIX 3aHATUI 2
[IpakTunueckoe 3anstue «Ycranoska CYB/I. Hactpoiika komnonentoB CYBJI».
Tema 5.3. Kinuenrckasa Conepxanue 14
yacThb pacnpenencHHon | [InanupoBanue npunoxxenunit. Opranusanus uHTEpderica ¢ moap3oBaTesaeM. 3HAKOMCTBO C MAaCTepaMH U )
0a3bl JaHHBIX KOHCTPYKTOPAaMHU IIPU MPOEKTUPOBaHUH (popM u oTueToB. Tumnsl MeHI0. PaboTa ¢ MeHI0: co3ianue, MoaubuKalus.
Hcnonp3oBanne 00beKTHO-OPUEHTUPOBAHHBIX S3bIKOB IPOrPaMMUPOBAHUS IS CO3JaHMsI KIIMEHTCKON 4acTu 0a3bl )
JaHHbIX. TEXHOIOIMH JOCTYIA.
Ontummsanus npou3BoauTebHOCTH padoThl CYB/I. 2




B ToM uncie npakTuyecKux U Ja00paTOPHBIX 3aHATHH 8
[Tpaktuueckoe 3anstue «Co3ganue GOpM B OTYETOBY 2
[Tpaktuueckoe 3ansitue «Co3znanue MeHio. ['enepanus, 3amyck» 4
[Tpaktuueckoe 3anstue «lIpodunupoBaHue 3aIIPOCOB KIMEHTCKUX TPUITOKCHHI 2
Paznen 6. AnMUHUCTPUPOBaAHME U 0€30ITACHOCTD 44
Tema 6.1. Copepxanue 8
Ob6ecneyeHune VYrpo3sl ienoctHoctd CYBJl. OcHOBHBIC BUJIBI ¥ IPUYHUHBI BOZHUKHOBEHUS yTPO3 11eI0CTHOCTH. CIocoOb!
LIEJIOCTHOCTH, nporusoaevicTeus. IIpasuna, orpanuyeHus.
JIOCTOBEPHOCTHU U [TonsiTue xpanumMon npoueaypsl. JJocCTOMHCTBA U HEJOCTATKH MCIIOJIB30BaHUS XPaHUMBIX TTpoueayp. [lonstue Tpurrepa. 4
HENPOTUBOPEUYNBOCTH S3bIK XpaHUMBIX TIpolieayp U TpurrepoB. Kackajnble BO3IEUCTBUS. YTIPAaBICHUE TPAH3AKUIUAMU U KIIIUPOBAHUE
JAHHBIX. MTaMSTH.
B ToM umncie npakTuyecKux M Ja00paTOPHBIX 3aHATHH 4
[TpakTueckoe 3anaTue «Pa3paboTka XpaHUMBIX IPOLEAYP U TPUTTEPOBY 4
Tema 6.2. ITepexsar Cozepxanue 2
HCKJIFOUUTENIBHBIX [ToHsATHE NCKITFOUUTENIBHON CUTYyallui. MSATKUI U )KECTKUI BBIXOJ U3 HCKIIFOUUTENIBHON CUTyaluu. Mecto
cuTyauuii u 00paboTka | BO3HHKHOBEHHS HCKITIOUMTENbHON cuTyarwn. OnpeeseHne xapakrepa OnMOKH, BbI3BABIIEH HCKITIOUATEIILHYIO 2
[0)1155(310) 4 CUTYAITHIO.
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH -
Tema 6.3. MexaHu3Mbl Copepxanue 6
3amuThl nHGopMmaimu B | CpeacrBa uaeHTHGUKANKUK U ayTeHTHGHKamn. Oorue ceenenus. Opranusaiws B3aumoaeiicteust CYBJ] u 6azosoii OC. 2
CUCTEMaX YIIpaBJICHUS Cpencrta ynpapneHus 10cTynoM. OCHOBHBIC TIOHSITHS: CYOBEKTHI M OOBEKTHI, TPYIIIHI TOTH30BaTEINCH, IPUBUIICTHH,
0a3amu TaHHBIX pOJIU M MpeACTaBIeHUs. SI3bIKOBbIE CPEeICTBA pa3rpaHUUEHUs JocTyna. Buipl mpuBMieruii: npuBUieruu 6€30MacHOCTH U
nocryna. Konnenuus u peanuzanust Mmexanusma poseil. CootHouienue npas gocryna, onpegensemsix OC u CYB/I.
Cpenctsa 3amuThl HHGOpPMAIMHU B 0a3ax JaHHBIX
2
B ToM uncie npakTH4YecKuX M 1a00paTOPHBIX 3aHIATHMA 2
[TpakTueckoe 3aHATHE «YTIpaBIeHUE MPaBaMU JOCTYMA K 0a3aM JaHHBIX) 2
Tema 6.4. KonupoBanue | CopepkaHue 8
U IIEPEHOC TaHHBIX. Co3naHue pe3epBHBIX KOMHIA Beeil 0a3bl JaHHBIX, )KypHaJla TPaH3aKIHii, a TAK)Ke OJHOTO MM HECKOJIBKUX (paiiioB mim
Boccranosnenue (aiinoBeix rpymi. [lapamnenusm oneparuii Mogu(pUKaUyu TaHHBIX U KOMUPOBAHUS. THITBI pe3epBHOTO KOITUPOBAHHUS. 2
JAHHBIX VYnpaneHue pe3epBHbIMU KOMUAMH. ABTOMATHU3aIMsI IPOLIECCOB KOMMPOBaHUsl. BoccTaHOBIIEHHE TAHHBIX
B ToM umcie npakTH4ecKuX M 1a0OpaTOPHBIX 3aHIATHHA 6




[IpakTnueckoe 3aHATHE «AYIUT AaHHBIX ¢ noMoliblo cpeactB CYB/I u Tpurreposy

[TpakTnueckoe 3anatue «Pe3epBHOE KONMMPOBaHHE U BOCCTAHOBJICHHE 0a3 JaHHBIX»

[\

Tema 6.5. Opeanuzayus
3auumsl OGHHBIX 8
Xpanunuwax*

Conepxanue

20

Jlononnumenvhvie napamempuol pazeepmoiéanusi u aomunucmpuposarus AD DS. Obecneuenue bezonacnocmu ciyxnco AD
DS.

Monumopune, ynpasnenue u soccmarnognerue AD DS.

Buedpenue epynnoswix noaumux.

ynpaefzeﬁue napamempamu nonvzosamereli ¢ NOMOUWBIO cpYNnnoeblx NOJUMUK.

Obecneuenue bezonacno2o docmyna K oowum gaiinam

Paszsepmuisanue u ynpasnenue cayacoamu cepmughuxamos Active Directory (AD DS).

B TOM umcie npakTHYecKuX M 1a0OpaTOPHBIX 3aHATHHA

—
[\

HpaKTqucxoe 3aHATHE «Ycmanoeka npuopumemaoesy

[TpakTnueckoe 3auaTue «Pazsepmoiganue KOHMPOIIEPO8 OOMEHAY

[TpakTuueckoe 3austue «Mounumopune cemesozo mpaghuray

A~ b

[TpumepHas TeMaTHKa BHEAYAUTOPHON CaMOCTOATENbHON paboTel mpu uzyuennn MJIK.01.02

Brimonnenune naauBuyanbHOT0 3a0aHus 1o TeMe «lIpoekTupoBanre HHPOIOTHIECKOW MOJETH 0a3bl JaHHBIX).

BrinosiHeHME MHIUBUAYAIBHOTO 3a7aHus 10 TeMe «HopMmanu3anus OTHOIEHUID.

Brimonnenune naanBUyanbHOTO 3a1aHus 1o TeMe «Co3nanne 6a3pl qaHHbIX. Co3nanue Tadnui. OpraHu3amnusi MeKTaOJUIHBIX CBS3CH
Brinonnenne MHANBUYaTHOTO 3a1aHus 0 TeMe «Opranusanus 3anpocoB.

BrinosiHeHUE MHIUBUAYAIBHOTO 3aaHus 1o TeMe «Co3/1aHue moJIb30BaTeIbCKOro NpuioxkeHus cpeacrsamu CYBJ1».

[TpomexxyTounas arrectamus B hopme nuddhepenimmpoBanHoro 3adera mo MJIK.01.02

Y4yeOHnas npakTuka pasaena 1 monyJs

Buasr pabot

O 00 1IN DN B~ WK =

. YcTaHOBKa MPOTrpaMMHOT0 00eCIIeYeHHsI B COOTBETCTBUU C TEXHUYECKOW JOKYMEHTAIUEH.

. Hactpoiika mapameTpoB paboThI IPOrpaMMHOTO OOeCTieueHusl, BKII0Yasi CHCTEMbI yIpaBlieHus: 0a3aMu 1aHHBIX.

. Hactpoiika KOMIIOHEHTOB MOJICUCTEM 3aIUTHI MH(POPMALIUN OTIEPALUOHHBIX CUCTEM.

. YrpaBieHrue y4EeTHBIMU 3alUCSIMU MOJIb30BaTEIEH.

. PaboTa B onepannoHHbIX cHCTeMax ¢ COOII0ACHNEM JICHCTBYIONIMX TpeOOBaHUN N0 3aIIUTe HH(POPMAIIH.

. YcTraHoBKa OOHOBJIEHUS ITPOTPAMMHOTO 00€CTICUeHHS.

. KOHTpOJIb 11€710CTHOCTD MOJICUCTEM 3aIIUTHI HHPOPMALIUHU ONIEPALTUOHHBIX CUCTEM.

. BolnosiHeHue pe3epBHOTO KOMUPOBAHUS M aBAPUIHOTO BOCCTAHOBIIEHUS! paOOTOCIIOCOOHOCTH ONEPALIMOHHON CUCTEMBI M 0a3bl JAHHBIX
. cionb30BaHue MPOrpaMMHBIX CPECTB Uil apXHUBHUPOBAHUS HHPOPMALIUH.
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Pa3znen 2 moayJsiss. ATMMHHCTPUPOBAHNE ABTOMATH3HPOBAHHBIX (MHGOPMAIIMOHHBIX) CHCTEM B 3aIIUIIEHHOM HCIOJHEHUHU

467

M/K.01.03 CeTu u cucTeMbl nepexayu nHpopmManuu 77
Pasnea 1. Teopus TeJIeKOMMYHHMKAIMOHHBIX CeTeH 18
Tema 1.1. OcHOBHEIE Conepxanue 6
MIOHSITUS U ONpE/IeTICHUS

Knaccudukanus cucrem cBsi3u. KonnenryansHas Mozenb nepenadn nHopmaiuu B ceti. CooOmieHus: U CurHajibl. Bup 4

ANEKTPOHHBIX CUTHANOB. CHeKTpalibHOEe Tpe/cTaBieHne curHanoB. [lapamerpsr curnanoB. O0beM U nHMOpPMAIIMOHHAS

€MKOCTh CHTHaJa.

B ToMm uncie npakTuyeckux U 1a00paTOPHBIX 3aHATHIA 2

[TpakTrueckoe 3ausTue «Mccnedosanue xapaxmepucmux cueHanos. Mooyaiayusay * 2
Tema 1.2. [TpuHUMTIBI Conepxanue 2
nepenauu uHpopmauuyn | HasHaueHue v IpUHIUIBI Opranu3aiuu cereit. Kitaccuukarnwus cereii. MHOTOYpOBHEBBIN 0AX0/1. IIpOTOKOIL. 2
B CETSX U CUCTEMAX Nutepdeiic. Ctex mpoTokosoB. TerekoMMyHHUKAITMOHHAS Cpe/Ia.
CBSI3U

B ToM uncie npakTH4ecKuX U 1a0OpaTOPHBIX 3aHATHMA -
Tema 1.3. TunoBsle Conepxanue 10
KaHajel nepenaun U ux | Kanan mepemaun. CeTeBoil TpakT, TpYNIOBOM KaHal mepefadd. AmnmapaTypa HU(PPOBBIX TUIE3HOXPOHHBIX CHCTEM 4
XapaKTePUCTUKHU nepenayn. OCHOBHBIE TApAMETPhI U XapaKTEPUCTUKHU CUTHAIOB. YTIPOIIEHHAsA CXeMa opraHu3anuu kanaina TY

Hanpasnarowue nunuu céasu. Koaxcuanvuwiii kabens. Bumas napa. Borokonno-onmuueckue aunuu céazu. Illomexu u

npudunel. Ilomexosvie nunuu ceazu. Ilpomoxkonst ucnpagnienus oumuoox. *

B ToM uncie npakTuyeckux U Ja00paTOPHBIX 3aHATHH 6

[TpakTrueckoe 3ansTHE «PacdyeT MpomyCKHON CIOCOOHOCTH KaHajia CBS3H 2

[IpakTruyeckoe 3aHATHE «A12opummsl obecnedenus YeroCmHOCmU OaHHbIX NPU nepedaye 6 Kanaie ceéazu» * 2

[TpakTueckoe 3aHsTHE « Pacuem 6010KOHHO-ONMUYECKOU TUHUU CBA3U» * 2
Pa3znen 2. Cern nepeaayum JaHHBIX 28
Tema 2.1. Apxutektypa | CopepkaHue 20
Y TIPUHIIUIIBI pa0OTHI CtpykTypa u xapakTepucTuku ceteil. CnocoObl KOMMYTAITMHU U TIepeaaun TaHHbIX. Pacnipenenenue GyHKIuii o cucremam 4

COBPEMEHHBIX CETEil
repenavyu JaHHbIX

CETH U aJpecanys IMaKkeToB.
MapipyTusanys 4 yrpasieHUe IOTOKAaMU B CETSAX CBS3H.

[TpoToKkobl ¥ UHTEpQEICH yIpaBIeHUs] KaHAJIAMH U CEThIO Mepeau TaHHbBIX.

Mooenv OSI. Apxumexmypa u ¢hynkyuu*




IIpoepammmnoe u annapamnoe obecneuerue cemel nepedaiu OaHHuIX ™

Cemesoe obopydosanue. Kommymamopwi. Mapuwpymuszamopwi. Konyenmpamopwi *

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH

—
(o)}

[TpakTrueckoe 3austue «Koouposarue ungopmayuu 6 cemsx nepedauu OaHHbIxX» *

[Tpaktnueckoe 3anatue «Konburypuposanue cereBoro nHTepdeiica paboueit cCTaHIum»

[IpakTnueckoe 3aHATUE «Bovlyucnenue aopeca cemu u y3na»*

[Tpaktuueckoe 3anstue «KoHdpurypupoBanue cereBoro nHTepdenca MapmpyTu3aTopa no npotokoay 1Py

[Tpaktuyeckoe 3anstue  «Koppekuus npobiaem nunTepdeiica MapuipyTuzaropa Ha GU3NIECKOM U KaHAIbHOM YPOBHE»

[IpakTnueckoe 3aHaTHe «JlMarHOCTHKA U pa3pelieHue NpodIeM CETEBOr0 YPOBHSI»

[TpakTruyeckoe 3aHsTHe «J/{MAarHOCTHKA U pa3zpenieHne npodaeM MPOTOKOJIOB TPAHCIIOPTHOTO YPOBHSI»

[IpakTueckoe 3anaTue «JlMarHocTrka U pa3pelieHue npodaemM NPOTOKOIOB MPUKIAIHOTO YPOBHS»

Tema 2.2.
becnipoBoaHbIE CUCTEMBI
nepenayu JaHHbIX

Conepxanue

BbecnpoBoaubie kaHamns! cBsi3u. Kimaccudukanms. becniposoausie cetn Wi-Fi. [Ipeumymiectsa 1 061acTb MpUMEHEHHUS.
OcHoOBHBIE 3JIeMEHTHI OecTipoBOAHBIX ceTell. CtanmapThl OecripoBoaHbIX ceTel. Texnomorus WIMAX. ITpoGiemsr
0e30macHOCTH

NN NN

B ToM umcie npakTHYecKuX M 1a0OpaTOPHBIX 3aHIATHHA

[TpakTueckoe 3anarue «Hacrpoiika Wi-Fi mapmpyTtuzatopa»
[TpakTuueckoe 3austue « Uccredosanue bezonacnocmu becnposoonou cemu WI-FIy*

Tema 2.3. CoToBEIE U
CHyTHI/IKOBBIC CHUCTCMBI

Conepxanue

[Tpuniuns! GyHKIMOHUPOBaHUS cucTeM coToBoi cBsi3u. Ctanaaptel GSM u CDMA. CriyTHUKOBBIE CUCTEMBI Iepeaadu
NaHHBIX. PaauocBas3n

NN N

B ToM umncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH

Paznen 3. CepBepHoe 000py10BaHKNe H IPOTPaAMMHOe 00ecriedeHue

21

Tewma 3.1. Cepsepnoe
obopyoosanue*

Conepxanue

Tunwi cepseprnozo obopyoosanus. Hasnauenue cepseprozo obopyoosanus.
OcHosnvie y3nvl. [{uckosvie maccugvl. RAID.

B ToMm uncie npakTuyeckux U 1a00paTOPHBIX 3aHATHHA

Tewma 3.2. Cepsepnoe
npocpammuoe
obecneuenue*

Conepxanue

19

Windows server. Bepcuu, coopku, naznauenue. Unix (Linux) server. Buovl, ocobennocmu.
OcHnognoti yenmp ynpasnenus (0omen-koumpoinep). Ochoguvie cpedcmea ynpasnenus aopecamu 6 cemu (DHCP, DNS).

B ToM umcie npakTH4ecKuX M Ja0OPaTOPHBIX 3aHATHH

18




[TpakTnueckoe 3anatue «Passepmouiganue domen-Konmponepa na baze Windows». 6
[TpakTuueckoe 3ausiTue «Pazgepmuisanue domen-konmpounepa Ha baze Unix (Linux)». 6
[Tpaktueckoe 3ansartue «Hacmpoiika DHCP-cepsepa. Cozdanue nynos adpecos. Hacmpoiika DNS-cepsepa. Cozoanue 6
30H nepexooay.
[TpumepHas TeMaTHKa BHEAyAUTOPHON caMOCTOsATeNbHON paboTel mpu uzyyeanu MJIK.01.03
1. Hactpoiika Wi-Fi mapmpyTtuzaTtopa
2. 3yueHue ceTeBbIX yTUIUT 8
3. Kondurypupopanue cereBoro nHTEpdeiica
4. MapmipyTu3zaiysi 4 ynpaBjieHHe TOTOKaMH B CETSIX CBSI3U
[Tpomexxyrounas arrectarus mo MJIK.01.03 B popme nuddbepennmpoBanHoro 3auera 2
MJIK.01.04 OxcnuryaTanusi aBTOMATH3HPOBAHHBIX (MH(GOPMAIMOHHBIX) CHCTEM B 3allIMICHHOM HCIOJHECHUH 182
Pasnea 1. PazpaboTka 3aliMIeHHBIX ABTOMATH3MPOBAHHBIX (HHPOPMALMOHHBIX) CHCTEM 48
Tema 1.1. OcHOBEI Conepxanue 8
MH(POPMALMOHHBIX [TonaTne aBTOMaTHU3MpPOBAaHHOH (MHPOpPMAMOHHOI) cucTeMbl. OTauunTensHble uepThl AVC Hanbosee yacto
CUCTEM KaK 00BbEeKTa MCIOJIb3YEMBIX Kiaccu(uKaluii: mo Macimrady, B 3aBUCUMOCTH OT XapakTepa HH(OPMAalMOHHBIX PECYPCOB, IO
3aIIHTBHI. TEXHOJIOTUH 00pabOTKH TaHHBIX, IO CIIOCO0Y AOCTYIA, B 3aBUCUMOCTH OT OpraHU3alliu CHCTEMBI, 110 XapaKTepy
WCIIOIb30BaHus HHpopManuu, 1o chepe npumeHeHus. [Ipumepsr odnacteit npumenenus AVC. ITpouecce B AUC: BBOS, 4
00paboTKa, BEIBOJI, 0OpaTHast cBsA3b. TpedoBanust K AVC: ruOKoCcTh, HAJISKHOCTh, 3 PEKTUBHOCTD, 0€30IACHOCTb.
OcHOBHBIE 0COOCHHOCTH COBpEMEHHBIX MPOoeKTOB AVIC. DIeKTpOHHBIN TOKYMEHTOOOOPOT.
B ToMm uncie npakTuyeckux U 1a00paTOPHBIX 3aHATHHA 4
[IpakTnueckoe 3anarue «PaccMoTpenre npuMepoB PYHKIIMOHUPOBAHUS aBTOMATU3UPOBAHHBIX HHPOPMAIIMOHHBIX
cucreM (ETAUC, Poccuiickast Topropasi cuctemMa, aBTOMaTH3UpOBaHHAsE MHPOPMALIMOHHAS CHCTEMa KOMIIAHUHN )» 4
Tema 1.2. )Kuznennsiii Conepxanue 8
UK [Tonstue xuznennoro mukia AVC. Ilpoueccel skuznenHoro nukina AUC: oCHOBHbIE, BCIOMOTATENIbHBIE,
aBTOMATU3UPOBAHHBIX opranuzaionnsie. Cragun xxu3HeHHoro nukia AVC: MonenupoBanue, yrnpasieHlue TpeOOBaHUSMU, aHAIN3 U
CUCTEM MPOEKTUPOBAHKE, YCTAHOBKA U CONPOBOXAeHUE. Moienu )ku3HeHHoro mukia AVC.
3azauyu U dTansl IPOEKTUPOBAHUS aBTOMATU3MPOBAHHBIX CUCTEM B 3alUIIEHHOM UCIOJHEHUH. MeTogoaoruu 6
npoekTupoBanus. Opranuzaius padoT, HYHKIMH 3aKa34MKOB U Pa3padOTUYHKOB.
TpeboBanust K aBBTOMAaTU3UPOBAHHOMN CHCTEME B 3aLIUIIEHHOM MCIIOJHEHUU. PabOThI Ha CTaausIX U 3Tanax co3qaHus
aBTOMATHU3MPOBAHHBIX CHCTEM B 3alIUIIIEHHOM HCIOIHEHUU. TpeOoBaHUs MO 3aIIMTe CBEACHHUM O CO3/1aBaeMoi
aBTOMAaTU3MPOBAHHOMN CUCTEME.
B ToM umncie npakTuyecKux U Ja00paTOPHBIX 3aHATHH 2




[Tpaktuyeckoe 3ansTue «Pa3paboTka TEXHHUECKOTO 3aJIaHMsI Ha POSKTUPOBAaHNE aBTOMATU3UPOBAHHON CHCTEMBD)

Tema 1.3. Yrpo3sl Conepxxanue 10
0e30macHOCTH [TorenmuansHbIe YIpo3bl 6€30MaCHOCTH B aBTOMATU3HPOBAHHBIX cUcTeMax. VICTOYHMKY U 00BEKTHI BO3CHCTBUSA yIpo3
uHpopMaLuu B 6e3onacHocTH nHpopmauuu. Kpurepun xnaccuduxanuu yrpo3. MeTo bl OLIEHKH OMACHOCTH yTpo3. baHK AaHHBIX yrpo3 4
aBTOMATU3UPOBAHHBIX Oe3omacHoCTH HHOpMAITHH
cucTemax [TonsiTe ysi3BUMOCTH yrpo3bl. Knaccudukanus ysa3BUMOCTER.
B ToM uncie npakTuyeckux M Ja00paTOPHbIX 3aHATHH 6
ITpaktnueckoe 3ansatue «KareropupoBaHue nH(OPMALIMOHHBIX PECYPCOBY»
[TpakTyeckoe 3aHsATHE «AHAIU3 Yrpo3 0€300aCHOCTH UHPOPMALIUN»
[Ipaktnueckoe 3anstue «IloctpoeHne Mogenu yrpos»
Tema 1.4. OcHOBHEIE Conepxanue 4
MEpBbI 3aIIUThI OpraHu3annoHHbIe, IPABOBBIE, IPOrPaMMHO-AIAPATHBIE, KpUNITOrpaduiecKre, TEXHUYECKHE MEPbI 3aIUThHI
uHpopMaLuu B nH(GOpPMAallMK B aBTOMATU3UPOBAHHBIX CHCTEMAX.
aBTOMATH3UPOBAHHBIX HopmartuBHo-1ipaBoBasi 06a3a 1is orpeesieHus: Mep 3aluThl HHQOpMaIui B aBTOMaTH3UPOBAHHBIX HH(POPMALIMOHHBIX 4
cucreMax CUCTeMax M TpeOOBaHUM K HUM
B ToM uncie npakTH4ecKuX U 1a0OpaTOPHBIX 3aHATHIA )
Tema 1.5. Conepxanue Conepxxanue 12
1 IIOPAZOK Wnentudukanus u ayTeHTHPUKALUSA CYyOBEKTOB IOCTyNa U 00bEKTOB AOCTYTIA.
skcrunyaranun AC B YnpasieHue 10CTynoM CyObEKTOB JIOCTyIa K 00bEKTaM JIOCTYIIA.
3allUIICHHOM OrpaHudeHue MPOrPaMMHOMN CPE/IbI.
MCTIOTHCHAH 3amyta MaIMHHEIX HOCUTENEH HHGOpMaiy
Perucrpanus coObITHIA 6€301aCHOCTH
AnTHBHpYCcHas 3amuTa. OOHapyKeHHe NPU3HAKOB HAJIMYUs BPEAOHOCHOIO IPOrpaMMHOTro odecnieuenus. Peanuzanns
aHTUBHUPYCHOH 3amuThl. OOHOBIICHHE 0a3 NaHHBIX MPU3HAKOB BPEIOHOCHBIX KOMIIBIOTEPHBIX IPOTPAMM. 1

Oo6napy>xeHue (IpeIoTBpaIleHIE) BTOPKEHUH

KoHnTpop (aHanu3) 3amuIieHHOCTH HHpOpMaIi
ObecnieveHne MeJIOCTHOCTH HHPOPMAITMOHHONW CUCTEMBI i HH(OPMAITIH
ObecneueHne JOCTYITHOCTH HH(OPMAITHH

Texnomoruu Bupryanusanuu. Llens coznanus. 3amauun, apxuTekTypa U ocCHOBHbIE (hyHKIHH. [IpenmytiecTBa ot
BHEJPEHHUS.

3ammTa TeXHUYECKUX CPEJICTB.




3aH_[I/ITa HHq)OpMaHHOHHOﬁ CUCTCMEI, €€ CPCACTB, CUCTCM CBS3H U NICPCAAYN JAHHBIX

PGSCpBHOG KOIIMPOBAHUEC U BOCCTAHOBJICHHUEC JaHHBIX.

COHpOBO)KIICHI/Ie ABTOMATHU3UPOBAHHBIX CUCTCM. praBHeHI/Ie pUCKaMu U THOUJICHTAMU YIIPABJIICHUA 0€30I1aCHOCThIO.

B ToM uncie npakTH4YecKuX U 1a0OpaTOPHBIX 3aHATHMA

Tema 1.6. 3amura Conepxanue 2
nH(popManuu B
pACTIDEIeHHEX MexaHu3MBbl 1 METO/IbI 3aIUTHI HH(OPMALMK B PaclpeIeICHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEMAX. APXUTEKTYpa
ABTOMATHZHPOBAHHEIX MEXAaHHU3MOB 3allUThl PACIPEAEICHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM. AHAJIN3 U CUHTE3 CTPYKTYPHBIX U 2
CHCTEMAX (YHKIIMOHATIBHBIX CXEM 3aIlMIIEHHBIX aBTOMaTU3HUPOBAHHBIX HH()OPMAIIMOHHBIX CUCTEM.
B ToMm uncie npakTuyeckux U 1a00paTOPHBIX 3aHATHHA )
Tema 1.7. Ocobennoctu | Coneprxkanue 4
pa3paboTku OOu1re TpeOoBaHUS 10 3aIUTE IEPCOHANBHBIX JaHHBIX. COCTaB U colepKaHNe OPraHU3aALMOHHBIX U TEXHUYECKUX MEp
MH(POPMaLMOHHBIX IO 3a1UTe UHPOPMALMOHHBIX CUCTEM MEPCOHATBHBIX JaHHbIX. [1opsaok BeIOOpa Mep 1o 00ecredeHn o 6e30MacHOCTH )
CHCTEM IEPCOHANBHBIX | MEPCOHAIBHBIX TaHHBIX. TpeOoBaHus MO 3allKUTE MEPCOHATBHBIX JAHHBIX, B COOTBETCTBHH C YPOBHEM 3aIIUILIEHHOCTH.
JAHHBIX
B ToM umcie npakTH4ecKuX M 1a00paTOPHBIX 3aHIATHMA 2
[Tpaktuyeckoe 3ansatue «Onpenenenus yposss 3amumeHHocTd UCIT/IH u BeIOOp Mep 1o obecneueHnio 6€30macHoCTH )
NEPCOHAIBHBIX JAHHBIX»
Paznea 2. Obecieuenne 0e30MaACHOCTH 3HAYMMBbIX 00b€KTOB KPUTHYECKOH HH(POPMAIIMOHHOH MHPPACTPYKTYPHI. ¥ 48
Tema 2.1. OcHOBEI Coneprxanue 6
obecrniedeHus O6mme TpeboBanus 3akoHonarenscTBa B chepe KNUU. TIpaBoBoe perynupoBanue. [TpuHIMIB 00ecTieueHMs
0e30nacHOCTH 6e3onacuoctu KMU (3aKkOHHOCTB, HEMTPEPHIBHOCTh, KOMILIEKCHOCTbD, IPUOPUTET MPEAOTBPALICHNS KOMITBIOTEPHBIX aTaK)
3HaYMMBbIX 00BEKTOB l'ocynapctBenHass cuctema OOHApy)KEHUS, NMPEAYNPEXKICHUS U JIMKBHIAIMK IOCIEACTBUI KOMIIBIOTEPHBIX aTak Ha
KNHU nHpopmanmonusie pecypcbl Poccuiickoii ®@enepanuu (I'ocCOIIKA). CoctaB cui U CpencTB, MpeIHA3HAYCHHBIX IS
OOHapy>KeHHsI, IPeTyNPEXACHUS U JIUKBUIAIMU TTOCIEACTBUI KOMIBIOTEPHBIX aTak M pearnpoBaHus Ha KOMIIbIOTEPHbIE
MHIIUJICHTbI )

HanmonaneHbpli KOOPAMHAIIMOHHBIA LEHTP MO KOMITBIOTEPHBIM HMHLUAEHTaM. Peectp 3Haummbix o0bekToB KHUMU.
[Tonnomoums Ilpesunenta Poccuiickoit deneparuu u opraHoB rocyaapcTBeHHOW Biactu Poccuiickoit denepannu B
oomactu Ob KUU (IlpaBurensctBo PD, ®CBb Poccun, ®CTOK Poccum u MwuHuCTEepcTBa CBSI3M M MacCCOBBIX
KOMMYHHUKAITUH )

[Tepeuens nHbOpPMAIINHT, TIPEICTABISIEMON B TOCYIapPCTBEHHYIO CHCTEMY OOHApPYKECHHUS, IPEAYIPEIKIACHHUS 1 TUKBHIAITUN
MTOCJICICTBHI KOMITBIOTEPHBIX aTak Ha MH(popManmoHHbIe pecypchl Poccuiickoit @enepanuu. [lopsgok mpeacTaBieHus




MH(OPMAIIUU B TOCYIaPCTBEHHYIO CUCTEMY 00HApPYKEHUs, TPEAYNPEKICHHUS 1 TUKBUIAINHN MTOCTIEICTBIUI KOMITBIOTEPHBIX
aTak Ha nHQpoOpMaIMOHHBIE pecypchl Poccuiickoit deneparum

l'ocynapcTBeHHBI KOHTpOJb B o0jmacTu  obecrieueHUs] OE30MacHOCTH  3HAYMMBIX  OOBEKTOB  KPUTHYECKOM
nH(popManoHHO MHPpacTpyKTyphl. @opMa akTa MPOBEPKH, COCTABISAEMOTO MO UTOTaM TpoBeAcHus npoBepku KUU.
OTBETCTBEHHOCTH 3a HapyIlIeHHE TpeOOBaHUI.

VYrpo3ssl 6e3onacnoctu KU, TpeboBanus k co3mannio cuctem 6e3omacHocT 3HaUMMbIX 00bekToB KU 1 0o6ecnieuennio
ux (QyHkumoHupoBanus. TpeOoBaHus K cuiam oOecredeHHs O€30MaCHOCTH 3HAYMMBIX OOBEKTOB KPHUTHYECKOM
WHPOPMAIIMOHHON WHPPACTPYKTYphl. TpeOoBaHWS K MPOrpaMMHBIM W TMPOTPaMMHO-AINIapaTHBIM CpPEACTBaM,
MIPUMEHSIEMBIM JIJIsl 00eCTIieYeHUs 0€30IaCHOCTH 3HAYMMBIX 00BEKTOB KPUTHUECKOH MH(GOPMAITMOHHON HHPPACTPYKTYPHI.
TpeGoBanust K OpraHU3aNMOHHO-PACTIOPSAUTEIHHBIM JOKYMEHTAaM IO 0€30MaCHOCTH 3HAYMMBIX 00BEKTOB

TpeboBanust kK GyHKIMOHUPOBAHUIO CUCTEMBI O€30ITACHOCTHU B YaCTH OpraHU3aluu padboT 1Mo 00eceyeHno 6e30MacHOCTH
3HAYMMBIX O0BEKTOB KPUTHUECKOM MHPOPMAITMOHHON MHMPACTPYKTYPHI.

B ToM uncie npakTuyeckux M Ja00paTOPHbIX 3aHATHH

[TpakTueckoe 3aHsATHE «AHAIN3 HOPMATUBHBIX JTOKYMEHTOB Jisl 00bekTOB KN »

[Tpaktuyeckoe 3anstue «Pa3paboTka monutuku 6ezonacHoctu ais oobexra KUy

NN |~

Tema 2.2. Opranuzauus
pabot mo obecneueHHIo
0€30MacHOCTH

3HAYUMOT'O 00BeKTa

KA

Conepxanue

KareropupoBanue o6nexToB KN

Kareropun 3naunmmoctu 00BbeKTOB. Buabl kpuTepueB M HOPSAJOK OTHECEHHS OOBEKTOB K KAaTErOpPUSM 3HAYMMOCTH.
[IpencraBnenue HHGOPMALIUU B PEECTp U BelleHHE peecTpa 3HauuMbIX 00bekToB K. ®opmbl HanpaBiieHUs! CBEACHH O
pesyabTatax kateropupoBanus o0bekToB KMU. Tlopsimok m ocHOBaHMS M3MEHEHHMsI KaTeropuil 3HaunMocTH. [IpaBuia
kareropupoBanus oo0bexkToB KMU. Paz6op monosxenwuii. [loctanoBienus

[IpaButensctBa PO No 127 «O6 ytBepknenunm I[lpaBun kateropupoBanmsi o0bekToB KWMMU, a Takxke mokaszareneit
KputepueB 3HaunMocTi 00bekToB KU P® n ux 3nauenuit». Beigenenue u yuet o0bekroB KUU. Onpenenenne kpurepues
3HaunMOCcTU 00hekTOB KW P® m ux 3nauenuii. Onpeaenenue kateropuu 3HauuMoctn o0bektoB KU n moaroroska
cBeleHui o kareropupoBanuu A HanpasieHus Bo ®CTOK Poccun. [onoxenus npukaza @CTIK Poccun Ne 236 "O6
yTBepKACHUH (DOPMBI HAPABIICHUS CBEJICHUH O pe3ysbTaTax nprucBoeHust o0bekty KU oaHOM 13 KaTeropuii 3HAUMMOCTH
1100 06 OTCYTCTBUU HEOOXOJMMOCTH IIPUCBOCHHUS €MY OJTHOM M3 TAKMX KaTeropuii".

TpebGoBanust mo obecneveHno 6e30macHoCTH 3HaYMMBIX 00bekTOB KU

OcHOBHBIE 337]a41 CUCTEMBI OE30MACHOCTH (IIPEIOTBPAIICHIE HETPABOMEPHOTO JIOCTYIIA, & TAKIKE WHBIX HETIPABOMEPHBIX
JEUCTBUM B OTHOIICHWM TaKOW WH(GOpPMAIMU; HEIOMYIICHWE BO3JCHCTBUA Ha TEXHHYECKHE CpeAcTBa 00pabOTKH
uH(pOpPMAaNUK; BOCCTAHOBJICHHE (YHKIMOHHPOBAHHS 3HAYMMOTO OOBEKTA; HEMPEPHIBHOE B3aUMOJICHCTBUE C
rocynapcTBeHHO# cuctemoit). Bzanmopeiicteue ¢ @Ch Poccun no 6e3omacHoctu K. Xapakrepuctuka npuka3zoB @Ch
Poccun B chepe KUU. TI'ocymapcTBeHHass cucTeMa OOHApYKEHHs, MPEAYNPEXICHHS W JUKBUIALWU TOCIEACTBUI
KOMIThIOTEPHBIX aTtak B cooTBeTcTBUHM ¢ mpukazoM DCBb Poccum Ne 367 "O6 yrBepknennn Ilepeuns mHbopmarumy,




npencrasisiemoii B 'ocCOIIKA u [Nopsiaka npencrasnenus nadopmanuu B ['ocCOIIKA". Tlpuka3z @Cb Poccun Ne 366
"O HanmoHambHOM KOOPJIWHAIIMOHHOM IIEHTPE MO KOMIbIOTEpHBIM MHIMIEeHTaM". [lopsmok oOmeHa mHboOpmarmen o
KOMIIBIOTEPHBIX MHIMAEHTaX Mexay cyobekramu KU B coorBercTBuu ¢ mpukazom ®CBb Poccun Ne 368. PaspaboTka
periaMeHTa yrnpaBiIeHUs MHIMICHTaMU M IJJaHa PearMpoBaHUs Ha KOMIIBIOTEPHbIE MHIMACHTHI. AHaJIN3 TpeOOBaHUH K
obecrieyenuto Ge3onacHocTH 3HaUUMBIX 00bekTOB KU B cootBetcTBUM ¢ D3 Ne 187, mpukazom @CTIK Ne 239 "O6
yTBepxkaAcHUN TpedoBanuii mo obecneuenuto 6e3onacHoctr 30 KU PD", npukazom ®CTIK Ne 235 "O6 yTBepkaeHuN
TpeboBanuii k co3nanuto cucreM 6ezonacHoctd 30 KU P® u obecnieuenuio ux GyHKIHOHUPOBAHUS"

Cucrema 0e3omnacHocTy 3HauuMoro oovekra KMN

CocraB Mep 110 obecrieueHnIo 6€30MacHOCTH U MX 0a30BbIe HAOOPHI I COOTBETCTBYIOIIEH KATETOPHH 3HAUMMOT0 00bEKTa
KWU. Yopasnenne noctynoMm. OrpaHideHre MporpaMMHOM CpeIbl. 3aluTa MalTiHHBIX HOCUTENeH nHbOopMarii. AyIuT
Oe3omacHocTH. AHTUBUpYCHas 3ammrta. [IpemorBpaiieHne BTopskeHui (kommbioTepHbix atak) (COB). Ob6ecrnieuenue
nenoctHocth  OOecriedeHne JOCTYNMHOCTH HMHpopManuu. 3amuTa TEXHUYECKUX CPEeICTB M CUCTeM. 3aluTa

MH(POPMAIMOHHOH (aBTOMATU3MPOBAHHOM) CUCTEMBI U €€ KOMIIOHEHTOB. PearnpoBanue Ha WHIMIEHTH HH(OPMAIIMOHHON 2
0e3omacHOCTH. YTpaBlieHHe KOHPUTypanend. YpaBiaeHue oOHOBICHUSIMH TIPOrpaMMHOro obdecrieueHus. [Imanupoanue
MEPOMNPUATHIA TI0 o0ecrneueHnto OezonacHocTu. OOecreueHne ASHCTBUI B HEIITATHBIX (HETPEABHUICHHBIX) CUTYAIUSX.
NudopmupoBanne u oOydeHue mnepcoHana. Pa3paboTka OpraHM3AlMOHHBIX U TEXHHUYECKUX MEp MO OOCCICUCHHIO
6e3onacHoctu 3HaunMoro oobekra KMU. Pa3paboTka paboueii (SKCIuTyaTallMOHHOM ) TOKYMEHTAIUU Ha 3HAYUMBIH 00BEKT

(B wactu obecneyeHus ero 6ezonacHocTH). [Topsaok arrecTaruu 3Ha4uMbIXx 00bexToB KN,

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 16
[IpakTueckoe 3anarue «Pa3zpaboTka periaMeHTa ynpaBlieHUs HHIUACHTaMHU U TJIaHa PearupoBaHusl Ha KOMITbIOTEPHBIE )
MHIMJIEHTHI Pa3paboTka opraHu3alMOHHBIX U TEXHUYECKUX Mep M0 00ecTedeHn 0 0e30MacHOCTH 3HAYMMOT0 00bEKTay
[IpakTueckoe 3anaTue « BHeapeHue opraHn3aliliOHHBIX U TEXHUUYECKUX Mep Mo obecredeHno 0e30macHOCTH 3HaAYMMOT0 5
00BEKTa ¥ BBOJI €T0 B ICHCTBUEC)

[IpakTnueckoe 3anarue «ObecneueHrne 6€30MacHOCTH 3HAYUMOI0 00BEKTA B XO/I€ €r0 IKCILUTyaTal[|ILy. o)
[Tpaktryeckoe 3ausatue « PopmynrpoBka TpeOOBaHUN K 00ECIIEYEHNIO OE30MIaCHOCTH B XO€ CO3/1aHUs, SKCIUTyaTallud 1

BBIBOJIA U3 HKCILTyaTalluy 3HAYMMbIX OOBEKTOBY 2
[Tpaktuyeckoe 3anarue «Pa3paboTka TpeOoBaHMII K OpPraHM3AIMOHHBIM U TEXHMYECKHMM MepaM, NPUHUMAEeMbIM IS )
o0ecrnieueHus: 0€30MacCHOCTH 3HAUUMbIX 00BEKTOBY

[IpakTueckoe 3anarue «Pa3zpaboTka TEXHUYECKOTO 3aJaHMs HAa CO3JaHHe CUCTEMbl 0€30MaCHOCTH 3HAUYUMOT0 O00BEKTa )
KU1y

[IpakTnueckoe 3aHsTHEe «Pa3zpaboTka mnporpaMMbl W METOAMKH HWCIBITAHUNA CPEACTB 3alUThl HHQOpPMAIMK Ha )

COOTBETCTBHE TPEOOBAHUSIM MO OE€30IACHOCTHY




[Tpaktuueckoe 3anstue «Pa3paboTka Mogenu yrpo3 6e3onacHocTH nHGopMmarmu 3HauuMoro oowvexra KUIN» 2
[TpakTuueckoe 3anstue «IIpoBenenus ananmsa 3anuIeHHOCTH 3HauuMoro oosekta KU Ha cooTBeTcTBHE TpeOOBaHUSIM 4
1o o0ecrieueHnI0 0€30MacCHOCTH
Tema 2.3. O6ecneuenue | ConepkaHue 8
OecriepeboitHOIM Paccmotpenne monoxenmii I[lpukaza ®CTOK Poccum Ne 239 or 25.12.2017 «O6 yrBepxknenuun TpeGoBanuii 1mo
IKCIUTyaTaIluu oOecnieuennro OeszomacHoct 30 KUUM Pd». OOecneuenne Oe3omacHocTH 3HAUYMMBIX 00BbekToB KMUM B Xome wux
3HaYMMBbIX 00BEKTOB SKCIUTyaTalum, odecneuenue 0e3onacHocTu 3HauMMbIX 00bekToB KMU nipu BeIBoJe MX U3 3Kkcmutyatanun. [loakmouenue
K11 o6vekToB KMU x T'ocCOIIKA. Bunel moakmtoueHuit 00bekToB K ['ocCOIIKA. MHpOpMHUpOBaHHE O KOMITBIOTEPHBIX
MHIMJIEHTaX (eAepaibHOTO OpraHa HCIOJHUTENFHOW BIIACTH, YIHOJIHOMOYEHHOTO B o0jacTh  obecrieueHus
(GYHKIIMOHUPOBAHUST TOCYJAPCTBEHHOM CHUCTEMBbl OOHAapy>K€HUS, MNPEAYNPEKICHUS W JTUKBUIALUHN IOCIEIACTBHMA 4
KOMIIBIOTEPHBIX aTak Ha wuHpopManmoHHbIe pecypchl Poccuiickoit @enepanun. BzaumoneiictBue ¢ ['ocCOIIKA.
Bapuantsl mogxmtouenust 3HaunMoro oowsekra KU k rocymapcTBeHHOW cucTteMe OOHapyXeHUs, MPEAYNPexKACHUS U
JUKBUJAIMU TIOCIEACTBUNA KOMIIbIOTEpHBIX aTak. CamoctositenbHoe mnoakiatoueHne k HKIIKM.  Hcnonb3oBanue
CTaHJIaPTHBIX MPOTOKOJIOB U HHTEPPECOB CBA3M AN nepenadr HHpopMmaluu o coObITusiX. PaccMoTpeHe npoToKoiIoB U
uHTepdeiicoB. BzaunmoneiictBue 3nHaumMoro ob6wekta KHWU ¢ rocymapcTBeHHOW —cucTeMoil  OOHapy)KeHus,
peyNpexACHUS] U TUKBUIAILMH MTOCJIEICTBUI KOMIIbIOTEPHBIX aTaK
B ToM umncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 4
[Tpaktuueckoe 3anstue «Padora ¢ [TAK mns moaxmrouenust k 'ocCOITKA . ». 4
Tema 2.4. Kontponb 3a | Coneprkanue 6
obecrieueHreM Pernament ayaura nHpopmMauoHHoi 6e3onacnoctu. Paccmorpenue nonoxxenuit 'OCT P UICO/M3K 27007-2014
0e30MmacHOCTH «udopmanmonnas rexnonorus (MT). Meroas! u cpencta obecnedeHust 6€30macHOCTH. PyKkoBOACTBa MO ayauTy )
3HaYMMOT0 00BEKTa CHCTEM MEHEKMEHTa HH(POPMALMOHHOM Oe30macHOCTH». AyauT HHPOpMamoHHOM 6e3onacHocTH. [lnan meponpusTuit
K11 10 pearupoBaHMIO Ha KOMIIbIOTEPHBIE HHIIMACHTHI U MEPaMH M0 JIMKBUAALUHU OCIEACTBUI KOMIIBIOTEPHBIX aTaK..
B ToM umncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 2
[TpakTnueckoe 3anstue «Pa3paboTka perimamenTa ayauta 6e3onacHocTH o0bekTa KN » 4
Pa3nen 3.0kcniiyaTanusi 3alMIIEeHHBIX ABTOMATH3UPOBAHHBIX CHCTEM. 60
Tema 3.1. Ocobennoctu | Conepxkanue 8
HKCIUTyaTaluH AHanu3 nHGOPMaIMOHHON MHPPACTPYKTYPHI aBTOMATU3UPOBAHHOM CUCTEMBI U €€ 0€30TaCHOCTH.
aBTOMAaTHU3HPOBAHHBIX
CHCTEM B 3ammesHom | METO/Ibl MOHUTOPHHTA U ay/UTa, BBISBICHHS yIPO3 HHPOPMALMOHHOH 0€3011aCHOCTH aBTOMATH3HPOBAHHBIX CHCTEM. 6
HCITIOJTHEH . Copep:xaHue U TOPSAIOK BBITOJIHEHUS paloT Mo 3aIIuTe HHPOPMAIUHU PU MOJEPHHU3AIMH aBTOMAaTU3UPOBAHHOMN
CHCTEMBI B 3aIIUIICHHOM UCIIOJHEHUU
B ToMm uncie npakTuyeckux U 1a00paTOPHBIX 3aHATHHA 2




[TpakTuyeckoe 3ausaTHe «OyenKa 3aWUUeHHOCMU A8MOMAMUIUPOBAHHOU CUCTEMbI» * 2
Tewma 3.2. Conepxanue 2
AJIMAHHCTPUPOBAHKE 3agaun ¥ QYHKIIMU aAMUHUCTPUPOBAHUS aBTOMATU3WPOBAHHBIX CUCTEM. ABTOMATH3AIHUS YIIPABICHUS CETHIO.
aBTOMaTU3UPOBAHHBIX Opranuzanust aAIMUHUCTPUPOBAHUS aBTOMAaTHU3UPOBAHHBIX CUCTEM. AJIMUHUCTPATHBHBIHN MepcoHal u padoTa ¢
CUCTCM M0JIb30BaTEISIMU. YIIpaBjIeHUEe, TECTUPOBAHKUE U HKCIUTyaTal[isl aBTOMAaTU3UPOBAHHBIX CUCTEM. MeTo/1bl, CIOCOOBI U 2

cpezacTBa 00ecreyeHns 0TKa30yCTOMUNBOCTH aBTOMATU3UPOBAHHBIX CHCTEM.

B ToM umcie npakTH4ecKuX U 1a0OpaTOPHBIX 3aHATHMA -
Tema 3.3. JlesarensHocts | Comepxanue 2
IepcoHaJIa Mo
SKCTLTyaTAIHHI ConeprxaHue U MOPSAAOK IEATEIBHOCTH MIEPCOHAJIA MO SKCIUTYaTallly 3alMIIEHHBIX ABTOMaTU3UPOBAHHBIX CHUCTEM H
ABTOMATH3MPOBAHHBIX nojicucTeM 0e30MacHOCTA aBTOMATU3UPOBAHHBIX cucTeM. O01Ire 00s3aHHOCTH aIMUHUCTPATOpa HHPOPMAITMOHHOK 24
(MH(bOPMAITHOHHEIX) 0€30MacCHOCTH aBTOMATHU3UPOBAHHBIX CUCTEM.
CHCTCM B 3AIMIICHHOM | B 1oM ypciie NPakTHYECKHUX U JTa00PAaTOPHBIX 3aHATHHI )
WCIIOJTHEHUH
Tema 3.4. 3amura ot Conepxanue 6
HECaHKIMOHUPOBAHHOTO | OcHoBHBIe pUHIMIBI 3aUThl 0T HC/I. OcHoBHBIE crtoco6st HC/. OcHOBHBIE HanpaBiIeHUS 00ECTICYSHHS 3aIUTHI OT
noctyna k uHpopmaruu | HCJI. OcHOBHBIE XapaKTEPUCTHKU TeXHUYECKUX cpeacTB 3amuthl oT HCJI. Opranusanus pabor mo 3amute ot HC/I.

Knaccudukanus aBTomMmaTu3npoBaHHbIX cucteM. TpeboBanust no 3amute nHpopmarmu ot HCJ s AC

TpeboBanus 3anmmnieHHoct CBT ot HC/I x nuadopmarun

TpeboBanus k cpencTBaM 3alIUThI, 0OecreunBalouM O6e3onacHoe B3aumoaencTeue cereit 9BM, AC nocpenctsom

YIpaBJIEHUSI MEKCETEBBIMU MOTOKaMU HHGOpMAINK, U peaii30BaHHBIX B Buge MD

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH -
Tema 3.5. Cuctembl Conepxanue 26
3alUThl HHPOPMAIUU HazHaueHune 1 OCHOBHBIE BO3MOYKHOCTH CUCTEMBI 3aLIUTHI OT HECAHKIIMOHUPOBAHHOIO JOCTYNA. APXUTEKTYpa U
(C31) ot cpenctBa yrpasiaeHus. OO0mpe npuHIUIB yrpasieHus. OCHOBHbIC MEXaHU3MBI 3aIIUTHI. Y TIPABJICHUE YCTPOUCTBAMH.
HECAHKLIMOHMPOBAHHOTO | KoHTpousk anmapatHoii KOHPUrypaimu KomnbioTepa. M30upaTenbHoe pa3rpaHudeHUe JIOCTYNA K YCTPOHCTBAM.
nocryna (HCJI) VipasiieHue T0CTYIIOM ¥ KOHTPOJIb NIeYaTH KOH(QUICHITHAIbHON nHpopMariu. [IpaBuiia paboThl ¢

KOH(HIECHIIMATBHBIMU pecypcamu. HacTpoiika MexaHn3Ma MOJTHOMOYHOTO YIpaBieHus qoctynom. Hacrpoiika 10

perucTpay CoOBITHI. YTIpaBlIieHHE PEXKUMOM ITOTOKOB. YTIPaBICHUE PEKUMOM KOHTPOJIS IIeYaT! KOH(HICHINAIBHBIX
JOKYMEHTOB. YTpaBieHue rpudamMu KOHPHIESHIIMATbHOCTH.

ObecneueHne 1eIOCTHOCTH HHPOPMALMOHHON CUCTEMBI M MH(OpPMALIUU

[lenTpanu3oBaHHOE YIPaBIEHHE CUCTEMOM 3aIlIUThl, OTIEPATUBHBIN MOHUTOPHUHT U ayUT 0€300aCHOCTH




B ToM uncie npakTuyecKux U Ja00paTOPHBIX 3aHATHH

—_—
(o)}

[IpakTrueckoe 3ansatue «YcraHoBka u HacTpoiika C3U1 ot HCJI»

[TpakTueckoe 3aHATHE «3aluTa BXOJa B cUCTEMY (MACHTH(UKAIUS U ayTEHTH(PHUKAIUS TOJTB30BATENICH )»

[IpakTrueckoe 3aHsaTue «Pa3rpaHnyeHue 10cTyna K yCTpoucTBaM»

[IpakTHueckoe 3aHsATHE «YTIPABICHUE JOCTYIIOM»

[TpakTuueckoe 3anatue «lcnonb3oBaHue NPUHTEPOB JJIs eUaTH KOHPUACHIUATBHBIX T0KyMeHTOB. KOHTpoJIb meyaTuy

[IpakTrueckoe 3anstue «Hactpolika CuCTEMbI 1S 3aa4 ayIUTa

[Ipaktrueckoe 3ansatue «HacTpolika KOHTPOJIS LEJOCTHOCTH M 3aMKHYTOM IIPOrPAMMHOM CpeibD»

[Tpaktruueckoe 3anstre «lleHTpann30BaHHOE yIIPaBICHHE CUCTEMOM 3aIl[UThI, OTIEPATUBHBIN MOHUTOPHHT M ayIUT
0€30IaCHOCTU

Tema 3.6. DkcrmyaTauus
CPEICTB 3alIUThI
nH(popManuu B
KOMHBIOTepHBIX CCTAX

Conepxanue

0 (NS 2 ST (O I NS I \O TN \O I (S I \S)

HOpH[[OI( YCTAaHOBKH M BBOJd B OKCILTYATAIUIO CPCACTB 3alINUThI I/IH(l)OpMaL[I/II/I B KOMIIBOTCPHBIX CCTIAX.

[TpuHIMIIBI OCHOBHBIX METO/IOB OPraHU3alMy U MPOBEJECHUS TEXHUUYECKOTO 00CTYKMBAHUS BEIYUCIUTEIbHON TEXHUKH U
APYTUX TEXHUYECKUX CPEJICTB MH(OpMaTH3AUU

ILI/IaFHOCTI/IKa KOMITIOHEHTOB CUCTEM 3alllUThI I/IH(pOpMaLII/II/I ABTOMATU3HUPOBAHHBIX CUCTCM, YCTPAHCHUC OTKA30B U
BOCCTAaHOBJICHUE PAO0OTOCTIOCOOHOCTH ABTOMATH3WPOBAHHBIX (MH(GOPMAITMOHHBIX) CHCTEM B 3alTUIIICHHOM MCTIOJHEHUHN

Hacrpolika u ycTpaHeHre HeHCIIPAaBHOCTH MPOTPaAaMMHO-aNIapaTHBIX CPECTB 3aLIUTH HH()OPMAIMK B KOMITbIOTEPHBIX
CEeTsX M0 3aJaHHBIM ITpaBUJIaM

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH

[TpakTnyeckoe 3aHsATHE «YCTpaHEHHE OTKA30B M BOCCTAHOBIEHHE PAOOTOCIIOCOOHOCTH KOMIIOHEHTOB CHUCTEM 3allUThI
uH(pOpMAaIMU aBTOMATU3HPOBAHHBIX CUCTEM»

Tema 3.7.
JloxymeHTanus Ha
3aIUIIaeMYI0
ABTOMATU3UPOBAHHYIO
CUCTEMY

Conepxanue

OCHOBHBIE 3KCIUTyaTallMOHHBIC JOKYMEHTHI 3aIUIIICHHBIX aBTOMaTH3UPOBAHHBIX CUCTeM. Pa3paboTka u BeeHne
AKCIUTYaTaIlMOHHOM TOKYMEHTAIIUH 3aIUIICHHBIX aBTOMAaTU3WPOBAHHBIX CUCTEM. AKT BBOJIa B OKCIUTyaTallli0 Ha
aBTOMATU3UPOBAHHYIO cUCTEMY. TeXHHMUECKUI MacnopT Ha 3alIUIAEMYIO0 aBTOMATU3UPOBAHHYIO CUCTEMY.

B ToM uncie npakTUYecKuxX 3aHATUH U 1a00paTOPHBIX PaboOT

[IpakTdeckoe 3aHATHE « AYOUMOPCKAs UCCAe008AMeNbCKAS NPOBEPKA NO Memoouke Komnanuu «Mngocogpmy. *

[TpakTuyeckoe 3ansTue «OdopmMiIeHHE OCHOBHBIX SKCILTyaTallMOHHBIX JOKYMEHTOB HAa aBTOMATU3HPOBAHHYIO CUCTEMY.

[\




[TpumepHas TeMaTHKa caMOCTOSTeNbHON paboTs! pu n3yyennu MJIK.01.04

1. PazpaboTka KOHIIENIIINY 3aIIATHI, aBTOMATH3UPOBAaHHOUW (MH(POPMAIIMOHHOM) CUCTEMBI

2. Ananu3 6aHKa JaHHBIX yrpo3 0€30MacHOCTH HH(OPMAIH

4. TlocTpoeHHE CBOTHON MaTPHIIHl YTPO3 aBTOMATH3UPOBAHHON (MH(POPMAIITMOHHOM) CHCTEMBI
5. AHanu3 NOMUTUK 6€30MaCHOCTH MH(POPMALIMOHHOTO 00BEKTa

6. 3yueHne aHamuTHYECKUX 0030pOB B 00JIACTH MTOCTPOSHHUS CHCTEM 0€301MacHOCTH 8
7. AHanu3 IpOrpaMMHOT0 o0ecTiedeHrs: B 00JIaCTH ONpeAeTICHUs PUCKOB HH(POPMAITMOHHON OE30MTaCHOCTH U MPOEKTUPOBAHUS 0€301MaCHOCTH
nHpopmaun
8. Monumopune pabomul cucmem ynpasienus KHUHU. *
Kouncyabranuu 6
IIpomeskyTounas arrectauus B popme s3x3amena no MJIK.01.04 12
M/IK.01.05. DxcniryaTanuss KOMIBIOTEPHBIX ceTeil 136
Paznen 1. OcHOBBI epeaaym JAHHBIX B KOMIIBIOTEPHBIX CeTAX 30
Tema 1.1. Coneprkanue 4
Monenu cereBoro Mognens OSI. Yposuu monenu OSI. B3aumogeiictsue Mexny ypoBHsIMH. MHKancysmus naHHeiX. Onucanyue ypoBHER
B3aMMOJICHCTBHUS mopenu OSI. 2
Mopens u crek npotokosioB TCP/IP. Onucanue yposueid mogenu TCP/IP.
B ToM umcie npakTH4YecKuX 3aHATHN U Ja0OPATOPHBIX padoT )
[TpakTtuyeckoe 3austue «M3yueHue 371eMEHTOB KaOEIbHOU CUCTEMBDY.
Tema 1.2. Conepxanue 4
®u3nvecKkuil ypoBeHb [TonsiTre nuHUK U KaHaua cBsi3u. CurHasibl. OCHOBHBIE XapAaKTEPUCTUKHU KaHAJIA CBS3H.
nepeaain MaHHbIX Metoasl COBMECTHOTO UCIIOJIB30BAHUsS CPE/bl Iepeady KaHaua CBsi3u. MyJIbTUIUIEKCUPOBAHUE U METOIbI
MHOECTBEHHOI'0 JIOCTYIA.
OnTOBOJOKOHHBIE JTUHHUH CBSI3U 2
CranmapTsl Kabesei. DiieKTpudeckasi IpOBOJIKA.
becnpoBoanas cpena nepenayu.
B ToM umcie npakTHYecKuX M 1a0OpaTOPHBIX 3aHIATHHA 2
[Tpaktuueckoe 3anstue «CoznaHue ceTeBoro kaldens Ha OCHOBE HedKpaHupoBaHHOM BuToil napsl (UTP)»
Tema 1.3. Conepxanue 6
Tononorus [Toustue Tononoruu cetu. CereBoe 060opyoBanue B TONoJoruu. O630p ceTeBBIX TOMOJIOTHH. 2
KOMIIBIOTEPHBIX CETEN B ToM YmnCIie IPaKTUYECKHUX U TA00OPATOPHBIX 3aHATHI 4




IIpaktrueckoe 3ansatue «lloctpoeHne 0JTHOPAHTOBOM CETU»

[IpakTnueckoe 3ansatue «Co3gaHne KOMMYTUPYEMOM CETH

\S 2 \S]

Tema 1.4. Conepxanue

Texnomorun Ethernet Texnomorust Ethernet. ®usnyeckuii ypoBeHb.

Texnonorus Ethernet. KanansHsiil ypoBeHb

TexHonorust nocTpoeHus (MOAECTUPOBAHNS) JIOKAJIbHBIX CETEH.

B ToM uncie npakTuyecKux M Ja00paTOPHBIX 3aHATHH

[TpakTryeckoe 3aHsTHE B opMe MpakTHUUecKol NoAroToBku M3yuenne aapecanuu kanaapHoro ypoHs. MAC-anpeca.

Tema 1.5. Texnonornu Conepxanue

KOMMYTallUH Anroputm npo3payHoro Mocta. Merozsl kommyTtanuu. TexHosnornu koMmmyTtanuuu u mogens OSI.

KoHcTpykTHBHOE HCTIOTHEHHE KOMMYTAaTOpoB. du3ndeckoe CTeKUpOBaHWE KOMMYTaTOpoB. [IporpammHuoe obecrieueHue
KOMMYTaTOpPOB.

OO6mme MPUHINIIBI CETEBOTO Au3aifHa. TpexypoBHEBas HepapXudecKas MOJIeTb CETH.

Texnonorus PoweroverEthernet (PoE).

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH

[TpakTueckoe 3anaTue «Pa3paboTka TONMOJOTU CETH HEOOBIIOTO MPENPUSITHS)

Tema 1.6. CereBoit Coneprxanue

npotokona [Pv4 CereBoii ypoBeHb. [Ipotokon IP Bepcun 4. O6mue GyHKImu KiaccoBoit u 6eckiraccoBoi aapecaruu. [1yibr aapecos.

Mapupyruzanus nakeros IPv4. IIpoTokosibl [TMHaAMUYECKONH MapLIpyTU3aLUH.

B ToM umncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH

[Tpaktuueckoe 3anstue «M3yuenune IP-anpecanuu u macku. @opmuposanue noocemeiiy.*

Tema 1.7. CxkopoctHele u | Conepxkanue

OecrpoBoHBIC CETH Cetb FDDI. Cets 100VG-AnyLAN
CBepXBBICOKOCKOPOCTHBIE CETU
becnpoBoanbie ceTn

N RN D |

B ToM umcie npakTH4YecKuX M 1a00paTOPHBIX 3aHIATHHA

[TpakTruyeckoe 3ansaTue «HacTtpoiika 6eCipoOBOAHOTO CETEBOI0O 000PYIOBAHUS

Paznen 2. TexH0JI0ruM KOMMYTAIlMU M MapIIPyTU3aluu coBpeMeHHbIX ceTeil Ethernet

Tema 2.1. Coneprxanue

OCHOBBI KOMMYTaIIH1 OYHKIIMOHUPOBAHUE KOMMYTATOPOB JIOKAIBHOU CETH. APXUTEKTypa KOMMYTaTOpOB. Tumel uHTEpdEiicoB
KOMMYTaTOpPOB.
YnpasieHue NOTOKOM B MONTYAYIJIEKCHOM U AYTIJIEKCHOM PEXKHMaX.




XapaKTepHCTUKH, BIUAIONINE Ha TPOU3BOAUTEIBHOCTE KOMMYTaTOpoB. O030p (PyHKIMOHATBHBIX BO3MOKHOCTEH
KOMMYTaTOPOB

B ToM umncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 2
[TpakTnueckoe 3anatue «PaboTa ¢ OCHOBHBIMHM KOMaHIaMU KOMMYTaTOpay.
Tema 2.2. Copepxanue 8
Hauanenas Hactpoiika Cpenctsa ynpaiieHusi KomMmyTaTopamu. [loakmouenne Kk KOHCOIU HHTepdeiica KOMaHIHOW CTPOKH KOMMYTAaTopa.
KOMMYyTaTopa [Tonkmouenue k Web-unrepdeiicy ynpaBieHUs KOMMYTaTopa. 4
Havanpnas koHurypamus kommyTaTopa. 3arpy3ka HOBOro MporpaMMHOT0 OOecrieueHusi Ha KOMMYTaTop. 3arpys3ka u
pe3epBHOE KOMMPOBaHUE KOHPUTYpaIlMd KOMMYTATopa.
B TOM 4ncie NpakTU4EeCKUX 3aHATHH 4
[IpakTnueckoe 3anarue «OCHOBHbIE KOMaH/IbI U KOH(MUTYpAIIUH KOMMYTaTOpay.
[Tpaktuueckoe 3anstTue «Komanas! yrpasiaeHus Tadauiamu kommytarud MAC- u IP- 2
anpecoB, ARP-tabmuip. Komanel 00HOBIIEHUS IPOrPaMMHOTO 00€CIICUeHUSI KOMMYTAaTopa 1 2
COXpaHEHHsI/BOCCTAHOBIICHUSI KOH(MUTYPAIIMOHHBIX (DaiyioBy.
Tema 2.3. Copepxanue 8
Buptyanbubie Tunst VLAN. VLAN nHa ocHoBe noptoB. VLAN Ha ocHoBe ctangapta [EEE 802.1Q. Cratuyeckue u JuHaMU4EeCKHE
JIOKAJIBHBIE CETH VLAN. Ilporokon GVRP. 2
(VLAN) Q-in-Q VLAN. VLAN na ocHoBe opToB 1 npotokoiioB — cranaapt IEEE 802.1v. ®yukuus TrafficSegmentation
B ToM umcie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 6
ITpakTnueckoe 3ansatue «Hacrpoiika VLAN Ha ocHoBe crangapra IEEE 802.1Q» 2
[Tpaktuueckoe 3anstue «Hactpoiika mpotokosa GVRP. Hactpoiika cermenTanuu tpadguka 6e3 nucrnonb3oBanust VLAN 2
[Tpaktuueckoe 3anstue «Hactpoiika pynkimu Q-in-Q (Double VLAN)». 2
Tema 2.4. Conepxanue 6
OyYHKIMU TOBBILIECHUS [Tporoxon Spanning Tree Protocol (STP). Ys3sumoctu npotokona STP.
HaZIeKHOCTH U Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol. 2
[PON3BOUTCIILHOCTI JlononHuTeNbHBIE QYHKINK 3aIUTHI OT NeTeNb. ATPErnpoBaHne KaHAJIOB CBA3H.
B ToM umncie npakTuyeckux U Ja00paTOPHBIX 3aHATHH 4
[IpakTuueckoe 3anstue «Hactpoiika mpoTokosioB cBssytoiero aepesa STP, RSTP, MSTP». 5
[TpakTuueckoe 3anstue «HacTpoiika GyHKIMH 3anUThl OT 00pa3zoBanus nerenb LoopBackDetection. ArperupoBanue 9
KaHAaJIOBY.
Tema 2.5. Conepxanue 10




Anpecanus ceTeBoro
YPOBHS U
MapuIpyTH3aLHSL

[Tporoxoin [Pv6. ®opmupoBanue uaeHTuduKaTopa HHTEpdeEiica.
Cnioco6s! koHpuryparuu [Pvb-aapeca.

ITnanuposanue noacereit IPv6. IIporokon NDP.

[TonsiTe MapupyTu3auyu. JJMCTaHIMOHHO-BEKTOPHBIEC IPOTOKOJIBI MapupyTusauuu. IIporokon RIP.

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH

[IpakTueckoe 3anatue «OCHOBHBIE KOH(MUTYpalK MapiipyTuzaTopa. Paciumpennsie koHpurypanum
MapuIpyTU3aTopay.

[TpakTuueckoe 3anstue «Padora ¢ mporokosom CDP. Pabota c mporokonom TELNET. Pa6ora ¢ nmporokonom TFTP.
Pabota ¢ nporokosiom RIP. PabGota ¢ mpotokosom OSPF».

[Tpaktuueckoe 3anstue «Konpurypuporanue pyunkuuu mapiupytu3atopa NAT/PAT. Kondurypupoanue PPP u
CHAP».

Tema 2.6.
KaugecTtBo
obcmyxuBanus (QoS)

Conepxanue

Mognenu QoS. IIpuopuresanus nakeroB. Knaccudukanus naketoB. MapKUpoBKa MaKeTOB.

VYnpasieHue neperpy3kamMu 1 MEXaHU3Mbl 00CTYKUBaHUs ouepeaei. MexaHn3M MpeaoTBPAICHHS IEPErpy30K.
KonTposib nosiocel nponyckanus. [ Tpumep Hactporiku QoS.

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH

[Tpaktuueckoe 3anstue «Hactpoiika QoS. I[Ipuopuruzanus tpaduka. YnpaBieHHEe MOJTOCON MTPOITYCKAHMS

Tema 2.7.

DYyHKIIUN 00ECTICUCHHS
0€30IaCHOCTH U
OTpaHWYEHUS JIOCTYIIA K
cetn

Conepxanue

Cnucku ynpasinenus foctynom (ACL). @yHKIMHA KOHTPOIIS HaJl MOAKIIOYEHUEM Y3JI0B K TOPTaM KOMMYTAaTopa.

Aytentudukanus nonp3oateneit 802.1x. 802.1x Guest VLAN. ®yukruu 3amutsl LITY kommyTaTopa.

B ToM umcie npakTHYecKuX M 1a0OpaTOPHBIX 3aHIATHHA

[Tpaktuyeckoe 3anstue «Crnucku ynpasinenus goctynom (AccessControlList)»

[TpakTrueckoe 3ansTue «KOHTPOJH HAJ MOIKIIOYEHUEM Y3II0B K mopTaM kommyTaTopa. @ynkius PortSecurity.
KoHTposib HaJ MOAKIIIOYEHHEM Y3J10B K mopTaM KommyTtaTopa. @ynkims IP-MAC-Port Binding»

NN £ 0N [N

Tema 2.8.
MHoroaapecHas
pacchuIka

Conepxanue

Anpecanus MHoroasipecHoi [P-pacceuiku. MAC-aapeca rpynnoBoi pacChbUIKH.

[Toanucka u o6CiTyKUBaHKE TPYII. YTIpaBiICHHUE MHOTOQPECHOM pacchuIkor Ha 2-M ypoBHE Moaenu OSI (IGMP
Snooping). ®yukimst IGMP FastLeave.

N

B ToM umce npakTH4ecKuX M 1a0OpaTOPHBIX 3aHIATHHA

[TpakTrueckoe 3anstue «OTCIeKMBaHUE TpadrKka MHOTOAIPECHOM PACCHUIKIY.

[Tpaktuyeckoe 3anstue «OrcnexuBanue Tpapuka Multicasty

Tema 2.9.

Conepxanue

NN N |~




QYyHKINU yIPABICHUS

VYnpasieHne MHOXECTBOM KOMMYTaTopoB. IIpoTokon SNMP.

KOMMYTaTOpaMu RMON (Remote Monitoring). ®yuxims Port Mirroring. 2
B ToM umcie npakTH4ecKuX M 1a00paTOPHBIX 3aHIATHHA 4
[TpakTuyeckoe 3ausTue «PyHKIMK aHATIN3A CETEBOTO TpadhUKay. 2
[IpakTnueckoe 3ansatue «Hactpolika mpoTokosia ynpasieHus: Tonoiorueit cetu LLDPy. 2
Pasnea 3. MexceTeBble IKPaHbI 30
Tema 3.1. Conepxanue 2
OCHOBHbBIE MPUHIIMITBI Knaccudukanus cereBoix atak. Tpuana 6e3omacuoit UT-undpacTpyKTyphi.
CO3/IaHUA HAIGKHOH M [ y1papienne koHQUIypauusiMy. YIpaBieH e HHIACHTaMHU. VCTIONb30BaHNe TPeTbeil J0BEPEHHO CTOPOHI. 2
Gesomnacnoi UT- Kpunrorpagudeckre MeXaHU3MbI G6€30IIaCHOCTH.
HHQPACTPYKTYpbI B ToM umcie npakTHYeCKuX U 1a0OpaTOPHBIX 3aHATHMA
Tema 3.2. Coneprxanue 8
Me:xceTeBble JKpaHbI TexHosornn MexcereBbIX 3kpaHoB. [lonuTrka MexceTeBoro skpaHa. MexceTeBble 3KpaHbl ¢ BO3MOXKHOCTAMU NAT. 4
Tonosorust ceTy Npu UCIOJIb30BAHNN MEKCETEBBIX SKpaHOB. [ll1aHMpOBaHNE U BHEIPEHUE MEXKCETEBOI0 IKpaHa.
B ToM uncie npakTHuyecKuX M Ja00paTOPHBIX 3aHATHHA 4
[IpakTryeckoe 3aHsATHE «YCcmanosKa u nepeuyHas HACMpoUuKa mexiccemeso2o sxkpana (pfSence). OCHOBBI )
aMUHUCTPUPOBAHMS MEXKCETEBOro 3kpaHa. CoeIMHEHHUE IBYX JIOKAJIBHBIX CETEN MEXKCETEBBIMU 3KpaHamu. Co3ianue
MOJIMTUKH 0€3 MPOBEPKU COCTOSTHUS
[Tpaktnueckoe 3ansTue «Co3nanne MOJMTHK I TpaauiiuoHHoro (uiau ucxozsmiero) NAT. Co3nanue MONUTHK IS )
naByHanpasieHHOro (Two-Way) NAT, ucnoas3yst Metos pinholingy
Tema 3.3. Conepxanue 6
Cucremsl oOHapyxeHus | OcHoBHoe HasHaueHue IDPS. Crioco6s! knaccudukarmu IDPS. Boibop IDPS. JlononHuTeIbHBIE HHCTPYMEHTAIBHBIC
Y IPEAOTBPALLECHUS CpEeJICTBa. 4
NPOHMUKHOBEHHUI TpeboBanus oprannzanuu k pynkuunonuposanuio IDPS. Bo3moxxnoctu IDPS. PazsepteiBanue IDPS. CusnbHble CTOPOHBI
1 orpaHnyeHHocTh IDPS.
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 2
[TpakTuueckoe 3anstTue «OOHApYKEHUE U MIPEIOTBPAIICHUE BTOPKEHUI.
Tema 3.4. Conepxanue 4
ITpuoputusanus Co3pmaHue anpTepHATUBHBIX MAapIIPYTOB JOCTyIA B MHTEpHET. [Ipropurtuzamus tpaduka. 2
TpauKa u Co31aHue B ToM uncie npakTuyeckux U J1ad0opaTOPHBIX 3aHATUI 2




aIbTePHATHBHBIX
MapuIpyToB

IIpakTnueckoe 3anarue «Co3gaHnue albTEPHATUBHBIX MAPLIPYTOB C UCIIOJIb30BAHUEM CTATUYECKOM MapIIpyTU3AL»

Tema 3.5.

Tynuenuposanue™.

Conepxanue

Ocnosvl mynuenuposanusi (VPN). Hacmotika VPN. Mexanuzmvi myHHeaupo8anus ucnonv3ys npomokoast PPtP,
L2TP/IPsec, OpenVPN.

B ToM ymcie npakTH4ecKuX M Ja0OpaTOPHBIX 3aHATHH

N N BN

[Tpaktuueckoe 3auarue «Hacmpotixa VPN meoxncoy osymsa cemamu ¢ nomowp L2TP/IpSecy

Tema 3.6.
IP — menegponus™

Conepxanue

Ilpumenenue IP — meneghonuu 6 cospemenrnom mupe. Teopemuueckue acnekmot IP — menegponuu. *

Ilocmpoenue cucmem IP — menegponuu. Cnocobwt nepedauu 2010co8uix naxemos no IP — cemsam. Ycmarnosnenue
coedunenus 6 cemsx IP — menegonuu. *

Peanuzayus cyenapues IP — menegonuu. Obecneuenue kawecmsa IP — menegponuu. Ilpoyedypsr 0dpabomru u memoosl
xkoouposanus. Ilpunyunsi pearuzayuu IP — meneghonuu. *

HUnghopmayuonnas 6ezonacnocmo 6 IP — cemsax meneghonuu. Buedpenue IP — meneghonuu™

B ToM uncie npakTH4YecKuX M 1a00paTOPHBIX 3aHIATHHA

[\

[TpakTuueckoe 3ansarue «M3yuenue IP — meneghonuun *

IIpomexyTounas arrectanus B popme 3x3amena mo MJIK.01.05

12

Y4yeOHasi NpaKkTUKA pa3jaesa 2 MOXYJIs

Buner pabot

A

[IpoBenenue ayaura 3allMIIEHHOCTH aBTOMaTU3UPOBAHHON CUCTEMBI.

VYcraHoBKa, HACTPOIMKA U AKCILTyaTalUsl CETEBBIX ONEPAMOHHBIX CUCTEM.

JlnarHocTuka COCTOSIHUS MOICUCTEM 0€30MaCHOCTH, KOHTPOJIb Harpy3KH U PEKUMOB pabOThl CETEBOM ONEPaIMOHHON CHCTEMBI.
Opranu3zanus padoT ¢ yajJeHHBIMU XpaHWIUIIAMH JaHHBIX U 0a3aMU JaHHBIX.

Opranuzanus 3alMIleHHON Iepeiaun JaHHBIX B KOMIIbIOTEPHBIX CETSX.

BrimonHeHue MOHTaka KOMITBIOTEPHBIX CETE, OpraHu3aius U KOHQUTYPUPOBAHUE KOMITBIOTEPHBIX CETEH, YCTAHOBJICHHUE U HACTPOITKa

napaMeTpoB COBPCMCHHBIX CETCBBIX IIPOTOKOJIOB.

7. OcyuiecTBIeHHE AMArHOCTUKH KOMIIBIOTEPHBIX CETEH, ONpeieieHue HEMCIPAaBHOCTEH U cOOEB MOACUCTEMBI O€30MTaCHOCTH M yCTPaHEHUE

HEHCIIPaBHOCTEM.

8. 3amoiHeHue OTYETHOM JOKYMEHTAIMH 10 TEXHUYECKOMY OOCITYKUBAHUIO U PEMOHTY KOMITBIOTEPHBIX CETEH.
9. Ilouck u coop oannvix o KUU.
10. Pazpabomka ancopummos u mooenetl ons pabomot ¢ KUU.

72




11. Unmeepayua KUU 6 cywecmeyiowue cucmemsl YNpagieHus.

12. Pazpabomka pexomenoayuti no ucnoivzosanuto KHH ons onmumusayuu 6usHec-npoyeccos

13. Monumopune pabomui cucmem ynpasnenuss KUH.

14. IIposedenue ucciedosanuii 0is onpeoenenus dgppexmusnocmu ucnoavzosanus KUU ¢ konkpemnoti ompaciu™

IIpou3BoacTBEeHHAS PAKTUKA

Bunst pabot:

VYyacTue B ycTaHOBKE U HACTPOMKE KOMIIOHEHTOB aBTOMaTH3MPOBAHHBIX (MHPOPMAIIMOHHBIX) CUCTEM B 3al[UIIIEHHOM HCIIOJIHEHUN B COOTBETCTBUU
¢ TpeOOBAHUSMU KCILTYyaTAIIMOHHOMN TOKYMEHTALUU

OO6cmyKrUBaHUE CPENICTB 3aLUIUTHl HHPOPMAIIUU MPUKIIAIHOTO U CUCTEMHOTO IIPOrpaMMHOT0 0OecTieueHus

Hacrpoiika mporpaMMHOTro obecreueHust ¢ coOoieHueM TpeOOBaHuil 1Mo 3amuTe nHpOopMauu

Hacrpoiika cpencTB aHTUBUPYCHOM 3aIIUTHI U1 KOPPEKTHON pabOThI MPOTPaMMHOTO 00€CTIeUeHHUS 110 3aIaHHBIM I1a0JI0HAM

HHcTpyKTaX mosib30BaTeneil 0 coOM0AeHUN TpeOOBaHMIA 1O 3a1IiuTe HHPOPMALUH MPH paboTe ¢ MPOrpaMMHBIM 00ecTIedeHuEM

Hactpoiika BCTpOEHHBIX CPEJCTB 3aIlUTh HHPOPMAIHH POTPAMMHOI0 00ecreUeH s

[TpoBepka (HyHKIITMOHUPOBAHUS BCTPOCHHBIX CPEACTB 3alIMTHI HH(POPMAIIMK POTPAMMHOTO 00eCTIeUeHHU S

CBoeBpeMeHHOE OOHapYKEHHE MPU3HAKOB HATMYHUS BPEIOHOCHOTO MPOTPaMMHOI0 00eCreUeHU s

OO6cyXMBaHUE CPEICTB 3AIIUTHI HHPOPMALIUU B KOMITBIOTEPHBIX CUCTEMAX H CETSIX

OO6cmyKMBaHUE CUCTEM 3aIllUThl HH(OpPMALUK B aBTOMAaTU3UPOBAHHBIX CUCTEMAX

VYdacTre B IpOBEICHUH PErTaMEHTHBIX PadoT MO AKCIUTyaTallil CUCTEM 3alUThl HH(OPMAIIMKA aBTOMATH3UPOBAHHBIX CHCTEM

[TpoBepka paboTOCTIOCOOHOCTH CUCTEMBI 3aIUTH HH(OPMAITUH aBTOMATU3UPOBAHHON CUCTEMBI

KoHTponb cooTBETCTBHS KOHPUTYpAIIH CUCTEMBI 3alIUThI HH(OPMAIIMA aBTOMAaTH3UPOBAHHOIN CHCTEMBI €€ SKCILTyaTallMOHHON T0KyMEHTAIlUuN
KoHTposb cTaOMIBHOCTH XapaKTEPUCTHK CUCTEMbI 3aIIUTHl MHPOPMAIIUN aBTOMAaTU3UPOBAHHON CHCTEMBI

Benenue TexHMUECKOM JOKYMEHTAIUH, CBA3aHHON C SKCIUTyaTalluel CUCTEM 3alUThl MH(POPMAIIUK aBTOMAaTH3UPOBAHHBIX CUCTEM

Yyactue B paboTax no odecrneyeHn o 3auThl HHPOpMAaIMK MTPU BHIBOJE U3 SKCILTyaTallud aBTOMAaTU3UPOBAHHBIX CHCTEM

180

JK3aMeH 110 Npo¢ecCHOHATBHOMY MOAYJII0
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3. VYcnoBus peanuzanuu paboueld mporpammbl Mpo¢dhecCHOHAIBHOTO
MOMYJIs

3.1. [Inst peanu3anuu nporpaMmbl NpophecCHOHATBLHOTO MO IS

IPEyCMOTPEHBI CIEAYIONINE CIeIHATbHBIE TOMEIICHUS:

Peanuzamus nporpaMmbl peoiaracT HajJu4uue:
JlaGopartopus nH(GHOPMALIMOHHBIX TEXHOJIOTHH,
JIaGopaTopus mporpaMMHpOBaHus U 0a3 JaHHBIX;
JIaGopaTopus ceTeii u cucTeM nepenayu HHGoOpMaIuu;
JIaGopaTopus MporpaMMHBIX U POTPAMMHO-ANNAPATHBIX CPECTB 3aIUTHI
uHbOpMaInu.

3.2. UndopmanmonHoe obecriedeHne pean3aiuy IporpaMMel

OcHOBHBIC TI€YaTHEIEC U QJICKTPOHHBIC U3J1aHHA

1. KoctpoB, b.B. Cetu u cucremsl nepeaaud uHbOpMalUu : YYEOHHMK IS
CTYJIEHTOB YUYPEXACHUN cpeaHero mnpodecCHOHATbHOrO 00pa3oBaHMs MO
CHEUaTbHOCTH "OGecnieueHue UH(OPMAITMOHHOU 0e3omacHOCTU
aBroMaru3upoBanHbix cucrem" / b.B. Koctpos, B.H. Pyukun .— 2-¢ wusn.,
nepepad. u gomn. .— Mocksa : Akagemusi, 2019 .— 288 c. + Tupax 1500 sx3. —
(ITpodeccuonansuoe oobpazoBanue) . — ISBN 978-5-4468-7764-5

2. Kpauenko B., 3unoBseB II., Cemotun W. DOkcmmyaramus
aBTOMATU3UPOBAHHBIX  (MH(DOPMAIMOHHBIX) CHUCTEM B  3aIIUIIEHHOM
ucnojaHeHun —Akajgemus-2018

3. demunos, JI. H. OCHOBBI 3KCILTyaTallid KOMITBIOTEPHBIX CETEH: YUEOHHUK TS
6axanaspos / JI. H. Jlemunos. — Mockaa: [Ipomereii, 2019. — 799 c.: nin., Tabur.,
CXEM. — Pexum JIOCTyMa: o MOJIITUCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=576033 (nata
obpamenus: 06.06.2022). — bubnuorp.: c. 750 - 752. — ISBN 978-5-907100-01-
5. — TekcT: 31eKTPOHHBIN.

4. WudopmanumoHHO-CIIpaBOYHAsI CUCTEMa IO JOKyYMEHTaM B 00JacTu
TEXHUYECKOU 3a1uThl nHGOopMauu www.fstec.ru

5. HudopmarnmoHHbIi TopTa 1o 6e3omacHoctd www.SecuritylLab.ru.

6. OOpa3zoBaTeabHBIC MOPTANHI 110 PA3TUIHBIM HAPABICHUSIM 00pa30BaHUS U
tematuke http://depobr.gov35.ru/

7. Poccuiickuii GMoMeTprUecKuii moprai www.biometrics.ru

8. Caiir xypHana Mudopmarmonnas 6e3omacHoCTh http://www.itsec.ru

9. Caiit HayuHoii anexTpoHHO# 6nbimoTekn www.elibrary.ru

10. CnpaBouHo-mipaBoBas cuctema «[ apant» » www.garant.ru

11. CnpaBouno-npaBoBas cuctema «Koncynasrant [Lroc» www.consultant.ru
12.  ®enepanbHas cioyxk0a MO TEXHUYECKOMY U 3KCHOPTHOMY KOHTPOIIIO
(®CTIK Poccun) www.fstec.ru



13. ®enepanbHbIi nopran «MHpOpMALIMOHHO-KOMMYHUKAIIUOHHBIE
TEXHOJIOTHH B 00pazoBanum» htpp\\:www.ict.edu.ru
14. DenepanbHbiii nopran «Poccuiickoe odOpazoBanue www.edu.ru
JloTIOTHUTEIbHBIC NCTOYHUKHU
1. [Mapteika, T. JI. OnepannoHHBIE CUCTEMBI, CPEIbl U OOOIOYKH:
yuebHoe nocooue / T.JI. [Tapteika, U.W. [1onoB. — 5-¢ uza., nepepad. u aom. —
MockBa: @®OPYM: HHOPA-M, 2021. — 560 c¢. — (Cpennee
npodeccuonansHoe obpazoBanue). - ISBN 978-5-00091-501-1. - Tekcr:
anexkTpoHHbId. - URL: https://znanium.com/catalog/product/

2. Kypnanet Chip/Uun: XypHai 0 KOMIIBIOTEpPHOH TEXHUKE st
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4. KoHTpoib M OLIEHKA pe3yJbTaTOB OCBOCHMS MPO(deCcCHOHATBHOTO
MOYJIs

Kon u HanmeHoBaHMe Kpurepun onenku @DOpMBI U METOIBI

o0ImuX U KOHTPOJIS, B TOM YHCIIE
npodecCHOHATBLHBIX 1o y4eOHOU U
KOMIIETECHITNH MPOU3BOJCTBEHHOM
dbopmMHpyeMBIX B IIPaKTUKE
paMKax MOIYJIsI
IIK 1.1. IlponsBoguts | JleMOHCTpUpOBaTh YMEHUS YCTAHOBKU | TECTUPOBAHUE,

YCTaHOBKY U Y HACTPOMKHU KOMIIOHEHTOB, 9K3aMEeH 10 MOJYJIIO,

CHUCTEM B 3alllTMIICHHOM
HUCIIOJIHCHUU B

3KCHHyaTaHHOHHOI>'I JOKYMCHTallun

HACTPOUKY ABTOMATU3UPOBAHHBIX AKCIIEPTHOE HAOIIOIeHHE
KOMITOHEHTOB, (nH(pOPMAIIMOHHBIX ) CUCTEM B BBITIOJTHCHUS
ABTOMATU3UPOBAHHBIX 3alllMIIICHHOM UCIIOJIHCHHU B HaGOpaTOpHBIX 3aHﬁTHﬁ,
(MHGOPMAITMOHHBIX ) COOTBETCTBHUU C TPeOOBaHUSIMU AKCIIEPTHOE HAOIIOICHHE

BBITIOJIHCHU A
MPAKTUYECKUX 3aHITUH,




Kon n HaumeHoBanue
00X U
podecCHOHATBLHBIX
KOMIIETEHIINN
dbopMHpyEeMBIX B
paMKax MOIYJIst

Kpurepun onenku

DOopMBI U METOBI
KOHTPOJIS, B TOM YKCJIE
1o y4eOHOU U
MPOU3BOJCTBEHHOM
MpPaKTUKE

COOTBCTCTBHHU C

OIICHKA PpCIICHUSA

TpeOOBaHUAMU CUTYallMUOHHBIX 3a]ad,
JKCILTyaTallMOHHOU OLICHKa IIpolecca U
JOKYMEHTALUH. pe3yabTaToB
BBITIOJIHEHUS BUJIOB
paboT Ha MPAKTHKE
IIK 1.2. [IposiBneHue ymMeHUS U IPAKTUYECKOIO | TECTUPOBAHHUE,
AJMHUHUCTPUPOBATH OMbITA aIMUHUCTPUPOBAHHUS 9K3aMeH 110 MOYIIO,
IpOTpaMMHBIE U IPOTrPaMMHBIX M ITPOrPAMMHO- SKCHEepTHOE HaOII01eHNEe
IPOrpaMMHO- anmnapaTHbIX KOMIIOHEHTOB BBINOJIHEHUS
arraparHble aBTOMAaTU3UPOBAHHOU 1a00paTOPHBIX 3aHATHIA,
KOMITOHEHTBI (mH(bOpPMAITMOHHOM) CHCTEMBI B AKCIIEPTHOE HAOIIIOICHHE
aBTOMAaTU3MPOBAHHOM | 3aLIUIEHHOM MCIIOJTHEHUU BBITTOJIHEHUS
(mHGOPMAITIOHHON ) MPAKTHYECKUX 3aHATHUH,
CHCTEMBI B OLICHKA PeIICHUS
3alUIEHHOM CUTyallMOHHBIX 3a]ad,
UCTIOJTHEHUH. OLIEHKa Ipolecca U

pe3yabTaToOB
BBITIOJIHEHUSA BUIOB
paboT Ha MPAKTHKE

[IK 1.3. ObecneunBaTh
oecniepeOoitHy10
paboty
aBTOMAaTH3UPOBAHHBIX
(uH(MOPMAITOHHBIX )
CHCTEM B 3aIIUIICHHOM
WCTIOJTHEHUU B
COOTBETCTBHH C
TpeOOBaHUSIMU
AKCIUTyaTallMOHHOM
JOKYMEHTAITUH.

[IpoBenenue nepeuns paboT 1o
obecrnieueHnto 6ecrnepe0oitHON paboThI
ABTOMATU3UPOBAHHBIX
(mH(bOPMAITMOHHBIX ) CHCTEM B
3alUIEHHOM HCIIOTHEHUU B
COOTBETCTBUH C TPEOOBaHUSIMHU
OKCIUTYaTaIMOHHOMN IOKyMEHTAIUN

TECTUPOBAHUE,
9K3aMEeH 10 MOJYJIIO,
AKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHEHUSI
1a00paTOPHBIX 3aHATHIA,
AKCIIEPTHOE HAOIIIOICHHE
BBITIOJTHEHHUSI
MPAKTUYECKUX 3aHITUH,
OIICHKA PEIICHUS
CUTYallMOHHBIX 3a/1a4,
OLIEHKa Tpolecca u
pe3yNIbTaToB
BBHITIOJTHEHUS BUJIOB
paboT Ha MPAKTHKE

[IK 1.4. OcyuiecTBasiTh
MIPOBEPKY
TEXHHYECKOTO
COCTOSIHUS,
TEXHHYECKOE
o0cy>)KMBaHUE U
TEKYIIUHA PEMOHT,
YCTpPaHATh OTKa3bl U
BOCCTAHABIINBATh
paboTocrocoOHOCTh
ABTOMATU3HPOBAHHBIX
(MHGOPMAITMOHHBIX )

HpOHBHHTL 3HAaHUA U YMCHUSA B
NPOBEPKE TEXHUIECKOTO COCTOSHHSI,
MMPOBCACHNU TCKYIICTO PEMOHTA U
TEXHUYIECKOTO OOCITY)KUBAHHUS, B
YCTpaHEHUU OTKA30B U
BOCCTaHOBJICHUHU PabOTOCTIOCOOHOCTH
ABTOMATHU3UPOBAHHBIX
(MH(MOPMAITMOHHBIX ) CHCTEM B
3alllMIIICHHOM UCITIOJIHCHHUU

TECTUPOBAHHUE,
9K3aMEeH 10 MOJYJIIO,
JKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHEHUSI
1a00paTOPHBIX 3aHATHIHA,
AKCIIEPTHOE HAOIIOICHHE
BBITIOJTHEHHUSI
MPAKTUYECKUX 3aHITUH,
OILICHKA PEIICHUS
CUTYallMOHHBIX 3a/1a4,
OLIEHKa Tpolecca u
PE3YJIbTaTOB




Kon n HaumeHoBanue
00X U
podecCHOHATBLHBIX
KOMIIETEHIINN
dbopMHpyEeMBIX B
paMKax MOIYJIst

Kpurepun onenku

DOopMBI U METOBI
KOHTPOJIS, B TOM YKCJIE
1o y4eOHOU U
MPOU3BOJCTBEHHOM
MpPaKTUKE

CHUCTEM B 3alllTMIICHHOM
WCITOJTHCHHH.

BBITIOJIHEHUSA BUIOB
paboT Ha MPAKTHKE

Kox u HaumenoBanie

Kpurepun onenku

DOopMBI U METOBI

o0mux u KOHTPOJISI, B TOM YHUCIIE
pohecCHOHATBEHBIX 1o y4eOHOI 1
KOMIIETEHITNN MPOU3BOJCTBEHHOM
(bopmMHpyeMBIX B IIPAKTUKE
pamMKax MOJyJist
OK.01 Bri6upats | - BBIOOp MeTO/a U criocoda perieHus HaGmronenue,
CHOCOObI pelreHus | MpoecCHOHaNbHbBIX 33/1a4 C MOHHUTOPHHT, OLIEHKa
3a1a4 COOJIOICHUEM TEXHUKH 0€30MaCHOCTH | CoAep KaHUs MOPT(OoIro
npodeccnoHanbHOM Y COTJIACHO 33JIaHHOM CUTYalluy; CTYJCHTA.
NeATEIIbHOCTH, -o1eHKa 3((HEKTUBHOCTH U KauyecTBa
MPUMEHHUTEIHHO K | BBIIIOJIHEHUS COTJIACHO 331aHHOM
pa3ITUYHBIM CUTYyaIuu
KOHTEKCTaM.
OK.02 OcymectBasaTh | - 3 HEeKTHBHBINA TOUCK HEOOXOAUMOM WNuTtepnperanus
MOWCK, aHamM3 U | HHGOpMALUK; pe3yNbTaToB
MHTEPIpETAIIIO - nHpopManus, NoJ00paHHas U3 HaOIro/1eHui 3a
nH(poOpMaIuy, Pa3HbIX HCTOYHUKOB B COOTBETCTBUH C | AEATEILHOCTHIO
HEOOXO0INMOM JUISL | 3aIaHHOU CUTyanuen oOyyaromierocs B
BBITIOTHEHUS  3aj7a4 MIPOLIECCE OCBOCHHUS
npodeccuoHanbHOM o0Opa3oBaTelbHON
JeSITEIbHOCTH. POrPaMMBbI
OK.03 IlnanupoBath | - pelIeHUE CTAHIAPTHBIX U MOHUTOPUHT U PEUTHUHT
pealn30BhIBATh HECTaHJAPTHBIX MPO(PECCHOHATBHBIX BBITIOJTHEHUS pa0oT Ha
COOCTBEHHOE 3aja4 B 00JIACTH KCIUTyaTalluu yueOHOi u
npoeCCHOHATBHOE U | KOMIIOHEHT MOJICKCTEM 0€30TIaCHOCTH MIPOU3BOJICTBEHHON
JIMYHOCTHOE PA3BUTHE. | aBTOMATH3UPOBAHHBIX CUCTEM; MPAKTUKE

OK.04 PabGorats B
KOJIJIEKTHBE u
KoMmaHJie, 3((EKTUBHO
B3alMOJECHCTBOBATh C
KOJIJIETaMHU,
PYKOBOJICTBOM,
KJIMCHTaMHM.

- IEeMOHCTpaIsi COOCTBEHHOM
NEeSATEILHOCTH B YCIIOBUSX
KOJUICKTUBHOW M KOMaHITHOW pabOThI B
COOTBETCTBUU C 3aJJaHHOM CUTYaLIUEN;

- IEeMOHCTpaIusi COOCTBEHHOM
NESATEIbHOCTH B POJIU PYKOBOAUTEIS
KOMaHbl B COOTBETCTBUH C 3aJaHHBIMU
YCIOBUSIMHU.

[ToaroroBka pedepaTos,
JIOKJIaJI0B, COOOIIECHUH,
UCTIOJTb30BaHUE
ANEKTPOHHBIX
HUCTOYHHUKOB

OK.05 OcymiecTBisTh

YCTHYIO u
IIMCBMEHHYIO
KOMMYHHKAIlMIO  Ha
roCy/1apCTBEHHOM
S3bIKE  C  YyYETOM

- IEMOHCTpAITUs TTO3UTUBHBIX
KOMMYHI/IKaTI/IBHLIX HABBIKOB U
COIMAIbHOMN amanTalun

HaOimronenue 3a
HaBBIKAMH pabOTHI B
r7100aJbHBIX,
KOPITOPATHBHBIX H
JIOKaJIbHBIX




Kox u HaumenoBanie

Kpurepun onenku

DOpMBI U METOBI

- IEMOHCTpaLus pe3yIbTaTUBHON
JESITeTbHOCTH B 00JIACTH IKCILUTyaTalluu

o0IIMX U KOHTPOJISI, B TOM YHUCIIe
po(hecCHOHATBEHBIX 1o y4eOHO 1
KOMIIETEHITNN MPOU3BOJCTBEHHOMN
(bopmMHpyeMBIX B IIPAKTUKE
paMKax MOIyJist
0COOEHHOCTEH MH(OPMAIIMOHHBIX
COLIMAJILHOTO u COTSX.
KYJIbTYPHOI'O
KOHTEKCTA.

OK.06 [TposBIIATE | - IeMOHCTpAIs UHTepeca K Oyayieit HaGmronenue 3a posibio
IPaXTaHCKO- npodeccuu; oOyJaromerocs B
MATPUOTUIECKYIO - IEMOHCTpAIUs LIeJIEyCTPEMIIEHHOCTH, | TpyIie; NopTdhoIno
MO3UIHIO, caMo00pa3oBaHUs U CAMOPA3BUTHUS
JI€MOHCTPHPOBATH
OCO3HAaHHOE
MOBEJICHHE HAa OCHOBE
TPaJAULIMOHHBIX
00I11eYeTIOBEYECKIX
IICHHOCTEH,

MNPUMCHATH CTaHAAPThI

AHTUKOPPYILHUOHHOTO

IIOBCACHUA.

OK.07 CopnelicTBOBaTh | - I€MOHCTpALUs Ka4eCTBA IPUHATBIX JlenoBslie Urpsl -

COXPaHEHUIO OpPraHMU3aIMOHHBIX PELICHUM MOJIeJIMPOBaHHE

OKpY’Kaloliel Cpemsl, | - TOTOBHOCTb K YacTOW CMEHE COIMANTLHBIX U

pecypcocOepexeHuo, | TEXHOJIOTHI B MpodeccuoHaIbHON npodeCcCHOHATBHBIX

¢ pexTuBHO NEeSATEIbHOCTH; CUTYaIuil.

JeCTBOBAThH B | - aHaJIM3 UHHOBAIMI B 00J1acTH

Ype3BhIYAITHBIX npodecCUOHATBLHON IEATEIIbHOCTH.

CUTyalluigX.

OK.08 Hcmonbp30Bath | - OLIEHKAa COOCTBEHHOTO MpoABIKeHus, | KoHTpoib rpaduka

cpencTBa (U3MUYECKOH | JIMYHOCTHOTO Pa3BUTHSL. BBITIOJTHEHUS

KYJbTYpPBI TUTSt WHINBUIYATBHON

COXpaHEeHUs 51 CaMOCTOSITEJIBHOU

YKPEIUICHUST 3JI0POBBS paboThI 00yYArOIIETOCS;

B nporiecce OTKPBIThIE 3aLIUTHI

npodeccuoHanbHOM TBOPYECKUX U

NEeSATETbHOCTH u MIPOEKTHBIX padboT

noep>KaHus

HE00X0IUMOTO YPOBHS

buzmdecKoi

IIOATOTOBJICHHOCTH.

OK.09 MHcnonb3oBarh | - HMCIOIB30BAHUE OCHOBHBIX BUIOB CemuHapbl yueOHO-

nH(pOPMAIIMOHHBIE COBPEMEHHOM BHIYMCIUTEIbHON MPAKTUIECKHE

TEXHOJOTUHI B | TEXHUKHU; KOH(EpeHIINH.

npodeccuoHaIbHON - JKCIUIyaTanus U yCTpaHEHUE Konkypcsl

NeSITeIbHOCTH. TUTTUYHBIX BBISBICHHBIX J1e(hEKTOB npogecCHOHATHHOTO
TEXHUYECKUX CPEJICTB MacTepCTBa.
nH(pOPMATU3AIINY; OnuMmmuaibl.




Kon n HaumeHoBanue
00X "
po(hecCHOHATBEHBIX
KOMIIETEHITNN
(bopmMHpyeMBIX B
paMKax MOJTYJIs

Kpurepun onenku

DOpMBI U METOBI
KOHTPOJIS, B TOM YHCJIE
1o y4eOHO 1
MPOU3BOJCTBEHHOMN
MpaKTHUKE

1 TCXHUYCCKOT'O COITPOBOKACHUA
ABTOMATU3UPOBAHHBIX CUCTCM

OK.10 TIlonws3oBaTbCst
npogecCuoHATBHON

JOKyMEHTaluen Ha
roCy/1JapCTBEHHOM U
WHOCTPaHHOM SI3bIKaX.

- UCIIOJIb30BAHHUC MMAKCTOB MPUKIAIHBIX
[IpOrpaMM Il PELICHUS
MIPOM3BOICTBEHHBIX 33124

- HCHOJBh30BaHUE 0Aa30BBIX CHCTEMHBIX
MIPOTPAMMHBIX TIPOTYKTOB U TIAKETOB
MPUKIIAIHBIX TIPOTPAMM;

- paboTa B UHTETPUPOBAHHOU
cpee mporpaMMHUPOBaHUS

Cemunaps! yuebHO-
MPAKTUICCKHE
koH(pepennuu. [{enoBpie
UTPBI-MOJIETTUPOBAHUE
poQeCCHOHATBHBIX
CUTYyalLIHi.

OK.11 Hcnonws3oBaTh
3HaHUS o
¢duHaHCOBOU
IPaMOTHOCTH,
TUTAHUPOBATH
PEINPUHIMATEIBCKY
0 JCSITeNbHOCTh B
npogecCuoHATBHON

cdepe.

- 3(peKTUBHBIN MMOUCK ¥ PUMECHECHHE
3HaHUI (PUHAHCOBOI rPaMOTHOCTH;

- nHpopManus, NoJo0paHHas U3
Pa3HbIX UCTOYHUKOB B COOTBETCTBHH C
3aJJaHHOM CUTyaluen

Cemunaps! yueOHO-
NpaKTUYECKHE
KoH(epeHMu. JlenoBsie
UTPBI-MOJICTUPOBAHHE
po(hecCHOHATBEHBIX
CUTyalHi




