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PaGouasi mporpamMma MpPOM3BOJICTBEHHOH INPaKTUKK paspabdoTaHa Ha OCHOBE
®elepabHOTO  FOCYIapCTBEHHOIO  00pa30BaTENBHOTO  CTaHJApTa  CPEHETO
npodeccuoHanpHoro obpaszosanus (nanee — @I'OC) nmo crnenuanTbHOCTH CPEIHETO
npoeccuonanbHoro obpasosanns (ganee — CI1O) 10.02.05 Obecneuenne
MH(POPMAIIMOHHONW Oe30ITaCHOCTH aBTOMATH3UPOBAHHBIX CHCTEM, YTBEPXKICHHOTO
nprkazoM MunucTepcTBa obpaszoBaHus M Hayku Poccuiickoit @enepannu oT o
nexabps 2016 r. Nel553, 3aperucTpupoBaHHOro B MUHHMCTEPCTBE IOCTULIUH
Poccuiickoit Denepaiuu 26 nexabpst 2016 r. Ned4938, u IlpumepHoit 0CHOBHOH
06pa3oBaTeNbHON MPOrpamMMbl 10 CHELUANBHOCTH CPEIHEro MPO(ecCHOHAIBHOr0
o0Opa3oBaHus 10.02.05  Ob6ecneuenure  HHPOPMAIMOHHOW  0€30MaCHOCTH
ABTOMATH3MPOBAHHBIX CHCTEM (PETHCTPALMOHHBIM HOMEp B (eliepajbHOM peecTpe
npuMepHbIX 0OpasosarenbHbix mporpamm CI1O 10.02.05-170703, nata perucrpanuu
03.07.2017).

PazpaboTunku:

Bomogua C.M., k.T1.H., npenogasarens BKK Komremka uHboOpMaTuKe U
nporpammupoBanust; Ilokonomuna E.B., K.3.H., ZIOLEHT, TNpenojaaBaTesb 1KK
Koiutemka MHGOPMATHKK ¥ MpOrpaMMUpoBaHusi; Mapunny A.JL, mpenonaBatesb
1KK Konnemka unpopmaruku u nporpammupoBanus, @unaros A1l mpernonasaresb
1KK Kostemka nHGOPMATUKU U IIPOIrPaAMMHPOBAHUS.

Penensent: Kannep Tarbsna MuxaillioBHa, K.T.H., PyKOBOJAUTEb y4eOHOro LEHTpa
3A0 OKb «CAIIP»

Pa6oyas nmporpamma Ipou3BOACTBEHHON PAKTUKKA PACCMOTPEHA U PEKOMEH/I0BaHa K
YTBEPKIEHUIO HA 3aCelaHHd IIPeMETHOH (LIMKJIOBOW) KOMHCCHH O0ecrieyeHue
nH(GOPMAIIMOHHON 0€3011aCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM

[IpoToxou OT « 17» r.No Z/

[Ipencenarens TTLIK C.M. Bonomus

PaGouass mporpaMma Tp@H3BOJCTBEHHON MPAKTHKH pAacCMOTpeHa M 0J00peHa
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dunaHcoBoro yHuBepcutera npu IlpaButensctBe Poccuiickoit  Denepaiuu.
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PaGouass nporpamMma NpPOM3BOACTBEHHOM MNPAKTHKU pa3paboraHa Ha OCHOBE
MesepadbHOr0  rOCYZapCTBEHHOIO  00pa3oBaTesibHOrO  CTaHAapTa  CPEIHEro
npodeccronanpHoro obpazosanust (nagee — @I'OC) mo crenranrbHOCTH CPEHEro
npodeccronansHoro  obpasosanust  (matee — CIIO) 10.02.05 O6ecneuenne
MHPOPMALIMOHHOM 6e3011aCHOCTH aBTOMATH3MPOBAHHBIX CHCTEM, YTBEPIKISHHOTO
npukazoM MuHHcTepcTBa 00pasoBaHuss U Hayku Poccuiickoit ®enepauun ot 9
nekabps 2016 1. NelS553, 3aperucTpupoBaHHOrO B MHHHCTEPCTBE HOCTHLMH
Poccuiickoit ®eneparn 26 nexadbps 2016 . Ne44938, u [IpumepHO OCHOBHOM
06pa3oBaTeNbHON MPOrpPaMMbl 110 CHEHUANBHOCTH CPEJHEro Mpo(peccHOHANIbHOro
o0pa3oBaHUs 10.02.05  O6ecrniedenre  UH(GOPMALMOHHONW  0€30MaCHOCTH
ABTOMATH3UPOBAHHBIX CHUCTEM (PErHCTPALOHHBIH HOMep B (e/iepallbHOM peecTpe
npuMepHbIX 06paszoBatenbHbIX porpamm CIIO 10.02.05-170703, nrata peructpauuu
03.07.2017).

Pa3zpaboTunku:

Bomomua C.M., k.T.H., npenogasatens BKK Komnemxa wundopmartvkun U
nporpammuposanus; [laniokosa E.B. meromuer BKK Konnemwka nHpopmaTtiku u
pOrpaMMHUPOBAHUSA

Peniensenrt:

(®UO, yueHas cTerneHb, 3BaHHE, J10JKHOCTb)

PaGouas mnporpamMma ydeOHOM TNpPaKTHKH paccMOTpeHa ¢ PEKOMEHJI0BaHa K
YTBEp/KIEHUIO Ha 3ace[aHui [peIMeTHOH (1mKiIoBoi) komuccnn ObdecredeHne
UH(OPMAIIMOHHOM 0€3011aCHOCTH aBTOMAaTH3MPOBAHHBIX CUCTEM
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ynusepcurera npu [IpaButensctse Poccuiickoi denepanun
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1. OBHIASI XAPAKTEPCUTHUKA PABOYEM ITPOI'PAMMBI

YUYEBHOM INIPAKTUKHA

ITM.01 DkenuiyaTauusi aBTOMATH3HPOBAHHBIX (MH(OPMAUHOHHBIX) CHCTEM
B 3alHIII€HHOM HCIIOJTHEHHH

IIM.02 3amura nHGOpMaIHH B ABTOMATH3HPOBAHHBIX CHCTEMAX
NpPOrpaMMHBIMH H MPOrPAMMHO-aNNAPATHBIMH CPeACTBAMH

IIM.03 3amuTa nHGOpMALHH TEXHHYECKHMH CpeACTBAMH

ITM.04 BoinojiHeHne padoT M0 OHOH HIIH HECKOJBLKHM Npogdeccusim
paboYHX, T0JKHOCTAM CJIYKAHX

1.1. Ilesib ¥ NUIAHHpPYeMble Pe3yJbTAThI OCBOEHHS IPOrPaMMbl y4eOHOH
NpPaKTHKHU

- opMHpoBaHHe Y OOYYAIOLIMXCS NPAKTHYECKMX YMEHUH M NprHoOpeTeHue
MEePBAYHOTO MPAKTHYECKOTO OIBITA B PAMKAaX OCBOEHHMs MPO(ECCHOHANBHBIX
Mojynei oOpasoBaresbpHO# mporpammbl CI1O 1o ocHOBHBIM BUIAM J€ATENILHOCTH
B cootBerctBur ¢ ®IOC CIIO 10.02.05 O6ecrieuenne HHGOPMALMOHHON
0€3011aCHOCTH ABTOMAaTU3UPOBAHHBIX CUCTEM

- BBITIOJHEHHe paboT no pabouei mpodeccun 16199 Oneparop 31EKTPOHHO-
BLIYMCIIUTEIBHBIX U BBIYACIUTENBHBIX MAIlIHH.
1.1.1. Iepevyenn 00X KOMIIETEHIIHH

Kon OO61ue KOMIIETEHIINH

OK 01. BeiOupaTh  crmocoObl  peleHdst  3agad  NpopeCcCHOHATBHON  NeATEIbHOCTH,
IPUMEHHUTEIIHHO K Pa3JIHYHBIM KOHTEKCTAM.

OK 02. OcCyIIeCTBIATH MOUCK, aHATH3 U HHTEPIIPETAINIO HHPOPMAIHU, HEOOXO0MMO# JUIA
BBIIIOJIHEHUS 3a1a4 PO ecCUOHATBHON JAEATEIbHOCTH.

OK 03. [InauupoBaTh M pealn30BBIBATH COOCTBEHHOE NMPO(ECCHOHATBHOE H JIMYHOCTHOE
pa3BUTHE.

OK 04. PaGotaTh B KOJUIEKTHBE U KoMaH 1€, 3G (HeKTHBHO B3auMOIEHCTBOBATH ¢ KOJIJICTaMH,
PYKOBOJICTBOM, KJIIMEHTAMH.

OK 05. OCyYIIECTBIISTh YCTHYIO U MUCBMEHHYIO KOMMYHHKAIHIO HA TOCYIapCTBEHHOM SI3BIKC
C y4eToM 0COOCHHOCTEH COIMATLHOTO U KyJIbTYPHOIO KOHTEKCTA.

OK 06. [TposBIIAT MPAXKAAHCKO-NIATPUOTHYECKYIO MTO3UIHUIO, IEMOHCTPUPOBATH OCO3HAHHOEC
[IOBE/ICHIE HA OCHOBE TPAJHMI[MOHHBIX OOIIEUETOBEUECKHX [IEHHOCTEH, IPUMEHATh
CTaHIapThl aHTHKOPPYIIIMOHHOT'O IIOBEICHNUS

OKO07. CozleliCTBOBAT ~ COXPAHEHHIO  OKPYXKAOIIEH  Cpelbl, PecypcocOepekeHHUIO,
5 PeKTUBHO JICUCTBOBATH B YPE3BbIYANHBIX CUTYyalUIX.

OKO8. Hcnons30Barh cpe/icTBa (PU3MUECKOH KyJIbTYPBI Ul COXPAHCHHS M YKPCIIJICHHUS
370pOoBb B mporecce MpopEeCCHOHANBHON  JICATEIPHOCTH M HOJUICPIKaHHs
HEOOXOMMOr0 YPOBHS (PU3MUECKON IIOArOTOBJICHHOCTH.

OKO09. Hcronp30BaTh HHGOPMAIMOHHbIE TEXHOJIOTHU B IPO(ECCHOHAIbHON e TEIbHOCTH.

OK10. [Tonp30BaThes  NPOGECCHOHATHHON JOKYyMEHTalMeil Ha TroCcy1apCTBEHHOM W
HHOCTPAHHOM S3BIKAX.

OK 11. Wcrnonp3oBaTh ~ 3HAHMg 110 (UHAHCOBOW  IPaMOTHOCTH,  IUIAHHPOBATh
[P ITPUHUMATENIBCKYIO JeSTEeIbHOCTE B IIPOdecCHOHAbHOM chepe

1.1.2.Ilepevenn npodecCHOHAILHBIX KOMIETEHIIHI:

[ Kon

[TpodeccroHaTbHBIE KOMIIETECHIIMH




[IM. 01

DKCITyaTalus aBTOMATH3HPOBAHHBIX (HH(POPMAIMOHHBIX) CHCTEM B 3alIHIICHHOM
MCIIOJIHEHUU:

[TK 1.1.

[Ipon3BOMTH yCTAHOBKY M HACTPOMKY KOMIIOHCHTOB aBTOMATH3MPOBAHHbIX
(MHGOPMAIMOHHBIX) CHCTEM B 3alIMIICHHOM WCIOJIHCHHH B COOTBETCTBHH C
TpeGOBaHHUSIMHE HKCILTYaTallMOHHON JJOKYMEHTAIIUH.

[TK 1.2.

AJIMHHHUCTPUPOBATh TMPOTPAMMHBIE M IIPOrPaMMHO-ANIAPATHBIE KOMIOHEHTBI
ABTOMATH3MPOBAHHOMN (MH(POPMAIIMOHHOH) CHCTEMBI B 3AIIUIIICHHOM HCIOJIHEHHH.

[IK 1.3.

ObecneunBaTh Oecriepe0oiiHyIO paboty ABTOMATH3UPOBAHHBIX
(MH(pOPMAIMOHHBIX) CHCTEM B 3alMIIEHHOM HCIOJHCHHH B COOTBETCTBUM C
TpeGOBAHUSIME IKCIUTyaTallHOHHOM JIOKYMEHTAIMH.

I1K 1.4.

OCYIIECTBIIATH MPOBEPKY TEXHHYECKOTO COCTOSHHS, TEXHHUECKOE 00CITyKHBAHHE
M TEKyIIHil PEMOHT, yCTPaHATh OTKa3bl H BOCCTAHABIMBATH PAbOTOCIOCOOHOCTH
ABTOMATH3MPOBAHHBIX (HH()OPMALMOHHBIX) CHCTEM B 3alIUIICHHOM HCIOJIHECHHH.

[IM.02

BammTta MHPOPMAIMH B aBTOMAaTH3UPOBAHHBIX CHCTEMax IPOIPAMMHBIMH U
IPOrpaMMHO-AIIAPATHEIMH CPEICTBAMM

[K 2.1.

OCyLIECTBIIATH YCTAHOBKY M HaCTPOHKY OTIAENBHBIX MPOrPAMMHBIX, IIPOrPaMMHO-
anmapaTHbIX CPECTB 3AIIUTHI HHYOPMAIIUH.

[IK 2.2.

OOecnieunBaTh 3alIuTy I/IH(bOpMaL[I/II’I B aBTOMATM3MPOBAHHBIX  CHCTEMAX
OTJEIbHBIMHU IPOTPAMMHBIMH, IIPOI'PAMMHO-AIIIApATHBIMHA CpEeACTBAMMU.

[IK 2.3.

OcCymIEeCTBIIATL TECTUPOBAHUE (YHKIIHH OTAEIBHBIX TPOrPAMMHBIX 1 IIPOrPAMMHO-
anmapaTHbIX CPECTB 3alIUThl HHHOPMAIIUH.

[1IK 2.4.

OcymiecTBIATh 00paboTKy, XpaHeHHe U nepenady HHMOpMAIHK OrpaHHYECHHOIO
JIOCTYyIA.

[1K 2.5.

YHUUTOXKATH HH(bOpMaHI/I}O U HOCHUTCIIH I/IH(bOpMaIII/II/I C HCIIOJIb30BAHHUEM
IPOrpaMMHBIX U IIPOrpaMMHO-aNIapaTHbIX CpEACTB.

1K 2.6.

OCyIIECTBJIATh  PErHCTPALMIO OCHOBHBIX COOBITHH B aBTOMATH3HMPOBAHHBIX
(MHPOPMAITMOHHBIX) CHCTEMAX, B TOM YMCIIE C HCIOJIB30BAaHUEM TIPOrPAMMHbIX U
IPOrpaMMHO-AIIAPATHBIX ~ CPEJCTB  OOHApYKEHWsl,  HMPCAYNPEKACHUA U
JMKBHIALMH TTOCIICICTBHH KOMIIBIOTEPHBIX aTak.

IIM.03

3amura HHPOPMAIUU TeXHUYECKUMHU CPEJICTBAMHE

[IK 3.1.

OC}’IIICCTBJB]TB YCTAaHOBKY, MOHTaX, HaCTPOﬁKy U TEXHHYCCKOC 06CHy)KI/IBaHI/I€
TEXHUYCCKHUX CPEJCTB 3alllUThI I/IH(i)OpMaIII/II/I B COOTBETCTBHUHU C TpeGOBaHI/IS{MI/I
3KCHHyaTaHHOHHOﬁ JJOKYMEHTAllUH.

[IK 3.2.

OC}’I].ICCTBI[SITI) SKCIUTyaTalliio TEXHUYECCKUX CPCACTB 3alllUThl I/IH(i)OpMaIlI/II/I B
COOTBETCTBHHU C TpC6OBaHI/ISIMI/I 3KCHHyaTaHHOHHOfI JIOKYMCHTaIuH.

[IK 3.3.

OCYHICCTBHﬂTB H3MEPCHUC NTapaMeTpOB MOOOYHBIX S3JICKTPOMAarHUuTHBIX HBIIy‘{eHI/Iﬁ
A HaABOJOK, CO3/1aBaE€MbIX TEXHHYCCKHMHU CPEICTBAMU 06p360TI(I/I I/IH(I)OpMaIlI/II/I
OTpaHMYCHHOI'0 JOCTYIId.

[1K 3.4.

OcCyIIeCTBIATh H3MEPEHHE 1apPaMeTPOB (HOHOBBIX MIYMOB, & TaKKe (PH3HYCCKHX
[0JIeit, CO3/1aBaeMBbIX TEXHUUECKUMH CPEICTBAMY 3aIIUTEI HHPOPMAIIHH.

[K 3.5.

OpraHm30BBIBATH OTJENbHbIC paboThl 10  (U3MYECKOH 3ammre 0OBEKTOB
nHbOpMaATH3ALIHN.

[IM.04

BeimoHenne paboT 10 OAHOM HJIM HECKONBKHMM mpodeccusM pabodnx,
JIOJDKHOCTSIM CJTy KallluX.

I1IK 4.1.

OCyIIEeCTBIATL MOArOTOBKY O0OPY/0BAHMS KOMIIBIOTEPHOH CHCTEMBI K paborte,
IPOM3BOJIUTh HMHCTALIALMUIO, HACTPOUKY 1 00CIy)KHBAHHE MPOrPAMMHOIO
obecrieueHust




[1K 4.2.

Co3gaBaTh ®  yIOPaBIATh Ha [EPCOHAIBHOM  KOMIIBIOTEpE  TEKCTOBBIMH
JIOKYMEHTaMH, TabJIMI[aMH, IPE3EHTAIMSAMHE U COJIepKaHeM 0a3 JaHHBIX, paboTaTh
B IrpaMuecKuX pe/lakTopax

[1K 4.3.

Kcronp30BaTh pecypebl JIOKATbHBIX BBIYUCIUTEIbHBIX CETEH, pecypehl TEXHOJIOI UM
u cepucoB MHTepHETA

[1K 4.4.

OGecrieynBaTh MPUMEHEHHE CPEJICTB 3aIMUTHl MHGOPMALMKU B KOMIIBIOTEPHOM
cucremMe

. IlepeyeHb TUUHOCTHBIX PE3yJIbTATOB

Kon

JImgHOCTHBIE pe3yNIbTaThI
peajin3aluy IporpaMMbl BOCIIATaHHS

JIP1

Oco3Haromwii ce0s rpakJaHMHOM U 3al[UTHUKOM BEJIMKON CTPAHBI

JIP3

Cobmogaronii  HOpMBl  TIPABOMOPSIIKA,  CIEAYIOIUM — HaeanaMm  IpaXkIaHCKOTO
obOmecTBa, obecrieueHus OE30MacCHOCTH, TpaB 1 ¢cB0OO rpaxkaan Poccun. JIosuibHBIA K
yCTAaHOBKAM M MPOSIBICHUSM IpEJCTaBUTENEeH CyOKyIbTYp, OTIMYAIOIIUH UX OT IPYIIII
C JIECTPYKTHBHBIM W JICBHAHTHBIM TIOBe/ICHHEM. JIeMOHCTPUPYIOIINH HENPUATHE H
peyNPEKAAIONMN COIMATBHO ONIACHOE II0BEJICHHE OKPYKAIOLIUX

JIP4

[TposBIIAIOMIAE ¥ JIEMOHCTPHPYIOIIMH YBaXXEHHE K JIIOIASIM TPyJda, OCO3HAIOMIUH
HEHHOCTh COOCTBeHHOro Tpyna. Crpemsmuiicss K (GOPMHPOBAHHUIO B CETEBOH CpeJIe
JIMYHOCTHO U MPO(HECCHOHATBHOTO KOHCTPYKTUBHOIO «IIU(PPOBOTO ciae1ar»

JIP7

OcCo3HAOUMH  MPHOPUTETHYIO  IIGHHOCTh  JIMYHOCTH  YEJIOBEKA;  YBaKarOLIMH
COOCTBEHHYIO M 4Y)KYIO YHUKAIBHOCTH B PA3IMYHBIX CHUTYyalHsX, BO BceX (opmax u
BHJIaX JEATEIbHOCTH.

JIP10

3abOoTSIIIHICS O 3alUTe OKPYKAIOMIEH Cpesibl, COOCTBEHHON U 4y:KO# 0€301macHOCTH, B
TOM 4Hclie TH(POBOH

JIP13

JIeMOHCTPUPYIOIIHA TOTOBHOCTh U CHOCOOHOCTH BECTH JMAJIOL C JAPYTMMH JIIOIbMH,
JIOCTUTaTh B HEM B3aHMOIIOHUMAHHsI, HAXOUTh OOIIUE HeIH U COTPYyIHHYATh IS UX
JOCTH)KEHHUS B TPO(eCCHOHAIbHON eI TeIbHOCTH

JIP14

[TposBiIAIOMKE  CO3HATEILHOE OTHOIIEHWE K HENPEPhIBHOMY O0pa30BaHUIO Kak
YCJIOBHIO YCIIEITHOW MPo(hecCHOHaTbHON U 00IECTBEHHOH e TeIbHOCTH

JIP15

[TposBISIFOIINE TpaXkaHCKOE OTHOIIEHHE K MPO(eCCHOHATBHOM /1eATebHOCTH KaK K
BO3MOXKHOCTH JIHYHOTO YYacTHs B pEIICHHH OOIIECTBEHHBIX, TIOCY/1apCTBEHHBIX,
00IIeHAIIMOHAIBHBIX TPOOJIEM

JIP16

COOTBETCTBYIOIMH OKHIAHUAM paboToaTeseil: KpeaTUBHO MBICIAINH, 3)(HEKTUBHO
COTPY/IHAYAIOIIHNH C JIDYTMMH  JIIOJIbBMH,  OCO3HAHHO  BBIIOJTHAIOIIUI
npodeccoHaIbHBIe TPeOOBAaHUS, PACHPEACIAIONIMNA BpeMs U JPYrde pecypehbl Uls
BBLINOJIHEHUST TIOCTABJICHHOW 3aJlad¥ B YCTAHOBJIEHHBIH CPOK, OTBETCTBEHHBIH,
JUCIUTITIAHIPOBAHHBIH, T1eJIeyCTPEMIICHHBIH, CTPECCOYCTONYMBBIN.

JIP17

JIeMOHCTPUPYIOIIHIA KYJIBTYPY PEYH, B TOM YHCIIE B JIEJIOBOH Mepenicke/meperopopax,
CIIOCOOHBIH MTPe3eHTOBATh ce0sl U MPOAYKT MPOeCcCHOHAIBHON AeATEIbHOCTH

JIP18

JIeMOHCTPUPYIONIMH CIHOCOOHOCTh HCIOB30BaTh B IH(POBOH cpefe pasnyHbIe
1 pOBBIE CPECTBA, TO3BOJISIIOIIME BO B3aUMOICHCTBIY € APYTUMH JIFOIbMHU JOCTUTATh
[IOCTABIICHHBIX [[EJIeH; MpeIynpekTalouil COOCTBEHHOE U 4YYXKO€ JEeCTPYKTHBHOE
MIOBE/ICHUE B CETEBOM IPOCTPAHCTBE.

1.1.4 B pesyabTaTe NpPOXOKAeHHS] Y4eOHOH NPAKTHKH 00y4Yarouiuics
JOJIKeH:




Buj festtebHOCTH: DKCIIyaTalist aBTOMATH3UPOBAHHBIX (HH(POPMAIMOHHBIX) CHCTEM B

3alMIIICHHOM HCITOJIHCHUH

UMETh
MPaKTUYECKUIN
OTIBIT

— YCTAaHOBKM M HACTPOWKHM KOMIIOHEHTOB CHCTEM 3alllUThl HMH(OpMaruu
ABTOMATH3HPOBAHHBIX (MH()OPMALIMOHHBIX) CHCTEM;

—  QIMHHHCTPHPOBAHMs  aBTOMATH3HPOBAHHBIX ~ CHUCTEM B  3aIIUIICHHOM
MCIIOJIHEHUH, KOHMPOLS CMAOUWILHOCMU XAPAKMEPUCMUK  CUCTEMbL  3aUjUNbl
ungopmayuu’*;

—  9KCIUTyaTalluy KOMITOHEHTOB CHCTEM 3aITATHI nHpopmanuu
ABTOMATH3UPOBAHHBIX CUCTEM;

JTMArHOCTUKU KOMIIOHEHTOB CHCTEM 3allUThl MH(POPMALUH aBTOMATH3MPOBAHHBIX
CHCTEM, YyCTpPaHEHHMs OTKa30B W  BOCCTAHOBJIGHHS  PabOTOCIOCOOHOCTH
aBTOMATH3UPOBAHHBIX (MH(GOPMAIMOHHBIX) CUCTEM B 3AIIMIIEHHOM HCIIOJHEHHH,
KOHMPONA COOMBEMCMEUS. KOHPUYPAYUU CUCTEMbL 3AUUMbL UHPOPMAYUL €e
IKCHILYAMAYUOHHOU OOKYMEHMayuu’™;

—  GQOMUHUCMPUPOBAHUS  ABMOMAMUSUPOSAHNBIX — CUCMEM 6 3AUUUJeHHOM
ucnoanenuu ungopmayuonnoi cucmemuvl 1C: Ipeonpuamue, *

—  yemanoexku u nacmpotiku onepayuonnix cucmem cemeticms Windows u UNIX ¢
yuemom mpebosanuii no obecnedenuio UHPoPMayuonHol besonacnocmu™;

—  obHapysiceHus u ycmpanenus ouubok npu nepeoade OAHHbIX 6 KOMNbIONMEPHbIX
cemax’™®;

—  pabomvl ¢ NPOMOKOLAMU PASHBIX YPOEGHEU ™.

YMETh

—  OCYWIECTBJIITH  KOMIUICKTOBaHHE,  KOH(QHIYPHPOBaHHWE,  HACTPOUKY
ABTOMATH3UPOBAHHBIX CHCTEM B 3AIIUIIEHHOM MCIIOJHEHUH KOMIIOHEHT CHCTEM
3aIATHI KH(POPMAIIMK aBTOMATH3HPOBAHHBIX CHCTEM,

— OpraHu30BbIBaTh, KOH(MHI'YPHPOBAThb, IPOU3BOJUTH MOHT&XK, OCYIIECTBISTH
JIMArHOCTHKY M YCTPAHATh HEHCIIPABHOCTH KOMIIBIOTEPHBIX CeTed, paborarh C
CETEBBIMH ITPOTOKOJIAMH Pa3HBIX YPOBHEH;

— OCYHIECTBIIATH KOH(HUIYPUPOBAHUE, HACTPOWKY KOMIIOHEHT CHCTEM 3all[HThl
WH()OpPMAIIUK aBTOMATH3MPOBAHHBIX CHCTEM;

—  NPOU3BOJMTH YCTAHOBKY, aJaNTallMl0 W  CONPOBOXIECHHE  THIIOBOIO
IIPOrpaMMHOTrO 00ECIeYeH s, BXO/UIIEr0 B COCTAB CHCTEM 3aIlMThl MH(pOpMAaIuK
ABTOMATH3UPOBAHHON CHCTEMBI

— HACTpauWBaTh M YCTPAHSATH HEHUCIPABHOCTH IIPOTrPAMMHO-ANIApaTHBIX CPEe/ICTB
3aIMTHl KHOPMAIIHH B KOMIIBIOTEPHBIX CETSAX IO 3aaHHbIM [IPABUIIAM;

— obecrnieynBaTh PabOTOCIIOCOOHOCTD, OOHAPYKUBAThL U YCTPAHSATH HEUCTIPABHOCTH
— obecneuusamo npoGepry (QYHKYUOHUPOBAHUA 6CTMPOEHHBIX CPeOCmE 3aujunvl
ungpopmayuu u ceoespemennoe 0OHapyICeHUe NPUSHAKOE HALUYUS 6PEOOHOCHO20
npozpammHo2o obecneveHus™;

—  YCmanasaueamv, KOHGUYpUpoeamv U  KOHMPOIUPOGAMb  KOPPEKMHOCHIb
HACMPOTIKU MENCCeMEBbIX IKPAHOE 6 COOMBEMCMEUU C 3A0AHHBIMU NPASUIAMU™

—  hopmyruposame U Hacmpaueamv NONUMUKY OE30NACHOCMU  OCHOBHBIX
ONEPAYUOHHBIX — CUCMEM, d  MAKXCe NOKANbHbIX — KOMNbIOMEPHbIX — cemell,
NOCMPOECHHBIX HA UX OCHOBE, ™

— c030a6amvp, peOaKkmupo8ams U 00CIYHCUEAMb ABMOMAMUSUPOSAHHYIO CUCTNEMY
ynpasnenus npeonpusimuem na base «1C: [Ipeonpusmuey,; *

— nMpoeepsmb NPABUILHOCHb Nepeoayu OaHHbIX. *

3HaTh

— COCTaB W IPHHIMMITEI pabOThl ABTOMATH3MPOBAHHBLIX CHCTEM, ONEPAllMOHHBIX
CHCTEM U CpeJl;

—  [PUHIMIBL  pa3pabOTKU  aJTOPUTMOB  IIPOIPaMM, OCHOBHBIX — IIPHEMOB
pOrpaMMUPOBAHHS;

— MojenH 6a3 JAHHBIX, NOPAOOK HACMPOUKU CUCTEM YRpasieHus 0a3amu OanHblX
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U Cpeocme 21eKmpOHHO20 OOKYMenmoobopoma*;
—  OPUHIMAIBI  [IOCTPOCHHs, (U3MYECKHE OCHOBBI PabOThl  HMEepU(EPUITHBIX
YCTPOMCTB,
— TEOPETHYECKHEe OCHOBBI KOMIIBIOTEPHBIX CETEH M MX allapaTHBIX KOMIIOHEHT,
CETEBBIX MOJIEIICH, TPOTOKOJIOB ¥ IPUHIIMIIOB a/IpECaliH;
— NOPSIIOK YCTAHOBKH M BBOJI@ B OKCILTYaTAIUIO CPEJCTB 3alUThl HHPOpMAIUK B
KOMIBIOTEPHBIX CETAX, NOPIOOK 0becneyeHus 0e30nacHocmu ungopmayuu npu
OKCHLYAMAayuy KOMAbIOMEPHIX cemen’™;
— IPUHIMIB OCHOBHBIX METOJOB OpraHU3alliM M IPOBEAECHHS TEXHHYECKOIO
00CIy)KUBAaHHs BBIYHCIATEILHOM TEXHUKM M JPYTMX TEXHHYECKHX CpPEJICTB
uHpOpMAaTH3ALINN;
- MUNOGbIE  YA36UMOCIU  NPOSPAMMHO20 — 0Decnedenus, Memoobl  Ux
aKenryamayuy U NOpAO0OK obecnedenus Oe30nacHOCMuU  uHgopmayuu  npu
IKCHILYAMAYUU NPOSPAMMHO20 00ecnedeHus™;
— 0CODEHHOCTMU UCMOYHUKOG Y2PO3, CEA3AHHBIX C IKCHLyamayuel npoepammno20
obecneveHusn’™;
—  OKCRAYAMAYUOHHYIO U  NPOEKMHYI0  OOKYMEHMAyulo, pe2iameHmsl  no
VHUUMOdICEHUI0  UHpOpMayuU U MAWUHHLIX  HOCUMeNel  uHgopmayuu
asMoMamu3UpOSAHHOU cucmemul ™,
—  nMpuHyunel  NOCMPOeHUs. U  (PYHKYUOHUPOBAHUS, NpuMepbl peanu3ayuil
COBPEMEHHBIX ONEPAYUOHHBIX cUCmeM, ™
- NpOCPaAMMHO-ANNApamuvle  cpedcmsa  obecneyenus  UHPOPMAYUOHHOU
6e30nacHoOCmU 6 MUNOBLIX ONEPAYUOHHBIX CUCTEMAX, ™
— aopecayuio 6 cemsx, OP2aAHU3AYUIO MENHCCEMOB020 63AUMOOCTICMEUL; ™
—  OCHOBHbBIE dMANbL PA3PADOMKU NPOCMO20 NPUKILAOHO20 DEUleHUs 6 Cucmeme
«1C:IIpeonpusmue»*

Bup nedrenbHocTy: 3ammTa HHGOPMAIIMU B aBTOMATU3UPOBAHHBIX CUCTEMAX IIPOrPaMMHBIMHU U
[IPOrpaMMHO-aIapaTHbIMU CPEICTBAMH

UMETh
MPaKTUYECKUAN
OTIBIT

- YCTAHOBKHM, HACTPOWKHM MPOTPAMMHBIX CPEICTB 3aIUThl HH(pOpMALMH B
ABTOMATU3UPOBAHHON CHCTEME;

- obecrieyeHusl  3alIUTBl  ABTOHOMHBIX ~ aBTOMATH3UPOBAHHBIX ~ CHCTEM
[IPOrPAMMHBIMHA M IIPOTPAMMHO-ANIaPaTHBIMK CPEJICTBAMH;

—  TecTHpoBaHHWs (YHKIWH, [IMAarHOCTHKA, YCTPaHEHHs OTKa30B u
BOCCTAHOBJIEHHsI ~ PAabOOTOCIIOCOOHOCTH  IPOTPAMMHBIX M IIPOTrPaMMHO-
anmapaTHBIX CPEJICTB 3AIIUTHI HHOOPMAIHH;

—  pemmenwus 3a1a4 3amuTel 0T HCJ[ k uHGOpMAaLiy OrpaHiyeHHOro JI0CTya ¢
[IOMOIIBIO MPOTPAMMHBIX W IIPOrPaMMHO-AINAPATHBIX  CPEJICTB  3alIUTHI
HHpOpMAIHH;

—  IpPUMEHEHHsS SJIEKTPOHHOM IONUCH, CHMMETPHYHBIX M aCHMMETPHYHBIX
KPUITOrpadMueCKuX alrOPUTMOB, H CPEJICTB MU(PPOBAHUS JIAHHBIX;

- yuéra, 00pabOTKH, XpaHeHHs H Ieperaud HHOOPMAIUH, Ui KOTOPOH
YCTAHOBIIEH PEXHM KOH(DHICHIMAIBHOCTH, UHpOpMUpOsaHUe nepconaid 0o
yeposax 6e30nacHocmu uHpopmayuu™;

- paboTHI C MOJICHCTEMAMH PETHCTPALUN COOBITHI;

- BBISIBJICHHS COOBITHI M HHIIUICHTOB 0€3011aCHOCTH B aBTOMATU3UPOBAHHOM
CHCTEME;

- npuMeHenUs mexHoL02UU PUIbMPAYUU PA3IUYHBIX 6U006 MPAPuKd; *

- ocywecmename  puibmpayuio  nepexeavenHHo2o mpagurka 0as  nouckd
HAUOCHHBIX  UHYUOCHMOS, 8bIOAYY paspeulens/3anpeujenus Ha O0CMAsKy
ONpeOeNIenHbIX OAHHBLY, AHAIU3 COOEPAHCUMO20 NepPex6ayeHH020 mpaduka ¢
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Yenvlo  GbIAGNICHUS HAPYULEHUL KOPROPAMUBHOU NOJUMUKU  Oe30nacHocmu,
OUazHoCmuKy pabomocnocoornocmu, u m.n.’*

YMETb —  yCTaHaBIUBaTh, HACTPAWBATh, MPUMEHATH IIPOIPAMMHBIE U IIPOrPAMMHO-
arrmapaTHble CPeCTBA 3alUThl HHPOPMALIUH;

—  yCTaHaBIWBaTh W HACTpaWBaTh CPEJICTBA AHTUBUPYCHOW 3alllMTBI B
COOTBETCTBUH C MPEIbSIBISIEMbIMHU TPEOOBAHHUSIMHU;

—  JIMarHOCTHPOBATH, YCTPAHSITH OTKa3bl, 00eCcreunBaTh PabOTOCIIOCOOHOCTD U
TECTUPOBATH (PYHKIIMH IPOrPaMMHO-AMNAPATHBIX CPEJICTB 3aIUThl HHPOPMAIHH,
npPoBOOUMb MOHUMOPUHZ, AHAIU3 U CPABHEHUEe >(PHeKmueHoCmu nPOCPAMMHO-
annapammvlx cpeocmas 3auumsl UHGOPMayUU 6 ONePayUOHHbIX CUCMEMAX;

—  [PUMEHSTHh NPOrpaMMHBIE M IIPOrPAMMHO-ANIIApaTHHIE CPEACTBA IS
3auThl “HGOpManuu B 0a3zax JaHHbBIX;

—  OpOBepsITh BBINOJIHEHHE TpeOOBaHWH IO 3ammre HHOGOpPMAMH  OT
HECAHKIIMOHMPOBAHHOTO JIOCTYTIA IIPH aTTeCTAI[N 00BEKTOB HH(POPMATH3AIMH 110
TpeboBaHusIM 0€301TaCHOCTH HHPOPMAITHH;

—  [PUMEHSTH MaTeMaTHYeCKUH anrmapar JUTSE BBITTOJTHEHUS
KpUITOrpadudecKux npeodpazoBaHuii;

—  HCIIOJIL30BaTh THUIIOBBIE MPOrPAMMHBIC KPHITOrpadUuecKue CpejcTBa, B
TOM YHCJIE SJIEKTPOHHYIO ITOJIITUCH;

—  IPUMEHSTH CPEJICTBA rapaHTUPOBAHHOTO YHHUYTOXKEHUS HHPOpPMAIINK;

—  yCTaHaBIIMBaTh, HACTPAUBATh, IPUMEHATH IPOIPAMMHBIE U IIPOIrPAMMHO-
arnapaTHble CpPeICTBA 3alUThl HH(POPMALIUH;

—  OCYIIECTBJIATH MOHUTOPHHT M PETUCTPAIHIO CBE/ICHUN, HEOOXOUMBIX JUIs
3alUTHl  00BEKTOB HMHpOpMATH3AlMM, B TOM YHCIE C HCIOJIE30BAHUEM
OPOrpaMMHBIX W HPOrpaMMHO-alNapaTHBIX — CPEICTB  OOHapy KEeHHs,
IPeTyNPEKACHUS U JTMKBAIAIUH [T0CIIEICTBUNA KOMIIBIOTEPHBIX aTaK;

- 0(hOPMISIMb IKCNIYAMAYUOHHYIO OOKYMEHMAYUIO NPOSPAMMHO
annapammuvlx cpeocms 3awumol UHGopmayuu,; *
- onpedesimb yelu U 3a0a4u 6 uzy4eHuU npoekma, *
-paspabamvleams  NOAUMUKY — UHGOPMAYUOHHOTU  De30nACHOCMU  HA  OCHOBE
CaMoCmosmenbHoU K1accupukayuu 00vbexmos 3aujumol,
- ocyujecmenims — YCMAamo6Ky, pazeépmuisanue, HACMPOUKY u
ucnoavsosanuem DLP-cucmem.*
3HATh —  0COOEHHOCTH M CIOCOOBI MPUMEHEHHS MPOTPAMMHBIX U IIPOrPaAMMHO-

anmapaTHeIX CPEACTB 3alMTHl MHGOpPMAIMH, B TOM YHCIE, B ONEPAllMOHHBIX
CHCTEMax, KOMITBIOTEPHBIX CEeTSIX, 0a3ax JaHHbIX;

— METOAbl  TeCTHpoBaHHMs  (DYHKIHMH  OTJAEJIBHBIX  [POIPAMMHBIX — H
POrPaMMHO-ANIAPATHBIX CPE/ICTB 3aUThI UHPOPMALIUH;

—  THIIOBBIE MOJIEJIH YIIPABJICHHUS JIOCTYIIOM, CPE/ICTB, METO0B H IIPOTOKOJIOB
HICHTH()UKAITMH U ayTeHTH(DUKAIIH;

— OCHOBHBIE MOHATHS KpUNTOrpaQue M THIOBBIX KPUITOIpaQUUECKUX
METOJIOB U CPEJICTB 3alUTH HHPOPMALMHU, 00ujUe NPUHYUNbL QYHKYUOHUPOBAHUA
cpedcms 3auumol UHGoOpMayul, 6 Moy ducie U Kpunmozpapuyeckou 3aujumel
ungopmayuu™;

— 0COOEHHOCTH M CIOCOOBI MPUMEHEHHs MPOrPAMMHBIX H IIPOrPAMMHO-
anmapaTHbIX CPEJICTB FapaHTHPOBAHHOTO YHHUTOXKEHHS HHOOPMAIHHU;

—  THIIOBBIE CPECTBA M METO/IbI BEJICHUS ayAUTa, CPEJICTB U CIIOCOOOB 3aIlUTHI
MHOOpPMAIIMH B JIOKAJIBHBIX BBIYMCIUTEIBHBIX CETSAX, CPEJACTB 3alMTBI OT
HECAHKIIMOHHPOBAHHOTO JIOCTYTIA.




- meopemuyeckue OCHOBbL KOPROPAMUSHOU 3AWumbl UHGOpMayUL om
snympennux UT-yepos; *

— MemoOUKy NpOGedeHUe B8Ce20 KOMNIEKCA MEeXHUYeCKUX Meponpusimuil no
AHANU3Y NOMOKOE OAHHBIX, KAK YUPKYIUPYIOWUX 6HYMPU NEPUMEMPA 3aUULAeMOTU
UHPOPMAYUOHHOU — CUCMEMbL, MAK U Nepecekaiowjux e2o,  COo8peMeHHble
cmanoapmel u cpedcmed KOpRopamMuEHol 3aujumol. *

Byt sestenbHOCTH: 3anmTa HHPOpPMAIU TEXHHYECKUMH CPEICTBAMH

UMETh
TPAKTHIECKUH
OTIBIT

— YCTAQHOBKM, MOHT@)Xa M HACTPOHKM TEXHHYECKMX CPEJICTB 3allUThI
uH(pOpMaIHH;

— TEXHHYECKOro  OOCHy)XMBaHMsS  TEXHUUYECKMX  CPEICTB  3allUThl
uHpopManuu;

— IPUMEHEHHs OCHOBHBIX  THIIOB  TEXHHYECKHX  CPEJCTB  3aIlUTHI
HH(pOpMAIIHH;

— BBIABJICHHS TEXHUYECKHX KaHAJIOB YT€YKH HH(OPMAIIKH;

— y4acTss B MOHHUTOpPHHTE 3()(HEKTUBHOCTH TEXHHYECKHX CPEJICTB 3aIIUTHI
uH(pOpMAIIHU;

— JIMarHOCTHKH, YCTPAHEHHS OTKAa30B M HEUCIIPABHOCTEH, BOCCTAHOBJICHHSI
paboTOCIOCOOHOCTH TEXHUYECKUX CPEJICTB 3aIUThl HH(POPMAIUH;

— mposeieHuss — m3Mepenuid  mapamerpos  [IDMHUH,  coszpaBaembix
TeXHUUECKUMH CPEICTBaMU 00paboTKH MH(OPMAIUK IIPH aTTecTalul OOBEKTOB
MH(OPMATU3AIUH, I KOTOPOH YCTAaHOBJIEH PEKMM KOH(DHIECHIHATLHOCTH, P
arTecTallud OOBEKTOB HMH(pOpMATH3AMUH 10 TpeOOBaHUAM Oe30IMaCHOCTH
uH(pOpMaIINH;

— IpOBEJEHHs HW3MEpPeHHH napamMeTpoB (OHOBBIX IIYMOB, a TaKKe
(Gu3HUecKUX  TONIeH, CO3JaBaeMbIX TEXHHMYECKMMH  CPC/ICTBAMH  3alUTHI
uH(pOpMAaIIH;

— YCTaHOBKH, MOHT&Xa W HACTPOMKH, TEXHHYECKOro OOCIyKUBaHHS,
JIMarHOCTHKH, YCTPAHEHHs OTKAa30B U HEUCIPABHOCTEH, BOCCTaHOBIICHHUS
paboTOCIIOCOOHOCTH HHIKEHEPHO-TEXHUYECKUX CPEICTB (PU3HYECKOM 3alUTBI;

—  MEeXHUYECKO20 O00CIYAHCUBAHUS, OUACHOCTMUKY, YCMPAHEHUs OMKA306 U
HEeUCNPABHOCMET MEXHUYECKUX CPeOCME 3aujumel UHGOPMAYUU 30 CYem NOOOUHbLX
2NEKMPOMAZHUMHBIX USTYYEeHUU U HABOOOK, *

—  MeXHUYeCK020 OOCIYHCUBAHUS, OUACHOCTUKY, YCMPAHEHUS OMKA308 U
HeUCNPABHOCMEll  MeXHUYECKUX —CPeOCmE  3aujumvl  AKYCMUYeckoll  peyesoll
uHpoOpMayuU OM ymeyKu no MeXHUYeCKUM Kanaiam.

yMETh

— IIPUMEHATH TEXHHUYECKHE CPE/ICTBA [Tt KPHITOrpadHIeCKOH 3aIliThl
uH(pOpMAIMK KOH(UISHIIMATBHOIO XapaKTepa;

— NpPUMEHATh TEXHHYECKHE CPEICTBA JUIS YHMYTOXKEHHs HHGPOpMALMK H
HocHuTesel nHpopmanuu;

— NpPUMEHSATh HOPMATUBHBIC IIPABOBBIE AKThI, HOPMATUBHbBIE METOHYCCKHE
JIOKYMEHTBI T10 00€CTICUSHHUIO 3aUThl HHPOPMALMU TEXHUYECKUMHU CPE/ICTBAMA;

— IIPUMEHATH TEXHHYECKHE CPEJICTBA JUIS 3alUThl HHYOPMAIMK B YCIOBHAX
IPUMEHEHHUSI MOOMJIBHBIX YCTPOHCTB 00pabOTKH U IIE€pe/iavu JIaHHBIX

— IIPUMEHSTH CPECTBA OXPAHHOH CHIHAIM3AIMU, OXPAHHOTO TEJIEBHICHHUS U
CHCTEM KOHTPOJIS H YIIPABICHHS ITOCTYIIOM, MEXHUYECKUX CPeOCME 3aujumol

aKycmuueckoil pe4egoil uHopMayul Om ymeyxu no MmexHu4eCkuM Kanaiam™;
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— I[IPUMEHATh WHKEHEPHO-TEXHUYECKHE CpeJcTBA (DM3HYECKOM  3allUThI
00beKTOB HH(pOPMATU3ALIUH,

—  NpouU3BOOUMb  YCMAHOBKY U MOHMAIC, HACMPOUKY U UCHbIMAHue,
mexHuyeckoe 06CIYICUBANUE MEXHUYECKUX CPeOCME 3auumbl uHpopmayuu om
ymeuku 3a cuem NOGOUHBIX IeKMPOMASHUMHBIX USLYYeHUl U HABOOOK 6
coomeemcmeuy ¢ UHCMPYKYuAMU N0 IKCHIyamayuu U mpeoosanusmu
HOPMAMUBHO-MEMOOUYECKUX OOKYMEHmMOs . *

3HaTb

— TOPSJIOK TEXHUYECKOro OOCIYKMBAaHMS TEXHHYECKHX CPEJICTB 3aIUThI
HH(pOpMaINH;

— HOMEHKJATypy IIPUMEHSEMBIX CpPEJCTB 3aluThl MHOOpMALUH  OT
HECAHKIIMOHUPOBAHHOM YTEUKH M0 TEXHUYECKUM KaHaJlaM;

— (pusMYecKre OCHOBBI, CTPYKTYPY H YCJIOBUS (OPMHPOBAHHs TEXHUYCCKHX
KaHAJIOB yTeukd HH(OpPMAIUH, CIOCOOBI MX BBIABICHHS W METOJbI OLCHKH
OIIACHOCTH, KJIACCU(PHUKAIMIO CYIIECTBYIOMMX (GU3NYECKUX MOJIEH B TEXHUIECCKHX
KaHaJIOB YTeUKN HH(OpMAIUH;

— IOpANOK YCTpaHEHHs HEUCIPABHOCTEH TEXHMYECKHUX CPEJICTB 3allUThI
uHGOpMAIlMKH ¥ OpraHM3alliF  PEMOHTA TEXHMYECKMX CPEJICTB  3aIIUTHI
uHpopmManuu;

— METOJMKH HMHCTPYMEHTAILHOTO KOHTpoJs 3(P(EKTHBHOCTH  3aIlUThI
uHdopmarn, 00padaTbiBaeMON CPEJCTBAMU  BBIYMCIIMTE/IbHOW TEXHUKH Ha
oObekTax HH(OpMATU3ALH;

— HOMEHKIATYpy ¥ XapakTepUCTHKH allapaTypbl, HCIOJIb3YEMOH s
w3Mepenus napametpoB [IOMUH, a Tarke mapameTpoB (OHOBBIX IIYMOB H
u3MYecKuX  MOJIeH, CO3JaBAGMBIX TEXHHYECKMMM  CPEJICTBAMH  3allUThI
HHpOpMAIIUH;

— OCHOBHBIE PUHIUIIBI JCUCTBUS M XapaKTEPHUCTHKH TEXHUYECKHX CPE/ICTB
(hM3KUYeCcKOH 3alIUTHI;

— HOMEHKJIATypy IPUMEHSEMBIX CPEICTB (H3MYECKOH 3alUThl O0OBEKTOB
HH(pOpMAaTH3ALIUH;

— OCHOBHBIE CIIOCOOBI (PM3UIECKOI 3AIUTH 00BEKTOB HH(POPMATH3ALMH;

—  NOpAOOK MeXHUYEeCKO20 00CIYIHCUBAHUSA, YCMPAHEeHUe HeUCnpasHocmeu U
OP2AHUAYUIO PEMOHMA MEXHUECKUX CPeOCME 3auumbl UHGopmayuu™ ;

—  HOPMAMUBHO NPABOEbLe AKMbL, MeMOOUYECKUE OOKYMEeHMbl, HAYUOHAIbHbLE
cmanoapmel 6 00KACMU  3AUUMbL  UHGOPMAYUU  0ZPAHUYEHH020 00CMmYnd U
ammecmayuu 06veKkmos uxHgopmamuzayuu *;

—  HOMEHKNAmypy NpUMeHseMblX CpPeoCms 3aujumel UuHGopmayuu  om
HeCaHKYUOHUPOBAHHOT YMEUKU NO MEeXHUYECKUM KAHALAM U (PU3U4eCKOll 3aujumeol
00bekmos ungopmamuzayuu. ™ .

Bua esitesibHOCTH: BhInoiHenne padoT 1m0 0{HOM HIIH HECKOJILKHM npodeccusam padoqnx,

JOJIZKHOCTHM CJIY

AKalux.

WNwmets
MPaKTUUYECKUN
OIIBIT

-BBITNIOJIHEHHsT ~ TpeOOBaHMH  TEXHHKH  OE30IAaCHOCTH  Ipu  pabore ¢
BBIYUCIUTEILHON TEXHUKOM;

-Oprafu3aiiy pabodero MecTa OIepaTopa 3JI€KTPOHHO-BBIYHCIHTEIBHBIX 1
BhrunciuTebHLIX MamuH (06.032 A/01.5);

-[OTOTOBKH 000PYI0BAHHsI KOMITBIOTEPHOH CUCTEMBI K padoTe;

-UHCTAISAIMHU, HACTPOWKM ¥ OOCIY)KHBaHHS IIPOrPaMMHOIO OOeCHeYeHUs
KoMIbtoTepHO#t cuctemsr (06.032 A/01.5);

-yrpasieHust paiaamu;
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-IpUMEHEHHUST O(QHCHOTO IPOrpaMMHOIO o0OecredeHus B COOTBETCTBHH C
IPUKIIATHON 3a/1a4uei;

-HCITOJIb30BaHMsI PECYPCOB JIOKAIBHOM BBIYNCIIUTEIBHON CETH;

-HCII0JIb30BaHUs PECYPCOB, TEXHOJIOTUH U CepBUCOB VIHTEpHET;

-[IPUMEHEHUSI CPEJICTB 3aIIUThI HH(OOPMAIMU B KOMIILFOTEPHON CHCTEME.

YMeTs: -BBINIOJIHATH TPEOOBAHMS TEXHUKH 0€30MaCHOCTH IPH paboTe ¢ BBIYUCIHTEILHOM
TEXHUKOMH;
-[IPOM3BOJIUTh  TOJKIIOYEHHE OJIOKOB  ME€PCOHAIBHOIO  KOMIbIOTEpA U
nepu(epuitHbIX yCTPOUCTB;
-[POM3BOJIMTH YCTAHOBKY U 3aMEHY PACXOIHBIX MATEPUATIOB JUIs HepU(epHAHbIX
YCTPOMCTB U KOMITBIOTEPHON OPITEXHUKH;
-IMarHOCTHPOBATH MPOCTEHIIME HEUCIIPABHOCTU IIEPCOHAILHOTO KOMIIBIOTEPA,
nepuepruitHOr0 000PY/I0BaHHS U KOMIIBIOTEPHOH OPITEXHUKH;
BBIIIOJHSTE ~ MHCTAUIAIMIO CHCTEMHOTO W IPHKJIAAHOTO  IPOrPaMMHOTO
obecnieuenus (06.032 A/01.5);
-co3/1aBaTh M YIPABJIATH COACPKUMBIM JOKYMEHTOB C IIOMOIIBIO TEKCTOBBIX
IPOIECCOPOB;
-CO3/1aBaTh W YIPABJISATH COJCPKUMBIM HICKTPOHHBIX TaOJHMIl C NOMOIIBIO
peIaKToOpoB TAOIIHIL;
-cO3/1aBaTh M YIPABIATH COJEPIKUMBIM IPE3EHTALUH € IIOMOIIBIO PEIaKTOPOB
[Ipe3eHTallHH;
- HCIIOJIb30BATh MYJIBTHME/IHA TPOEKTOP IS IEMOHCTPAIMH TIPE3EHTALMH];
- BBOJIMTh, PEJIAKTHPOBATH U yJIaJISTh 3alIUCH B 0a3e JaHHbIX;
- 5()(heKTUBHO MOJIB30BATHCS 3aIpocaMu Oa3bl JJaHHBIX
-c03/1aBaTh U PeaKTHPOBaTh rpaduyeckue 0OBbEKTHI ¢ MOMOIIBIO IIPOrPaMM IS
00pabOTKH pacTPOBOM U BEKTOPHOM IpaduKH;
-[IPOU3BO/IUTH CKAHMPOBAHUE JJOKYMEHTOB M UX PacliO3HaBaHHUE,
-[IPOM3BO/IUTE paclieyaTKy, KONHMPOBAHHE M THUPAKUPOBAHHE JIOKYMEHTOB Ha
NPUHTEPE W APYTHX YCTPOUCTBAX;
-ympaBiiaTh (aillaMd  JaHHBIX Ha JIOKAJIBHBIX CHEMHBIX 3allOMHHAIONIHX
YCTPOMCTBAX, a TAKKE Ha JAUCKAX JIOKATBHON KOMIBIOTEPHOH CETH M B MHHTEPHETE;
-OCYIIECTBIIATH HaBuralmio o Beb-pecypcam MuTepHeTa ¢ momolipsio Opaysepa;
-OCYIIECTBIATh TIOMCK, COPTHPOBKY ¥ aHAIM3 HHGOpPMALMM C I[OMOIIBIO
MOUCKOBBIX HHTEPHET CAUTOB;
-OCYIIECTBISITh AHTUBHPYCHYIO 3aLIUTYy IIEPCOHAIBLHOIO  KOMIIBIOTEpa €
IOMOILLIO aHTUBHPYCHBIX mporpamm (06.032 A/01.5);
OCYIIECTBIISATh PE3ePBHOE KONMpOBaHWE M BoccTaHoBiaeHHe jaHHbIX (06.033
A/03.5).

3HaTh: -Tpe0GOBaHs TEXHUKU Oe30MaCHOCTHU IPH PabOTe C BEIMUCIHTENLHON TEXHUKOM;

-OCHOBHBIE TIPHHITHIIBI YCTPOMCTBA M pabOThl KOMIIBIOTEPHBIX CHCTEM H
nepudepuitapx ycrpoiicts (06.033 A/01.5);

-KJ1accH(UKAIMIO U Ha3HAYCHHE KOMIIBIOTEPHBIX CETEH;

-BH/IbI HOCHTEIICH HH(pOpPMAINH;

-porpamMHoe obecriederne A7t padoThl B KOMIBIOTEPHBIX CETAX M C PeCypcaMu
Wnrepnera (06.033 A/01.5);

-OCHOBHBIE CPEJICTBA 3AIIMTHI OT BPEJIOHOCHOTO IMPOIPAMMHOI0 00ECIEUeHUs U
HECAHKIIMOHUPOBAHHOI'O JOCTYIIA K 3alUIAEMBIM.
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1.2. Ko/inyecTBO 4acoB HA 0OCBOeHHe paboyeil MporpaMmMbpl y4eOHOH MPaKTHKHU:

Bcero 396 gacos, B TOM 4ucle:

B pamkax ocBoenns [IM.01 (YIT01.01) -2
B pamkax ocBoenus [IM.02 (YI102.01) -3
B pamkax ocBoenus [IM.03 (VI1.03.01) -2
B pamkax ocBoenus [IM.04 (YI104.01) -3

uHen., 108 u.;
Hen., 108 u.;
Hel., 72 4.;

Hen., 108 u.;
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2. CTPYKTYPA U COJAEP)KAHUE YUYEBHOU MPAKTUKU

2.1. Crpykrypa y4eOHOH NPAKTHKH
Koabi Koa n Koauyg Bujapi pador HaumeHnoBanme TeM y4eOHOH NPAKTHKH Ko
npogpeccuoHa HAUMEHOBAHH S €CTBO YecTB
JIBHBIX U npodeccHOHANbHBI | YacoB 0
00Immx X MojyJ1eit no [IM 4acoB
KOMIIeTeHIUH o
, JIMYHOCTHBIX TeMa
pe3yJabTATOB M
[K 1.2. [IM.01 108 Paznenl 36
K 1.3 DKcrutyaTanus VcranoBka —nporpammuoro  obecredenus B | Tema 1. PaGora ¢ ydYeTHbIMH  3alUCSIMU 2
IIK 1.4 aBTOMATHU3UPOBAHHbI COOTBETCTBHH C TEXHUUECKOH JIOKYMEHTALUEN. moJib3oBaresiei u rpynmamu. Hactpoiika KBOT
OK. 01-OK.11, | x Hactpoiika mapamerpoB paboTsl mporpammuoro | Tema 2. Cozjnanne HOBOH 0a3bl JaHHbBIX -
JIP1, JIP4, (nH(OpPMAIIMOHHBIX ) obecrieyeHus, BKJIIOYas cucTeMbl yrparienus | Tema 3. Pabora ¢ y4eTHBIMH — 3aMUCSIMH
JIP7, JIP10, CUCTEM B 0azamu JJaHHBIX. [10JIb30BaTEsIEN u IpyIIIaMH. OcHoBa 2
JIP13-JIP18 3aIUIIEHHOM HacTpoiika KOMIIOHEHTOB IIOJICHCTEM 3allUThl | MAHJIATHOTO YIIPABJICHUS JOCTYTIOM.
ucnojgrernn: YI1.01 HH(GOPMAIIUHU OllEPALlMOHHBIX CHCTEM. Tema 4. Hacrpoifka mapamMeTpoB MaHJIaTHOI'O
VYpasiieHue YUETHBIMH 3aIUCSAMH | YIIPABJICHUS JIOCTYIIOM M MaHJIATHOIO KOHTPOJIS -
10JIb30BaTEIIEH. [IEJIOCTHOCTH.
PaGora B  omepanuoHHBIX  cucremax ¢ | Tema 5. Opranusanus (aioBod CcHCTEMBI
cobmonenueM jeiictByrommx tpeboanuit 1o | OCCH s pabGoTel mosb3oBaTesiecii B pamkax -
3anmTe MHHOpPMAaIHH. MaHJIaTHOI'O yIIpaBJICHUS JIOCTYTIOM "
VYcraHoBKa 0OHOBIICHUS IPOTPaMMHOI0O | MaHJIATHOI'O KOHTPOJISL LIEJIOCTHOCTH.
obecrieueHusl. Tema 6. AxmunuctpupoBanune OCCH B pamkax
KOHTpOJIb  IEJIOCTHOCTh  MOJCHCTEM  3aIlUTHI | PEAM3AIUN MaHIaTHOTO KOHTPOJIS HEJOCTHOCTH -
UHPOPMAIIUN ONIEPAITMOHHBIX CHCTEM. Tema 7. HacTpoiika MeXaHU3MOB OpraHH3alluu
BEBINOJTHEHHE  PE3EpPBHOIO  KONUPOBAHUS M | HIPOrpaMMHOM cpejibl. KOHTPOJIB 1ET0CTHOCTH -+
aBapuiHOTO BoccranoBienust | KC3.
paborocrocobHoCTH onepauronHoi cucrembl u | Tema 8. PazsepreiBanue crenjia. Hacrpoiika DNS E

0a3bl JaHHBIX
Mcronp30BaHie  MPOrPaMMHBIX
apXHWBUPOBAHUS HHPOPMALIUK

CpeACTB  JUIA

Cepgepa.
Tema 9. Koudurypuposanue ciayx0Obl Astra
Linux Directory.

[\
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Obecneyenue Oezonacnocmu 6 onepayuonnvix | Tema  10.  Viopamienne — nporpaMMHBIMA -
cucmemax cemeticmea Windows. naxketamu. HacTpoiika CHCTEMHBIX CITyKO.
Obecneyenue Oezonacnocmu 6 onepayuonnwvix | Tema 11. HacTpoiika 3ammuineHHOr0 pexuma
cucmemax cemeticmea Linux padoTet OCCH B cootBeTcTBHH ¢ Astra Linux 2
3awuma  ungopmayuu ¢ ucnoavzosanuem | Red-Book.

MeXHOL02UU BUPIMYAIU3AYUU

Paszpnen 2 72
- Paspabomra cucmemol ousznec npunoscenuti ons | Tema 1. Paspaborka  cucrembl  Ou3HEC

nAMU ONEPaAYUOHHBIX cucmem ¢ eounou IDE™. IIPUJIOKEHUN JIUIS [ISITH OTIEPAllMOHHBIX CUCTEM B 6
- Mzyuenue domain-specific language (DLE)- | enunoii IDE.

npeomemno  —  opuenmuposanno2o  ssvika | Tema 2. Pazpaborka aBTOMaTH3UPOBAHHON 12
1C:1Ipeonpusmue ™. CHUCTEMBI TOPIrOBOM KOMIIAHUH.

Paspabomka asmomamusuposannou cucmemvi | Tema 3.YcTraHOBKA, HACTPOWKA U HKCILTyaTallHst 6
Mop206otl Komnanuu. * CETEBBIX OIEPAIIMOHHBIX CHCTEM.

Aemomamusayus  evicmasnenus  cuemos Ha | Tema 4.J[narHoCTHKA COCTOSIHMSI TIOJICHCTEM
npooanicy moeapos. 6600, Xpawenue, neyams | OE30MACHOCTH, KOHTPOJIb HATPY3KH H PEKUMOB 6
OOKYMEHMOB ™. pabOTHI CETEBOM ONEPAIMOHHON CHCTEMBI.

Beoo, xpanenue u newamo naxinaoneix na omepysxy | Tema 5. Opranumzanus paboT ¢ yIajJeHHBIMA 6
moeapos’™, XPaHUJIUIIAMHU JaHHBIX U Oa3aMu JIaHHBIX.

Cozoanue omyemoe no npooaxcam mosapos, ¢ | Tema 6. Opranuzarus 3alUINEHHON IMepeadn 6
mabIuyHoOM 6uoe U 6 suoe ouazpamm ™. JTAHHBIX B KOMITBIOTEPHBIX CETSX.

[Iposenenue aynura 3amuuieHHocTd | Tema 7. BplnoiHeHHE MOHTaKa KOMITBIOTEPHBIX 12
ABTOMATU3UPOBAHHON CUCTEMBI. cerei, opraHuzauuss W KOH(UTIYypUpOBaHUE
YcranoBka, HaCTpOHWKa M DKCIUIyaTalldsl CETEBBIX | KOMITBIOTEPHBIX — CETeH,  YCTAHOBJICHHE |
OIIEpPAlHOHHBIX CUCTEM. HACTpOMKa IapaMeTpoOB COBPEMEHHBIX CETEBBIX
Jluarnocruka COCTOSIHUS [IOJICUCTEM | MTPOTOKOJIOB.

0e301acHOCTH, KOHTPOJIb Harpy3ku u pexumon | Tema 8. OcymecrBiieHne  JIMAarHOCTUKH 12
paboThI CETEBOU ONEPAIMOHHON CUCTEMBI. KOMITBIOTEPHBIX cereit, orpeiesieHue
Opranu3zanust paboT c yIQJeHHBIMU | HEHCIIpaBHOCTEH U cOOeB  IOJCHCTEMBI
XPaHUJIMIIAMH JIAaHHBIX ¥ 0a3aMi JaHHbIX. 0€30IacHOCTH U yCTpaHEHUE HEUCIIPABHOCTEH.
Opranuzanust 3alIMINEHHON nepegaun AaHHbIX B | Tema 9. 3amosiHeHne OT4eTHOM JOKyMEHTaIlUK
KOMIIBIOTEPHBIX CETSIX. [0 TEXHUYECKOMY OOCIYKHBAHUIO U PEMOHTY 6

BreimosHeHue MoOHTaXxa KOMITbIOTCPHBIX CeTeHn,

KOMIIBIOTEPHBIX CETEH.
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opraHu3anus u KOH(UrypHpOBaHHE
KOMITBIOTEPHBIX ~ CETEH,  YCTAHOBJEHHE M
HAcCTpOMKa IapaMeTPOB COBPEMEHHBIX CETEBBIX
IIPOTOKOJIOB.

OcymecTBieHHe JUAarHOCTHKH KOMIBIOTEPHBIX
CETEH, OIpeleIeHHe HEeUcHpaBHOCTEH U cOoeB

HONCHUCTEMBI  OE30IIaCHOCTH H  yCTpaHEHHE
HEHUCIIPABHOCTEH.
3anoJHEHHE  OTYETHOM  JIOKYMEHTAlUd 110
TEXHHYECKOMY  OOCIY)KHBAaHHIO W  PEMOHTY
KOMIIBIOTEPHBIX CeTeH.
IIK 2.4, TIK IIM.02 3ammura 144 Pasznea 1
2.6. uHpopmanyu B IlpumMeneHne mnporpaMMHBIX M [POrPAMMHO- 72
OK. 01-OK.11 | aBTOMaTU3UpPOBAHHEI anmnapaTHbIX CpeIICTB obecnieyenus | Tema 1. IlporpammHble W  mporpamMMHO-
JIP1, JIP4, X cUCTeMax UHGOPMATMOHHOM Ge3omacHoOCTH B | anmaparHble cpesicTBa obecrieueHust 6
JIP7, JIP10, IIPOrPaMMHBIMHU U aBTOMAaTU3UPOBAHHBIX CHCTEMAX UHPOPMAITHOHHOM Oe30macHOCTH B
JIP13-JIP18 IIPOrPaMMHO- Jluaraocruka, yCTpaHEeHHe OTKa30B ¥ | aBTOMaTU3UPOBAHHBIX CHCTEMAX.
anmnapaTHbIMU obecnieyenne paboTocrnocobHOCTH mporpaMmHO- | Tema 2. J[MarHOCTHMKa, yCTpaHEHHE OTKAa30B M
Cpe/ICTBAMH: anmnapaTHbIX CpEeJICTB obecnedyenus | obecreyeHne paboTOCIOCOOHOCTH MPOrpaMMHO- 6
VI1.02.01 UHGOPMAIMOHHON 6e30MacCHOCTH anmnapaTHbIX CpeJICTB obecrieueHus
Onenka 3¢ GeKTUBHOCTH IPUMEHSIEMBIX | HHYOPMAITHOHHOM O€30MaCHOCTH
IpOrpaMMHO-aNMapaTHbIX CpeacTB obecnedenus | Tema 3. Onenka 3¢ ek THBHOCTH MpUMEHSEMBIX
uH(pOpPMaIMOHHO#K 6e30MacCHOCTH IIPOrpaMMHO-ANIapaTHBIX CPEJICTB 0OeCIeyeH st 6
CocraBneHue  JOKyMEHTalMH [0  yd4eTy, | HHGOPMAIMOHHOH 6E30MacHOCTH
obpabotke, XPaHEHHUIO u nepenade | Tema 4. CocraBiieHHe TOKYMEHTAIUH 10 YYETY,
KOH(pHIeHIIMATBHOM HHPOPMALIUU obpabortke, XpaHEHUIO U nepeaye 6
Hcnonp3oBanue nporpaMMHOro obecredeHust s | KOH(pHIEHIHAIbLHOM uHbOpMAaIUH.
00paboTku, XpaHEeHUs U nepenayu | Mcrnonb3oBanue mnporpaMMHOro obecriedeHust
KOH(pHIeHIIMATHHOM HHPOPMALIUH uis  0o0pabOTKM, XpaHEHHs W  Iepeladyu
Cocrapnenue MapimpyTa M COCTaBa MPOBEICHHS | KOHPUAECHIHMAILHON HHpOpMaUH
Pa3JIMYHBIX BUJIOB KOHTPOJBHBIX NpoBepok npu | Tema 5. CocraBieHune Mapmpyra 4 cocraBa
arrecTallid OOBEKTOB, IOMENIEHHMH, NPOrpamM, | IPOBEACHHS PpA3IUYHBIX BHIOB KOHTPOJBHBIX 6

ITOPUTMOB.

IIPOBEPOK OpU  aTTeCTallMH 00BEKTOB,
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VerpaneHue — 3aMeUaHMM 10 pe3yJbraraM
MPOBEPKH

Ananus u COCTaBJICHHE HOPMaTHBHBIX
METOJMYECKHX JIOKYMEHTOB II0 00ECHEeYEHHIO
UHQPOPMAIMOHHON 0€30IacHOCTH  MPOrpaMMHO-
anmnapaTHbIMU Cpe/CcTBaMH, c y4eTOM

HOPMATUBHBIX [IPABOBBIX aKTOB.
HpHMeHCHI/IC MaTreéMaTHYeCKUX METOI0B A

OLIGHKM KayecTBa W BbIOOpa  HaMJIy4lIero
IPOrpPaMMHOTO CPeJICTBA

[IpoBenenue ayauTa HHPOPMAITMOHHOM
0e3011acCHOCTH

IIpumenenue OC Kali Linux ons mecmuposanus
UHPOPMAYUOHHOTI CUCTIEMbL HA NPOHUKHOGEHUE ™
Vemanoexa u nacmpotiika OC Astra Linux*
Opeanuzayus ~ pabom ¢ NpPOPAMMHBIMU
cpeocmeamu OKB « CAIIP»*

Ipumenenue MaxPatrol Siem O0ns 6viagieHus
UHYUOCHMOB UHPOPMAYUOHHOU be3onacHocmu™

MOMEILCHHUH, Iporpamm, JITOPUTMOB.
Verpanenue — 3aMeuaHMH 10 pe3ysbTaram
IPOBEPKH

Tema 6. AHaIM3 ¥ COCTaBJIEHHE HOPMATHBHBIX
METOJMYECKUX JIOKYMEHTOB II0 00ECIEeYEeHHIO
MHPOPMAIMOHHOM 0€30IacHOCTH MPOrpaMMHO-
anmnapaTHbIMA CpEJICTBAMH, g y4eTOM
HOPMAaTHBHBIX IPABOBBIX aKTOB.

Tema 7. IlpuMeHeHHEe MAaTEMAaTHYCCKUX METOJI0B
JUIL OLEHKW KadecTBa M BHIOOpa HAMIIy4IIEero
[IPOrPaMMHOTI0O CPEJICTBA

Tema 8. [posenenue ayauta HHGOPMALKOHHOM
0e301acHOCTH

Tema 9. Ilpumenennme OC Kali Linux s
TeCTHpOBaHUS HMHGOPMAIMOHHOW CHCTEMBI Ha
IPOHUKHOBEHHE.

Tema 10. VcranoBka u Hactpoiika OC Astra
Linux

Tema 11. Paborta ¢ mporpaMMHBIMH CP€JICTBaMHU
OKB «CAIIP»

Tema 12. Brisinenue HUHIUJICHTOB
uHpOpMAIMOHHOH  GesomacHocT  MaxPatrol
Siem
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Paznen 2 36
Vicnionb30BaHue THIIOBBIX KPUITOrPAHYCCKHX Tema 1. TunoBele kpunTorpaguyeckue cpeicTaa
CPEJICTB U METO/IOB 3AIMTHI HH(YOPMALMH, B TOM | i METO/IbI 3AIMTHI HH(OPMALHH, B TOM YHCIIE U 6
YHUCJIC U SHCKTpOHHOﬁ IMOAIIUCH SHCKTpOHHOﬁ MOAIIHUCH

Hcceneoosanue anzopummos cospementuvix Tema 2. AropuTMBI COBPEMEHHBIX 3apyOe’KHBIX
sapybedictvix cummempuuno2o wiugpos FEAL, cummerpuuanoro mudpos FEAL, IDEA, RC4, 6

R :
IDEA, RC4, RCS5, RC6. Hx npoepammnas RCS, RC6.
peanusayus u cospemennuie Memoov. Tema 3. ANTOPHTMBI COBPEMEHHBIX 6
*

Kpunmodananusa OTEYECTBEHHBIX CHMMETPHYHOTO MU(PPOB
Hcceneoosanue aneopummos co6pemennbix Marwma u Kysneuanxk

]o\?eqecme;nybzx cu.n;f;emp U020 UWUpPOs Tema 4 Anroputmsl Xamuposanus MD4, MD5, 6

aema u Kysnevux. Hx npoepammmnas peanusayus
Y pocp peaiusaytil | SHA-1, SHA-2 u SHA-256. Ipumenenue

U coBpemMeHHble MEMOObl KPUNMOAHANU3A dymKmit xommposarus B DL 1

Hcceneoosanue aneopummos xowuposanus MDA, ayTeHTHHKAIHA CooBIIeH il Ha IPUMepe

MD5, SHA-1, SHA-2 u SHA-256. IIpumenenue Ketbetos

Gynryuii xowuposanus 6 LT u Tema 5. KBaHTOBBIE METO/BI KPUIITOAHAIM3A M
aymenmugukayuu cooduyeHutl na npumepe MpOrpaMMHas peanuzamys e —— p

*

Kerberos QITOPUTMOB Ha npumepe aIropuT™Ma
H3yuenue k6anmogvix Memooo8 8 Kpunmozpagpuu. baxropusammu Hlopa

Keanmosvie ~ memoobl  Kpunmoanaiusa U | Tema 6. Pabota ¢ S

npocpamMmHas peanusayus K6AHMOBbLIX 6
aneopummos Ha npumepe aneopumma

¢axmopuzayuu [llopa™

Pa3zpnen 3 36
[TpoBenenne Bcero Komiulekca TexHudeckuX | Tema 1. Kommiekc TeXHHYECKHX MEPONPUSATHH
MEPONPHSATHI [0 AHAINU3Y [MOTOKOB JAHHBIX, KaK | 10  aHauu3y  I[OTOKOB  JIaHHBIX, KaK 6
UPKYJIUPYIOIIUX BHYTPH HepUMeTpa | HUPKYITUPYIOIIUX BHYTpH nepuMeTpa

3anMImaeMoi HHGOPMaIMOHHOW CHCTEMBI, TaK M
HepeceKaroIuX ero;

3aIMInaeMoi HHHOPMAIMOHHON CUCTEMBI, TaK U
[IePECEKAOIUX €ro;
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I[IpoBesienue Bcero mukia pabor mo ycranoske, | Tema 2. Ilukin  pabor 1O yCTaHOBKe,
pa3sBEPTHIBAHMIO, HACTPOMKE, HCIOJIB30BAHMIO | Pa3BEPTHIBAHUIO, HACTPOMKE, HCIOIB30BAHUIO 6
DLP-cucrem; DLP-cucrem;
Pazpabotka MOJIUTHK undopmanponnoii | Tema 3. Pa3paboTka noiuTHK HHPOPMAIMOHHON 6
0e30MacHOCTH; 0e3011acHOCTH;
IIpumenenue TEXHOJIOTHI ¢unbrpanuu | Tema 4. TexHonoruu QuibTpanuy pasidIHBIX -
pa3IMYHBIX BUJOB Tpaduka; BUJIOB Tpapuka;
dunpTpanus  nepexsadennoro Ttpaduka Juisi | Tema 5. Jluarnoctrka paboTocnocobHoCTH 4
MOKICKA HAW/ICHHBIX HHIUJCHTOB; CHCTEMBI;
AHanu3 cofepXumMoro nepexsadeHsoro tpapuxa c | Tema 6. ['ocreBbie BHPTyalbHBIC MAallMHBI H
e/bIO BBISBJICHHS HApyIIEHWH KOPIIOPATHBHOM | MpaKTHYecKas paboTa ¢ HUMH C HCIIOJIb30BaHHEM 5
MOJIMTUKU OE3011aCHOCTH; COBPEMEHHBIX I'MIIEPBH30POB;
Jluarmoctika paboToCIIOCOOHOCTH CHCTEMBI, Tema 7. Hacrpoiika OTIEIBHBIX KOMIOHEHT
[ToaroToBKa OTYETA O HAMJIEHHBIX MHIMUIACHTAX (C | CHCTEMBI KOpPIOPaTHBHOMN 3aIUThI oT 5
OLEHKOM ypOBHS yrpo3sl ¥ HOPMAaTUBHOW | BHYTPEHHHUX YIPO3 U CUCTEMBI B IIEJIOM.
OIIEHKOM);
3anycKk TOCTEBBIX BHPTYalIbHBIX MAIIWH H
paKkTU4eckas padoTa ¢ HUMH € UCIIOJIb30BaHHEM
COBPEMEHHBIX TMIIEPBU30POB;
Hactpoiika OTJENbHBIX KOMIIOHEHT CHCTEMbI
KOPIIOPATHBHOW 3aIIUTHI OT BHYTPEHHHUX YIPO3 U
CHCTEMBI B IIEJIOM.
ITK.3.1-T1K.3.5 | [IM.03 3amura 72 Pa3penl 47
OK.01-OK.11, | uadopmanyu W3mepenue nmapaMeTpoB GU3HUECKHX MOJICH. Tema 1.M3Mepenue napaMeTpoB PU3HUECKHX 6
JIP1, JIP4, TEXHUYECKUMH Onpenenenne kananoB yreukd [IDMUH. MoJIeH.
JIP7, JIP10, Cpe/ICTBaMU: [TpoBeneHne u3MepeHHii mapaMeTpoB POHOBBIX Tema 2. OnpenieneHue KaHaJIOB yTECYKU 6
JIP13-JIP18 VI1.03.01 HIYMOB U (U3HYECKHX TOJIEH, CO3aBAEMBIX [IOMUH.
TEXHUYECKUMH CPEICTBAMU 3allUThHI Tema 2. M3amepenune napamMeTpoB GOHOBBIX 6
uH(pOpMaLIUN. IIyMOB U (PH3MUYECKHX IOJIEH, CO3aBaCMbIX
VcTaHoBKa M HACTPOIKa TEXHUYECKUX CPEJICTB TEXHHYECKHUMH CPEACTBAMM 3aIIUTEI
3aImuThl UHOPMAIIHH. UH(POpPMALIUN.
IIpoBeneHue U3MepeHnii napameTpoB nobounsx | Tema 3. YcraHOBKA M HACTPOHKA TEXHUUECKHUX 6

3JICKTPOMAruiMTHLIX I/I3IIy‘-ICHHﬁ M HAaBOJIOK.

CpPEJICTB 3aIUThl HHPOPMAIIMH.
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[TpoBenenue arrectanuu 00bEKTOB
UHpOpMATH3AIIH.

Tema 4. M3mepenus mapameTpoB HOOOYHBIX
3JIEKTPOMArHUTHBIX U3JTYy4YEHHI U HaBOJIOK.

Ocywecmenenue 31eKmpOMAZHUMHO20 Tema 5. Attecranus 00beKTOB -
IKPAHUPOSAHUS PAZNUYHBIMU CROCOOAMU ¥, UHPOpMATU3AIIH.
Buvibop snexmpomaznummsix sxpanos *. Tema 6. DnexTpoMarHuTHOE SKPAaHUPOBAHHE 3
Pacuem ocnoenvix napamempos sxkpana*. pa3IMYHBIMH CIIOCO0aMHU.
Pacuem u  uncmpymenmanvnwiti  xonmpons | Tema 7. BEIOOp 371€KTPOMArHUTHBIX SKPAHOB. 4
noxkasameneu 3quumol UHGopmayuu paziudnHbimu | PacdeT OCHOBHBIX TapaMeTPOB SKpaHa.
cpedcmeamu usmepenus npu uncmpymenmanorom | Tema 8. Pacyer u MHCTpYMEHTAIBLHBIN KOHTPOJIH 6
Koumpoie*. nokaszareJsei 3aiuThl HHPOopMauu

Pa3IMYHBIMH CPEJICTBAMH U3MEPEHHUS IIPH

HHCTPYMEHTAJILHOM KOHTPOJIE.
Paznen 2 25
MoHTaX pa3JInYHbIX THIIOB JAaTYUKOB. Tema 1. MoHTaX pa3THYHBIX THIOB JATYHKOB. 2
IIpoeKTHpOBaHHE YCTAHOBKH CHCTEMBI MoxapHo- | 1ema 2. IIpoekTupoBanue ycTaHOBKH CHCTEMBI
OXpaHHOM CHTHAIM3alMM 10 33JaHUI0 M ee | M0YKAPHO-OXPAHHOM CHTHAIN3AINH 10 3a/IaHHIO 4
peanu3anus. U ee peau3alus.
[IpumeHeHne npoMbIIUIEHHBIX ocuuuiorpados, | Tema 3. IIpumenen#e MpoOMBIIIEHHBIX 4
YacTOTOMEPOB M  TI'€HEpaToOpoB M  JPYroro | OCHMIUIOrpadoB, 4aCTOTOMEPOB U FE€HEPATOPOB
000pyI0BaHUS JUIS 3aLIUTH HHYOPMALIHH. H IPYTOro 000py0BaHus ISl 3alUThI 2
PaccMOTpeHHe CHCTEMBI KOHTPOJIS M yIpaBiieHHs | HHPOpManuu.
JIOCTYIIOM. Tewma 4. Cucrema KOHTPOJIS U YIIPaBICHUS 2
PaccMoTpeHre mNpHHOMIOB pabOTBI  CHCTEMBI | OCTYIIOM.
BH/ICOHAOJIIOICHHS U €€ IPOSKTUPOBAHHME. Tema 5. IlpuHuHIBL PabOTHI CHCTEMBI 2
PaccMoTpeHMe  JaTYMKOB  NEpUMETpa,  UX | BUICOHAOIONEHHUS U €€ IIPOEKTHPOBAHHE.
IPUHLIUAIIOB pabOTHI. Tema 6. JlaTuuku nepuMeTpa, UX MPUHIUIIOB
Brinonnenue 3BYKOU3OJISAIMA nomenieHuii | paboTel. BeIonHenne 3ByKOU30JIAIUH - 4
CHCTEMBI 3allyMJICHHUS. MOMEIICHHUN CHCTEMBI 3alIyMJICHHS.
Peanu3anusi 3amurel OT yTeykd 10 IensM | lema 7. Peanusanus 3amuTel OT yTEYKH 110 3
SJIEKTPOIUTAHKS U 3a3€MIICHUSI. LEIsIM 3JICKTPOITUTAHUS ¥ 3a3EMJICHUSI.
PazpaoTka OpraHM3alMOHHBIX M TeXHUuYeckux | lema 8. PaspaboTka opraHu3allMOHHBIX U
MEPOIPUSTHH 110 33IaHUIO MIPETIOIaBaATEIs; TEXHHYECKHX MEPOIIPHATUH I10 3a/IaHUIO 2

PazpaboTka  OCHOBHOW  JIOKYMEHTalMd  I10

mpernoaaBaTeiid;
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I/IH)KCHC[)HO-TCXHI/I‘ICCKO?I 3alIUTEC I/IH(bOpMaHI’IH.

Tema 9. PazpaboTka OCHOBHOM JOKYMEHTAIUU
10 WH)KEHEPHO-TEXHUYECKOH 3aiure
UH(GOpMAIIHH.

[1K.4.1-11K.4.4
OK. 01-OK.11
JIP1, JIP4,
JIP7, JIP10,
JIP13-JIP18

[IM.04 Boinonnenue
paboT 1o OAHOM WU
HECKOJIbKMM
npodeccusM paboumx,
JOJDKHOCTSIM
CITy>KalIKX

108

Paznea 1. 28
[ToaroroBka 000py10BaHUsI KOMIIBIOTEPHOM Tema 1.Pabota ¢ ycTpoiicTBaMU KOMITBIOTEPHOI 8
CHCTEMBI K padoTe, HHCTAJUIALUS, HACTPOKKa U CHCTEMBI
00cyKUBaHHE IPOrPAMMHOT0 ObecrieeH s Tema 2.Pa6oTa ¢ mporpaMMHbIM 0GecTiedeHHEM 10
KOMITBIOTEPHOM CUCTEMBI
Tema 3./[marHocTHKa HEUCTIPABHOCTEH CUCTEMBI,
BEJICHHE JIOKYMEHTAIIUU 10
Pazneu 2 56
Co3naHue ¥ yrpaBjieHUue Ha IEPCOHAIBHOM Tema 1.PaboTa B TEKCTOBOM IIpOLIECCOPE 16
KOMITBIOTEPE TEKCTOBBIMYU JJOKYMEHTAMHU, Tema 2.PaboTta B peakTope 3JIeKTPOHHBIX 16
TabJIMIIaMH, IPE3EHTALMSIMH U coJiep)kaHueM 6a3 | TabmmIl
JIaHHBIX, paboTa B rpauuecKux peaakTopax Tewma 3.Pabora B nmporpamMme mMoJArOTOBKH U 8
MIPOCMOTpA IPe3eH TN
Tema 4.PaGota B cucTeme yrnpasieHus 0a3amMu 8
JTAHHBIX
Tema 5.Pabora B rpaduueckux peakropax
Paznen 3 10
Hcmonb30BaHue pecypcoB TEXHOJIOTUN U Tema 1.Pabora c pecypcamu MuTepHera
cepucoB MHTepHeTa
Paznen 4. 14

Ob6ecnieyeHne 3aUTH UHPOPMALIUU B
KOMITBIOTEPHOM cHcTEME

Tema 1. 3amura nHGOpMaMK IPU padboTeE ¢
O0(pHCHBIMU IPUIIOKEHUIMHU
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2.2 TemaTHuyecKHi IJIAH U cOAepKAHNE YUeOHOH NPAKTHKH

IIpodeccnonabHbIE MOAY/IH H MEK/IHCUHILIHHAPHbIE KYDCbI, Ooném
CoaeprxkaHue NPAKTHKH ‘
TeMbI 4acoB |
IIM.01 DxenuryaTanus aBTOMATH3UPOBAHHBIX 108 |

(MH(OPMAIIMOHHBIX) CHCTEM B 3AIHIEHHOM HCIOJTHEHHH
MJIK.01.01 OnepalinoOHHBIE CUCTEMBI

MJIK.01.02 ba3bl jaHHbIX

MJIK.01.03 Cetu u cucteMsl epeiad “HpopMaIuu
MJIK.01.04 DxcruryaTanust aBTOMaTU3UPOBAHHBIX
(MH(POPMAITMOHHBIX ) CHCTEM B 3aLUIIEHHOM HCIIOJHEHUN
MJIK.01.05. DkcruryaTanusi KOMIBIOTEPHBIX ceTel

Paznen 1.

Tewma 1. PaboTa ¢ y4eTHBIMH 3aIIMCSIMU 110JIb30BaTENIEH U
rpynmamu. Hactpolika KBOT

Tewma 2. Co3anue HOBOM 6a3bl aHHbIX Rortgresql

Tema 3. PaboTta ¢ y4eTHBIMH 3alMCSIMU T10JIb30BaTeNIeh U
rpymmaMu. OCHOBa MaHIATHOTO YIIPABIEHHS JOCTYIIOM.

Tema 4. Hactpoiika napaMeTpoB MaHIaTHOI'O YIIPaBJIEHUs
JIOCTYIIOM ¥ MaHJIATHOT'O KOHTPOJIS 1IEJIOCTHOCTH.

Tema 5. Opranunsanus daiinoBoit cuctembl OCCH 1t paboTel
0JIb30BaTENICH B paMKax MaH/IaTHOT'O YIIPABJICHHUS JIOCTYIIOM U
MaHJIATHOTO KOHTPOJISI LIEJIOCTHOCTH.

Tema 6. AaqmuaucrpupoBanrne OCCH B paMkax peanusanun
MaHJIaATHOTO KOHTPOJISI LEJIOCTHOCTH

Tema 7. Hactpoiika MeXaHM3MOB OpraHU3allMK IPOrPaAMMHON
cpenbl. Korrpous nenoctaoctun KC3.

Tema 8. PasseproiBanue crena. Hacrpoiika DNS Cepsepa.
Tema 9. Kondurypuposanue ciyx0b1 Astra Linux Directory.
Tema 10. Yupasienue nporpaMMHbIME aketamu. HacTpoiika
CHCTEMHBIX CIIYXKO.

Tema 11. Hactpoiika 3anmiiernoro pexuma padorst OCCH B
coorBercTBrH ¢ Astra Linux Red-Book.

AJIMUHHCTPUPOBAHUE JIOKAJIBHBIX YUETHBIX 3alMcell I0Jb3oBaTellell u
rpynn B OCCH ¢ ucnosp3oBaHueM KOMaHIHOM CTPOKU M IrpaudecKkoro
uHTepdeiica

Coszntanue HOBOM 0a3bl JaHHbIX

AJIMHHHCTPUPOBAHUE JIOKAIBHBIX YUETHBIX 3aluceil IoJb3oBaTellell n
rpynn B OCCH Ha ocHOBe MaHAaTHOTO YIIPaBJIEHUs TOCTYIIOM
AJIMHHHCTPUPOBAHUE OCHOBHBIX I1apaMeTPOB MAaHJIATHOT'O YyIIPABICHUS
JIOCTYTIOM M MaHJIaTHOTo KOHTpoJist esoctHocTr B OCCH ¢ npumenenneM
rpadUyecKuX YTUIUT U KOHCOJIBHBIX KOMaH/]l

HacTpoiika MaHIaTHOTO YIIPABICHUS JIOCTYIIOM U MaHAATHOI'O KOHTPOJIS
IEJIOCTHOCTH K Karajoram (ainosoit cucrembl OCCH st coBMecTHOH
paboThl OT WMEHHW YUYETHBIX 3alUCeH I0JIb30BaTellell C pa3IndHbIMU
YPOBHSIMH JIOCTYIIA C JIOKyMeHTaMu ((aiyiaMu) ¢ pa3IMuHbIME YPOBHSAMH
KOH(UJICHIIMAIBHOCTH

AJIMHHHCTPHPOBAHHE OCHOBHBIX IaqpaMeTpOB MAHJATHOI'O YIIPABIICHUS
npocryniom B OCCH ¢ npumeHeHreM rpaguyecKux YTUIAT U KOHCOJIBHBIX
KOMAaHI ITPH aKTHBUPOBAHHOM MaHIaTHOM KOHTPOJIE L[EJIOCTHOCTH
M3ydeHre IPUHIUIIOB ¥ TEXHOJIOTUH KOHTPOJIS LIEIOCTHOCTH JIaHHbBIX (B
TOM 4YHCIe, KomIuiekca cpenctB 3ammuthl — KC3), peaan3oBaHHBIX B
OCCH.
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Pemenue 3amad Mojac4éra KOHTPOJIBHBIX CyMM (aiIoB M ONTHYECKUX
HOCHTEJIEH, KOHTPOJS COOTBETCTBUSI JUCTPUOYTHBY, pEIrJIaMEHTHOTO
KOHTPOJISI IIEJIOCTHOCTH ¥ CO3/1aHUsI 3aMKHYTOM TIPOrPAMMHOM CPeJIbl.
Hactpoitka DNS-cepsepa

VCTaHOBKA M HACTPOWKH TapameTpoB ciryxObl Astra Linux Directory
(ALD) B OCCH

AnmvunucrpupoBanue naketop OCCH, B ToM 4ucie UCHOIB3YEMBIX LA
3TOr0 KOMAaHJ U rpapuyecKuX YTHIIHT, a TaKke 0COOEHHOCTH HACTPONKH
CHCTEMHBIX CITYkKO0 (IEMOHOB).

Hacrpoiika Ge30macHON KOH(PUTYpaIly KOMIIBIOTEPa /Ul paboThI ¢
OCCH B coorerctBun ¢ Astra Linux Red-Book

Pa3jen2.

Tema 1. PaspaGorka cucTeMbl OM3HEC NPUIIOKCHUH JUIS ISTH
OlepalMoOHHbIX chcTeM B euHol IDE.

Tema 2. Pa3zpaboTka aBTOMAaTH3HPOBAHHON CHCTEMBI TOPTOBOH
KOMITaHUH.

Tema 3.YcraHoBka,
OTIepAIlMOHHBIX CHCTEM.
Tema 4.JIMarHOCTHKA COCTOSIHHSI IOJCHCTEM O€301acHOCTH,
KOHTPOJIb HAIPY3KH U PEKHMOB PabOThI CETEBOM OIEpPAHOHHOMU
CHCTEMBI.

Tema 5. Oprammsanus paboT ¢ ydaJ€HHBIMH XPaHHIMIIAMH
JIAaHHBIX U Oa3aMi JTaHHBIX.

Tema 6. Opra#uzanys 3allUINCHHOW TIepe/ladd JaHHBIX B
KOMITBIOTEPHBIX CETSX.

Tema 7. DBolnmojgHeHue MOHTaXa KOMIIBIOTEPHBIX — CETEH,
opraHm3alys M KOH(GHIYPHPOBAHHE KOMIIBIOTCPHBIX — CETCH,
YCTAHOBJIEHHE M HACTPOHKa MapamMeTpoB COBPEMEHHBIX CETEBBIX
IIPOTOKOJIOB.

Tema 8. OcyiecTBlIeHHE JUATHOCTHKH KOMIIBIOTEPHBIX CeTeil,
ompesiesieHMe  HEHMCIpaBHOCTeH W cOOEB  MOJICHCTEMBI
6€3011aCHOCTH U YCTPAHEHHUE HEUCIIPABHOCTEH.

HACTPOWKA M  OKCIUIyaTallus CETEeBBIX

Pa3paboTka cHUCTeMbl OM3HEC NPUIIOKEHHH JUIS IISITH OIEPAMOHHBIX
cucrem B emuuoit IDE. W3sywenwe domain-specific language (DLE)-
IpeMETHO — OpUEHTHPOBaHHOIO s13pika 1C:Ilpennpusitue.

Pa3paGoTka aBTOMATH3UPOBAHHOM CHCTEMBI TOPrOBOW — KOMIIAHHH.
ABTOMATH3al¥sl BBICTABJICHUS CYETOB Ha IIPOJAXy TOBApOB: BBOJ,
XpaHeHue, Tedarhb JOKYMEHTOB. BBO, XpaHeHUe U revyarh HaKIaJAHbIX Ha
oTrpy3ky ToBapoB. Co3jaHME OTYETOB MO TPOAAXKAM TOBApOB, B
TabJIMYHOM BHJIC ¥ B BUJIC JIUATPAMM.

[IpoBejieHne ayUTa 3alMIIEHHOCTH aBTOMATH3UPOBAHHOM CHCTEMBI.
VcraHOBKa, HACTPOHKA M OKCIUTyaTallUsl CETEBBIX ONEPAIMOHHBIX CUCTEM.
JIMarHOCTHKA COCTOSIHHS TOACUCTEM O€30IaCHOCTH, KOHTPOJIb HAIPY3KU
1 PEXKUMOB PabOTHI CETEBOM ONEPAMOHHON CHCTEMBL.

Opranusanusi paboT ¢ yJaJeHHBIMH XPaHUIMINAME JIAHHBIX U Oaszamu
nanubiX. OpraHu3anys 3aluIIeHHOH Iepeaayn JaHHbIX B KOMIIBIOTEPHBIX
ceTsX. BpIIONHEHHE MOHTaXa KOMIIBIOTEPHBIX CETEH, OpraHu3aius 4
KOH(UIYpUPOBAHAE KOMIIBIOTEPHBIX CETEH, YCTAHOBJICHHE W HACTPOHKa
HapaMeTpOB COBPEMEHHBIX CETEBBIX IIPOTOKOJIOB.

OcyliecTBjIeHHE HArHOCTUKH KOMIIBIOTEPHBIX CETEH, ONIpeJIe/ieHre
HeucnpaBHOCTe W cOOEB IOJCHCTEMBbI OE30MACHOCTH U YCTPAHEHHE
HEUCIIPaBHOCTEH.  3aloJIHEHHWEe  OTYETHOM  JOKYMEHTallMu 10
TEXHHUYECKOMY 00CIYKUBAHHIO B PEMOHTY KOMIILFOTEPHBIX CETCH.
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Tewma 9. 3anojiHEHHE OTUETHOHN JIOKYMEHTAILMHU 110 TEXHUYECKOMY
00CITY)KHBAHUIO U PEMOHTY KOMIIBIOTEPHBIX CETEH.

IIM.02 3amura nHOpMAIHH B ABTOMATH3UPOBAHHBIX
cHcTeMAaX MPOrPAMMHBIMHU H IIPOIPAMMHO-ANNAPATHBIMH
cpeacTBaMu

MJIK.02.01. TIporpaMMHbIe ¥ IPOrpaMMHO-aIIapaTHbIe CPEJICTBA
3alUThl HHpOpMAIUN

MJIK.02.02. Kpunrorpadgudeckue cpeacTsa 3auThl HHGOpMaUK
MJIK 02.03 KopriopatuBHas 3aura OT BHYTPEHHHX yIPO3
UH(GOPMAITMOHHOH 0€3011aCHOCTH

Pasyenl
Tema 1. IlporpamMMHble M IpOrpaMMHO-aIIIapaTHHIC CPEACTBA
obecrieyeHust UH(POPMAIMOHHOH 0e301acHOCTH B

ABTOMATHU3UPOBAHHBIX CHCTEMAX.
Tema 2. JlMarHocTHKa, yCTpaHEHHE OTKa30B M obecredyeHue

paboTocriocoOHOCTH [IpOrpamMMHO-aInapaTHbIX CpeCTB
obecrieyenust HHGOPMAIIMOHHOM O€3011aCHOCTH

Tema 3. Omnenka >p(HEKTHBHOCTH MPUMEHSAEMBIX I[IPOrPAMMHO-
arnaparHbIX CpeJICTB obecriedyeHus UH(POPMAIMOHHOM
0e301acHOCTH

Tema 4. CocraBiieHue JOKYMEHTAlMM 110 YydeTy, o0OpaboTke,
XpaHeHHI0 ¥ mepejade  KOH(GUICHIHMAIbHOH — uH(OpMaIuy.

HMcnonp3oBaHde NPOrpaMMHOro oOecredeHus Juis 00paboTKH,
XpaHeHus U repeadn KoHpHIeHIHAIbHOH nH(opManimn

Tema 5. CocraBiaeHue waplpyra H cocTaBa IIPOBCACHUS
pa3IMYHbIX BHJOB KOHTPOJIBHBIX IPOBEPOK TIPH aTTECTALNH
00BEKTOB, IMOMEINEHHH, [POrpaMM, aJIrOPUTMOB. Y CTpaHEHUE
3aMeYaHuii 10 pe3ysIbTaTaM IIPOBEPKU

Tema 6. AHamu3 W COCTaBJIeHME HOPMATHBHBIX METOJMYCCKUX
JIOKYMEHTOB 110 00eCIe4YeHHI0 MHPOPMAIMOHHON 0e301MacHOCTH
IPOrpaMMHO-ANTIAPATHBIMU CPEJICTBAMM, C YUYE€TOM HOPMATHBHBIX
MPABOBBIX AKTOB.

Tema 7. llpumeHeHue MaTeMaTH4YECKMX METOJIOB JUIS OLCHKH

[I[puMeHeHHe MPOrpaMMHBIX M [IPOIPaMMHO-ANNAPaTHBIX — CPEJCTB
obecrieueHust “HPOPMAITMOHHONW 0€3011aCHOCTH B aBTOMATHU3MPOBAHHBIX
cucremax. JlMarHOCTWKa, yCTpaHEHHWE OTKa30B U obecredeHue
paboTOCIIOCOOHOCTH IPOrPaMMHO-AIIAPATHRIX CPEJICTB  0OecneueHus
uHpOopMaIMOHHO# 6e3omacHocTr. Onenka 3 HEeKTUBHOCTH IIPUMEHSIEMBIX
POrpaMMHO-AIapaTHBIX  CPEACTB oOecreueHuss HHPOPMALUOHHON
oe3onmacuocT. CocTaBjeHHE JIOKYMEHTAllMM 10 yueTy, o0paboTke,
XPaHEHUIO " nepejade KOHPUACHIIUATHLHON uH(pOpMaIUH.
Hcnonp30BaHue MporpaMMHOTo o0ecreueHust 1jst 00paboTKU, XpaHEHUs U
nepeayn KoHGUAeHIHMaIbHONH nHpopManuu. CocTaBleHHe MapuipyTa U
cocraBa TPOBEIACHHS PA3IMUHBIX BUJJIOB KOHTPOJBHBIX IIPOBEPOK IIPU
aTTecTaluid 0ObEKTOB, TOMEIICHUH, TPOrpaMM, aJIFOPUTMOB. Y CTPAHEHHE
3aMEUYaHWi 10 pe3ysibTaraM [pOBEpKH. AHAJIU3 U  COCTaBJICHUE
HOPMATHBHBIX ~ METOJAMYECKHX  JOKYMEHTOB 110  OOECIIEUCHMIO
HH(POPMAIMOHHOM 0e301acHOCTH MIPOrpaMMHO-aIIApaTHBIMH
CPEJICTBAMH, C YY€TOM HOPMATHBHBIX IIPABOBBIX akToB. [IpuMenenue
MaTeMaTHYECKUX METOJOB JUIsS OIEHKM KayecTBa M BbIOOpA HAMIIydIIEro
nporpaMMHOro  cpenctsa. IlpoBenenne ayaura  MHOOPMAIMOHHOM
6esonacuoct. Ilpumenenne OC Kali Linux ams  tecTupoBaHus
WH()OPMAIMOHHOM CHCTEeMbI Ha IIPOHUKHOBEHHE. Y CTAHOBKA U HACTPOMKa
OC Astra Linux

108
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Ka4yecTBa U BBIOOPA HAMIIYYIIETrO IPOrPaMMHOTO CPEJICTBA

Tema 8. IIpoBesenue ayiura HHGOPMALIMOHHOH O€3011aCHOCTH
Tema 9. Ilpumenenne OC Kali Linux s TecTMpOBaHHUS
HH(OPMAIIMOHHON CHCTEMBI Ha IPOHUKHOBEHHE.

Tema 10. Ycranoska u Hactpoiika OC Astra Linux

Pasnen 2

Tema 1. Tunossie kpurnrorpadguueckue CpeacTBa 1 METOIbI
3aIUThl KHPOPMAIMK, B TOM YHCIIE U SJIEKTPOHHOMN IIOITUCH
Tema 2. AJTOPUTMBI COBPEMEHHBIX 3apyOe’KHBIX CHMMETPUYHOTO
mmppo FEAL, IDEA, RC4, RCS5, RC6.

Tema 3. AJIrOpUTMBI COBPEMEHHBIX OT€YECTBEHHbIX
cumMeTpudHoro mmdpos Marma n Kysneuuk.

Tema 4 Asropur™mer Xsmuposanust MD4, MDS, SHA-1, SHA-2 u
SHA-256. IIpumenenue Gpynkuuit xsmupoanus B DL n
ayTenTH(uKanuu coodieHnii Ha mpumepe Kerberos.

Tema 5. KBaHTOBBIE METOJ/bI KPUIITOAHAIM3A M IIPOrpamMMHast
peayn3anusi KBAHTOBBIX QJITOPUTMOB Ha IIPUMEpPE alropuTMa
¢dakropusanuu [lopa.

Hcnonp30BaHue THIIOBBIX KPUITOrpagHUecKux CpeJICTB ¥ METOJIOB
3alUThl  MHQOpPMAIMK, B TOM YHCIE W DJIEKTPOHHOH  IOJIIKCH.
HcceneioBanue aaropuTMOB COBPEMEHHBIX 3apyOeiHBIX CUMMETPUUIHOIO
mudpo FEAL, IDEA, RC4, RCS5, RC6. Vx nporpamMmmMmHas peanu3anus 1
COBpPEMEHHBIC METOJIbl KpuIlToaHaM3a. MccienoBanue ajlropuTMoB
COBPEMECHHBIX OTEYECTBEHHBIX CHMMETpPHUYHOTO muppoB Marma u
Kysneunk. WX mnporpaMmHasi peaqusarsi ¥ COBPEMEHHBIE METO/IbI
KpunroaHaimsa. MccnemoBanue anroputMoB xammposanuss MD4, MDS,
SHA-1, SHA-2 u SHA-256. [Ipumenenue GpyHkuuii xommposanus B D111
U ayreHTHUKaMu coobmmennid Ha npumepe Kerberos. M3yuenue
KBaHTOBBIX ~ METOJOB B  Kpunrorpadpuu.  KBaHTOBBIE  METOJIbI
KpHUIITOAHAIM3a U MPOrpaMMHas peain3alisi KBAaHTOBBIX aJITOPUTMOB Ha
npumepe anroputma daxkropuzamuu [llopa

Pa3znen 3

Tema 1. Kowmruiekc TEeXHHYECKHUX MEPOIPHATHH [0 aHAJIM3Y
[IOTOKOB JIaHHBIX, KaK [HMPKYJIUPYIOIUX BHYTPH IIEpUMETPA
3alUInaeMoi HHGOPMAIIMOHHONW CHCTEMBI, TaK U IIEPECEKarOnuX
ero;

Tema 2. [luxs1 paboT 1O yCTaHOBKE, pa3BEPTHIBAHMIO, HACTPOMKE,
ucrosibzoBanuo DLP-cucrem;

Tewma 3. Pa3paboTka MoJUTHK HHYOPMAHOHHOM 0€3011aCHOCTH;
Tema 4. Texnosnoruu GpuUIBTPAIMA Pa3IMYHBIX BUIOB TpadHKa:
Tema 5. Jluarnoctruka paboTOCIIOCOOHOCTH CHCTEMBI;

Tema 6. ['ocTeBble BUpPTYabHbIC MAIIIMHBI U IIpaKTHYecKas padora
C HEMH C MCITOJIb30BAHUEM COBPEMEHHBIX THIIEPBU30POB;

Tema 7. Hacrpolika  OTAEJIBHBIX  KOMIIOHEHT  CHCTCMBI
KOPIOPATHBHOM 3aLIUTHI OT BHYTPEHHHUX YyI'PO3 U CHCTEMBI B IIEJIOM.

[TpoBesieHre Bcero KOMILIEKCA TEXHUYECKHUX MEPOIPHUSITHH 110 aHalu3y
ITOTOKOB JIAHHBIX, KaK MUPKYJIUPYIOUIUX BHYTPU NIEpUMETpPa 3alUIIAeMON
UH()OPMAIMOHHOM CHUCTEMbI, TaK M Iepecekaromux ero; lIposenenue
BCEro MMKJIa paboT 10 YCTaHOBKE, pa3BEPTHIBAHUIO, HACTPOUKE,
ucroap3oBanuio DLP-cucrem; Paszpaborka monuTuk MHGOPMaMOHHOM
Oe3omacHOCTH; [ IpuMeHeHne TeXHOIOTHIE (GUIIBTpAIlK Pa3JInYHbIX BUIO0B
tpaduka; OunpTpanus nepexBadyeHHoro Tpaduxa s noucka HallJeHHbIX
UHIMIEHTOB; AHAIH3 COJECPKMMOI0O MEepeXBaueHHOT0 TpaduKa ¢ 1eIbIo
BBISIBJIGHUST HApYHICHUHW KOPIOPATHBHOW IOJUTHUKHA  OE30I1aCHOCTH;
Juarnoctrka padOTOCHOCOOHOCTH cucTeMmbl; l[loaroroBka otdera o
HalJIECHHBIX HMHIUJIEHTAX (C OLEHKOHW YPOBHSI YIpo3bl U HOPMATUBHOU
OLIEHKO); 3aITyCK TOCTEBBIX BUPTYAJIbHBIX MAIIIMH U ITpaKTHUecKas padboTa
C HHMH C HCIIOJIb30BaHMEM COBPEMEHHBIX THIIepBU30poB; HacTpoiika
OTJIETBHBIX KOMITOHEHT CHCTEMbI KOPITOPATUBHOM 3alUThI OT BHYTPEHHHUX
yrpo3 U CUCTEMBbI B 1IEJIOM.
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I1IM.03 3amuTa uHpOpMALUN TEXHHYECKHUMU CPeICTBAMH
MJIK.03.01 Texnudeckast 3amura HHGOpMALUK

MJIK.03.02 UmKxeHepHO-TEeXHUYECKHE CcpejcTBa  (PU3UUECKOi
3alUThl 00bEKTOB HH(POPMATU3ALIUH

MJIK 03.03 dusuyeckure 0CHOBBI 3aIIUTHl MH(OpMAIK

Pazpen 1

Tema 1.M3mepenue napameTpoB GU3NIECKUX MOJICH.

Tewma 2. Onpenenenue kanainos yreuku [IDMWH.

Tewma 2. 3mepenue nmapameTpoB GOHOBBIX IIYMOB U (PU3HUUECKUX
noJiei, co3/1aBaeMbIX TEXHUUECKUMHU CPECTBAMMU 3alLUTEI
uH(pOpMAaIH.

Tewma 3. YcraHOBKa M HACTPOWKA TEXHUUECKHUX CPEJICTB 3alUThI
uH(pOpMAITHH.

Tewma 4. 3mepenust mapamMeTpoB IIOOOUYHBIX 3JIEKTPOMArHUTHBIX
W3JIyYeHUH U HABOJIOK.

Tema 5. Atrecranus 00BeKTOB HH(OPMATH3AIIUH.

Tema 6. DieKTpOMarHUTHOE HYKPAHUPOBAHUE PA3ITMUHBIMU
crioco0amu.

Tema 7. BIOOp 2J1€KTPOMArHUTHBIX 9KpaHOB. PacueT 0CHOBHBIX
apaMeTpoB HKpaHa.

Tewma 8. PacueT 1 MHCTpyMEHTAILHBIA KOHTPOJIb [TOKa3aTesIeH
3aIIUTHI KHOOPMAIIMU PA3IMUYHBIMU CPEJICTBAMU U3MEPEHHS IIPH
UHCTPYMEHTAJIbHOM KOHTPOJIE.

Mzmepenne napamerpoB dusznueckux mnosieid. OrnpejelieHue KaHaloB
yreuku [IDMUH. IIpoBenenue uzmepenuii napaMeTpoB (OHOBBIX HIYMOB
U GU3NYECKUX TOJIeH, CO3/1aBaeMbIX TEXHHUCCKUMHU CPE/ICTBAMH 3aIUTHI
uH(popMaluu. YCTaHOBKA M HACTPOMKa TEXHUYECKHUX CPEJICTB 3allIUTHI
uHpopmanuu. [IpoBeneHue wm3MepeHud  mnapamMeTpoB  OOOYHBIX
HJIEKTPOMArHUTHBIX M3JIy4eHUW M HaBOJOK. llpomenenue arrecranuu
00bekTOB  MH(popMaTH3anuu. OCYIIECTBICHHE  AJIEKTPOMArHUTHOIO
SKPAaHUPOBAHUSI PA3IUUYHBIMU criocobamu. BriOOp 3i1eKTpoMarHUTHBIX
9KpaHOB. PacueT OCHOBHBIX HapamMeTpoB 9kpaHa. Pacder u
MHCTPYMEHTAJIbHBI KOHTPOJIb IIOKa3aTesield 3aluThl  HH(pOpMAIK
pa3IMYHBIMU CPEJICTBAMU U3MEPEHUS IPU HHCTPYMEHTATHLHOM KOHTPOJIE.
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Paznen 2.

Tema 1. MoHTaX pa3audHbIX TUIIOB JIATYUKOB.

Tewma 2. [IpoekTupoBanue yCTaHOBKHA CUCTEMBI II0KapPHO-OXPaHHOM
CHTHAJIM3AIMH 110 3a1aHUIO U €€ pealln3aliusl.

Tema 3. [IlpuMmeHeHHe NPOMBIIUICHHBIX  OCHHILIOIPadoB,
4aCcTOTOMEPOB M TE€HEpaTopoB M JIPyroro oO0OpyJIOBaHMs JUIs
3aIUThl HTHPOPMALIHHL.

Tema 4. Cuctema KOHTPOJIS U YIIPABJICHUS JIOCTYIIOM.

Tema 5. IlpunHnmnel pabOThl CHCTEMbl BHIACOHAOIIONEHHS M €€
IIPOCKTHPOBAHHE.

Pasznen 2
MoHTaxX pa3dyHbIX TUIOB AaTYMKOB. [IpoexTupoBaHue yCTaHOBKH

CUCTeMbl I10)KAPHO-OXPAHHOW CHUTHAIM3ALMU 110 3aJaHdui0 U ee
peanmzanusi. [Ipumenenue IIPOMBIIUIEHHBIX ocrriiorpados,
YacTOTOMEPOB W T'€HEPATOpPOB M JIPYroro 0OOPYIOBAHMS ISl 3ALIUThHI
uHpopManuu. PaccMoTpeHue CcHCTEMbl KOHTPOJS M YIIPABICHUS
JIOCTYTIOM. Paccmorpenue IPUHITUIIOB paboThI CUCTEMBbI

BUJICOHAONIIOJICHUST M €€ IPOEKTUpOBaHHE. PaccMoTpeHue aaTduKoB
HepuMeTpa, WX [PHHIUAIOB pPadOTHL. BBIOIHEHWE 3BYKOH3OJISIIUH
HOMEIIEHUI CHCTEMBI 3allyMJIeHHs. Peau3alus 3aluThl OT yTEUKH 110
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Tema 6. JlaTyuKy IepuMeTpa, KX IPUHIUIIOB padoThL. Bhimonnenue
3BYKOH3OJISAIIMH TOMEIIEHUH CHCTEMBI 3al1yMJICHHS.

Tema 7. Pea3anyst 3a1UTHI OT YTEUKH 110 LEIISM DJIEKTPOIIUTAHMS
U 3a3eMJICHMUSI.

Tema 8. Pa3zpaboTka OpraHu3alMOHHBIX U
MEPOTIPUSITUH 110 3a/IaHHIO IIPEI0/1aBaTe]Is;

Tema 9. PaspaboTka OCHOBHOW JIOKYMEHTALMU II0 HHIKCHEPHO-
TEXHUYECKOM 3aluTe HHPOPMALIUH.

TCEXHHUYCCKHUX

EISIM DJICKTPONIUTAHUS B 3a3eMieHus. Pa3paborka opraHu3alluOHHbIX 1
TEXHHYECKUX MEPOIPHUATHI [0 3aJaHHIO IpernojaBateist; Paspaborka
OCHOBHOW JOKYMEHTAIlMM [0 HMHKEHEPHO-TEXHUUYECKOU 3aluTe
uHpopmanuu.

IIM.04 BeinojHeHHe padoT 1O OJHOH HIIH HECKOJILKHM
npodgeccusiM padodnx, J0JKHOCTIM CJIyKaIHX

Tema 1.1.PaboTa ¢ ycrpoiicTBaMU KOMIIBIOTEPHON CHCTEMBI

Tema 1.2.Pabota ¢ mporpaMMHBIM 00€CIIEYeHUEM KOMIIBLIOTEPHON
CUCTEMBI

Tema 1.3.

JIMarHocTHKa HEMCIIPABHOCTEH CUCTEMBI, BEICHUE JIOKYMEHTAIIUH
Tema 2.1.

Pabora B TEKCTOBOM I1poOLIEcCOpe

Tema 2.2.

PaGora B pejlakTope 3JIeKTPOHHBIX TabJIHIL

Tema 2.3.

Pabora B iporpamMme IoJIrOTOBKH U IIPOCMOTpPA NPE3EHTAIIMI
Tema 2.4.

PaGora B cucTeMe yrpapieHus Oa3aMu JJaHHBIX

Tema 2.5.

Pabora B rpaduuecKux peakropax

Tema 3.1.

Pabora ¢ pecypcamu MuTepuera

Tema 4.1. 3ammra uHpOpMAIHK TIPH padoTe ¢ OPUCHBIMH
IPUIIOKECHUSIMU

N3ydenne apxutekTypbl DBM, CTpyKTypbl UM OCHOBHBIX IIPHHIIMIIOB
paboter DBM

PaGora ¢ JIOMOJHHUTENBLHBIMHA BHeEIMHUME ycTpoiicTBamu [IK: mouck
JIpaiiBepoB, MOJAKIIOYEHHE, HACTPOMKa

VYcTaHoBKa M 3aMeHa PacXOJIHBIX MaTepUasioB Ui IPUHTEPOB, KCEPOKCa,
I0TTEepA.

VYcraHoBKa ONepanuoHHOM cpebl, HacTpolika unrepdetica OC (pabounii
CTOJI, 0€30TIaCHOCThH CHCTEMBbI, ITOIKIIOUEHUE K CETH).

YcranoBKa MPUKITAHBIX IIPOTPAMM.

VYupasienue (aililaMu JaHHBIX HA JIOKAJIBHBIX CHEMHBIX 3aIllOMHHAIOLIUX
YCTPOUCTBAX, @ TAK)Ke HA JUCKAX JIOKAIbHOW KOMIIBIOTEPHOW CETH U B
HHTEpHETE

Jmarnocruka IIPOCTEHIINX HEUCIIPaBHOCTEN [IEPCOHAIBHOIO
KOMITbIOTEpa,  nepudepuitHoro  o0OpPYJIOBaHUS M KOMIIBIOTEPHOM
OPITEXHUKH

OdopmiieHHe OTYETHOM JOKYMEHTAllMM B COOTBETCTBHM C IIEPEUHEM
paboT, BBIOJIHIEMBIX B IOPSJIKE TeKyIIeh sKkcruryatanuu DBM
CxaHHpOBaHUE TEKCTOBBIX JIOKYMEHTOB U UX PACIIO3HABAaHUE

Cosyianue JOKYMEHTOB B TEKCTOBOM IIPOLIECCOPE, CO3AaHUE JOKYMEHTOB C

[IpomerxyTodHast aTTecTalyst 10 y4eOHOM IIpaKTHKe [OMOIIBIO IIabJOHOB, BBOJI TEKCTOBOW HMHGMOPMALMK, COXPAHEHUE
JIOKYMEHTOB
dopMaTHpOBaHWE U PEJAKTUPOBAHHE JOKYMEHTOB B TEKCTOBOM
poIeccope.
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Pabota ¢ TabimamMu B TEKCTOBOM MIPOLIECCOPE.

Pabota ¢ quarpaMmamu B TEKCTOBOM IIPOIIECCOPE.

Pabora ¢ rpaguueckuMu 00BEKTAMH B TEKCTOBOM TIPOIECCOPE.

[leyaTh JOKYMEHTOB B TEKCTOBOM IIPOIIECCOPE.

Cosznanne u QopmaTupoBanue TaOIMIBI B PENAKTOPE HJIEKTPOHHBIX
Ta0IHIL

Brruucienue ¢ nomoupio GopMyIt B 3J€KTPOHHOI Tabiuie

PaboTa co BCTpoeHHBIMU (QYHKIIHSIMHE B 5JIEKTPOHHON TabIuie

Pabota co cimckaMu B 371eKTPOHHOM TabiuIe

Co3nanue Gpopm 1 BBOJA JAHHBIX B TAOIMIIb]

Coznanue u pabora ¢ JuarpaMmmamu | rpagukamu

OOMEH NaHHBIMH MEXTY TEKCTOBBIM IIPOIIECCOPOM M DIEKTPOHHOM
Tabymnen

[TocTpoenne npe3eHTaNN pa3THYHBIMHU CIIOCOOAMHU

O06paboTka 00BEKTOB CJIAJIOB IpE3eHTALUI

Hactpoiika anumanuu o0beKTOB

Hactpoiika mokasa ¥ J1eMOHCTpAIMsi Pe3yibTaToB pabOThl CPENCTBAMU
MYJIbTUME/IHA

BBoJ1 1aHHBIX B TaOIHIIBI a3kl JaHHBIX

Cosllanue NpoCTHIX 3ampocoB 0e3 mapameTpoB W ¢ [apameTpaMH.
Co3zranue 0T4eToB

PucoBanue 00beKTOB cpeAcTBaMHU I'padHUECKOro PelakTopa.

Pabota ¢ 3aMBkaMi 1 KOHTYpaMH B IIPOrpaMMe BEKTOPHOM rpaduku.
Pabora ¢ TekcTOM B Iporpamme BEKTOPHOU rpaduku.

Pabota ¢ spexramu mporpamme BeKTOpHON rpauky.

BceraBka M peJakTHpOBaHHE TOTOBOTO M300PAKEHMS C HCIIOIb30BAHHEM
IIPOrpaMM pacTpoBOi rpahuky.

Pabora ¢ uBeTOM ¢ MCIOIB30BAHUEM IPOTPAMM PACTPOH rpaduKH.
Pabota co ciiosamMu ¢ HCIIOIB30BAaHUEM IIPOrPAMM PACTPO IpaduKH.
Pabora co cmemsddexTamMu, ¢ HCIOIB30BAHHEM [IPOIPAMM  PACTPOBOIL
rpaduku.

Co3nanue 1 0OMEH MUChbMAMHU SJICKTPOHHOM IIOYTHI.
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Hapuranus o BeG-pecypcam MHTepHEeTa ¢ MOMOIIBIO MporpaMMbl BeO-
Opay3sepa.

Ilouck, coprupoBka M aHaIM3 HHOOPMAIMM C IMTOMOIILIO ITOMCKOBBIX
UHTEPHET CalTOB.

[lepecbuika u myOnukarus daitinos qaHHbIX B MHTEpHETE

Vcnonp3oBaHue MITAaTHBIX CPEJICTB 3AlIMTHI ONEPAIMOHHON CUCTEMbl U
IPUKJIA/HBIX IPOIPAMM.

[IprMeHeHne napoIbHOM 3aIIUThI.

VYcraHoBKa aHTUBUPYCHBIX [IPOrpaMM, UX HacTpoiika. OOHOBIEHUE 0a3bl.
BeiosiHeHMe apXUBUPOBAHUS JIAHHBIX.

Bpinosinenue pe3epBHOro KONUPOBAHUS U BOCCTAHOBJICHHUS JAHHBIX
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3. YCJIOBUS PEAJIM3ALMUA [TPOI'PAMMbI YUYEBHOM
IMPAKTUKHA

3.1. MarepuajbHO-TeXHHYecKoe obecreyeHne
JlaGopaTopusi HHPOPMANMOHHBIX TEXHOJIOTHii, TPOrPAMMHpPOBaHHsI H 623
JAAHHBIX
Crnenanu3upoBaHHasi MeOelb:
CTOJ CTyIeHY€eCKU# OHOMECTHBIH — 26 IIT.
CTyJibst KOMITBIOTEPHbIE — 26 IIIT.
Cron (yuyuTenbckuit) — 1 mir.
Cryi (yauTenbekuid) — 1 mr.
Jlocka (menoBasi) — 1 1wT.
TexHuyecKne cpeficTBa 00yUeHHUS:
KommbroTep cTyIeHYeCKUH — 25 1IT.
KommproTep npernoaabatens — 1 mrT.
[lepeyeHb TMIEH3UOHHOTO IPOrPAMMHOTO O0eCTIeUeHNMS:
1) AnTusupycHast 3amura: ESET NOD32
2) Windows, Microsoft Office
3) Project Expert, Microsoft SQL Server, Microsoft Visual Studio, 1C
Ipennpustue (yae6nas Bepcus), Koncynprant [lroc
KoMIIBIOTEpbI TIOIKIIOUEHbI K JIOKaTbHOM BBIYMCINTEILHOMN CETH,
nHdOpMaIMOHHO-06pasoBatebHOM cpene PunyHuBepeuTeTa u ceTH MuTepHeT

JIaGopaTopus cereii 1 cHcTeM Nepeaayu HH(popManuu
CrnennanusupoBaHHas MeOelb:

CTON CTyIeHYECKU AByXMEeCTHBIN — 22 MIT.
CTOJ1 CTy/IeHYeCKUU OJIHOMECTHBIN — 25 1IT.
Crylnbst CTyIeHUeCKHe —67 IIT.

Cron (yuyuTenbCeKkuit) — 1 mr.

Crysn (yauTenbeKkuii) — 1 mr.

Jlocka menoBast — | mT.

TexXHUUECKHE CpeICTBA 00yUEHHS:
KommnbroTep cTyIeHUecKui — 15 mr.
KomnproTep mpenoaasaTens — 1 .
MyibTHMeMa-IIPOEKTOp - | IIT.

DKpaH C JIeKTPOIPHBOIOM — | IT.

KOIOHKH Ul BOCIIPOM3BEICHUS ay/JMo — 1 1IT.

KOMITbIOTEpbI TOJIK/IIOYEHbI K JIOKaTbHOM BBIYMCIUTEILHON CETH,
uHbOpMaIHOHHO-06pa3oBaTenbHOM cpee PunyHuBepeuTeTa  ceTH MHTepHeT
ITepedenb IUIIEH3HOHHOTO IPOrPAMMHOTO OOeCIIeUeHHs:

1) AntusupycHas 3amura: ESET NOD32

2) Windows, Microsoft Office



3) Microsoft Visio, Microsoft Project, Microsoft SQL Server, Microsoft Visual
Studio, 1C Ipennpusitue (ydeOHast BepCHs), SMYJIATOPbI AKTUBHOI'O CETEBOTO
060pyI0BaHus, IPOrpaMMHOe oDecrieueHnue CeTeBOro 000py10BaHus
KoMruiekT yueOHO-HarIsAHBIX 1ocoOui. Ilmakarel, CTeH bl

JlaGopaTopusi IPOrpaMMHBIX H NIPOrPAMMHO-ANNAPATHBIX CPEACTB 3aIHUThI
uHpopMaHu

Crenann3upoBaHHasi MeOellb:

CTOJI CTYIeHUECK A JIByXMECTHBIN — 14 1mT.

CToOJ CTy/IeHYeCK i OJTHOMECTHBIH — 20 1mT.

Crysbst cTyIeHuecKkue — 48 1iT.

Croun (yuutenbckuil) — 1 mr.

Cryn (yuutenbckuit) — 1 mir.

Jlocka menoBasi — 1 wT.

TexHuuecKkue cpe/IcTBa 00yUeHH:

KomMrisroTep cTyieHdeckuit — 18 mr.

KommbroTep npernojaasatens — | wiT.

MynbTUMeHa-IpoeKTop - | mr.

Dkpan — | wr.

KoJIOHKH JUis BOCIIPOU3BEACHUS ayAH0 — | 1IT.

KoMIBIOTEpPBI MOAKIIOYEHBI K JIOKATbHON BHIYMCIUTEILHON CeTH,
nH(MOpPMaLMOHHO-00pa3oBaTeIbHOM cpesie PunyHuBepcuTeTa 1 ceth MuTepuer
[lepeuenb JTULEH3MOHHOTO IPOrPAMMHOIO 00eCIIEYEHHMS:

1) Aarusupychast 3amura: ESET NOD32

2) Windows, Microsoft Office

3) Microsoft Visio, Microsoft Project, Microsoft SQL Server, Microsoft Visual
Studio, 1C Ipeanpusitue (yueOHas BepcHs)

KoMmruiekT y4eOHO-HarJIsJHBIX T0COOMH, MIIaKaToB, MPOTrpaMMHO-aIapaTHbIE
cpezctsa 3aumThl pHGopMarun or HCJL, 6:10kMpoBKH 10CTYNA U HAapyLIEHUA
[[eJIOCTHOCTH, POTPAMMHBIE M TIPOrPaMMHO-AIIapaTHbIE CPE/ICTBA OOHAPYIKEHHUS
BTOPIKEHUH, CPe/ICTBA YHUYTOKEHHUSI OCTATOYHOH MH(OPMALNH B 3aIIOMUHAIOIINX
YCTPOMCTBAX,

TporpaMMHbIe cpe/icTBa BbisiBIeHHs ysa3pumocteit B AC u CBT,

IIPOrpaMMHbIE CpeCTBA KpUITorpaguueckoi 3amThl HHGOpMALINH,
IpOrpaMMHBIE CPeICTBA 3aIUThI CPEJIbl BUPTYaIU3aLUH.

JlaGopaTopusi TEXHHYECKHX CPEICTB 3aIHThl HHPOPMALHH
Creruanu3upoBaHHas MeOellb:

CTOJ CTyIeHYECKHH ABYXMECTHBIN — 17 1T,

Cron cTyIeH4eCKUI OTHOMECTHBIN — 3 mrT.

Crysbst cTyneHueckue — 29 mr.

Cro (yauTenbckuit) — 1 mr.

Crys (yuuTenbekuit) — 1 mr.

Jlocka menoBast — | 1IT.
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[kad — 1 mr.

Tymba — 1 .

TexHuYeCKHe cpe/icTBa O0yUEHHUS:

KoMmrmprorep CTyAeHYeCKUIA — 8 IIT.

Kommprorep npernoaBatens — 1 mr.

KoMIbroTepsl MOAKIIOYEHbI K JIOKAIbHON BBIYUCIUTEIbHOM CETH,
MHpOPMALOHHO-00pa3oBaTebHO cpene PuHyHuBepeuTeTa i cetu MarepHer
[lepeueHb TUIEH3MOHHOTO IPOTPAMMHOI0 00ECTIeYeHHS:

1) Aurusupychas 3anmra: ESET NOD32

2) Windows, Microsoft Office

3) Microsoft Visio, Microsoft Project, Microsoft SQL Server, Microsoft Visual
Studio, 1C Ipexanpusitie (yueOHas Bepcus)

KoMmmiekr  y4eOHO-METOAMYECKOH  JIOKyMEHTAllWH, TeMaTH4eckue  Ialku
JMAKTUYECKUX MaTepuaioB, npuOOpsl U 00OpymoBaHHWE JUlsi TPOBEJCHHS
HArTSIAHBIX M MPAKTUUECKMX 3aHSTUH: anmaparHble CPeJCTBa ayTeHTU(HKALNH
MTOJIB30BATENs, CPENACTBA 3alUTHl MHPOPMALUKM OT YTEYKH IO aKyCTHIECKOMY
(BHOpPOAKKYCTHUECKOMY) KaHaly M KaHaly TOOOYHBIX —5JIeKTPOMArHUTHBIX
W3TydeHWil M HABOJOK, CPEJCTBA M3MEPEHHs NapamMeTpoB (HU3MYECKUX MoJIeH
(2]IeKTPOMArHUTHBIX M3Jy4eHHIl 1 HABOJOK, aKyCTHUYECKHX (BUOPOAKYCTHYECKHX)
KoNneGaHuii | T.I.), CTeHIbl (PM3MYECKON 3alIUThl OOBEKTOB MH(OpMATH3ALMH,
OCHAIIICHHBIMU CPEJICTBAMH KOHTPOJIsSl JOCTYIIA, CHCTEMaMM BHIEOHAOMIIOACHUS 1
OXpaHbl OOBEKTOB, CHCTEMa aKyCTHYECKMX W BHOpOAKyCTHYECKHX TIOMEX.
MHoOrodyHKIIHOHAIBHBIA — MOUCKOBBIA — mpubop, Pentrenmerpsr,  Jlosumerp
WHIMBH/TYaJIbHbBIA

*(OcHallleHHe CreNUai3HPOBAHHOIO KaOUHETa JUlsl MHBAJIUIOB: OCAI0YHbBIX MECT,
CIIeLMANM3UPOBAHHbIE PEryIUpyeMble CTONBI, pabovee MECTO IpernojaBarelis,
[POEKTOP, IKPaH, EPCOHANBHBIN KOMIIBIOTEP, 3ByKOYCHIIUTE/IbHAS CUCTEMA.

KomnbroTepHbIi Kjace

Crienanu3upoBaHHas MeOeb:

CTOJ CTYyIeHYEeCK I OTHOMECTHBIN — 15 mT.

Crysbst cTyeHueckue - 21 mr.

Croun (yuutenbckuit) — 1 mr.

Crys (yuyuTenbekuii) — 1 mr.

TexHUUECKHe CpeICTBa 00yUeHHs:

KommnproTep cTyeHYecKui — 15 mit.

KommproTep npernoaBaTens — | mr.

My ibTHMeIna-poeKTop - | mr.

WuTepakThBHAs J0CKa — | 1wT.

KOMITBIOTEPBI MOKIIIOYEHBI K JIOKATbHOM BHIYMCIIUTENBHOM CETH,
HH(pOPMALHOHHO-00pa3oBaTebHOil cpene PuHyHuBepcuTeTa U ceTH MuTepHer
[lepeueHb JUIEH3UOHHOTO IPOTPAMMHOTO O0€eCIeYeHHS !

1) Aaruupycras 3amuta: ESET NOD32

2) Windows, Microsoft Office
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3) Microsoft Visio, Microsoft Project, Microsoft SQL Server, Microsoft Visual
Studio, 1C Ilpenanpustue (yuebHast Bepcusi)

KoMmruiekT y4eOHO-HarIsI THBIX TOCOOMH:

O6pasibl pasIMYHbIX KOMIUIEKTYIOLIMX CUCTEMHOI0 0JI0Ka (BKIIHOYas:
MaTepUHCKHUE TIIaThI, TIPOIIECCOPBI, BU/IEO KaPThl, CETEBbIE KAPThl, OJIOKU MU TAHUSL,
OIepaTHBHYIO MAMSTh, ClIeLHaIbHbIE TIAThI)

CTeH bl 110 YCTPOMCTBY MTPUHTEPOB (MAaTPUUHBIN, CTPYHHBIN, JTa3€pHbIH, LIBETHON
Ja3epHBIN )
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4. KOHTPOJIb U1  OLEHKA PE3YJIbBTATOB OCBOEHMHS
MPOI'PAMMBbI YYEBHOM MPAKTUKH

KoHTpoib ¥  OIlEHKa  pe3ylbTaTOB  OCBOEHHUS  y4eOHOW  IPaKTHKH
OCYIIECTBIISIOTCS PYKOBOJIUTENIEM MIPAKTUKH B IIPOLIECCe MPOBEIEHUS IIPAKTUKH,
CaMOCTOSITEJIbHOTO ~ BBITIOJIHEHUsT  OOy4arOLUMUCS  3aJaHUi, BBINOJIHEHUS
MPaKTUYECKUX POBEPOUYHBIX padoT. B pe3ynbraTe ocBoeHMsl y4eOHON PaKTHKH
B paMKax Mpo(ecCHOHATLHOTO MOJYJIsS CTYJEHTbI IPOXOIAT IIPOMEKYTOUHYIO

aTTectanuio B hopme nuddepeHIMpoBaHHOrO 3a4éTa

Pe3yabTarel 00yyeHust (0CBOEHHBbIE YMEHHUSI, IPAKTHYECCKHI ONBIT
B paMax BH/Ia 1eITeJIbHOCTH)

®opMBbI H METO/bI
KOHTPOJISI U OLCHKH
pe3yJIbTaToB 00y4eHus

Buj nesitesibHOCTH: DKCIUTyaTAIMs ABTOMATH3HPOBAHHBIX
(nHOopMAIHOHHBIX) CHCTEM B 3aIUINEHHOM HCIOJIHEHHH

HNmeTh npakTHYeCKHil ONIBIT:
— YCTaHOBKH M HACTPOMKH KOMIIOHEHTOB CHCTEM 3alUThl HH()OPMAIUN
ABTOMATH3MPOBAHHBIX (MH(POPMAIMOHHBIX) CUCTEM;
—  aIMHHHCTPUPOBAHMs aBTOMATH3MPOBAHHBIX CUCTEM B 3aIUIIECHHOM
UCTIOJIHEHHUH, KOHMPOIL CMAOUILHOCIU XAPAKMEPUCTNUK  CUCTEMbL
3awumol ungopmayuu’™;
— DOKCIUTyaTallid  KOMIIOHEHTOB CHCTeM  3alluThl  HH(OpManuu
ABTOMATHU3UPOBAHHBIX CUCTEM;
— JHArHOCTHKH  KOMIIOHEHTOB CHCTeM  3alluThl  HH(OpManuu
AaBTOMATH3UPOBAHHBIX CHCTEM, YCTPAHEHHs OTKA30B M BOCCTAHOBIICHUS
paboTOCIIOCOOHOCTH ~ aBTOMATHU3UPOBAHHBIX  (MH(OPMAIMOHHBIX)
CHCTEM B 3allUINEHHOM HCIOJHEHUH, KOHMPO/SL COOMEemcmeus
KOHuUeypayuu cucmemvl 3aujumol UHGOpMAyUU ee SKCNIYaAmayuoHHOU
Ookymenmayuu™*;
- AOMUHUCTIPUPOBAHUS aABMOMAMU3UPOBAHHBIX cucmem 8
3AUUWEHHOM — UChOJHeHUU  uHgopmayuonnon  cucmemvr  1C:
IIpeonpuamue; *
— YCMAHOBKU U HACMPOUKU ONePAYUOHHBIX — CUCINEM  CeMelcms
Windows u UNIX ¢ yuyemom mpebosanuit no obecneyeHuro
ungopmayuonnot bezonacHocmu™;
— obHapydceHuss u YcmpaweHusi OWUOOK Npu nepeoaye OAHHbIX 6
KOMNbIOMEPHBIX Cemsax™;
—  pabomwi ¢ NPOMOKOLAMU PAZHBIX YPOGHEN ™,

Ymersn:
- OCYIIECTBIIATh KOMIUIEKTOBaHWE, KOH(MUI'YpUPOBAHUE, HACTPOHKY
ABTOMATU3MPOBAHHBIX CHCTEM B 3AIIUIIEHHOM HUCIIOJIHEHHHU KOMIIOHEHT
CHCTEM 3al|Thl HHPOPMAITHH aBTOMATU3UPOBAHHBIX CUCTEM,
—  OpraHu30BbIBaTh, KOH(MHUIYPHPOBATH, HPOU3BOAUTH  MOHTAK,
OCYIIECTBISATh ~ JHArHOCTHKY W YCTPaHATh  HEUCIPABHOCTH
KOMITBIOTEPHBIX CeTeH, padoTaTh C CETEeBBIMH IPOTOKOJAMU Pa3HBIX
YPOBHEH;
— OCYIIECTBISTh KOHOUTYPHPOBAHUE, HACTPOHKY KOMIIOHEHT CHCTEM
3aIUATHl HKHOOPMAIIMH aBTOMAaTH3UPOBAHHBIX CUCTEM;
— MPOHM3BOJIUTH YCTAHOBKY, Q/aNTAlMI0 U COIPOBOXK/IECHHE THUIIOBOTO
IPOrPaMMHOr0 OOecHeueH sl, BXO/SIIEr0 B COCTaB CHCTEM 3alllUTh

HH(OPMAIK aBTOMATH3UPOBAHHON CHUCTEMbI

Habmonenue 3a
JIeSATEIIbHOCTHIO
oOyyJarorerocs Ha
yueOHOM MpakTHKe.
OrieHKa JIeTeIIbHOCTH
oOyyJarorerocst Ha
yueOHON MPaKTHKE.
JluddepenunpoBanHbIit
3a4eT

34




— HACTpaMBaTh U YCTPAHSATH HEHCIIPABHOCTH IPOrPaMMHO-aNIIapaTHBIX
CPEJICTB 3aIMTHl HHPOPMAIIUK B KOMIIBIOTEPHBIX CETSX 110 3aJaHHBIM
paBUJIaM;
— obecrmeunBaTh padOTOCHOCOOHOCTH, OOHAPY)KUBATH U YCTPAHATH
HEHUCIPaBHOCTH
— obecnevusamv NPoOGePKy QYHKYUOHUPOBAHUS 6CIMPOCHHBIX CPEOCmE
3auumol  UHGOpMayUuL U CE0EBPEMEHHOE OOHAPYIICEeHUEe NPUSHAKOS
HAMUYUSL 8PEOOHOCHO20 NPOCPAMMHO20 0becnedeHus™
— VCMAaHasIusamy,  KOH@uUeypupoeams U KOHMPOJIUPOSAMb
KOPPEeKMHOCb HACMPOUKU MeHCCeMeBbIX IKPAHOG 6 COOMEEeMCmeul ¢
3A0AHHLIMU NPABULAMU™;
— hopmynuposame u HacMpausame NOIUMUKY 6€30naACHOCMU OCHOGHbIX
ONePAYUOHHBIX CUCTEM, A MAKNHCE JIOKANbHBIX KOMNLIOMEPHbIX Cemell,
NOCMPOEHHBIX HA UX OCHOBe, *
— €030asamv, peoaKmuposams U 00CLYHCUBAMb ASMOMAMUUPOBAHHYIO
cucmemy ynpasienus npeonpusmuem Ha oase «1C: IIpeonpusmuer, *

— nposepsmb NPABUILHOCMb nepedai OaHHbIX. *

Bupn nesitreibHocTi: 3amuta nndgopmanuu B
ABTOMATU3HPOBAHHBIX CHCTEMAaX NIPOrPAMMHBIMH H
NPOrpAMMHO-ANNAPATHBIMH CPeICTBAMH

NmeTh npakTHYeCKUI ONBIT:

- YCTAHOBKH, HACTPOMKH TMPOTrPAMMHBIX  CPEJICTB  3AIIUTHI
HH(pOpMAIK B aBTOMATH3UPOBAHHON CUCTEME;

- obecrieuyeHusl 3alliThl aBTOHOMHBIX — aBTOMATH3UPOBAHHBIX
CHCTEM ITPOrPAMMHBIMH U TIPOTPaMMHO-AIIIApaTHBIMK CPEICTBAMH;
- TECTUpOBaHUS (YHKIHH, AMArHOCTHKA, YCTPAHEHUS] OTKAa30B M
BOCCTAHOBJIEHHUS padOTOCIIOCOOHOCTH MPOIPAMMHBIX U IPOIPAMMHO-

anrapaTHbIX CPEICTB 3aIMUTh HH(OPMALIUH;

- perrenus 3aa4 3amuthl oT HCJI k mHpOpMaIu orpaHi4eHHOT0
JIOCTYIa C IOMOIIBIO MPOTrPAMMHBIX M HPOrpaMMHO-aIapaTHbIX
CpEJICTB 3aIUThI HHPOPMAIIH;

- OPUMEHEHHS]  3JCKTPOHHOH  MOINHMCH, CHUMMETPUUYHBIX H
ACUMMETPHYHBIX ~KPUNTOTpahUIEeCKUX aJIrOPUTMOB, H  CPEJICTB
U POBAHUS TAHHBIX;

- yuéra, 00padOTKM, XpaHEHHs W Iepejadyd HHGOpPMALUU, UL
KOTOPOH yCTaHOBIIEH pexKUM KOH(HICHI[MAIBHOCTH,
ungpopmuposanue  nepconaia 006  yepozax — 0OezonacHocmu
ungopmayuu™;

- paboTBhI C MOJICHCTEMAaMH PETUCTPALIUU COOBITHH;

- BLISIBJICHHS  COOBITMH W HMHIMJCHTOB  0OE3011aCHOCTH B
ABTOMATU3UPOBAHHOU CHCTEME;

- NPUMEHeHUs.  MEeXHON02UU  Puibmpayu  pasiudHblX — 6U006
mpaguxa; *

- ocyuecmensime  (puibmpayuio nepexeaieHHo2o mpaguxa Ol
NOUCKA HAUOCHHBIX UHYUOCHMOB, 8blOAYY pA3peuleHus/3anpeujeHus
Ha O00CMABKY ONpedeenHblX OAHHBIX, AHAIU3  COOePHCUMO20
nepexsaueHnoe0  mpaguka ¢ Yeivblo  EblAGIeHUA  HAPYULCHUT

KOpnopamueHoil NOIUMUKU bezonacnocmu, OUACHOCMUKY
pabomocnocobrHocmu, u m.n.*
Ymern:

Habmonenue 3a
JIeSITeNTbHOCTBIO
oOyyarorerocst Ha
yueOHOH! IIpaKTHKE.
OreHka J1esiTeJIbHOCTH
oOydarorerocst Ha
yueOHOI MpaKTHKE.
JluddepenupoBaHHbIi
3a4er
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—  yCTaHaBJIMBaTh, HACTpauBaTh, IMPUMEHITH IPOrPAMMHBIC U
MpOTrpaMMHO-aMIapaTHbIe CPEJICTBA 3aIUTHI HHPOPMAIIUH;

—  yCTaHaBIIMBAaTh M HACTPAMBATh CPEJICTBA AHTUBUPYCHOM 3aIIUTHI
B COOTBETCTBHH C MIPE/IBSIBIIIEMBIMU TPEOOBAHUSIMH;

—  JIMarHOCTHPOBATH, YCTPaHSATh OTKa3bl, oOecrieynBaTh
paboTOCIIOCOOHOCTL M TeCTHpoBaTh  (YHKIMH  HPOrPaMMHO-
anrapaTHbIX CPEJICTB 3alIUThI HHPOPMAIHH, IPOSOOUMb MOHUMOPUHZ,
amanuz u cpasueHue PHeKkmusHOCmU  NPOCPAMMHO-ANNAPAMHBIX
cpeocms 3auumol UHGOPMayUL 8 ONePAYUOHHBIX CUCTEMAX,

—  OPUMEHSTH  TPOTpaMMHBIE W IPOrPaMMHO-aIapaTHbIe
CpeJIcTBa JUTs 3l Thl HH(GOpMaInU B 0a3ax JIaHHBIX;

—  [POBEpSTH BBINOJHEHHE TPEOOBAHKH 110 3amuTe HHGOPMAIIUU OT
HECAHKITMOHUPOBAHHOTO  JIOCTYIla TpPH  aTTeCTalliki  O0OBEKTOB
uHpOpMATH3AIKH 110 TPeOOBAHUAM 0€30IaCHOCTH HH(POPMAIIHH;

— IPUMEHATh MaTeMaTHYeCKWH  ammapaTr JUld  BBITOJHCHHS
KpunTorpaduieckux npeodpazoBaHuii;

—  HCIOJIB30BaTh THIIOBBIE TPOTpaMMHBIE KpulTorpaduyeckue
Cpe/ICTBA, B TOM YHCJIE HJIEKTPOHHYIO ITO/IITHCE;

— NPUMEHATH  CPEJICTBA  TIapaHTUPOBAHHOTO  YHHUTOKCHHS
uHpopmaIuu;

—  yCTaHaBJIMBAThH, HACTPAMBATH, IIPUMEHSTH IPOTPAMMHBIC U
pOorpaMMHO-aINapaTHbIe CPEACTBA 3alUThl HH()OPMAIIH;

—  OCYIIECTBISITH ~MOHHUTOPHHT W PETUCTPAIMIO  CBEJICHHUH,
HEOOXOMMBIX JIUTSl 3aIIUThl 00BEKTOB HHPOPMATH3AIINH, B TOM YHCIIE
C UCIIOJIB30BAHUEM ITPOIPAMMHBIX M IPOIPAMMHO-AIaPaTHBIX CPEJICTB
OOHapyKEHUS, TPEIYNpexkJeHHs | JMKBUJIAIMKA  IOCIEICTBUAN
KOMITBIOTEPHBIX aTakK;

= oghopmusmb IKCNILYAMAYUOHHYIO OOKYMEHMAYUIO NPOSPAMMHO
annapammsix cpeocms 3awumol uHopmayuu, *

- onpeoensamy yeuu U 3a0aqu 6 usyyeHuu npoekma, *

-paspadameieams  NOAUMUKY  UHDOPMAYUOHHOU Oe30nacHocmu  Ha
0CHOBE CaMOCMOAMENbHOU KIACCUDURAYUY 00BEKMOE 3auUmbl,

- ocywecmenams  YCMAHOBKY,  pA36EpmMulednie,  HACMPOUKY U
ucnoavzosanuem DLP-cucmem.*

Buj nesitenbHocTH: 3amuTa HHGOPMAIHH TeXHHYECKUMHU
cpeacTBaMH

HNmeTh npakTHYeCKHIT ONBIT:

— YCTaHOBKHM, MOHTaXa M HACTPOWKHM TEXHUYECKHX CpEJICTB
3alUThl HHPOpMAIUN;

—  TEeXHMYECKOT0 OOCTYy)KHBAaHUS TEXHHYECKUX CPEJCTB 3aIlUTHI
uH(pOpPMAIIH;

— IPUMEHEHMs OCHOBHBIX THIIOB TEXHHYECKHUX CPE/JCTB 3alUThI
uHpOpMAaIH;

— BBIIBJICHUS TEXHUYECKUX KAHAJIOB yTEUKN HH(OpMAIUHU;

— ydYacTHsi B MOHUTOPUHTE Y PEKTUBHOCTH TEXHUYECKUX CPEJICTB
3aIMTHl HHPOPMAIHH;

— JIMAaTHOCTHKH, YCTPAaHEHHUs OTKa30B U  HEUCIIPABHOCTEH,
BOCCTAHOBJICHHUs pabOTOCIIOCOOHOCTH TEXHUYECKHUX CPE/ICTB 3alUTHI
UHpOpMAITHH;

Habmonienue 3a
JIESITeITIbHOCTBIO
oOydarorerocst Ha
yueOHOH MpakTHKE.
OrneHka JesITeIbHOCTH
oOydarorerocst Ha
yueOHOH MpakTHKE.
JluddepermmpoBanHbIit
3a4eT
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— npoBeaeHusi uamepenuit napamerpos [[DMUH, co3naBaembix
TEXHUUYECKHMHU Cpe/ICTBaMU 00paboTKH MHGOPMAIMK [IPU aTTECTALUH
00BEKTOB MH(pOpPMATH3ALUK, I KOTOPOH YCTAHOBJIEH PEKUM
KOH(UICHIIMATBLHOCTH, TIPH aTTECTAIlUH 00BEKTOB HH(POPMATU3AIMH 110
TpedoBaHusIM 06€301aCHOCTH UH(OPMAIIH;

— IPOBEJCHUS M3MEPEHHUH mapaMeTpoB (JOHOBBIX IIYMOB, a TAKKE
(hu3nYecKux 1oJiel, co3aBaeMbIX TEXHUUECKUMH CPEJICTBAMH 3alIUThI
uHpOpMAIIIH;

— YCTAaHOBKH,  MOHTa)Xa ¥  HACTPOMKH,  TEXHHYECKOTO
00cIty’)KUBaHuUsl, TUArHOCTUKH, YCTPAHEHUsI OTKa30B U HEUCIIPABHOCTEH,
BOCCTAHOBJICHUsT  pabOTOCIIOCOOHOCTH  HMHIKEHEPHO-TEXHUUYECKUX
cpeicTB (pU3HYECKOH 3alUTHI;

—  MEeXHUYECK020  OOCIYICUBAHUA,  OUACHOCTMUKY, — YCMPAHEHUs
OMKA306 U  HEUCNPAGHOCMEl  MEXHUYEeCKUX — CPeoCms  3aujumel
uHopmayuu 3a cuem NOOOYHBIX SNEKMPOMACHUMHBIX U3LYYEeHUL U
HABOOOK, *

—  MeXHUuyecko2o  00CAYHCUSAHUL,  OUACHOCMUKU,  YCMPAHEHUs
OMKA306 U  HEUCHPABHOCMEU  MEXHUYECKUX Cpeocms  3aujumol
AKyCmu4ecKkol peyegou uUH@opmayuu om YmeuKu no MmMexHUudecKum
kananam.*

Ymers:

— TIPUMEHSATh TEXHUYECKHE CpeacTBa JUIS KpUOTOrpaduyeckoi
3amuThl HHGOpMALMU KOH(GHUIEHIIUAIBHOIO XapaKkTepa;

— MOpPHUMEHSTH  TEXHUYECKHE  CpeJCTBA /Ul  YHHYTOXKEHHUS
uHpOpMaIMK 1 HOCUTENeH HHpopMaIuu;

— TIIPUMEHSTh HOPMATUBHBIE IIPaBOBBIE aKThl, HOPMAaTHBHbIE
METO/IMYECKUE JIOKYMEHTBHI 110 OOECICUeHHIO 3allUThl HH(pOpMaIUu
TEXHUYECKUMH CPEJICTBAMM;

— TPUMEHSTh TEXHUYECKHUE CPEJICTBA UIsl 3alUThl HHPOPMAIMHK B
YCIOBHSIX TPUMEHEHHUSI MOOMIIBHBIX YCTPOUCTB 00paboTKU U nepeiaun
JTAaHHBIX;

— MOpPHUMEHSITH CpEJICTBA OXPAaHHOW CHUTHAIM3AIMU, OXPAHHOIO
TEJCBUJICHUSI W CHCTEM KOHTPOJsl W YIPaBICHHS  JIOCTYIIOM,
MEXHUYECKUX CPeOCm8 3auumbl aKyCmudeckoll peuegoil ungopmayuu
Om ymeuKku no mexHuyeckum Kanaiam™;

— NPUMEHSTH HMHKXEHEPHO-TEeXHUUECKUE cpeacTBa (hU3MUecKon
3aMUTHl 00BbEKTOB HH(OpMATH3AIIH,

—  NpoU3800UMb YCMAHOBKY U MOHMAIC, HACMPOUKY U UCNbIMAHUE,
mexHuveckoe — 00CIYICUBAHUE — MEXHUYECKUX  CPeOCmE  3aujumol
uHopmayuu om ymeuku 3a cuyem NOOOUHBIX NEKMPOMALHUMHBIX
U3NYYeHUll U  HABOOOK 6 COOMEEeMCMmEUU ¢ UHCMPYKYUAMU N0
aKChLyamayuu U mpebosaHusMU  HOPMAMUBHO-MEMOOUYeCKUX
00KyMenmos . *

Bua nesitetbHocTH: BhinmonHeHue padoT MO OJAHOH MM HECKOJIHKHM
npodeccusiM paboUunX, JOJDKHOCTSIM CITYKaIIUX.

UMeTh NPAKTHYECKHH OTbIT:
BBITMIOJTHEHUST TpeOOBaHUI TEeXHUKH O€30MacHOCTH IMpu padore ¢

BBIYUCIIUTEIBHON TEXHUKOMH;

Hab6mronenue 3a
JIESITEIBHOCTRIO
oOyyarorerocst Ha
y4eOHOH MpaKkTHKeE.
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-Opranu3alm pabouero Mecta  omeparopa  AJIEKTPOHHO-
BBIYHCITUTETHHBIX W BBIYHCINTEIbHBIX MamuH (06.032 A/01.5);
-IIOATOTOBKH 000PY/IOBAHUSI KOMITHIOTEPHOH CHCTEMBI K padboTe;
-MHCTAJIAIAN,  HACTPOUKH M OOCIYKMBAHHS  [POrPAMMHOIO
oOecnieueHust kommploTepHo#t cuctemsl (06.032 A/01.5);

-ynpasieHus (aitiamu;

-IIpUMEHEHHUs] OQUCHOTO MPOrPaMMHOT0 0OECTIeUeH s B COOTBETCTBUU
C IIPUKJIA/THOM 3a/1a4eid;

-MCII0JIb30BAHUS PECYPCOB JIOKATHHON BBIYMCIUTEIHLHON CETH;
-HMCII0JIB30BAHUS PECYPCOB, TEXHOJIOTHH U cepBUCOB IHTEepHET;
-IPUMEHEHUs] CPEJCTB 3alUThl HHOOPMAIUK B KOMIIBIOTEPHOU
CUCTEME.

OrieHka JAesiTeTbHOCTH
oOyuaroierocst Ha
yueOHOU MpakTHKe.
JluddepenupoBaHHbIi
3a4er

yMeThb:
-BBIIOJIHATE TpPeOOBaHMs TEXHUKM O€30IacHOCTH Mpu padore ¢
BBIYMCIIUTEIILHON TEXHUKOM;

-[IPOU3BOJIUTH IOJIKIIOYEHHE OJOKOB MEPCOHAIBLHOIO KOMIIBIOTEpA U
nepudepuitHbIX yCTPOUCTR;

-IIPOMU3BOJIUTh YCTAHOBKY M 3aMEHY pAaCXOJIHBIX MaTepHAIIOB JUIs
nepudepuiHbIX YCTPOHUCTB U KOMITBIOTEPHON OPTTEXHUKH;
-IMarHOCTUPOBATh  IIPOCTEHIINE HEUCHPABHOCTH EPCOHAIBLHOIO
KOMIIBIOTEpa, MepupepuitHoro 00OpyJAOBaHHS W KOMIIBIOTEPHOM
OpPI'TEXHUKH;

BBINOJIHATHh MHCTAUIAIMIO CHCTEMHOTO U IIPUKIIA/IHOTO ITPOrPAMMHOTO
obecnieyenus (06.032 A/01.5);

-co3/laBaTh U YIPABJSATH COJEPKUMBIM JOKYMEHTOB C ITOMOIIBIO
TEKCTOBBIX IIPOL[ECCOPOB;

-co3JlaBaThb W YIPABISITH COACPKUMBIM SJIEKTPOHHBIX TaOJHUI[ C
[IOMOIIBIO PEJIAKTOPOB TAOJIHUIL;

-CO3/1aBaTh M YIPABIATH COJEPKUMBIM IPE3CHTAIMH C ITOMOIIBIO
PEellakTOPOB TPE3EHTAIINN;

- HCIOJIB30BAaTh MYJIbTHMEIWA IPOEKTOP JUld  JIEMOHCTpAIUH
[IPE3CHTAIUN;

- BBOJMTb, PEJTaKTUPOBATh U YJAJISTh 3alIUCH B 0a3e JIaHHBIX;

- 3¢ peKTUBHO MOJIB30BATHCS 3apocaMy 0a3bl JaHHBIX;

-co3/1aBaTh M pPEJaKTUpOBaTh rpaduueckre OOBEKTHI € MOMOIIBIO
nporpamm Juist 00padOTKK PacTpOBOM U BEKTOPHOMU rpaduku;
-IIPOU3BOJINTH CKAHUPOBAHUE JIOKYMEHTOB U UX pacliO3HaBaHUE;
-IIPOM3BOJIUTL  paclievyarky, KOMHMpPOBAHWE W  THPAKHUPOBAHUE
JIOKYMEHTOB Ha IPUHTEPE U JAPYTUX YCTPOHCTBAX;

-ynpaBisiTh  (QaiimamMu  JaHHBIX  HA  JIOKAJIBHBIX  CHEMHBIX
3alIOMUHAIOIIMX YCTPOHCTBAX, a Takke Ha JUCKaxX JIOKaIbHON
KOMITBIOTEPHOH CETH U B HUHTEPHETE;

-OCYIIEeCTBIISATh HaBUTaIuio mo Bed-pecypcam MuTEepHETA ¢ TOMOIIBIO
Opay3epa;

-OCYIIECTBIISITh OWUCK, COPTHPOBKY W aHaiIM3 HWHPOPMAIUU C
MIOMOIIIBIO TOMCKOBBIX HHTEPHET CAHTOB;

-OCYLIECTBIISITh AHTUBUPYCHYIO 3aAIIUTY IIEPCOHAILHOTO KOMIIbIOTEPA C
MOMOIIBIO aHTUBUPYCHBIX porpamm (06.032 A/01.5);

OCYILIECTBIISITh PE3EPBHOE KOMMPOBAHHUE W BOCCTAHOBICHHME JIaHHBIX

(06.033 A/03.5).
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