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[lokonoauua E.B., K.J.H., JOLEHT, MpenojaBaTenb Bbiclleldl KBalu(HKaLHOHHOH
kareropuy Kosuiemka nHGOpMaTHKK ¥ MpOrpaMMHpPOBaHHA.
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1. O6mias xapakTepucTHKa padoueil mporpaMMsbl MPo(PecCnoOHATEHOTO MOTYJIS
1.1. Henp u mnaHupyembie pe3yabTaTbl OCBOCHUS MPO(ECCHOHATHLHOTO MOAYIIS

B pesynbrarte uzyuenusi npodecCruoHaNIbHOTO MOYJIs 00y4arouuics JOJIKEH OCBOUTD
OCHOBHOM BH/JI IEATEILHOCTH «3aniuTa HHGOpMaIlMi B aBTOMAaTU3UPOBAHHBIX CHCTEMAX
IPOrpaMMHBIMHM M MPOrPaMMHO-aNapaTHBIMU CPEACTBAMU» U COOTBETCTBYIOIIUE €MY

O6HII/IC KOMIICTCHIIUHU, U HpO(i)eCCI/IOHaJIBHBIC KOMIICTCHIIMM:

1.1.1. IlepedyeHn oOMUX KOMIETEHIIUMA

Kon OO01He KOMIIETEHIINH

OK 01. Beibupars cmocoObl  pemieHHss 3amad  Ipo(EeCCHOHANBHOW — JeATEIHHOCTH,
MPUMEHHUTEIHHO K PA3IMYHBIM KOHTEKCTaM.

OK 0. Ocy1ecTBISITh MOUCK, aHAJU3 ¥ UHTEPIpETaio HHPOpMAIK, HEOOXOUMON 1JIs
BBINOJIHEHUS 3a/1a4 TPO(ECCHOHATLHON IEATEIbHOCTH.

OK 03. [InaHupoBaTh ¥ peaqn30BbIBATh COOCTBEHHOE MPO(ECCHOHAIBLHOE U JIMYHOCTHOE
pa3BUTHE.

OK 04. PaboTaTh B KOJUIEKTUBE M KOMaHe, 3PPEKTUBHO B3aUMOJICHICTBOBATH C KOJIJIETaMH,
PYKOBOJCTBOM, KITUEHTaMH.

OK 05. OcymiecTBIATh YCTHYIO U MTUCbMEHHYIO KOMMYHHUKAIIUIO Ha TOCY/1apCTBEHHOM SI3bIKE
C Y4ETOM 0COOEHHOCTEN COIMANIBHOIO U KYJBTYPHOTO KOHTEKCTA.

[TposBAATH TPaskJaHCKO-TIATPHOTHYECKYIO MO3HUIIHMIO, JEMOHCTPUPOBATH OCO3HAHHOE

OK 06. MOBEJICHUE HAa OCHOBE TPATUIIMOHHBIX OOIICUYETIOBEYECKUX IEHHOCTEH, TPUMEHSATD
CTaHJAPThl aHTUKOPPYIIIMOHHOTO MTOBEJICHHSL.

OK 07. ConeiicTBOBaTh  COXPAHEHUIO  OKPYKAIOMICH  Cpeibl, pecypcocOepexeHuto,
2 (EKTHBHO AEMCTBOBATH B YPE3BHIYAMHBIX CUTYAIIHSIX.
Hcnonp3oBath cpenactBa (pU3MUecKord KyAbTYphl JUISI COXPaHEHUSI U YKPEIUICHUs

OK 08. |3mopoBbst B mporecce MpodecCHOHATBHON MAEATeIbHOCTH U TOJACPKAHUS
HEO0OXOAMMOT0 YPOBHS (hU3UIECKOM MOATOTOBICHHOCTH.

OK 09. | Mcnonp3oBaTh HH(POPMALIMOHHBIE TEXHOJIOTHH B MPO(ECCHOHAIBHOM AESITEIbHOCTH.

OK 10. [Tonmp30BaThecss MPO(ECCHOHANBHON JOKYMEHTAIlMe Ha TOCYJIapCTBEHHOM H
MHOCTPAHHOM SI3bIKaX.

OK.11 Wcnonb3oBath  3HaHMA MO  (UHAHCOBOM  TpaMOTHOCTH,  IUIAHUPOBATH
IpePUHUMATEIBCKYIO IeITEeIbHOCTD B MpodeccnoHanbHoM cdepe.

1.1.2. Tlepedyens npodeccnoHaTBHBIX KOMITETEHIIUN

Kon [IpodeccrnonanbHbIC KOMIETCHITTH
[IK 2.1. | OcyiiecTBiasiTh YCTAHOBKY M HACTPOMKY OTIEIbHBIX MPOTPAMMHBIX, IMPOrPAMMHO-
armapaTHbIX CPCACTB 3allIUThI I/IH(bOpMaL[I/II/I.
IIK 2.2. | OGecreunBath 3anuTy HHPOPMAIIMH B aBTOMATU3UPOBAHHBIX CUCTEMaX OTACIbHBIMH
IIPOrpaMMHBIMH, IIPOrPaMMHO-ANIIAPATHEIMU CPEICTBAMU.




IIK 2.3. | OcymiecTBasATh TECTUPOBaHUE (PYHKIIUNA OTACIBHBIX MPOTPAMMHBIX W MPOTrPAMMHO-
armapaTHbIX CPCACTB 3allIUThI I/IH(bOpMaI_II/II/I.

I[IK 2.4. | OcymiecTBasTh 00paOOTKy, XpaHEHHWE M Tepeaadyy HH(POpMalMH OTPAaHUYCHHOTO
JOCTyTA.

I[IK 2.5. | YHuuroxxkath uWHGMOpPMAIMIO W HOCHUTENIW HHPOPMAIMK C HCIOJBb30BAaHUEM
IIPOrpaMMHBIX M IIPOTPaMMHO-AMNIAPATHLIX CPEACTB.

IIK 2.6. | OcymiecTBaAsATh PETUCTPALIMIO OCHOBHBIX COOBITHM B  aBTOMAaTH3MPOBAHHBIX

(uH(MOpPMAITMOHHBIX) CHCTEMAaxX, B TOM YHCJIE C HCIOJIb30BAaHHEM MPOTPAMMHBIX U
MPOrPaMMHO-AMIAPATHBIX CPEICTB OOHAPYKEHUS, MPEIYNPEKIACHUS U JTUKBUIAIUU

HOCJ’IG[[CTBI/Iﬁ KOMITIBIOTCPHLBIX aTaK.

1.1.3. B pe3ynbTate 0CBOCHUS MPO(PECCHOHATBHOTO MOTYJISl CTYIEHT JIOJKEH:

UMETh
MIPaKTUYECKUI
OIIBIT

- YCTAHOBKH, HACTPOMKHU IPOTrPaMMHBIX CPEACTB 3aLUTh HH(POPMALUHU B
aBTOMAaTH3UPOBAHHOH CUCTEME;

- oOecrieyeHrs: 3alIUThl ABTOHOMHBIX aBTOMAaTU3MPOBAHHBIX CHUCTEM
IPOTrpaMMHBIMU U IIPOTrPaMMHO-ANIapPATHBIMU CPEACTBAMU;

- TECTHpOBaHUS (PYHKUHUH, TUATHOCTUKA, YCTPAHEHHUSI OTKAa30B
U BOCCTAHOBJICHHSI PaOOTOCIIOCOOHOCTH NPOTPAMMHBIX W TMPOTrPaMMHO-
anmnapaTHbIX CPEACTB 3alUThl HH(OPMALIUH;

- pemenus 3anau 3amutel or HCJl k uHbopMamuu orpaHMYeHHOTO
JIOCTYyIa C MOMOUIbIO MPOrPaMMHBIX U IPOrpaMMHO-AIapaTHBIX CPEJICTB
3alIUTHI UH(OPMAIHIH;

- IIPUMEHEHMSI JIEKTPOHHOM HOJIITHCH, CUMMETPUYHBIX u
aCUMMETPUYHBIX KPUITOTpaQUUECKUX aITOPUTMOB, U CPEICTB IU(POBAHMS
JTAHHBIX;

- yuéra, 00pabOTKH, XpaHEHUS U Tepenadyd UHPpOopMaluu, IS KOTOPOi
YCTAHOBJICH PEXXUM KOHPHUACHIIMATBHOCTH, UHDOPpMUPOSAHUE NePCOHANA 00
yepo3sax bezonachocmu uH@opmayuu*;

- paboThI ¢ MOJCKCTEMaMH PETUCTPAIIMH COOBITHH;

— BBISIBJIIEHUS COOBITHH u HHIIUIECHTOB 0€e30I1acHOCTH B
aBTOMATH3UPOBAHHOHN CHCTEME;

- NpUMeHeHUs. MeXHOI02UU PUIbMPAYUU PASTUYHBIX 6UO008 mpaguKa; *

- ocyujecmenams QuILMpayuro nepexeavenHozo mpaguxa s NOUcKd
HAUOEHHbIX UHYUOEHMO8, 6bl0AUy pa3peuleHus/3anpewyeHus Ha 00CmAasKy
onpeoeneHHbIX OAHHBIX, AHAIU3 COOEPAHCUMO20 NEPEX8AYeHHO20 Mpaghuka ¢
Yenvlo BblsABIeHUs HAPYUWEeHUI KOPNOPAMUHOU NOJUMUKY Oe30nacHoCmu,
ouazHocmuxy pabomocnocobrnocmu, u m.n. *

YMETb

—  yCTaHaBIIMBaTh, HACTpPaWBaTh, TNPUMEHATH  NPOrPAaMMHBIC  H
MpOTrpaMMHO-aINapaTHBIE CPEJICTBA 3aIUTHl HHPOPMAIUH;

—  yCTaHaBJIMBaTh W HACTPaWBaTh CPEICTBA AHTUBHUPYCHOW 3allUTHl B
COOTBETCTBHUH C TPEABSIBISIEMBIMHI TPEOOBAHUSIMHU;

—  IUarHoCcTHpPOBATh, YCTpaHATh OTKas3bl, obecrieynBaThb
paboTOCITOCOOHOCT, M TECTHPOBaTh (YHKIMH TPOTPAMMHO-AITAPATHBIX
CPEACTB 3aIUTHI HHPOPMALIUH, POBOOUMb MOHUMOPUHS, AHAIU3 U CDABHEHUE




aghpexmuenocmu nPoOSPAMMHO-ANNAPAMHBIX CPEOCME 3auumul UHGOpMaAYUU
8 ONEPAYUOHHBIX CUCTEMAX,

—  TPUMEHATh IPOrpaMMHBIE W MPOrpaMMHO-aINapaTHbIE CPEACTBA IS
3amuThl HHOpPMAIMHU B 0a3ax JaHHBIX;

— TMPOBEpATh BHINOTHEHHWE TpeOOBaHWI MO 3ammre WHPOPMAIUU OT
HECaHKIHOHUPOBAHHOTO JocTyna npu aTTecTaluu 00BEKTOB
uHpopMaTU3aLuH 10 TpeOoBaHUAM 0€30MaCHOCTH UH(POPMALINY;

—  NPUMEHSATh MaTeMaTHYeCKUM anmapar TUISt BBITIOJTHEHUS
KpUNITOTPpaPUIECKUX MPEeoOpa3oBaHUM;

—  HCIIOJIb30BATh THITOBHIE IPOrPAMMHBIE KPUMIITOrpahUuecKre CpeicTBa, B
TOM YHCJIE AIEKTPOHHYIO MOAIMNCH;

—  MPUMEHSTH CPEJCTBA TAPAHTUPOBAHHOTO YHUUTOXKECHUS HHPOPMAIIHH;

—  yCTaHaBIIMBAaTh, HACTPAUBATH, MPUMEHSATH IPOTPAMMHbBIC U
MPOrpaMMHO-aMIapaTHbIe CPEACTBA 3allUThl HHPOPMALINH;

—  OCYIIECTBJISITH MOHUTOPUHT U PETUCTPALIUIO CBEICHUN, HEOOXOIUMBIX
JUIS 3aIIUThl 0OBEKTOB MH(OpPMATH3AINH, B TOM YHCJIE C HUCIOJb30BAHHEM
MPOrpaMMHBIX W MIPOTPaMMHO-ANMNapaTHBIX  CPEACTB  OOHapyKEeHHUS,
MPEeIYIPEKACHUS U JTUKBUIAINH TTOCICICTBUN KOMITBIOTEPHBIX aTak;

- ohopmaAMb IKCHIYAMAYUOHHYIO OOKYMEHMAYUIO NPOSDAMMHO
annapamusix cpeocms 3auumol uHpopmayuu,; *
- onpeoenamsv yeau u 3a0a4u 8 U3yyeHuu npoekma, *

-pazpabamuléams NOAUMUKY UHDOPMAYUOHHOU 0E30NaACHOCMU HA OCHO8e
camocmosamenbHoll Kiaccugurayuu 06vexmos 3aujumsl;

- ocyujecmenAmy - YCMAaHo8Ky, — pa3eépmuléanue,  HACMPOUKY U
ucnonvzosanuem DLP-cucmem. *

3HaTh

— O0COOCHHOCTH W CIOCOOBI MPUMEHEHHUS MPOrPAMMHBIX U MPOTPAMMHO-
anmapaTHBIX CPEACTB 3alUThl UH(OPMALUK, B TOM YHCIE, B ONEPAMOHHBIX
CUCTEMax, KOMIBIOTEPHBIX CETAX, 0a3ax NaHHBIX;

— MeTOoAbl TECTUPOBaHUSA (YHKIHUH OTHEIbHBIX MIPOrPAaMMHBIX H
IPOrpaMMHO-aINAPAaTHBIX CPEICTB 3aIUThI HH(OPMALIUK;

— THIOBBIE MOJCIW YIPABICHHUS JIOCTYIIOM, CPEICTB, METOJOB H
MPOTOKOJIOB UACHTH(PUKAIIMK U ayTCHTU(DHUKAIINH;

— OCHOBHBIC TIOHATHUS KPUNTOTpauu U TUIOBBIX KPHUMTOTPaGUISCKUX
METOZIOB ¥ CPEACTB  3allUThl  HMHOOpMAIMM, oOwue  NPUHYunvl
QYHKYUOHUPOBAHUA CPEeOCMmE 3awumuvl UHopMayuu, 6 mom uucie u
Kpunmoepaguyueckoul 3auumsl uHpopmayuu*;

— O0COOCHHOCTH W CIOCOOBI MPUMEHEHHUS MPOrPAMMHBIX U MIPOTPAMMHO-
anmnapaTHbIX CPECTB TAPAaHTUPOBAHHOTO YHUUYTOKEHUSI HHPOpMAIUY;

— THIIOBBIE CPEACTBA M METOJBI BEACHUS ayAWTa, CPEICTB U CIOCOOOB
3amUTH MHOOPMAILIUU B JJOKAIBHBIX BEIYUCITUTEIBHBIX CETSIX, CPEACTB 3aIUTHI
OT HECAaHKLIMOHUPOBAHHOTO JIOCTYTIA.

— meopemuyecKue OCHOBbl KOPNOPAMUBHOU 3auumsl UHDOpMAYUU OMm
eHympennux UT-yepos, *

~ MemoouKy npogedeHue 6ce20 KOMNIEKCa MeXHU4eCKux Meponpusamuil
nO aHanu3y NOMOKO8 OAHHBIX, KAK YUPKYIUPYIOWUX 6HYMPU nepumempa
3awuwaemou  UHPOPMAYUOHHOU CUCTNEeMbl, MAK U Nepecekarnwux e2o;

copemMeHHble CMaHOapmsl U cpedCmea KOpnopamueHou 3auumsl. *

*6apuamueﬂa}z yacmov




1.2. KoaudecTtBO 4aCcoB, OTBOAMMOEC Ha OCBOCHHCEC HpO(i)eCCI/IOHaJIBHOFO MOAYJIA

Bcero yacos 836, B ToM uncie B popme npakruyeckoit moarotoku 500 vaca.
N3 Hux Ha ocBoenue MJIK 536 yac.
B TOM YHCJIE caMocTosITeNbHas padoTa 20 yac.
ITpakTuku, B TOM uncie yueOHas 144 yac.
IPOU3BOACTBEHHA (110 MPOPUITIO crienuanbHOCTH) 144 yac.

Dk3ameH 1o Moaynto 12 yac.



2. CTpyKTypa 1 coJep:kaHue npopecCuoHaIbHOIO0 MOYJIs

2.1. CtpykTypa npohecCuOHAIBbHOTO MOAYJIS

O6Bem npodeccHoHaTbHOTO MOAYJIS, aK.yac.

S
=
§ PaboTa oOydarommxcst BO B3aUMOJICHCTBUY C TIPETIOjaBaTeIeM CamocTos
v ©
TEJIbHAS
HaumenoBanus CyM1\/£ap i E( Obyuenne no MJIIK [IpakTuku 6
Konawl AIEIOB HBIN _a = B mom uucne pabora
KOMIIETCHITH P 00BeM m 5 KYPCOBBIX
- npogecCuoHaIbHOTO . 2
i HArpy3Ku | = & 1abopaTopH pabot
Moy yac. S F Beero Tpomexyron BIX U (IpoeKTOB) ITpownsson
’ A = Has VueOHas
> MPAKTUIECK CTBEHHAs
= aTTecTanus .
= WX 3aHSATHHA
1 2 3 4 5 6 7 8 10
K 2.1 - Pa3pean 1.
[IK 2.6 [Ipumenenue
OKOI-OK | mporpamMHEIX 1 328 172 232 18 70 30 7 i 6
11 MPOTPAMMHO-
anmapaTHbIX CPEJCTB
3aImuThl HTHGOPMAITIHI
1K 2.4 Pa3nean 2.
OK 01-OK Kpunrorpaduueckue 216 104 156 18 68 i 36 i 6
11 CpEACTBA 3aLUTHI
nHdopManuu
K 2.1 - Pa3nean 3.
[IK 2.4, [IK | KopnopatuBHas 3aniura
2.6 OKO01- OT BHYTPEHHUX YIpO3 136 80 92 44 - 36 - 8
OK 11 nH()OPMAITMOHHOM
0€301acHOCTH




IIK 2.1 — [IpousBoacTBEeHHAA
[IK 2.6 npakTuKa (1o npoduito
OK 01-OK CIIEIIUATEHOCTH ) 144 144 144
11
DK3aMeH M0 MOAYJIIO 12 12
Bcero: 836 500 480 48 182 30 144 144 20




2.2. TemaTudeckuil IUIaH U cofiepKaHre MpoPecCUOHATLHOTO MOAYJIS

HaumenoBanue pasnenos

npo¢eCCHOHATBLHOTO Copneprxanue yueOHOTO MaTepuania, O6nen
Moy (ITM), nabopaTOpHBIE U IPAKTUICCKUEC 3aHATHUS, CAMOCTOATENbHAsI paboTa CTYICHTOB, KypCOBOM MPOEKT
MEXIUCIUTIITUHAPHBIX (pabora) Hacos
kypcoB (MJIK) u tem
1 2 3
Pazgea 1 IIM.02. IlpumeHeHHe NPOrpaMMHBIX U IPOTPAMMHO-ANNAPATHBIX CPEJCTB 3a1IMTHI HHpoOpMauuu 328
MJIK.02.01. IIporpaMmMHbIe M IPOrPaMMHO-ANNapPaTHbIE CPEACTBA 3AIUTHI HHGOpMALHH 256
Pa3nes 1. OcHOBHBbIC NIPUMHIMIIBI IPOTPAMMHONM H NIPOTPAMMHO-ANNAPATHOM 3alIMTHI HH(OPMaLUH 44
Tema 1.1. IIpeamer u Coneprxanne 6
afadu MporpaMMHo- 1.IIpeameT u 3aayy IPOrpaMMHO-aNNapaTHOMN 3aUThl HHQOpMALK
anz)apaTHon SAILHTRI 2.OCHOBHBIE IOHATHUS MPOTPAMMHO-ANIAPATHON 3aIUTHI HH(OPMAIUU 6
HHROPNATHH 3.Knaccugukanus MeTo10B U CpPeACTB MPOrPaMMHO-AIAPaTHON 3aIlUTHl HHPOPMALUN
B ToM uucie npakTU4YecKuX U JT1a00paTOPHBIX 3aHSATUI -
Tema 1.2. CrangapTsl Copepxanue 10
0€30MacHOCTH 1.HopmaTtuBHbIe MpaBOBbIE aKThl, HOPMATHBHbBIE METOAMYECKHE JOKYMEHTBI, B COCTaB KOTOPHIX BXOJST
TpeOOBaHUS M PEKOMEHAALIMH 110 3aIIUTe HH(OPMAIIMK TPOTPAMMHBIMU U IIPOTPaMMHO-aNMapaTHbIMUA
cpenctBamu. [Ipoduin 3amuThl IPOrpaMMHBIX U IPOTPaMMHO-ANIAPATHRIX CPEICTB (MEKCETEBBIX
HKPaHOB, CPEJCTB KOHTPOJISI CbEMHBIX MAITMHHBIX HOCUTEJIeH HHPOPMALIUH, CPENICTB TOBEPEHHOM 4
3arpy3KH, Cpe/ICTB aHTUBUPYCHOM 3aIlIUTHhI)
2.CtanaapTsl 10 3aIuTe HH(OPMAIMH, B COCTaB KOTOPBIX BXOJAT TPEOOBAaHUS M PEKOMEHAALINH 110
3anmTe MH(GOpPMAIMK MPOrPaMMHBIMH U IPOTrPAMMHO-ANINAPATHBIMU CPEJICTBAMHU.
B ToM uncie mpakTUYecKux U J1a00paTOPHBIX 3aHATHH 6
1. IIpakTuueckoe 3ansitie «O030p HOPMATHUBHBIX MPABOBBIX AKTOB, HOPMATUBHBIX METOINYECKUX
JOKYMEHTOB TI0 3a1uTe UHPOpPMAINH, B COCTaB KOTOPBIX BXOJAT TPeOOBaHMS U PEKOMEHIALUU 110 4
3anUTe HPOPMALMU POrPaMMHBIMHU U TPOTPaMMHO-aINapaTHBIMU cpencTBaMu. Pabora ¢
coJiep>)KaHuEM HOPMATHBHBIX MPABOBBIX aKTOBY.
2. Ilpaktuyeckoe 3ansaTue «O630p crannaproB. Pabora ¢ conepkaHueM CTaHIApTOBY 2




Tema 1.3. 3amuinensas
aBTOMATHU3 I/IpOBaHHaH
cucremMa

Conepxanne

10

1. ABTOMaTH3a1MsI Mporecca 00paboTKK HHPOPMALIUU

2.IloHsiTHE AaBTOMATU3UPOBAHHOMN CUCTEMBI.

3.0cobennocTu ABTOMATU3HWPOBAHHBIX CUCTCM B 3allITUIIICHHOM HCIIOJIHCHUHU.

4.0OcHoBHble BuAbI AC B 3alIUAIIIEHHOM HCIIOTHEHUH.

5.Metonabl co3gadus 0€30IIacHBIX CHCTEM

6.MeTo10510T1sl TPOEKTUPOBAHNS rapaHTUPOBAHHO 3aIuieHHbIx KC

7. JJUCKpEIMOHHBIE MOJIEIN

8.MaupgaTable MOJIEINA

B ToM 4ymcIie nmpakTHUecKuX ¥ 1a00paTOPHBIX 3aHATHHA

1. IIpakTuueckoe 3aHsaTHE «YueT, 00paboTKa, XpaHeHue u nepegaya napopmarmu B AUC.
OrpanuyeHue A0CTyna Ha BXoA B cucteMy.MneHTudukanus 1 ayreHTU(GUKanus noab30BaTeNen.
Pasrpannuenue nocrymnay.

2. Ilpaktuueckoe 3ansatue «Peructpamus coObiTuii (aynaut). KOHTpOIb ENOCTHOCTH TaHHBIX»

3. IlpakTHueckoe 3aHATHE «YHUUYTOXKEHUE OCTATOUYHON MH(POpMaLUU. YIIpaBIeHUE TOTUTUKON
6e3onacHocTy. [11abaoHbl 6Ge30macHOCTH

Tema 1.4.
Jecrabunusupyroriee
BO3J€ECTBHE HA OOBEKTHI
3alIUTHhI

Conepxanue

1.VcTounukn necTabuan3upyroniero Bo3AeCTBHs Ha 00BEKTHI 3aIIUThHI

2.CriocoObI BO37IEHCTBHSI HA MH(POPMAITHIO

3.IlpuunHbI U yCIOBUS 1€CTAOMIM3HPYIOLIETO BO3ACHCTBUS HAa HH(OPMAIIHIO

B ToM uncie mpakTUYecKuX U Ja00paTOPHBIX 3aHATHH

1. TlpakTruueckoe 3ansTue «PacnpeneneHne KaHajaOB B COOTBETCTBUU C HICTOUHMKAMH BO3JICHCTBUS Ha

UH(OPMAIIHIO»

Tema 1.5. [TpuHUMTIBI
IIPOrpaMMHO-AMIapaTHON
3amuThl THGOPMAITIH OT
HECAaHKLIMOHUPOBAHHOTO

JocTyna

Conepxanue

10

1.IToHATHE HECAHKITMOHUPOBAHHOTO JIOCTYTa K HHPOPMALIUU

2.0OcHoBHBIE TOX0bI K 3antuTe nHhopmaruu ot HCJJ

3.Opranuzanus goctyna K QaiiiaaM, KOHTPOJIb JOCTYIA U pa3rpaHUyYeHUE I0CTYIA, HepapXHUeCKU

JIOCTyT K ainam. Gukcarus 1ocTymna K daitnam

4.JlocTyn K JaHHBIM CO CTOPOHBI Mpoliecca




5.0co06eHHOCTH 3alTUThI TaHHBIX OT u3MeHeHwus. [lludposanue.

B ToM uncie npakTUYecKux U Ja00paTOPHBIX 3aHATHH

B~

1. Ilpaktuueckoe 3ansaTue «OpraHuzarus goctyna K daitmam»

[\

2. Ilpaktnueckoe 3aHsATHE «O3HAKOMIICHHE C COBPEMEHHBIMU IPOTPAMMHBIMU M IPOIPAMMHO-
anmnapaTHeIMH cpefcTBaMu 3auThl 0T HC/ »

Pa3znen 2. 3amnTa ABTOHOMHBLIX aBTOMATU3HPOBAHHBIX CUCTEM

54

Tema 2.1. OCHOBEI 3aIIIUTEI
ABTOHOMHBIX
ABTOMATHU3UPOBAHHBIX
CHCTEM

Coneprxanne

1.Pabora aBroHOMHOIT AC B 3aIIMIIIEHHOM PEXHUME

2. Anroputm 3arpy3ku OC. IIITaTHble cpeicTBa 3aMbIKaHHS CPEbI

3.Pacummpenue BIOS kak cpencTBo 3aMbIKaHHs IPOTPaMMHON CPeJIbl

4.CucteMbl TUIIA DJIEKTPOHHBIN 3aMOK. 93 C MPOBEPKOM LIEJIOCTHOCTH MpOorpaMMHON cpenbl. [Tonsitue
AM/13 (noBepeHHas 3arpyska)

5. IlpumeHeHue 3aKia oK, HalpaBJICHHbBIX HA CHIDKEHUE 3(P(EKTUBHOCTH CPEACTB, 3aMbIKAOLIUX
cpeny.

B ToM uncie mpakTUYecKux U J1a00paTOPHBIX 3aHATHH

Tema 2.2. 3ammra
[IpOrpaMM OT U3yUEHHUS

Conepxanne

1.M3yuenne u obpatHoe npoektuposanue 110

2.Crioco0b1 m3ydenust [10: ctaTndeckoe M TMHAMHUYECKOE H3YICHHE

3.3a1auu 3aIUTHI OT U3YYCHHS U CIIOCOOBI MX PELICHUs

4.3amnmTa OT OTJIaJgKH.

5.3ammTa OT Au3acceMOIupoBaHUs

6.3ammuTa OT TPacCUPOBKH 110 IPEPHIBAHUSM.

B ToM 4ymcIie npakTHuecKuX U 1a00paTOPHBIX 3aHATHHA

Tema 2.3. BpegonocHoe
MporpaMmmMHOe o0ecrieueHue

Conepxxanue

1.BpenonocHoe nporpaMMHoe obecrieueHrne Kak 0COObI BU pa3pyIIaloniux BO3IeHCTBUN

2 Knaccugukanus BpeJOHOCHOTO MporpaMMHOT0 obecrieueHusi. Cxema 3apaxenusi. Cpeacraa
HerTpanm3anuu BpegornocHoro I10. [Tpodunaktrka 3apakeHus

3.Ilouck crnenoB aktuBHOCTH BpepoHOocHOTO T10. Peectp Windows. OCHOBHBIE BETKH, COAEpKAIIUE
nHdopmarnuio o BpegonocHoMm [10. JIpyrue o0beKThI, copeprkaniiue nHhopmaIuio o BpegonocHom 110,
daiinsl prefetch.




4.bot-"eTsl. [Tpuniun dyHKIMoHnpoBanus. MeToasl 0OHAPYKEHHS

5.Knaccugukanus aHTUBUPYCHBIX cpeacTB. CUTHATYPHBIN U ABPUCTHYECKUI aHAIN3

6.3a1ura OT BUPYCOB B "pydyHOM pexume"

7.OCHOBHBIE KOHIIENIIUYU IOCTPOEHUS] CUCTEM AaHTUBUPYCHOM 3aIlUThl HA IPEAIPUITHN

B ToM uncie mpakTUYecKux U J1a00paTOPHBIX 3aHATHH 2
1. Ilpaktuueckoe 3anstue «lIpuMeHEeHHs CpPenCTB HccleqoBaHus peectpa Windows i HaX 0K ICHUS )
CJIEJIOB AKTUBHOCTHU BpeoHOCHOTO 110
Tema 2.4. 3amura Conepxanne 8
[pOTrpaMM U JAHHBIX OT 1. HecankunonnpoBanHoe konuposaHue nmporpamm kak tunn HCJJ
HCCAaHKIIHOHMPOBAHHOT'O 2.}Opuauyeckue acreKkTbl HECAaHKIIMOHUPOBAHHOTO KOMUPOBaHUs nporpamm. OO1iiee NOHSITHE 3allIUThI
KOIIMPOBAHUS OT KOIIMPOBAHHS. 4
3.IIpussaska 10 k anmapaTHOMY OKPYKE€HUIO U HOCUTEIISM.
4.3amuTHBIE MEXaHU3MBI B COBPEMEHHOM MporpaMMHOM obecriedennu Ha npumepe MS Office
B ToM uncie mpakTuYecKux U J1a00paTOPHBIX 3aHATHH 4
1. IlpakTuueckoe 3aHsATHE «3aluTa HHPOPMAIMHN OT HECAHKIIMOHUPOBAHHOTO KOITMPOBAHUS C )
VCII0JIb30BaHUEM CHENMAIN3UPOBAHHBIX IPOTPAMMHBIX CPEACTB)
2. IlpakTryueckoe 3aHsATHE «3alTUTHBIE MEXaHU3MBI B IpHIOkeHUX (Ha mpumepe MSWord, MSExcel, )
MSPowerPoint)»
Tema 2.5. 3ammra Conepxanne 14
nH(popManuu Ha MaIIMHHBIX | 1.ITpobiaemMa 3aluThl OTUYkKAaeMbIX KOMIIOHEHTOB [I9BM.
HOCHUTEJIAX 2.Metossl 3ammThl HHQOpPMAIMK Ha OTUYXaaeMbIx HocuTelsix. [Iludposanue.
3.CpenctBa BocCTaHOBIICHUs ocTaTouHON nH(popmaruu. Co3znanne nmoceKTopHbeix 0opazoB HXKMJI.
4.TIpuMeHeHne CpeCTB BOCCTAHOBIICHHS OCTATOYHON MH(POPMALIMH B CY1€OHBIX 6
KPUMUHAIMCTUYECKUX IKCIIEPTH3aX U MPHU pacciieIoBaHuU MHIMAeHTOB. HopmatuBHas 6aza,
JIOKYMEHTHPOBAHUE PE3YJIHTATOB
5.be3Bo3BpaTHOE ynalleHUe JaHHBIX. [ [pUHIUIIBI ¥ alITOPUTMBI.
B ToM uncie npakTUYecKux U J1a00paTOPHBIX 3aHATHH 8
1. Ilpaktuueckoe 3anstue «lIpuMeHeHNE CpeCTBa BOCCTAHOBIIEHUS OCTAaTOYHON MH(GOpMAITUU Ha 2
npuMmepe Foremost unu anamora»
2. IlpakTtuueckoe 3ansaTue «lIpumMeHeHne cnenuanu3upoBaHHOTO MPOTrPAMMHOIO CPEACTBA IS 2

BOCCTAHOBJICHHSI YAAJICHHBIX (haillioB»




3. Ilpaktuueckoe 3austue «lIpumenenre nporpaMm Asis 6€3B03BPAaTHOTO yAAJICHUS JaHHBIX)»

4. Tlpaktuueckoe 3ausaTue «IIpumenenue mporpamm aJis mu(poBaHUs TaHHBIX HA ChEMHBIX 2

HOCHUTEJISIX)»
Tema 2.6. AnnapatHbie Coneprxanne 4
cpeactBa uaeHTUduKayu 1 | 1. TpeGoBaHMS K anmapaTHBIM CPEJACTBAM HACHTH()UKAIIMN ¥ AyTCHTH(HKAIIUH [TOJIB30BaTEIICH,
ayTeHTHUKAITIT npumenseMmbM B O3 u AIIMJI3 4
0JIb30BaTENEH 2.Yerpoiicta Touch Memory

B ToM 4ymcIie npakTHuecKuX U 1a00paTOPHBIX 3aHATHHA -
Tema 2.7. Cuctemsl Conepxanue 8
0OHapy)XeHHS aTaK u 1.COB u COA, otnuuus B pynkiusax. OcHoBHbIE apxuTekTypsl COB
BTOPKEHHUI 2.Mcnonb3oBanue cereBbIx cHU(depoB B kauecTBe COB

3.Annapatsbiii komnoHeHT COB

» 4

4 ITporpammusiii komnonent COB

5.Mogenu cuctemMbl 0OHapyX eHus: BTop>keHuil, Knaccugukanus cucrem oOHapyKeHUs: BTOP)KEHUI.

O6napyxenue curHatyp. O6Hapyx)eHue anomanuii. J[pyrue metoapl 0OHapyKEHHSI BTOP>KCHUM.

B ToM uncie npakTUYecKux U J1a00paTOPHBIX 3aHATHH 4

1. Tlpaktrnueckoe 3ansTue «MoaenupoBaHue MPOBEACHUS aTaku. M3ydeHrne HHCTPYMEHTAIbHBIX 4

CpeACTB OOHAPYKEHHS BTOPKEHHI
Pasznea 3. 3amura undopmanum B JIOKAJIBHBIX CETAX 12
Tema 3.1. OcHOBBI Conepxanue 4
MOCTPOCHHUS 3aIUIICHHBIX 1.Cetu, paboTaroniye no TeXHOJIOTHH KOMMYTAIIMH MTaKETOB
cerei 2.Ctek npotokosioB TCP/IP. OcoO0eHHOCTH MapIIpyTH3AIIHH.

3.IITatHble cpeacTBa 3ammThl HHpopMamu cteka npotokonoB TCP/IP. 4

4.CpenctBa uaeHTHU(UKAIIMN U ayTeHTU(PUKAIMKA Ha pa3HbIX YpoBHIX mpoTokosa TCP/IP,

JIOCTOMHCTBA, HEJOCTATKN, OTPAHUYEHUSI.

B ToM 4mcIie nmpakTHuecKuX ¥ 1a00paTOPHBIX 3aHATHIA -
Tema 3.2. Cpexncrsa Conepxanue 8
opranuzaiuu VPN 1.BupryanbHas yactHast cetb. DyHKIIMM, HA3HAYCHUE, TPUHIUI OCTPOCHUS 4

2 Kpunrorpaduueckue u HekpunTorpapuieckue cpeactra opranuzanuu VPN




3.YcrpoiicTBa, oopasyromue VPN. Kpunromapipyruszatop U KpuntohuiabTp.

4 Kpunrtopoyrep. [TpuHIIUIBI, apXUTEKTypa, MOJIENIb HAPYIIUTENS, JOCTOMHCTBA U HEJJOCTATKU

5 Kpuntodunstp. [IpuHIMNBI, apXUTEKTYpa, MOJIETh HAPYIIUTENSI, JOCTOMHCTBA U HEJJOCTATKU

B ToM uncie mpakTUYecKuX U Ja00paTOPHBIX 3aHATHH

1. ITpakTueckoe 3ansatue «PasseproiBanue VPN

IIpomeskyTounas arrecrauus B gopme nudpepenuuponannoro 3auera no MAK.02.01

Pa3nen 4. 3ammTa ungopmManum B ceTsix 0011ero J0cTyna

Tema 4.1. O0ecieueHue
0€30IIaCHOCTH MEXKCETEBOTO
B3aUMOJICUCTBUA

Coneprxanue

1.MeTtop! 3amuTsl HHGOpMaIK npu paboTe B CETAX OOILIETro J0CTYIA.

2.MexcereBbie skpanbl THNa firewall. JloctonHCcTBa, HETOCTATKH, PEATH3YEMBIC TTIOTUTHKH
0e30MmacHOCTH

3. IuddepennmpoBaHHbIi 3aUeT

4.0OcuHoBubie Tunbl firewall. CummeTpuunbie 1 HecummeTpuuHble firewall.

5.Vposens 1. [TakeTHbIe PUIBTPHI

6.YpoBeHsb 2. DunbTparus Ciryx0, MOMCK KIIOUYEBBIX CJIOB B TEJE MTAKETOB HA CETEBOM YPOBHE.

7.YpoBenb 3. Proxy-cepBepa NpUKIaAHOIO YPOBHS

8.OTHOXOCTOBBIE U MYJIbTUXOCTOBBIC firewall.

9.0CHOBHBIE THIIBI APXUTEKTYP MYJIBTUXOCTOBBIX firewall. TpeGoBaHMs K KaXKAOMY XOCTY UCXOJIS U3
APXHUTEKTYPHI U BBITIOJIHACMbIX (QYHKIMH

10.TpeboBanust mo cepTUHUKAITIU MEKCETEBBIX SKPAHOB

B ToM uncie mpakTUYecKux U J1a00paTOPHBIX 3aHATHH

S

1. Ipaktuueckoe 3anstue «M3ydyenue u cpaBuenue apxutekryp Dual Homed Host, Bastion Host,
Perimetry.

N

2. Ilpaktuueckoe 3ansTue «M3ydeHne pa3IMuHbIX CIIOCOOOB 3aKPHITH "OMACHBIX'" TTOPTOBY»

Pa3nes 5. 3amura nagopmanuu B 6a3ax JaHHBIX

10

Tema 5.1. 3amura
uHpopmanuu B 0azax
TaHHBIX

Coneprxanne

10

1.OcHOBHBIE THIIBI YTPO3. Mo1e]b HAPYIIUTEIS

2.CpencTBa HACHTU(DUKALMY U ayTEHTHUPHUKAIMU. YTIpaBICHHE JOCTYIIOM

3.CpenctBa KOHTPOJIS IIEJIOCTHOCTH MHGOPMAITK B 0a3axX TaHHBIX

4.CpenctBa aynuTa v KOHTpoJs 6e3onacHocTy. Kpurepuu 3ammiieHHoCTH 6a3 TaHHBIX

S5.IIpumenenne kpunTorpaduIecKux CPeICTB 3alIMThl HH(POpMaIy B 0a3ax JaHHBIX




B ToM 4ymcIie npakTHuecKuX ¥ 1a00paTOPHBIX 3aHATHHA 4
1. Ilpaktnueckoe 3anstue «M3ydenne MmexanusmMoB 3auTl CYB/] MS Access» 2
2. ITlpakxtuueckoe 3anstue «M3ydenune mratHbix cpeacts 3ammTel CYBJ] MSSQL Server» 2
Pa3znen 6. MOHMTOPHMHI CHCTEM 3aIINTHI 68
Tema 6.1. MoHUTOPUHT Copepxanue 8
CUCTEM 3alllUThI 1.ITonsiTre u 060cHOBaHKME HEOOXOIUMOCTH UCIIOIB30BaHUSI MOHUTOPUHTA KaK HEOOX0IUMO
KOMIIOHEHTHI CHCTEMBI 3aIIUThI HH(OpMaIIUU
2.0cobeHHocTH (hUKcaIuu COOBITHI, MOCTPOCHHBIX HA PA3HBIX MPUHITUIIAX: CETH C KOMMYTAaIHei
COeIMHEHMH, ceTh ¢ KommyTarnuei makeros, TCP/IP, X.25
3.Knmaccudukarnms orcnexuBaeMbix cOObITHII. OCOOEHHOCTH MOCTPOCHHS CUCTEM MOHHTOPHHTA 5
4.VIcTouHUKY MH(POPMAIIH [T MOHUTOPUHTA: CETEBbIC MOHUTOPBI, CTATUCTUIECKHIE XaPAKTEPUCTUKU
Tpaduka yepe3 MD, mpoBepka pecypcoB 00IIETro MOJb30BaAHMS.
5.Knaccugukanus ceTeBbIX MOHUTOPOB
6.CuctemMsbl yrpaBiaeHuUs: COOBITUIMH HHPpOpMaMOHHOHK O6e3omacHocTH (SIEM).
0630p SIEM-cucteM Ha MUPOBOM U POCCUHCKOM PBIHKE.
B ToM uncie mpakTUYecKux U J1a00paTOPHBIX 3aHATHH 2
1. TlpakTnueckoe 3ansTue «M3ydeHre U CpaBHUTENBHBIN aHAIA3 PACIIPOCTPAHEHHBIX CETEBBIX
mMonuTopoB Ha nnpuMmepe RealSecure, SNORT, NFR unu npyrux ananoros. [Iposenenue ayaura JIBC 2
CeTeBBIM CKaHepoM (Ha mpumepe MaxPatrol 8)»
Tema 6.2. 3yuenue mep Conepxxanue 4
3amuTh THGOPMAITUH B 1.M3ydenue TpeboBaHM# O 3aIIMTe HHPOPMAIIMH, HE COCTABJISAIONIEH TOCYIapPCTBEHHYIO TalHY. )
UH(POPMALMOHHBIX Nzyuenue merognueckux 1okyMeHToB @CTIOK no nmpumMeHeHuo Mep 3aliuThl.
cucTemMax B ToM 4ymcIie npakTHuecKuX U 1a00paTOPHBIX 3aHATHHA 2
[IpaxTuueckoe 3ausTHE «BBHIOOP Mep 3aUTHI HH(MOPMAIMH [T UX peaTu3aluy B MHPOPMAITMOHHON
cucteme. BEIOOp COOTBETCTBYIOUIMX MPOrPAMMHBIX U IPOrpPaMMHO-AIIAPATHBIX CPEJICTB U 2
PEKOMEHIALUM 110 UX HACTPOUKEY.
Tema 6.3. M3yueHue Conepxanue 8
COBPEMEHHBIX IPOrpaMMHO- | He mpemxycMoTpeHo -
anmnapaTHbIX KOMIUICKCOB. B ToM uncie npakTUYecKux U J1a00paTOPHBIX 3aHATHH 8
[IpakTrueckoe 3aHITHE «Y CTAHOBKA U HACTPOWKA KOMIUIEKCHOTO CPEACTBA Ha IPUMEPE 2

SecretNetStudio (yueOHast IMLIEH3Us) UM JPYTUX aHAJIOTOBY




[IpakTHueckoe 3aHATHE «Y CTAaHOBKA M HACTPOIKa MMPOTPAMMHBIX CPEJICTB OLIEHKH 3aLIUIICHHOCTH U
ayauTa MHGOPMALMOHHOW 0€30MacHOCTH, 3yueHne (QYHKIHMA U HaCTpoiiKa pexkUMOB pabOThHI Ha
npumepe MaxPatrol 8 wim gpyrux anamorosy»

[IpaxTuueckoe 3ausaTHE «M3ydeHue TUIIOBBIX pemeHuit 1 noctpoenuss VPN Ha npumepe VipNet ninu
JPYTHX aHAJIOTOB)»

[IpakTrueckoe 3ansatue «/3ydeHrne COBpEMEHHBIX CUCTEM aHTUBUPYCHOM 3aILMUTHI HA IPUMEPE
KopropatuBHbIX pemenuii KasperskylLab unu apyrux anamorosy

[Ipaxruueckoe 3ausaTe «M3ydenne GpyHkunonana u obnacreit npumenenus DLP cuctem Ha mpumepe
InfoWatchTrafficMonitor wim 1pyrux aHaJoroBy

Tema 6.4
H3yuenue npoepammmo-
annapamusix cpeocms

sawumol ungopmayuu OKb
CAIIP*

Conepxxanue

48

1 ITnarpopmennsie pemenust OKb CAIIP

2.JloBepenHas 3arpy3ka Ha 6aze Axkkopa-AMJI3

3.Murerparmus C3U HCJI ¢ KOHTposIeM I0CTyNa U BUACOHAOIIOICHUEM

4 Ilpumenenue [TAK Axkkopa 1 pasrpaHM4eHus: JOCTyNa K JTaHHBIM

S.IIporpaMMHO-anmnapaTHbIi KypHaI
6 ITAK «MHJI»

7.Pabora c cucreMoit ynpasieHus coObITusiMu nHpopmanmonHoi 6e3onmacHoctu (MaxPatrol SIEM).

40

B ToM uncie mpakTUYecKuX U J1a00paTOPHBIX 3aHATHH

[IpakTueckoe 3aHITHE «Y CTAHOBKA U HACTPOWKA IPaB MOJIb30BaTENS U aAMUHUCTpaTopa B AM/JI3
Axxopa GX . M3yuenne ocobenHocteit 3amuTHbIX GyHkunid  AMJI3 Axkkopa GX»

[Ipaktrueckoe 3anstue «Pabdora ¢ 3amumeHHbIM cityxe0HbIM HOcuTeneM OKB CATIIP Cekper
Ocoboro Ha3HaueHHsl. Y CTaHOBKA M HACTPOWKA MOJIUTHK.

[Tpaktuueckoe 3anstue «Pabdora c 3amumeHHbIM cityxeOoHbIM HOcuTeneM OKB CATIIP Cekper
Ocoboro HazHaueHus. M3yuenne ocobeHHoCTEl paboThI ¢ 3alIUIEHHBIM CEKTOPOM ~ HAKOTHTEJIS
Cexpet Oco00ro Ha3HAYCHHS

[TpakTudeckoe 3anarue «Pabota ¢ 3amumieHasM ciyke0HbIM HOcuTeneM OKB CAIIP Cekper
Oco00ro Ha3HAUYEHUS»

[IpumepHas TemaTuka BHEAYAUTOPHON CaMOCTOSTENILHOM paboThl, pedepar Ha TEMBI:
N3yueHne HOBBIX TEXHOJIOTHIA XpaHEHUsI HH(MOpMAITUH;

CraTucTUKa ¥ aHAINU3 KPYITHBIX yTeueK HHPOpMAaIKH 32 TOJ;

ITouck nHpopMaLMu 0 HOBBIX BUAAX aTaK HA HH(OPMALIMOHHYIO CHCTEMY;




0O0630p COBpeMEHHBIX TPOrPaMMHBIX U MPOTPAMMHO-aNIapaTHBIX CPEJCTB 3aIIUTHI;
CpaBHUTENBHBIN aHAJIN3 COBPEMEHHBIX IPOrPAMMHBIX U IPOrPaMMHO-aNNapaTHIX CPEJCTB 3aIUTHI;
[TpoGaembl paboThl KopnopaTuBHBIX AVC B yCIOBUSX yIaJICHHOTO JTOCTYTIA.

TemaTuka KypcoBBIX IPOEKTOB (PadoT)

1.Onenka 3()(h)eKTUBHOCTH CYIIECTBYIOLIMX MPOrPAMMHBIX U ITPOrPaMMHO-aIIapaTHBIX CPEJCTB 3aLUTHI MH()OPMALMH C
NPUMEHEHHUEM CIIeHUAIN3UPOBAHHBIX HHCTPYMEHTOB U METOJIOB (MHAMBUIYAIbHOE 33 JaHHE)

2.0030p ¥ aHAJIU3 COBPEMEHHBIX MTPOTPAMMHO-AMNMNAPATHBIX CPEJICTB 3alIUTH HHGOpMAIHU (MHINBUAYATHLHOE 3aJaHUE)
3.Be100p ONTHUMAaIBHOTO CPEACTBA 3AIUTHI HHPOPMALIUU UCXO0 U3 MeToanueckux pekoMmenaanuit @CTIK u umeromuxcs

MCXOJHBIX TaHHBIX (MHIUBUIYaJIbHOE 3a/IaHUE) 30
4.TIpuMeHeHe MporpaMMHO-AIAPATHBIX CPEJICTB 3aUTHI HHPOPMAIIUHU OT pa3IMYHBIX THIIOB YIpo3 Ha MPeIIpUsTHH

(MHAMBUAYATLHOE 3a]IaHNC)

5.IIpobnema 3ammThl HHGOPMAIMK B O0JIAYHBIX XpaHUIUIax AaHHbeIX 1 [{Olax

6.3ammura cpesi BUpTyaIu3auu

KoncyabTanumn 6
IIpomexyTouHas arrectanus B popme 3k3amena nmo MJ/IK.02.01 12
YyeOHas npakTuka pasaena 1

Buner pabot

[TprMmeHeHre mporpaMMHBIX U POTPaMMHO-aNNapaTHIX CPEACTB oOecrneueHus: nHPOpMaIMOHHON 0€30MacCHOCTH B

aBTOMATH3UPOBAHHBIX CHCTEMAaxX

Jlnarnoctuka, ycTpaHeHHE OTKA30B M 00ecriedeHre paboTOCIIOCOOHOCTH ITPOTrPaMMHO-ANMAaPAaTHBIX CPEJICTB 00ECTICUCHUS

UH(POPMALMOHHOM 0€30MacHOCTH

Onenka 3¢ (HeKTUBHOCTH IPUMEHSIEMBIX MPOTPAMMHO-aNNapaTHBIX CPEJICTB oOecrieueHus] HHGOPMAITMOHHOW 0€301TacHOCTH

CocraBieHne JOKyMEHTAIMH 10 yYeTy, 00paboTKe, XpaHEHMIO U Tiepeade KOHPHUASHIIMATbHON HH(pOpMaIK 7

Hcrnonp30BaHne MporpaMMHOTO oOecTiedeHust 1711 00pabOTKH, XpaHEHHUS U Nepeaadyn KOHPUACHIIUATBHON HHPOpMAITH

CocraBieHue MapiIpyTa ¥ cOCTaBa MPOBEICHHS Pa3IMYHBIX BUIOB KOHTPOJIBHBIX MIPOBEPOK MPH aTTECTALlUN OOBEKTOB, TOMEIICHUH,

IIPOrpaMM, aJIrOPUTMOB.
YcerpaHeHue 3aMe4aHui 110 pe3yJIbTaTaM IIPOBEPKU

AHaIu3 ¥ COCTaBJICHUE HOPMATUBHBIX METOJUYECKUX JOKYMEHTOB 10 00ecrieueHn o nH(HOPMaLMOHHON O€301MacHOCTH MPOTrPAMMHO-

anmapaTHBIMH CPEJCTBAMH, C YYETOM HOPMATHBHBIX ITPABOBBIX aKTOB.
[IpumeHeHne MaTeMaTHYECKUX METOJIOB JUISI OLIEHKH KayecTBa U BBIOOPA HAMITYUIIIETO IPOTPAMMHOTO CPEZCTBA
[TpoBenenue ayaura nHGOpPMAIIMOHHON 6€30MaCHOCTH




Ipumenenue OC Kali Linux onsa mecmupoganusi UHGOpMayuUoHHOU cucmemvl Ha NPOHUKHOBeHUe ™
Yemanoska u nacmpouixa OC Astra Linux™

Paszgea 2 IIM.02. IlpumeHenue kpunrorpapuueckux cCpeacTs 3aMThl HHGOpMaAu

216

MJIK.02.02. KpunTorpaguyeckue CpeAcTBA 3alIUTHI MHHpopManuun

180

Beenenue

Coneprxanue

N

1.Ilpenmert u 3amaun kpunrorpadun. Ucropus kpunrorpadun. OCHOBHBIC TEPMHUHBI

B ToM uncie npakTuYecKux U J1a00paTOPHBIX 3aHATHH

Pa3zgen 1. MaremaTnueckue

OCHOBBI 321IUThI HHOPMALMHU

30

Tema 1.1. MaTemarndeckue
OCHOBBI KpHUnTOorpapuu

Conepxxanue

30

1.9neMeHThI TEOpUU MHOKECTB. [ pyIIibl, KOJIbIIa, MOJIS.

2. JlenumocTs uncen. Ilpusnaku gennmoctu. IIpocTelie M cocTaBHBIE YUCIA.

3.0cHoBHas TeopeMa apudmeTuku. Hanbompimmii o0t genurens. Bzanmuo
npoctele yncaa. Anroputm EBxinna s Haxoxaenuss HOJL.

4.0tHomenus cpapHuMocTH. CBOMCTBA cpaBHEHUN. MoaymsipHas apudMeTHKa.

5.Knaccel. Ilonnas u npuBeneHHas cucrema BeiueToB. OyHkius Jitnepa. Teopema depma-itnepa.
AJTOpUTM OBICTPOTrO BO3BEJICHUS B CTETIEHD 110 MOAYIIO.

6.CpaBHeHus 1iepBoi cTerneHu. JInHeHbple Mo aHTOBBI ypaBHEHUS. PaciupeHHbIN anroputM
EBxnupa.

7.Kuratickas Teopema 00 ocTaTKax.

8.IIpoBepka yricen Ha MPOCTOTY. AJITOPUTMBI TEHEPAITUH TPOCTHIX Yucell. MeToa mpoOHBIX AeeHUH.

Pemero Opatocdena.

9.PaznoxxeHue ynciaa Ha MHOKUTENU. AnroputMbl daktopuzanmu. Gakropuzaius Pepma. Meton
ITonnapna.

10.Anroput™MBbl AUCKpeTHOTro JorapudmupoBanus. Meron Iomnapaa. Metox [loppa.

11.ApudMernueckue onepanuy HaJ OOJBITUMHU YHCIIAMH.

12.2n1unTHYecKre KpUBbIC U UX MPUIIOKECHHS B KpunTorpaduu.

24

B ToM uncie mpakTUYecKuX U J1a00paTOPHBIX 3aHATHH

[IpakTuueckoe 3ausatue «lIpumenenue anropurma EBkinaa miig nHaxoxaenuss HO/l. Pemenue
JMHEWHBIX TUO(aHTOBBIX YPaBHEHUI»

ITpakTnueckoe 3anHsaTue « [IpoBepka unces Ha MPOCTOTY»




[TpakTrueckoe 3ansaTue «Pemienue 3aaau ¢ 3eMEHTaMH TEOPUN YHCET. o)
Paznea 2. Knaccuueckass kpunrorpadgus 36
Tema 2.1. MeToibt Conepxanue 14
Kpunrorpaduaeckoro 1.Knaccudukaruss OCHOBHBIX METOJIOB KpUNITOTpapUIecKoi 3aruThl. MeToIbl CHMMETPUYHOTO
3alUThl HHQOpMALUU muppoBaHUs

2.1Iudpsr 3amensl. [IpocTas 3amena, MHoroasaBuTHasI OACTAHOBKA, MPONOPIHMOHATIBHBIN MH(P 8

3.MeTtosl epectaHoBKU. Tabau4Has epecTaHOBKA, MapIIpyTHas MEPECTaHOBKA

4.I"'ammupoBanue. ['aMmmupoBaHue ¢ KOHEYHOM U OECKOHEYHOM raMMaMH

B ToM 4ymcIie npakTHUecKuX ¥ 1a00paTOPHBIX 3aHATHHA 6

[IpakTuyeckoe 3anarue «lIpuMeHeHNE KITacCCHYECKUX MUPPOB 3aMEHBI» 2

[Tpaktuyeckoe 3anarue «lIpuMeHeHNe KITaCCHYECKUX MU(POB MEPECTAHOBKID) 2

IIpakTnueckoe 3ausTue «lIpuMeHeHne MeTo1a raMMHUPOBAHUS 2
Tema 2.2. Kpunroananus Copepxanue 16

1.OcHOBHBIC METOBI KpUIITOaHATN3a. Kpunrorpadgudeckue ataku.

2.Kpunroraduueckas CTOMKOCTh. AOCOTIOTHO cTOMKHE KpuntocucTemsl. [Ipunnmner Kupkxoddea 6

3.IlepcrieKTHBHBIE HAIPABJICHHS] KPUNITOAHAIN3a, KBAHTOBBIA KPUIITOAHAIIM3.

B ToM 4ymcIie npakTHUecKuX M 1a00paTOPHBIX 3aHATHHA 10

[Ipaktuyeckoe 3anarue «Kpunroananus mudpa npocToit 3aMeHbl METOJIOM aHAIH3a YaCTOTHOCTH 4

CHUMBOJIOB»

[IpakTuyeckoe 3anatue «KpunroaHaius KIacCHIECKUX MUGPOB METOIOM MOITHOTO Tiepedopa 2

KIIFOUE»

3. IpaxTtuueckoe 3austHe «Kpunroananus mmdpa Brxunepay 4
Tema 2.3. IloTouHEBIE Coneprxanne 6
Pl ¥ TeHEPATOPBI 1.OcHoBHBIE TpUHLIMIIBI TOTOYHOTO mHupoBanus. [Ipumenenue renepatopos [1CY B kpunrorpaduu
TMICEBIOCTYYaHBIX YUCEI 2.MetobI MOTY4YeHHS TICEBIOCTydaiHbIX TocaenoBatenbHocTei. JIKD, meton @ubonauuun, MeTox 4
(TICY) BBS.

B ToM uncie mpakTUYecKux U J1a00paTOPHBIX 3aHATHH 2

IIpakTuueckoe 3anstue «lIpumenenne MmetooB renepamuu [1CY» 2
Pa3nea 3. CoBpemenHas kpunrorpadus 88




Tema 3.1. KogupoBanue Conepxanne 14
uH(pOpMAIIUH. 1. KomupoBanue nadopmarmu. CumBoibHOE KonupoBanue. CMBICIIOBOE KOAMPOBAHUE.
Komnsrorepuzamms 2.Mexanmzanus mmdpoBanus. [Ipencrasienne napopmanuu B 1BondHom koze. Tadmuia ASCII 6
U pOBaHHS. 3. Kommerorepusaius mmdpoBanus. AnmapaTHOE ¥ MporpaMMHoe mudpoBaHue
B ToM uncie mpakTUYecKux U J1a00paTOPHBIX 3aHATHH 8
[Ipaktuueckoe 3anstue «KoaupoBanue nHGOpMAITUI 2
[Tpaktuueckoe 3anstue «lIporpaMMHas peanusaius KIaCCUYECKUX MTHGPOBY 2
[TpakTrueckoe 3ausaTue «M3yyeHne peanusanuy KIacCHYeCKUX MH(PPOB 3aMEHBI U MEPECTaHOBKHU B 2
nporpamme CrypTool wiu ananorey.
[TpakTrueckoe 3ausaTue «CTaHaapTU3alMs MPOrpaMMHO-aNNapaTHRIX KPUNTOrpahUIECKUX CUCTEM U 2
cpencTB. M3yueHne COBpEeMEHHBIX MPOTPAMMHBIX H alMapaTHBIX KPUITOTPaPUUECKUX CPEICTBY
Tema 3.2. CumMeTpuyHbIE Coneprxanne 24
CHCTEMBI MH(POBAHUSL 1.061me cBenenus. CTpyKTypHas cXxeMa CUMMETPUYHBIX KPUITOTPaPUUECKUX CHCTEM.
2.Uzyuenue 3apyOexxubpix cuMMmeTpudHbIX mudpoB DES u AES. CoBpeMeHHBIE METOIbI
KPHUIITOAHATN3a CHMMETPUYHBIX MUGPOB™* 14
3.0teuectBennble cTanaapThl mupposanus ['OCT 28147-89*
4.0tevectBennbie crannapthl mudpoBanus ['OCT 28147-89, TOCT P 34.12-2015 u I'OCT P 34.13-
2015 u uX KpUNTOAHAIN3
B ToM 4ymcIie nmpakTHUecKuX ¥ 1a00paTOPHBIX 3aHATHHA 10
[IpakTudeckoe 3anarue «lIporpamMmmuas peanu3aiysi CAMMETPUYHBIX KPUNITOTPAPUUESCKUX aITOPUTMOB 2
DES, AES»
[IpaxTuueckoe 3ausATHE «/IPOCPAMMHAS PeanU3ayUs CUMMEMPUUHBIX KPUNNOZSPAPUUECKUX 2
ancopummos RCy*
[TpakTrueckoe 3austue «lIpocpammuas peanusayus CUMMEMPUIHbIX KPUNMozpaghuuecKux 2
aneopummos omevecmeaenno2o cmanoapmos I OCT 28147-89»*
[TpaxTrueckoe 3austue «lIpocpammuas peanuzayus CUMMEMPULUHBIX KPUNMO2PagduuecKux 2
aneopummos omevecmeentno2o cmarnoapmog I OCT P 34.13-2015»*
[TpakTrueckoe 3austue «lIpocpammuas peanu3ayus CUMMEMPUIHbIX KPUNMOo2paghuyecKux 2

aneopummos omevecmeentno2o cmanoapmog I OCT P 34.13-2015»*




Tema 3.3. AcuMmmeTpuyHbIE
CHCTEMBI MU(POBAHUSL

Conepxanne

1.Kpunrocucremsl ¢ OTKpBITHIM KitouoM. HeoOpatumocts cucteM. CTpykTypHas cxema mudpoBaHus

C OTKPBITHIM KIIFOYOM. 4
2.251eMEHTBI TEOPUU YHCET B KPUNTOTPA(UU C OTKPBITHIM KIIFOUOM.
B ToM 4ymcIie npakTHUecKuX ¥ 1a00paTOPHBIX 3aHATHIA 4
1. Ilpaktuueckoe 3aHsATHE B (hOPME MPAKTUIECKON MOATOTOBKH [IpuMeHeHne pa3TnaHbIX )
ACUMMETPUYHBIX aJITOPUTMOB.
2. Ilpaktuueckoe 3aHsATHE B (DOpME MPAKTUUECKON MOATOTOBKY M3yueHne mporpaMMHOM peanu3aiiuu )
aCMMMETPUYHOr0 anroputma RSA
Conepxanne 12
Tema 3.4. Ayrenruduranus | 1.Ayrenruduxanus ganusix. O6mue noustus. 1. MAC. OgHoHanpaBieHHbIE Xel-(DyHKIUH. 4
JAHHBIX. DJIEKTPOHHAS AnropuT™MBI TUGPOBOM MOATUCH
HOMHUCH B Tom uncie npakTU4ecKux v J1ab0paTOPHBIX 3aHSATUI 8
[Tpaktuueckoe 3anstue «lIpuMeHeHne pa3IMUHbIX PYHKIIUN XSIIUPOBAHHUS, aHATN3 0COOCHHOCTEN 2
XeLe»
[Tpaktuueckoe 3anstue «lIpuMeHenne kpunTorpaduIeCKUx aTak Ha Xem-QyHKIuu2. 4
[TpakTrueckoe 3ausaTue «M3y4yeHune nporpaMMHO-aNnapaTHBIX CPEJCTB, PEaU3yIOLUX OCHOBHbBIE )
bynkuu Iy
Tema 3.5. Anroput™mbl Coneprxanue 10
oOMeHa KiIro4el u 1.AnropuT™BI pacnpeeneHus Kitouend ¢ MPUMEHEHUEM CHUMMETPUYHBIX U aCUMMETPUYHBIX CXEM 4
MPOTOKOJIBI [Tporoxoinbl ayrentuduxarmu. Bzaumuas ayrentudukanus. OTHOCTOPOHHSAS ayTeHTU(UKAIHS
ayTeHTH (UKL B Tom uncie npakTU4ecKux v J1ab0paTOPHBIX 3aHSATUI 6
[Tpaktuueckoe 3ansatue «lIpumenenue nporokona {uddu-Xemmmana mist oOMeHa KIto4aMu 2
mpOBaHUSY.
[TpakTrueckoe 3ausaTue «M3yyeHre NpUHIMIOB pabOThI MPOTOKOJIOB ayTEHTU(PUKALIUHU C 4
HCIIOJIb30BaHNEM JIOBEPEHHOW CTOPOHKI Ha MpuMepe poTokoia Kerberosy.
Tema 3.6. Kpunro3amura Copepxanue 4
nH(pOpMaIUU B CETAX 1.AGonentckoe mudposanwue. [lakeTHoe mudppoBanue. 3auTa MEHTPA FeHEPALIUU KITFOYCH.
nepeaayn JaHHbIX Kpunromapmpyrtuzatop. [lakeTHbIil GuibTp 4

2 Kpunrorpaduueckas 3amuTa 6€CripoBOAHBIX COeANHEHHH B ceTax cranaapTa 8§02.11 ¢
rcnoJib3oBanreM npotokosoB WPA, WEP.




B ToM 4ymcIie npakTHuecKuX ¥ 1a00paTOPHBIX 3aHATHHA

Tema 3.7. 3amura Conepxanue 8
uHbOpMalu B 1.IpuHiuns! GyHKIIMOHUPOBAHUS SJIEKTPOHHBIX IIIATEKHBIX CUCTEM. DJIEKTPOHHbIE MIIACTUKOBBIE
9JIEKTPOHHBIX IIATEKHBIX kapThl. [lepcoHanbHbIN HISHTHDUKAIIMOHHBIA HOMEP 6
crucTeMax 2.Ilpumenenune kpunTorpadhuuecKux MPOTOKOJIOB I 0OecTieueHnst 0€30MacHOCTH IEKTPOHHOU
KOMMEPLHH.
B ToM uncie mpakTUYecKuX U Ja00paTOPHBIX 3aHATHH 2
[TpakTrueckoe 3austue «lIpumeHeHne ayreHTU(PUKAIIMY 110 OJHOPA30BBIM MapoisiM. Peanuzanus )
JITOPUTMOB CO3/IaHUSI OJTHOPA30BbIX APOJIE»
Tema 3.8. KomnbrotepHas Conepxanne 8
creraHorpadus 1.CxppiTas nepenada nHGOpMaIlMi B KOMIBIOTEPHBIX cucTeMax. [IpobiieMa ayreHTHGUKAIUN
MYJIBTUMEANHHON HHPOpMAIUK. 3aliuTa aBTOPCKUX MPaB. )
2.Metobl KOMITBIOTEpHOM cTeranorpaduu. Ludposbie BoAsSHbIC 3HAKH. AJTOPUTMBI BCTPAUBaHUS
11B3
B ToM uncie mpakTuYecKux U J1a00paTOPHBIX 3aHATHH 6
[Ipaktrueckoe 3ansaTue «O0630p U CpaBHUTEIBHBIN aHaW3 cymiecTBytomero [10 mys BcTpanBaHus 4
1IB3»
[TpakTruueckoe 3ausTHE «Peann3anus npocTeHINX CTeraHorpapuyecKix alropuTMOBY 2
[IpumepHas TemMaTHKa BHEAYIUTOPHOU CAMOCTOSITEILHOM paboTh, pedepar Ha TEMBI:
OnTumu3anus METoJ0B YaCTOTHOTO aHaJIu3a MOHOAN(aBUTHBIX MIU(POB;
AHaJ13 COBPEMEHHBIX CUMMETPUYHBIX KPUIITOAITOPUTMOB; 6
AHanm3 COBPEMEHHBIX ACUMMETPUYHBIX KPUIITOAITOPUTMOB;
[lepcriekTHBHBIE HAaNpaBIEHUS! KpUNITOrpaduu.
KoncyabTanum 6
IIpomeskyTounas arrecrauus B gopme 3xk3amena mo MJIK.02.02 12
Y4eOHas npakTHKa pasjena 2
Bunpr pabot
Hcnonp30BaHne TUMOBBIX KPUNITOTPaQUUECKUX CPEJCTB U METOI0B 3alIUTHl HH(GOPMALIUU, B TOM YHUCJIE U AIEKTPOHHON MOAMUCH 36

Hccnedosanue aneopummos cogpemennblx 3apyoencuvix cummempuunozo wugpos FEAL, IDEA, RC4, RC5, RC6. Hx npoepammnasn
peanuzayus u CoO8pemMeHHble Memoobl KPUNMoanaiusa ™




Hccnedosanue aneopummoe cogpemeHHbiX OmeyecmeeHHblx cumMmempuyro2o wugpos Maema u Kysneuux. Hx npoepammuas
peanuzayus u cospemernble Memoobl KpUnmoanaiusa ™

Hccneoosanue ancopummos xawuposanus MD4, MDS5, SHA-1, SHA-2 u SHA-256. Ilpumernenue ¢pynxyuii xauuposanus ¢ L1 u
aymenmugurayuu cooowenuti Ha npumepe Kerberos™

H3yuenue keanmoswvix memooos 6 kpunmozpaguu. Keanmogvie memoowvl Kpunmoauaiuza u npocpammuasl peanusayusi K6AHmoesbix
aneopummos Ha npumepe ancopumma gpakmopusayuu [llopa*

Paznen monyas 3. Kopnopamuenasa 3auwguma om enympennux yepo3 un@opmayuonnou dezonacnocmu * 136
M/IK 02.03 KopnopaTuBHAasl 3a11MTA OT BHYTPEHHHUX YIrpo3 HH(POPMalMOHHOM Oe3omacHocTH™ 100
Tema 1.1. Teopetnueckue Coneprxanne 12
OCHOBBI KOPIIOPATUBHOM 1.Cuctrembr DLP u TpeGoBanus mo uHbopMaimonHoi 6e3onacHoctu. Haznauenue u otiaumaus DLP
3alIUTEI OT BHYTPEHHUX CHUCTCM.
yTpo3 2.Knaccudukanus HapymuTeaeh 1 yrpo3 KOprnopaTUBHON HH(OPMAITMOHHONW 0€30MacHOCTH. 8
Oco0eHHOCTH OIICHKH yIiepoa.
3. VccnepoBanue CTpyKTypbl HHQOPMAIIMOHHBIX TOTOKOB MPEINPUSITHS
B ToM uncie mpakTUYecKuX U Ja00paTOPHBIX 3aHATHH 4
[Tpaktuueckoe 3anstue «dDopmanbHOE ONMMcaHne HHPOPMAITMOHHBIX TOTOKOB) 2
IIpaktrueckoe 3ansaTue «@opMUpOBaHUE MOJEIIEH TOTCHIMAIBHBIX BHYTPEHHUX HAPYLIUTEIEH U )
Yrpo3»
Tema 1.2. HopmaTuBHO — Copepxanue 30
MIPABOBBIE U 1. HopmMaTtuBHO — IpaBOBbIE aKThI U aCTIEKThl KOPIOPATUBHOM 3amuTsl nHGopMarmn. Knaccupukarus
aIMUHUCTPATUBHO — nHdopmanuu «l'ocynapcTBeHHas TaitHay. OTBETCTBEHHOCThH 3a HapyIICHUE.
OpraHU3allMOHHbIC ACMEKThl | 2.0030p MPAKTUKU IPUMEHEHU IIPU pacciieJ0BaHNY MHLIUICHTOB, CBA3aHHbBIX C HAPyLUICHUSIMU 12
KOPIIOPATHBHOM 3aIUTHI OT | pe)kMMa BHYTPEHHEH HHPOPMALMOHHOH 6e30I1aCHOCTH.
BHYTPEHHHUX YIPpO3 3. ®opmupoBaHuE MPOIIECCOB U MPOIEAYp ayauTa nHPopMalmoHHOH O6e3omacHoctu. O6cne0Banme
KOPIOPATUBHBIX HH(POpMAIMOHHBIX crcTeM. COCTOsSHUE KOPIIOPATUBHON HHPOPMAIIH.
B ToM uncie mpakTHuYecKux U J1a00paTOPHBIX 3aHATHH 18
[Ipaktruueckoe 3anstue «lIpoBeneHne aHaan3a JaHHBIX 00 OPTaHU3AIMOHHON M (PYHKITMOHATHHOM 4
CTPYKTYp€e HH(POPMAIIMOHHOMN CUCTEMBI ITPEIIPUITHUS
[TpakTrueckoe 3ausaTue «PopMUPOBAHKE 3aKIIOUEHNE HA COOTBETCTBHE/HE COOTBETCTBUE 3aJJaHHBIM
KputepusiMm. opMHUpOBaHNE PEKOMEHAALMH JUIsl TOBBIIICHUS YPOBHS HAJIS)KHOCTU M 0€3011aCHOCTH 4

MH(GOPMALIMOHHON CUCTEMbI PEIIPUITUSD)




[TpakTrueckoe 3ausaTue «MeTonrka pa3pabOoTKU NOJUTHK U MPaBUil 0€30MaCHOCTH AJIs NEPEKPHITHS

KaHaJsa nepeiayn (yTeukH) JaHHBIX ¢ 3aHeceHneM B DLP — cuctemy» 4
[IpakTrueckoe 3ansaTue «PazpaboTka 00BEKTOB 3aIIMTHI, KATETOPUA, TEXHOJIOTHH 3amuThl B DLP — 6
CUCTEMEY
Tema 1.3. 3ammra Coneprxanne 48
KOPIIOPAaTUBHOU 1.Cuctembl KOHTPOIISI ”HPOPMALIMOHHBIX TOTOKOB/ KOHTpONIMpyeMble KaHaIbl Iepeadn JaHHBIX
vHpopManuu ¢ 2.Haznauenue cuctemsl IW Trafic monitor / Apxurektypa npoaykra IW Trafic monitor
HCTIOJIb30BAHUECM 3.TexHoyiornu aHajm3a AETEKTUPYEMbIX 00BEKTOB/ 3aa4u U MIPUHITUIIBI paOOTHI JOTIOTHUTEIBHBIX 26
ABTOMATU3UPOBAHHBIX monynei cuctemsl IW Device Monitor u IW Crawler
CHCTEM KOHTPOJIA 4. Uzyuyenne unrepdeiica IW Device Monitor
MH()OPMALMOHHBIX TIOTOKOB | 5 [ToMCK UHIMICHTOB.
B ToM 4ymcIie npakTHUecKuX M 1a00paTOPHBIX 3aHATHHA 22
[Ipaxtuueckoe 3austue «M3ydenue unrepdeiica IW Device Monitor ynpaBieHus: CHCTEMBI )
KOPIOPAaTUBHOMN 3alIUTH HHPOPMAIMK Ha pab0UHX CTAHLHUAX «
[IpaxTuueckoe 3ausaTHE «CoO3/1aHNE MOTUTHK U IPAaBUI HH(POPMAIIMOHHON 0€30IaCHOCTH B CUCTEME 6
IW Device Monitor. I[Touck HHIIMAEHTOBY.
[TpakTruueckoe 3anstue «M3ydenue narepdeiica yrmpapiaeHus CHCTEMbBI KOPIIOPATUBHOMN 3aIIATHI 4
uHpopmanuu IW Trafic monitor»
[Ipaktuueckoe 3ansaTue «Co3nanue MOJIUTUK HHGOPMAIIMOHHON Oe3omacHOCTH B cucteme IW Trafic 6
monitor. [Tonck HHIIMIEHTOBY.
[TpakTrueckoe 3aHATHE «AHAJIN3 U KOHTPOJIb OOIIEIOCTYITHBIX CETEBBIX PECYPCOB C OMOIUIBIO 4
cuctemsl IW Crawler»
[IpumepHas TemMaTHKa BHEAyIUTOPHOU CAMOCTOSITEIHLHON pabOThI
[TpuHIMT MOCTPOCHMS PErYISIPHBIX BBIPAXXCHHH MPU HAMMMCAHUN TEXHOJIOTUHU 3apocoB. OTINYHNS B CHHTAKCHCE HATUCAHUS OOBIYHBIX 8
«peryisipok» u st DLP-cucteM. «KopriopaTuBHas 3anura OT BHYTPEHHUX YIPO3»
IIpomexyTounas arrecrauus B popme auddepenunposannoro 3avera no MK 02.03 2
YueOHas npakTuka pasaena 3
Bunst pabor 36

[TpoBeneHne Bcero KOMIUIEKCAa TEXHUUYECKUX MEPONPUATUN MO aHAJINW3Y MOTOKOB JIaHHBIX, KaK IUPKYIUPYIOMINX BHYTPH MEPUMETPa

3amunaeMoi HHGOPMAITMOHHON CHCTEMBI, TaK U IEPECEKAIOIINX €To;
[TpoBenenHue Bcero 1ukiIa padoT M0 YCTAaHOBKE, pa3BEPTHIBAHMIO, HACTPOUKE, HcToib3oBaHuio DLP-cucrewm;




Pa3zpaboTka nmonutuk nHOOpMAITMOHHON 0€30MMacCHOCTH;

[IpumeneHne TeXHOIOTHI GUIBTPAIMK PA3TUUHBIX BHJIOB Tpaduka;

OunbTpaiys nepexBaueHHOro Tpaduka A MoMcKa HallIeHHbIX MHLUCHTOB;

AHanu3 coIEpKUMOT0 MepexBaueHHOro TpaduKa ¢ eJIbI0 BBIBICHUS HApYIICHUH KOPIIOPATUBHOM MOJIMTHKH 0€30MacHOCTH;
Juarnoctuka paboTOCTIOCOOHOCTH CHUCTEMBI;

[ToxroroBka oTyeTa 0 HalIGHHBIX MHIUICHTAX (C OLIEHKOH YPOBHS YIpO3bl © HOPMAaTHBHOM OIICHKOH);

3aryck rocTeBbIX BUPTYaIbHbBIX MAIllMH U IPAKTUYECKas paboTa C HUMH € UCTIOJIb30BaHUEM COBPEMEHHBIX TMIIEPBU30POB;
Hactpolika oTe1bHBIX KOMIIOHEHT CUCTEMbI KOPIOPATUBHON 3aILIUThI OT BHYTPEHHUX YIPO3 U CUCTEMBI B LIEJIOM.

IIpou3BoaCTBEHHAS IPAKTUKA

Buner pabot

AHaIM3 IPUHLIUIIOB OCTPOEHUS CUCTEM MH(OPMALIMOHHON 3aIIUThl TPOU3BOACTBEHHBIX MMOAPA3/ICICHHIA;

TexHu4eckas dKCIUTyaTalys JIEMEHTOB IIPOIPAaMMHOMN U alliapaTHOM 3alIUThl aBTOMATU3UPOBAHHOU CUCTEMBI;

VYyactue B AMarHOCTUPOBAHUH, YCTPAHEHUH OTKa30B U 00ecnedueHnr paboToCoCOOHOCTH MPOTrpaMMHO-aNapaTHBIX CPEICTB
obecrnievueHus nHOOPMALIMOHHON OE30MMaCHOCTH;

Ananu3 3¢ GEeKTUBHOCTH MPUMEHIEMBIX ITPOTPaMMHO-AIIIAPATHBIX CPEJICTB 0OecTieueHrsI HHPOPMAITMOHHONW 0€30MacHOCTH B
CTPYKTYPHOM I0JIpa3/ieJICHUN;

VYuyactue B obecrieueHnn y4eta, 00pabOTKU, XpaHSHHS U Tiepeiaui KOH(DUISHIINATbHON NH(OpMaIiH;

[IpumeHeHre HOPMAaTHUBHBIX MTPABOBBIX AKTOB, HOPMATHBHBIX METOAMYECKHUX JOKYMEHTOB IO 00eCTieueHII0 HH(POPMAITMOHHON
0€30MMacHOCTH MPOrpaMMHO-aNapaTHBIMU CPEJICTBAMU MPHU BHIMOJHEHUH 3a/1a4 MPAKTUKH;

Aomunucmpupoganue agmomamusupo8anHbIX MeXHUYECKUX cpeoCms YynpasieHus u KOHmpOoJis uHgopmayuu u UHGOPMaAyUOHHbIX
nomokog*

Hacmpoiika omoenbHbIX KOMROHEHM cucmembvl KOPROPAMUBHOU 3AUUMbL O 6HYMPEHHUX Y2PO3 U CUCTNEMbL 8 YeTOM *
Buisgnenue nomokog nepedauu OAHHLIX U BO3MONCHBIX KAHANO08 YMeuKu ungdopmayuu ™

Hcnonv3zo08anue mexanuzmos co30aHus uibmpos 01 aHaiu3a nepexeavenHo20 mpaguka u ebiAGNeHHbIX UHYUOEeHMOos ™
IIpogedenue demexmuposanus amax (NOMeHYUATbHBIX Y2PO3) 8 PYUHOM, ABMOMAMUSUPOBAHHOM U ABMOMAMUYECKOM pexcume. *
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3. YcnoBus peanuzanuu paboyeit mporpamMmsbl Mpo(heccuoHaATbHOTO MOIYJIS

3.1. [Jns peamuzaumu MporpaMMbl  TpO(EeCCHOHATBLHOTO  MOIYJIS
IpeIyCMOTPEHA CIEeIYIOIINE CIICUANIbHbBIC TOMEIICHUS

yuyeOHbIX KaOWHETOB — HOPMATHBHOTO MPAaBOBOTO OOECTEeUYEeHHUs
uHGOpPMAIMOHHON 0e30MmacHOCTH, KaOuHeT uHPoOpMaTuKy; Jgaboparopuu
«[IporpaMMHBIX ¥  OPOrpaMMHO-ANIAPATHBIX  CPEACTB  oOecreueHus
UH(POPMAITMOHHON 0€30MaCHOCTI.

3.2. UndopmaniioHHOE 00ecrieyeHue peain3aiii NporpaMmMbl

OcHOBHBIE II€YaTHBIC U OJICKTPOHHBIC U3J1aHUA:

1. Bacunwesa, . H. Kpunrorpaduyeckue MeTo bl 3aIUThl HHPOPMALIUU:
y4eOHUK U TpakTHKyM 7151 By30B / V. H. BacunbeBa. — MockBa: U3aaTeabcTBO
FOpaiit, 2022. — 349 c.— (Boicmee oOpaszoBanue). — ISBN 978-5-534-
02883-6. — Tekct: anexktpoHHbiii // ObOpazoBarenbHas 1iatdopma HOpailt
[caiiT]. — URL: https://urait.ru/bcode/489919

2. OpraHu3allMOHHOE M TMpaBoBoe obecrnedyeHue UHGOPMALMOHHON

0e30MmacHOCTH: y4YeOHMK M TMPAKTUKyM JJisi CPEJHEro MpodecCHOHATbHOIO
oOpa3oBaHus / T. A. Tlonsikosa, A. A. CtpenbloB, C.T. YyOyxkoga,
B. A. Huecos; OTBETCTBECHHBIC pEOAKTOPBI T. A. Ilonsaxosa,
A. A. CrpenbiioB. — MockBa: HMznmarensctBo IOpaiit, 2022. — 325c. —
(ITpodeccuonansuoe odbpazoanue). — ISBN 978-5-534-00843-2. — TekcT:
anekTpoHHbI  //  OOpazoBarenbHass mmiathopma IOpaitit [caiiT]. —
URL: https://urait.ru/bcode/498889

3. OpranuzanvoHHOE U TpaBOBoe obOecrneueHue UHGOPMALMOHHON

Oe3omacHOCTH: Y4eOHMK M TPAKTUKYM [UIsi BY30B/ TOJ penakiuen
T. A. ITonaxoBoii, A. A. CrpenbiioBa. — MockBa: HM3narensctBo HOpaiiT,
2022. — 325 ¢.— (Briciiee obpazoanue). — ISBN 978-5-534-03600-8. —
TekcT : anextpoHHsli // OO6pazoBarenbHas miargopma HOpaitt [cait]. —
URL: https://urait.ru/bcode/498844

4. Jlocw, A.b. Kpuntorpadpuueckue MeToabl 3aluThl UHPOPMAIUHN AJIs
U3YYaOIIMX KOMIBIOTEPHYIO 0€30MacHOCTh: yueOHuK it By30B / A. Bb. Jlocs,

A. 1O. Hecrepenko, M. U. PoxxkoB. — 2-¢ wu3a., wucnop.— Mocksa:
M3natensctBo  IOpaiit, 2022. — 473 c.— (Briciiee o6pa3oBanue). —
ISBN 978-5-534-12474-3. — Texkct: »anexkrponHbii // OOpa3oBarenbHas

matdopma FOpaiit [caiiT]. — URL: https://urait.ru/bcode/489242
5. BaykoB, A. A. 3amura uHpopmaruu: ydeOHOE Mocodoue ajis BY30B /

A. A. BuykoB. — 3-e u3n., nepepad. u gom. — Mocksa: M3gatenscto FOpaiir,
2022. — 161 c. — (Beicmee obpazoBanne). — ISBN 978-5-534-07248-8. —



Texcr: amexktponHbii // OOpaszoBarenbHas miatdhopma HOpalt [caliT]. —
URL: https://urait.ru/bcode/490277

6. Kazapun, O. B. IIporpammHo-ammapaTHple  CPEICTBa  3alUTHI
uHbOpMaIH. 3alUTa IPOTPaMMHOTO 00ECTICUCHUS: YIeOHUK U MMPAKTUKYM JJIs

CpEIHeTo npodeccuoHaITEHOTO obpazoBanwmst / O. B. Kazapums,
A. C. 3a6abypun. — MockBa: WMsparensctBo IOpaiit, 2022. — 312 c.—
(ITpodeccuonansuoe obpazoBanue). — ISBN 978-5-534-13221-2. — Tekcr:
amekTpoHHbI  //  OOpazoBarenpHass miatpopma IOpaitit [caiiT]. —
URL: https://urait.ru/bcode/497433

1. denepanbHas ciyx0a IO TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOITIO
(®CTIK Poccun) www.fstec.ru

2. HWNudopmMaiimoHHO-CIIpaBOYHAs CHCTEMa MO JOKYMEHTaM B o0iacTu
TEXHUYECKOH 3a1mThl nHPopmarmu www.fstec.ru

3. OOpazoBaTenbHble MOPTAJbl 1O  PA3IWYHBIM  HAIPaBJICHUSM
obpazoBanus u Tematuke http://depobr.gov35.ru/

4. CnpaBOYHO-TIPaBOBas cucTema «KoHcynbTant [Trocy»
www.consultant.ru

5. CnpaBouHo-mipaBoBas cucteMa «['apanT» www.garant.ru

6. ®enepanphbiii mopran «Poccuiickoe oOpazoBanne www.edu.ru

7. ®enepanbHblii  mpaBoBoid moptan  «lHOpuamueckas  Poccusi»
http://www.law.edu.ru/

8. Poccuiickuii OuoMeTpuuecKuil mopTan www.biometrics.ru

9. ®enepanpubiii mopran «HMHGMDOPMAMOHHO- KOMMYHUKAIIMOHHBIC
TEXHOJIOTUU B oOpazoBaHum» htpp//:www.ict.edu.ru

10. Caiit HayuyHnoii anextpoHHo# 6ubiuoreku www.elibrary.ru

JlomOTHUTEIbHBIE UCTOYHUKHU
1. TloropenoB b.A., CauxoB B.H. (pen.). CrnoBapp kpumnTorpapuueckux

TepmuHOB. - M.: MIITHMO, 2006. CnoBapb KpuUNTOrpapuIecKuXx TEPMHHOB.
[Ton pen. B.A. Iloropenosa u B.H. Caukosa. — M.: MITHMO, 2009 r

2. ®enepanbhblii 3akoH OT 27 utofisg 2006 r. Ne 149-03 «O6 undopmaruu,
MH(OPMAIIMOHHBIX TEXHOJIOTHUSAX U O 3aIUTe UHHOPMALII.

3. ®epnepanbHblil 3aK0H 0T 27 uronsg 2006 1. Ne 152-D3 «O niepcoHaIbHbBIX
JAHHBIX).

4. ®enepanbublii 3ak0H 0T 27 nekadps 2002 r. Ne 184-D3 «O TeXHUYECKOM
PETrYIMPOBAHUN.

5. ®epepanbHblil 3ak0H 0T 4 Mast 2011 r. Ne 99-03 «O nuueHzupoBanun
OTJIENbHBIX BUJIOB JEATEILHOCTI.



6. ®Denepanvubiii 3akoH OoT 30 mexabps 2001 1. Ne 195-®3 «Konekc
Poccuiickoii @enepainiuu 00 aIMUHUCTPATUBHBIX MPABOHAPYIIIEHUSIX).

7. VYxka3 Ilpe3sunenta Poccuiickoit @enepauun ot 16 aBrycta 2004 r. Ne
1085 «Bompocsl DenepanbHON CIy»KObI MO TEXHUYECKOMY M JKCIIOPTHOMY
KOHTPOJIIO».

8. VYka3 Ilpe3unenta Poccuiickoii @enepauun ot 6 mapta 1997 r. Ne 188
«O0 yTBepKICeHUH TIEPEYHs CBEACHUN KOHPUIECHITNATHFHOTO XapaKTepay.

9. Vka3 Ilpesunenta Poccuiickoit @enepanuu ot 17 mapta 2008 . Ne 351 «O
Mepax 1o oOecriedeHH0 HWHGOpPMAIMOHHON Oe3omacHocT  Poccuiickoi
®denepau Npyd  UCHOJIB30BAHUK MH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX
ceTel MeXXIyHapOAHOro MHPOPMAIIMOHHOTO OOMEHaY.

10. Ilonoxxenue 0 cepTuduKaMU CpPEACTB 3alIUTHl  HWH(OPMALUU.
Y1Bepxkaeno nocraHoiaeHueM IIpaBurensctBa Poccuiickoit @enepanuu ot 26
utoHs 1995 1. Ne 608.

11. CoctaB M conxepaHUE€ OPraHU3ALMOHHBIX M TEXHUYECKUX MEp IO
obecrieueHn0 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX MpU HX 00paboTke B
MH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHANIBHBIX JaHHBIX. Y TBEPKACHBI PUKA30M
OCTIK Poccuu ot 18 dpeBpans 2013 r. Ne 21.

12. Mepsbl 3amuThl WHPOPMAIIUA B TOCYAAPCTBEHHBIX HH(POPMAIIMOHHBIX
cuctemax. Ytepxaensl ®CTOK Poccun 11 despans 2014 r.

13. AnmunuctpatuBHbiil pernameHT @CTIOK Poccuun 1o npenocTaBiaeHUIo
rOCyJIapCTBEHHOM YCIIYTH MO JIMIEH3UPOBAHUIO AEATEILHOCTU 110 TEXHUYECKON
3ammTe KOH(QUICHIMANbHOU HHpopMaruu. YTBepxkaeH npukazom OCTOK
Poccun ot 12 uronsa 2012 r. Ne §83.

14. AnmunuctpatuBabiid persiameHT @CTIK Poccuu no mpeaocTaBieHuo
roCyAapCTBEHHOW YCIIYTH MO JIMIEH3UPOBAHUIO JIEATELHOCTH 10 pa3paboTKe U
MIPOU3BOJICTBY CPEJICTB 3AIIUTHI KOHPUACHINATHHON HH(POpMAIUU. Y TBEPKICH
npukazom @CTIOK Poccun ot 12 urons 2012 r. Ne 84.

15. Cnenmanpable TpeOOBAHUS UM PEKOMEHIAIUN MO0 TEXHUYECKOUW 3alluTe
koHpuaeHuuanbHo  uHpopmamuu  (CTP-K).  VYTBepxkiaensl mnpukazom
I'octexxomuccun Poccum ot 30 aBrycrta 2002 r. Ne 282.

16. TpeOboBanust o0  3amure  WHGOPMAIMK, HE  COCTaBIAIOIIEH
roCyJ1apCTBEHHYIO TalHy, coJieprKallencs B roCyJ1apCTBEHHBIX
uHGOpMaIMOHHBIX cucTeMax. YTBepkaeHsl npukazom @CTOK Poccun ot 11
depansa 2013 . Ne 17.

17. TpeboBanust o0  3ammre  uWHPOpMANMU,  COAEpXKAIICHCS B
MH(OPMAIIMOHHBIX CUCTEMAX OOUIETO MOJIb30BAaHUA. Y TBEPKACHBI MTPUKAa3aMu
OCb Poccun u ®CTIK Poccum ot 31 aBrycrta 2010 r. No 416/489.

18. TpeboBaHust Kk cucTeMaMm OOHAPYKEHHSI BTOPKEHUU. Y TBEPKICHBI



npukazoM ®CTIK Poccun ot 6 nexadps 2011 r. Ne 638.

19. PykoBogsiumii  JokyMeHT. ['eomH(poOpMallMOHHbIE CHUCTEMbI. 3alluTa
uH(pOpMaIMU OT HECAHKUIMOHUPOBAHHOTO JocTymna. TpeboBaHUS MO 3aluTe
uHdopmaru. YteepxiaeH @CTOK Poccun, 2008.

20. PykoBoasmuii TOKyMEHT. 3alliiTa OT HECAHKIIMOHUPOBAHHOTO JOCTYyIa
Kk ua@opmarmu. Yacts 2. [Iporpammuoe obecnieuenre 0a30BbIX CUCTEM BBOJA-
BBIBOJIA MIEPCOHAITLHBIX AIEKTPOHHO-BBIYHCIUTETHHBIX MaIIiH.
Knaccudukanuss mo ypoBHIO KOHTPOJIS OTCYTCTBHSI HEIEKIApUPOBAHHBIX
Bo3moxkHocTel. YTBepxkaeH PCTIK Poccun 10 okTs16ps 2007 r.

21. Ilpukaz ®AIICH npu IIpesuaenre Poccuiickoit @eaepannu ot 13 utoHs
2001 r. Ne 152 «O06 yTBep>XKI€HUH HHCTPYKIIMHU 00 OpTaHU3aIMKU U 00€CTICUCHUH
Oe3omacHOCTH XpaHEHUs, O0O0pabOTKM W Tepenadd 10 KaHajlaM CBS3U C
UCIIOJIb30BAaHUEM CPEICTB KPHUNTOrpaduyecKoi 3ammTbl WHGOpPMaLUU C
OTPAHUYEHHBIM JOCTYNOM, HE COJEPXKAIIEH CBEICHUW, COCTABIIOIINX
rOCyJIapCTBEHHYIO TaAlHY».

22. Ilpuka3z ®Cb Poccuu ot 9 deppansa 2005 r. Ne 66 «O06 yTBep)aeHUN
[Tonoxenuss o pa3paboTKe, MPOU3ZBOJACTBE, peaM3allMd W SKCIUTyaTaluu
U POBATILHBIX (KPUNITOTPAPUUIECKUX) CPEJCTB 3alTUTHI HHHOPMAIIUN.

23.TOCT P UCO/M3K 13335-1-2006 UndopmannoHHas TEXHOJOTHS.
Meroasl u cpenctBa obecniedeHus OezomacHoctd. Yacte 1. Konmenmus u
MOJIeNN MEHEHKMEHTA Oe3omacHoCTH UH(GOPMAITMOHHBIX u
TEJIEKOMMYHUKAIIMOHHBIX TEXHOJIOTHIA

24. TOCT P UCO/MDBK TO 13335-3-2007 MudopmMalinuoHHAsT TEXHOJIOTHS.
Metonbsl u cpeactBa oOecrneuenus Oe3zomacHoctd. Yacte 3. MeTomabl
MEHEeKMEHTa 6€30MacHOCTH MH(POPMALIMOHHBIX TEXHOJIOTUI

25.TOCT P UCO/MDBK TO 13335-4-2007 ndopmMaliuoHHAs] TEXHOJIOTHS.
MeTtonas! u cpeacta obecneueHus: 6ezonacHocTu. Yacte 4. BeiOop 3amIuTHBIX
Mep

26.TOCT P UCO/M3K TO 13335-5-2006 UudopmaiimoHHast TEXHOJIOTHUS.
Mertoasl u cpenacta obecrieueHusi 6e3onacHocTd. Yacth 5. PykoBoJICTBO 1O
MEHEKMEHTY 0€30MaCHOCTH CETH

27.TOCT P HCO/MDBK 17799-2005 WudopmanrioHHasi TEXHOJOTHSI.
[IpakTrueckue npaBuia yrnpapiieHUs UHPOPMaLMOHHOM 0€30MaCHOCTHIO

28.TOCT P MCO/M3BK 15408-1-2008 HudopmannoHHasi TEXHOJIOTHUS.
Metonsl u cpeactBa obecneueHus OezomacHocTH. Kpurtepunm oueHkH
6e3omacHocTr MH(POpMAIMOHHBIX TexHojorui. Yacts 1. Bregenue u oOmias
MOJIEIb

29.TOCT P UCO/M3BK 15408-2-2008 WMudopmairioHHasi TEXHOJOTHS.
Metonbsl u cpenctBa oOecneueHusi Oe3zonacHocTH. Kpurtepuu oOleHKH



6e3omacHoCcTH WHGOPMANMOHHBIX TeXHOJOTHH. Yacth 2. DyHKIMOHAIBHbBIE
TpeboBaHUs 6€30MaCHOCTH

30.TOCT P MCO/MDBK 15408-3-2008 WMudbopmaiimoHHass TEXHOJIOTHSI.
Metonbsl u cpenactBa oOecneueHusi Oe3zonacHocTH. Kpurtepuu oOleHKH
Oe3omacHoCTH MHPOPMAIIMOHHBIX TexHoJorui. Yacte 3. TpeOoBanus noBepus
K 0€301acHOCTH

31.TOCT P 34.10-2001. "NndopmannonHas TEXHOJIOT U
Kpunrorpadpuueckas 3amwura wunpopmauuu. [Ipoueccel ¢opmupoBanus u
IIPOBEPKH JIEKTPOHHOU LIMPpoBOM nmoanucu"

32.TOCT P 34-11-94. "UndopmarmonHas TEXHOJIOTUS.
Kpunrorpaduueckas 3anmra nHbopmanmnu. OyHKIUS XAIIUPOBaHU"

33.TOCT P 50922-2006 3ammurta uHpopMmaruu. OCHOBHbIE TEPMHUHBI U
onpenenenus. Pocrexperynauposanue, 2006.

34.TOCT P 52069.0-2013 3ammra wapopmanuu. CuctemMa CTaHIAPTOB.
OcHoBHble nonoxenusi. Poccrannapr, 2013.

35.TOCT P 51583-2014 3amura wundbopmauuu. Ilopsaok co3nanus
aBTOMATU3UPOBAHHBIX CHUCTEM B 3alMIIEHHOM HucnojaHeHuu. OOiue
nojoxkenus. Poccrangapt, 2014.

36.TOCT P 51624-2000 3ammurta mHbopManuu. ABTOMATU3UPOBAHHbBIC
CHUCTEMBbI B 3aluIIeHHOM wucnonHeHnn. OOmme tpeboBaHus. ['occranmapt
Poccun, 2000.

37.TOCT P 51275-2006 3amuta nnpopmanuu. O0bekT HHPOPMATU3ALINN.
®daxkTopbl, Bo3AeWcTBYOmME Ha uUHbopmanuio. OOmMe MOJIOKEHUS.
Poctexperynupoanue, 2006.

38.TOCT P 52447-2005 3amura wuHpopManuu. TexXHHKA 3alIUATHI
uHpopMarmu.
Homenknatypa nokasateneil kauectBa. PoctexperynupoBanue, 2005.

39.TOCT P 50543-93 Konctpykuuu 0a3oBbie Hecymmue. Cpencrtsa
BBIYMCIIUTEILHOM  TEXHUKH. TpeOoBaHUST 1O OOECIEYEHUIO  3allUThI
uH(OpPMAIUU U IEKTPOMArHUTHON COBMECTUMOCTH METOJ0OM 3KPAHUPOBAHUA.
['occranmapt Poccuu, 1993.

40.TOCT P 56103-2014 3amwmra wmHDOpManuu. ABTOMATU3UPOBAHHBIC
CHUCTEMBI B 3allIMIIEHHOM UcToJHeHUH. OpraHu3aius U cojepxaHue padboT 1mno
3aldTe OT NPEIHAMEPEHHBIX CHJIOBBIX JJECKTPOMArHUTHBIX BO3JEHCTBUM.
Oo6uue nonoxxenus. Poccranmapr, 2014.

41.TOCT P 56115-2014 3ammra unbopmauuud. ABTOMATU3HUPOBAHHBIC
CUCTEMBI B 3aIIUIEHHOM UCTIOTHEHUU. CpelicTBa 3alIUThI OT MPeIHAMEPEHHBIX
CUJIOBBIX JIEKTPOMArHUTHBIX Bo3AeiicTBui. OO1ue TpeboBanus. Pocctanaapr,
2014.



42. TOCT P UCO/MDK 15408-1-2012 UnpopmanmoHHasi TEXHOIOTHS.
Metonbsl u cpenctBa oOecneueHusi Oe3zonacHocTH. Kpurepuu oOlieHKH
0e3onacHocTH MH(pOpMaMOHHBIX TexHoJorui. Yacte 1. BBenenue u oOuias
Mojenb. Pocctanmapr, 2012.

43.TOCT P MCO/M3K 15408-2-2013 HMudopmaroHHas TEXHOJIOTHS.
Metonsl u cpeactBa obecneyeHus OezomacHocTd. Kpurtepunm oueHkH
6e3omacHocTH  MHGOPMAITMOHHBIX TexHoJoTHA. YacTe 2. DyHKIIMOHAIBHbBIE
TpeboBanust Oe3omacHoctu (mpsimoe npumenenue I[SO/IEC 15408-2:2008).
Poccranpapr, 2013.

44. Metoauka  oOmpeAelieHus  aKTyalbHBIX  yrpo3  0€30MacCHOCTH
NEPCOHANBHBIX JIAHHBIX MpU HUX 00paboTKe B HMH(DOPMALMOHHBIX CHUCTEMax
nepcoHanbHbIX JaHHBIX. YTBepxkaeHa OCTIOK Poccun 14 despans 2008 r.

45. CoopHUK BPEMEHHBIX METOJIUK OLICHKU 3aIIMIIEHHOCTH
KOHQUACHIMATBFHOW HH(GOPMALMKU OT YTEYKM IO TEXHUYECKUM KaHajaM.
YreepxaeH ['octexkomuccueit Poccun, 2002.

46. 'OCT P 50922-2006 3amura uHbopmaiuu. OCHOBHbIE TEPMHUHBI U
onpenenenus. Pocrexperynuposanue, 2006.

47.TOCT P 51275-2006 3amnura uadopmainuu. O0beKT nHPOpMaTH3ALIIH.
daxToppl, BO3AEHCTByOmME Ha uHPopManuioo. OOmue MOJIOKEHUS.
Pocrexperynuposanue, 2006.

48. CoopHUK BPEMEHHBIX METOJIUK OLICHKU 3aIIMIIEHHOCTH
KOHQUACHIIMATBFHOM HH(GOPMALMKU OT YTEYKM IO TEXHUYECKUM KaHajJaM.
YrBepxaeH ['ocrexkomuccueint Poccun, 2002.

49. TpeboBanust o  3ammTe  HUHPOpMALMKM, HE  COCTaBIISIOLIEH
roCyJapCTBEHHYIO TalHy, coziepxkanieics B rocyapCTBEHHBIX
nHpopMaIMOHHBIX cucTemMax. YTBepxkaeHbl npukazom ®CTIK Poccuu ot 11
depans 2013 . Ne 17.

50. Mepsl 3amuThl UHGOPMAIMU B TOCYAAPCTBEHHBIX HH()OPMALIMOHHBIX
cuctemax. Ytepxaensl ®CTOK Poccun 11 despans 2014 r.

51. MeTonuueckre peKOMEHIAIMK 10 TEXHUYECKOU 3anmuTe nHhOpMaIuH,
COCTaBJSIIOIIEH KoMMepueckyro TaiiHy. YT1Bepxaensl PCTIK Poccum 25
nexaopst 2006 r.

B) IPOTPAaMMHOE 00ECIICUCHHUE: CIEIHATM3UPOBAHHOE IPOrPaMMHOE
oOecrieyeHWe JUISI TIPOBEPKH 3AIIUIICHHOCTH TIOMEHICHWA OT YTCUKH
UHPOpMAIIMK IO aKyCTHYECKOMY U  BHOPOaKyCTHYECKOMY KaHajam,
CHCIHATBHBIX UCCIICIOBAaHUHA CPEICTB BEIYHCIUTECIIEHON TEXHUKY;

r) 0a3bl JaHHBIX, HH()OPMAITMOHHO-CIIPABOYHBIC H TTIOMCKOBBIE CHCTEMBI:
www.fstec.ru; www.gost.ru/wps/portal/tk362.



4. KOHTpOJb U OlIeHKa Pe3yIbTaTOB OCBOCHHS MPO(HECCHOHAIBHOTO MOTY IS

Koxa n HauMeHoOBaHuE OOIINX U
po(hecCHOHABLHBIX KOMIETCHIIUN

Kputepuu onenku

®opMBI 1 METOIBI KOHTPOJIA,
B TOM YHCJIE IO y4eOHOH 1

bopMupyeMBIX B paMKaxX MOIYJIS MIPOU3BOJICTBEHHOU
MIPaKTHUKE
[IK 2.1. OcyiiecTBisiTh YCTaHOBKY | JleMOHCTpHpOBaTh YMEHHUSI | TECTUPOBAHUE,

Y HaCTPOMKY OTHEIIBHBIX
IIPOrPaMMHBIX, IPOIPAMMHO-
anmnapaTHbIX CPEJCTB 3aIUThI
nH(popManuu.

1 NPaKTUYICCKHUC HABBIKH B
YCTAHOBKE M HACTPOMKE
OTACJ/IbHBIX NPOTrpaMMHBIX,
MIPOrpaMMHO-aMIMapaTHbIX
CpPEACTB 3allUThI
nHpopmanuu

9K3aMEH 0 MOJYJIIO,
AKCTIEPTHOE HAOIIOICHHE
BBITIOJTHEHUS JIA0OPATOPHBIX
3aHATHH,

SKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHCHUS TIPAKTUICCKUX
3aHATHH,

OIICHKA PEIICHHMS
CUTYAIlMOHHBIX 3a]1a4,
OIICHKA TTpoIiecca u
PE3YIIbTATOB BBHITOJIHEHUS
BHJIOB PabOT Ha MIPAKTHUKE

[IK 2.2. OGecrnieunBaTth 3amuTy
nH(popManuu B
ABTOMATHU3MPOBAHHBIX CHCTEMaxX
OTJICTBHBIMHU TIPOTPAMMHBIMH,
MPOrPaMMHO-AIaPaTHBIMU
CpeJICTBaMH.

JIeMOHCTpHUpOBATh 3HAHUSA
Y yMEHHS B 00€CTICUCHUH
3alIUThl HH(POPMAINU B
aBTOMaTH3UPOBAHHBIX
cucTeMax OTIENbHBIMU
IIPOrPpaMMHBIMH,
IPOTPaMMHO-
annapaTHbIMU CpEACTBaMU

TECTUPOBAHUE,
AK3aMEH 110 MOJIYIIIO,
PE3YNIbTATHI 3AIIUTHI
KYpPCOBOTO MPOEKTA,
SKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHEHUS JTa0OPATOPHBIX
3aHATHH,

AKCTIEPTHOE HAOIIIOICHHE
BBITIOJTHEHUS TIPAKTUYECKUX
3aHATHH,

OIICHKA PEIICHUS
CUTYaIlMOHHBIX 337124,
OIICHKa Iporecca u
PEe3YIBTATOB BBHITIOJTHEHUS
BUJIOB Pa0OT HA MPAKTUKE

[IK 2.3. OcyiiecTBisiTh
TECTUpPOBaHUE PYHKIUI
OTJIETTLHBIX MPOTPAMMHBIX 1
MIPOrPaMMHO-AMIAPATHBIX CPEICTB
3aImUTHl HTHGOPMAITUH.

Brinosninenue nepeyns
paboT Mo TECTUPOBAHUIO
(GYHKIHA OTAETBHBIX
MPOrPaMMHBIX U
MIPOTPaMMHO-aIapaTHBIX
CPEJICTB 3alIUThI
nHpopmarun

TECTUPOBAHUE, IK3aMEH,
9K3aMEH 0 MOJYJIIO,
IKCIIEPTHOE HAOIIOICHHE
BBITOJIHEHUS TAO0PaTOPHBIX
3aHATHH,

AKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHEHUS PAKTUYECKUX
pabor,

OLIEHKA peIIeHUs
CUTYallMOHHBIX 3aJ/1a4,
OLIEHKa Ipoliecca 1
PE3YJIbTATOB BBIIIOJIHCHUA
BHJIOB pabOT Ha MTPAKTUKE




1K 2.4. OcymecTBiATs 00paboTKY,
XpaHEeHHE U Ieperaqy
uHpOpMAIMK OTPAHUYEHHOTO
JOCTYyTIA.

[IposBnsTH 3HAHUS,
HABBIKU U YMEHUS B
00paboTKe, XpaHEHUHU U
nepenaye uHGopMaIu
OTPaHUYEHHOTO JIOCTYyTMa

TECTUPOBAHUE,
9K3aMEH 0 MOJYJIIO,
pe3yIbTaThI 3aIUTHI
KYPCOBOTO TPOEKTA,
AKCIIEPTHOE HAOIIIOICHHE
BBITIOJTHEHUS JIA0OPATOPHBIX
3aHATHH,

SKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHCHUS TIPAKTUYCCKUX
3aHATHH,

OIICHKA PEIICHHS
CUTYAIlMOHHBIX 3a]1a4,
OIICHKA TIpoIiecca u
PE3YIIbTATOB BBHITOJIHEHUS
BHJIOB pabOT Ha MTPAKTUKE

[IK 2.5. YHu4TOX)aTh
“H(pOpMaIHIO ¥ HOCUTETH
nH($OPMAaLIUU C UCTIOIb30BaHUEM
MIPOrPaMMHBIX U IPOTPaMMHO-
anmapaTHBIX CPEJCTB.

JleMOHCTpanus aJropuTMa
MpoBeACHUS PaboT 1Mo
YHUYTOKECHHUIO
nH(pOpMaIUK U HOCUTENCH
uHpOpMAINH C
HCIOJIb30BaHUEM
MIPOTPaMMHBIX U
MIPOrpaMMHO-AMNIMapaTHbIX
CPEICTB

TECTUPOBAHUE,
nud.3a4er, SK3aMeH 110
MOJIYJIIO, PE3YJIbTAThI
3alIUTHl KYpCOBOTO MPOCKTA,
SKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHEHUS JTAO0OPAaTOPHBIX
pabor,

AKCIIEPTHOE HAOIIOICHHE
BBITIOJTHEHUS TIPAKTUYECKUX
paoor,

OIICHKA PEIICHUS
CUTYallMOHHBIX 3a]1ad,
OIICHKa Iporecca u
pe3yabTATOB BBHITIOJTHEHUS
BUJIOB Pa0OT HA MPAKTUKE

[IK 2.6. OcyuiecTBasTh
PETUCTpAIMIO OCHOBHBIX COOBITUI
B aBTOMAaTU3UPOBAaHHBIX
(uH(OpPMAITMOHHBIX ) CUCTEMAX, B
TOM YHCJI€ C UCIIOJIb30BaHUEM
IIPOrpaMMHBIX U IPOrPaMMHO-
annapaTHbIX CpECTB
OOHapyKeHUs, IPEAYIPEXKACHUS U
JUKBUJIALMU TIOCIIEACTBUN
KOMIIBIOTEPHBIX aTaK.

[IposiBisATE 3HAHUA U
YMEHUS B 3aILUTE
aBTOMaTU3UPOBAHHBIX
(uH(DOPMAITOHHBIX )
CHCTEM C UCTOJIb30BAHUEM
MIPOTPaMMHBIX U
IIPOrpaMMHO-aIIapaTHbIX
CpeACTB OOHApYKEHHS,
PESYIpPEXKICHUS U
JMKBUAALNY TTOCIIECACTBUI
KOMIIbIOTEPHBIX aTaK

TecTUpOBaHue, Aud.3a4er,
9K3aMEH 0 MOJYJIIO,
Pe3yIbTAThI 3aIUTHI
KYPCOBOTO TPOEKTA,
AKCIIEPTHOE HAOIIOICHHE
BBITOJIHEHUS TAOOPaTOPHBIX
paoor,

AKCIIEPTHOE HAOIIOIeHHE
BBITTOJTHEHUS TIPAKTHYECKUX
pabor,

OLICHKA PEeIICHUS
CUTYallMOHHBIX 3aj/1a4,
OLIEHKa TIporiecca u
PE3YJIbTATOB BBIIIOJIHCHUA
BHJIOB paOOT Ha MTPAKTHUKE




Kox u HaumenoBanue

Kputepun onenku

DOpMBI U METOBI

o0ImuX U KOHTPOJISI, B TOM YHCJIe
podeCCHOHATBHBIX 1o y4eOHOU H
KOMIIETCHIIUH IIPOU3BOJCTBEHHON
(dbopMUpyeMBIX B MPAKTUKE
pamMKax MOJyJst
OK 01. BeiOupats - BBIOOpP METOJIa M CTIOCc00a peieHus Habmonenue,

CIIOCOOBI peIeHuUs
3amaq
npodecCuoHaTBHON
JeSITeTbHOCTH,
MNPUMCHUTCIIBHO K
pa3IMIHBIM
KOHTEKCTaM.

po¢eCCHOHANBHBIX 3a]1a4 C
COOJIIOIEHNEM TEXHUKN 0€30IIaCHOCTH
Y COTJIACHO 3a/IaHHOW CUTYAaIlHH;
-oreHKa 3((HEKTUBHOCTH U KauyecTBa
BBITIOJIHEHUA COI'JIACHO 3a,[[aHHOI>'I
CUTyalHUHu

MOHHUTOPHHT, OI[CHKA
cojepxkaHust mopTdoano
CTYJCHTA.

OK 02. Ocy1ecTBasiTh
MIOWCK, aHATIN3 U
WHTEPIPETAIHIO
nH(popManuu,
HEOOXO0IUMOM IS
BBITIOJIHEHUS 32144
npodecCuoHaTBHON
JESITeITbHOCTH.

- 3¢ peKTUBHBIN TOMCK HEOOXOAUMOI
nH(popManuu;

- nHpopManus, NoJ00paHHas U3
Pa3HbIX UCTOYHUKOB B COOTBETCTBHH C
3aJJlaHHOM CUTyalHuen

Hureprperanus
pe3yNbTaToOB
HaOJIFOIEHNIT 3a
JESTEIIbHOCTHIO
oOydaromerocs B
MIPOLIECCE OCBOCHHUS
o0OpasoBaTenbHON
IPOrpaMMbI

OK 03. IIpunumats
pelieHus B
CTaH/JaPTHBIX U
HECTaHIapTHBIX
CHUTYaIUsIX M HECTH 32
HHUX OTBETCTBEHHOCTb.

- peleHue CTaHAAPTHBIX U
HECTaHIAPTHBIX MPOPECCUOHATBHBIX
3aJa4 B 00JIaCTH IKCILUTyaTalluu
KOMIIOHEHT MOJICUCTEM 0€30I1aCHOCTH
aBTOMATHU3MPOBAaHHBIX CUCTEM;

MOHUTOPHHT U PEUTHHT
BBITIOJIHEHUS paboT Ha
y4aeOHOMU 1
MPOU3BOACTBEHHOMN
IIPAKTUKE

OK 04. Paborats B
KOJIJIGKTUBE U
KoMaH[e, 3P (HEKTUBHO
B3alMOJICHCTBOBATE C
KOJIJIETaMH,
PYKOBOJICTBOM,
KJIMEHTaMH.

- IEMOHCTpaIsi COOCTBEHHOM
NEeSATEILHOCTH B YCIOBUSX
KOJUICKTUBHOW W KOMaHTHOW pabOThI B
COOTBETCTBUU C 3aJJaHHOM CUTYalLUEH;

- IEMOHCTpaIsi COOCTBEHHOM
NEeSATEIBHOCTH B POJIU PYKOBOIAUTEIS
KOMaHbl B COOTBETCTBUH C 3aJaHHBIMU
YCJIOBUSIMHU.

[ToaroToBka pedepaTos,
JIOKJIaJI0B, COOOIIECHUH,
UCTIOJTb30BaHUE
AJEKTPOHHBIX
HUCTOYHHUKOB

OK 05. OcymiecTBisTh
YCTHYIO U
ITUCBMEHHYIO
KOMMYHHUKAITUIO HA
roCy/1apCTBEHHOM
SI3BIKE C YU4ETOM
ocoOeHHOCTEH
COIIMAJIBHOTO 1
KYyJIBTYPHOI'O
KOHTEKCTA.

- - IGMOHCTpAIHsI COOCTBEHHOU
NEeSATEILHOCTH B YCIOBUSX
KOJUICKTUBHOW W KOMaHTHON pabOThI B
COOTBETCTBHUU C 3aJJaHHOM CUTYalLUEH;

- IEMOHCTpaIsi COOCTBEHHOM
NESATEILHOCTH B POJIU PYKOBOIAUTEIS
KOMaHbl B COOTBETCTBUH C 3aJaHHBIMU
YCIIOBUSIMHU.

HaOmronenue 3a
HaBBIKaMH pabOTHI B
r7100aJbHBIX,
KOPITOPATHBHBIX U
JIOKaJIbHBIX
UH()OPMAITMOHHBIX
CeTsX.




Kox u HaumenoBanue
00IIUX U
podeCCHOHATBHBIX
KOMIICTCHITUM
hopMHUpyeMbIX B
pamMKax MOJyJst

Kputepun onenku

DOpMBI U METOBI
KOHTPOJISI, B TOM YHUCJIE
1o y4eOHOU H
IIPOU3BOJCTBEHHON
MIpaKTHUKE

OK 06. ITposBisTh

- IEMOHCTpAITUs HHTepeca K Oy TyIien

HaGmronenue 3a posibio

IpaXIaHCKO- npodeccuu; o0yyarorerocs B
MaTPUOTHYECKYIO - IEMOHCTpaIMs LIeJIeyCTPEMIIEHHOCTH, | TpyIe; HopThoIno
MO3ULHIO, camMo00pa3oBaHMsI U CAMOPA3BUTHS

J€MOHCTPHUPOBATh

OCO3HAaHHOE

MOBE/ICHUE HA OCHOBE

TPaIUIIMOHHBIX

00I1IeUeI0BEYECKUX

LICHHOCTEH,

MPUMEHSTH CTaHIapPThI

AHTUKOPPYILHUOHHOIO

MOBEICHHUS.

OK 07. - IEMOHCTpAIMsI Ka4eCTBA PUHATBIX JlenoBele Urpsl -
ConeiicTBOBaTh OpraHU3aIlMOHHBIX PELICHUM MOJIETTUPOBAHUE
COXPAHEHHUIO - TOTOBHOCTb K YaCTOW CMEHE COIMAJIbHBIX U
OKPYIKaIOIIeH Cpeibl, | TEXHOJOTUH B MPOdheCcCHOHATHHOM podeCCHOHATBHBIX
pecypcocOepeKeHnIo, | AeITeIbHOCTH; CUTYaIHil.

s exTuBHO - aHaJIM3 UHHOBAITMH B 00J1aCTH

JEHCTBOBATH B npodecCHOHATBLHON AEATEIIEHOCTH.

YpEe3BhIYANHBIX

CUTYaIHsIX.

OK 08. Mcnons3oBaTh
cpencTBa pU3NIECKOI
KYJIBTYpPBI 1751
COXpaHEHUI U
YKPEIUIEHUs 37J0pOBbs

- OIIEHKa COOCTBEHHOTO MPOABUKECHUS,
JUYHOCTHOT'O Pa3BUTHSL.

KoHntposs rpaduka
BBITIOJTHEHUS
VHJIUBUYyJIBHOMN
CaMOCTOSITEJILHOU
paboThl 00yJaroIerocs;

B IIpoliecce OTKPBITBIE 3aIIATHI

npodeccnoHanbHOM TBOPYECKUX U

JNESATENLHOCTH U MPOEKTHHIX PaboT

MoAep>KaHus

HE00X0TUMOTO

yYpOBHS HU3UIECKOI

IIOATOTOBJICHHOCTH.

OK 09. Ucnonb30BaTh | - HMCIOJIb30BAHHE OCHOBHBIX BUIOB CemuHapsl yueOHO-

UH(pOPMAaIMOHHbIE COBPEMEHHOM BBIUUCIUTEIBHOU MPaKTUYECKUE

TEXHOJIOTUH B TEXHUKHU; KOH(EpEeHIIHNH.

npodeccnoHabHOM - O3KCIUTyaTalus U YCTpaHEHUE Konkypchr

NeSITeIbHOCTH. TUMIUYHBIX BBISBICHHBIX J1€(DEKTOB npodeccuoHaIbHOTO
TEXHUYECKUX CPEJICTB MacTepCTBa.
nH(pOpPMATU3ALINY; Onumnuansl.

- IEMOHCTpaLus Pe3yJIbTATUBHON

JCATCIIBHOCTHU B obnactn OKCILTyaTallun

U TCXHUYCCKOT'O COITPOBOKACHUA
ABTOMATU3HWPOBAHHBIX CUCTEM




Kox u HaumenoBanue
00IIUX U
podeCCHOHATBHBIX
KOMIICTCHITUM
hopMHUpyeMbIX B
pamMKax MOJyJst

Kputepun onenku

DOpMBI U METOBI
KOHTPOJISI, B TOM YHUCJIE
1o y4eOHOU H
IIPOU3BOJCTBEHHON
MIpaKTHUKE

OK 10. ITomp30BaThCs
npodeccnoHaIbHOM
JTOKYMEHTaIMen Ha
rocyaapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

- UCTOJIb30BaHUE OCHOBHBIX BUJOB
COBPEMEHHOM BBIYMCIUTEIBHOU
TEXHUKH;

- O3KCIUTyaTalus U YCTpaHEHUE
TUMIUYHBIX BBISBICHHBIX J1€(DEKTOB
TEXHUYECKUX CPE/ICTB
nH(popMaTH3amuy;

- IEMOHCTpAIs Pe3yIbTaTUBHOMN
NeSITeIbHOCTH B 00JIACTH 3KCIUTyaTalluu
Y TEXHUYECKOTO COMPOBOXKICHUS
ABTOMATU3HPOBAHHBIX CUCTEM

CemuHapsl yueOHO-
MIPAKTUICCKHE
koH(pepenuu. [{enoBpie
UTPBI-MOJICTTUPOBAHUE
podeCCHOHATBHBIX
CUTYaLHM.

OK.11 HUcnonb3oBaTh
3HaHUS 110
¢duHaHCcOBOU
TPaMOTHOCTH,
TUTAHUPOBATH
NPEIIPUHIMATENBCKY
10 JICSITEIbHOCTD B
npogecCuoHATBHON

cdepe

- 3(peKTUBHBII MTOUCK ¥ PUMEHEHHE
3HaHU# (PMHAHCOBOW IPaMOTHOCTH;

- nHpopManus, NoJo0paHHas U3
Pa3HbIX UCTOYHUKOB B COOTBETCTBHH C
3alaHHOU CHUTyaluen

Cemunaps! yueOHO-
HPaKTHYECKHE
KoH(pepeHMHU. JlenoBsie
UTPBI-MOJICTUPOBAHUE
pohecCHOHATBEHBIX
CUTYyalHil




