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1. OO6mas xapakTepucTiKa paboueit mporpaMMbl JUCITUTUTHHBI
1.1. MecTo TUCIMIUIMHBI B CTPYKTYpE OCHOBHOM 00pa3oBaTeIbHOM

IPOrpaMMmbl

I[I/ICI_II/IHJII/IHa ((KOMHBIOTCPHBIG CeTH» SIBISIETCA 00S3aTEIIbHON YacCThIO

ob1renpodeccuoHanbHOTO

LIUKJIa

OCHOBHOU

npodeccuoHanbHON

oOpa3oBarenbHON TporpamMmbl B cooTBeTcTBUU ¢ PI'OC mo cnenuanbHOCTU
09.02.07 udopmarimoHHbIe CUCTEMBI U IPOTPaMMHUPOBAHHE.

1.2. HGHI) H INIAHUPYCMBIC PC3YJIbTaTbl OCBOCHUA NUCHUIIIMHBI:
B paMKax nporpaMmbl JUCHUIUIMHBI CTYJACHTAMHW OCBAWBAIOTCA YMCHUA U

3HAHUS

Kox o6mux n
po(hecCHOHATBLHBIX YMenust 3HaHus

KOMIIETEHITNH
OK. 01, - OpraHu30BbIBATH U | - OCHOBHBIE MOHSITUS KOMITbIOTEPHBIX
OK. 02, KOH(UTYPUPOBATH CeTEW: THIBI, TOIMOJIOTUH, METOJbI
OK. 04, KOMIIbIOTEPHBIE CETH; JIOCTyTa K cpeJie nepeiayu;
OK. 05, - CTpOMTb M AaHAJINU3UPOBATH | - anmnapaTHble KOMITOHEHTBI
OK. 09, MOJIETTU KOMIIBIOTEPHBIX CETEM; KOMIIBIOTEPHBIX CETEH;
[IK 4.1, - 9(@QexTuBHO UCHONB30BaTh | - NPUHIUNBI [AKETHOW Iepenadyn
I[IK 4.4 anmapatHble M MPOrPaMMHBIE | JAHHBIX; - TOHSATHE CETEBOM MOJIETIH;

KOMIIOHEHTBl ~ KOMIIBIOTEPHBIX | - ceTeByto Mozaenb OSI u apyrue

ceTel IpH PEIIEHUH Pa3IUYHBIX
3ajady;

- BBINOJIHATh CXEMBbl M YEPTEKHU
1o CHEIUAIBHOCTH C
UCIOJIb30BAHUEM  MPUKIAIHBIX
IIPOrPaMMHBIX CPEICTB; -
paboTaTh ¢ MPOTOKOJIAMH PA3HBIX
YPOBHEM (Ha npumepe
KOHKPETHOT'O CTEKa ITPOTOKOJIOB:
TCP/IP, IPX/SPX);

- yCTaHaBJIMBaThb U HACTPAaUBaTh
IapaMeTpsl IPOTOKOJIOB;

- OOHapyXuBaTb M YCTPAHATh
omKMOKH IpU Niepeaaye JaHHbIX.

CeTEeBEBIE MOJIEIIH;
- HpOTOKOJIBIZ OCHOBHBIC ITIOHATHA,

- TIPUHITATIBI B3aMMOJICHCTBHS,
paznuyus U 0COOEHHOCTH
pacrpocTpaHeHHBIX MIPOTOKOJIOB,
yCTaHOBKa MIPOTOKOJIOB B
OTIePaIIMOHHBIX CHCTEMaX;

- aJpecalyiio B CETsIX, OpraHU3aIUIo
MEXXCETEBOT'0 BO3IEUCTBUSL.




2. CTpyKTypa 1 COAEpKaHUE TUCLMILINHBI
2.1. O6beM yueOHOM AUCIUTIIIMHBI U BUJIbI y4eOHOU paboThl

Bun yuebnol paboThl Obmem B
qacax

O6bem 00pa3zoBaTeIbHOM MPOrPaMMBbl AUCITUTUIUHBI 69
O0beM paboThI CTYEHTOB BO B3aUMOJICHCTBHUHU C TIPETIOIaBaTeIeM 23

B TOM YHCJIE:

TEOPETHYECKOE 00yUeHUE 3
IIPAaKTUYECKUE 3aHATUS 18
1a0opaTOpHbIE 3aHATHUS -
KOHTPOJIbHBIE PAOOTHI -
caMoCTOsTeNIbHas paboTa 46
[TpomexxyTounas arrectamus B popme auddhepeHInpoBaHHOTO 3aUeTa 2




2.2. TemaTu4ecKuil IUIaH U COAEPKAHNE JUCUUIIIMHBI

cereil. CeteBble amantepbl. DYHKIUU U
XapaKTEPUCTUKU CETEBBIX aJlanTepoB.
Knaccudukamms CETEBBIX aJlanTepoB.

JIpaiiBepsl CETEBBIX aAaNTEPOB. Y CTAHOBKA U
KOH(QUIypUpOBaHME CETEBOrO  ajamnTepa.
KoHueHTparopbl, MOCTbI, KOMMYTHPYIOILIHE
MOCTBI, MapUIPYTH3aTOphl, IUIIO3bI, HX

Konsr
KOMIIETEHITNN
HanMeHOBAe Coneprxanue yueOHOTO MaTepuaa 1 O6Len (dbopMHpOBaHHUIO
(GbopMbI OpraHu3anuu AesITeIbHOCTU KOTOPBIX
pa3aesoB U TeEM B yacax
CTY/ICHTOB CHOCOOCTBYET
3JIEMEHT
IIPOrPaMMBI.

Tema 1. Coneprxanne y4eOHOT0 Marepurasa 12 OK 01,
OOmue cBenenust | Kiaccupukaryss KOMIBIOTEPHBIX — CETEH. OK 02,
o koMmnbloTepHou | [Tonsitue cereBo mozaend. Mogens OSI. OK 04,
ceTH VYposHu moaenu. BzaumopeiictBue ypoBHei. 2 OK 05,

HNutepdeiic. DyHKIUU ypOoBHEH MOJEIH OK 09,

OSI. Mogens TCP/IP. IIK 4.1,

B TOM 4rciIe NpaKTHYECKUX 3aHTHI 2 IIK 4.4

1.Ilpaktuueckoe 3ansatue «lloctpoenue

CXEMBbI KOMITBIOTEPHOM CEeTh» 2

CamocrosiTenpHast paboTa CTy/ICHTOB 8

1. Komnwrotepubie cetr. OCHOBHbBIE MTOHSATHUS 2

2. Knaccudukamus METOIOB JOCTyMA. 2

Metoast nocryna CSMA/CD, CSM/CA.

MapkepHble METObI 10CTYIIA.

3. PaboTa ¢ KOHCTIEKTOM M JIOTIOJTHUTEIILHON

nureparypoil.  [loarotoBka otTdera 1o 4

PAaKTUYECKUM paboTam
Tema 2. Coneprxanue y4eOHOT0 MaTepuara: 18 OK 01,
AmnmnapaTHsle He npenycmotpeHo - OK 02,
KOMIIOHEHTBI B TOM uMCIIE MPAKTHYECKUX 3aHATHIA 4 OK 04,
KOMIIBIOTEPHBIX OK 05,
cereii 1. ITpakTrueckoe 3ansatue «lIpeobpazoBanne ) OK 09,

¢dopmaros IP-agpecos» MK 4.1,

2.IIpakTnueckoe 3anarue «Pacuer [P-agpeca [IK 4.4

Y MacKH HOJCETH 2

CamocrosiTenpHas paboTa CTy/ICHTOB 14

1. ®usnueckue cpenpl Neperadyd JaHHBIX. 2

Tumber kabeneii W WX XapaKTEPUCTHKH.

CpaBuenus kabeneid. Tumbl cereit, TMHUN U

KaHaJoB cBsi3U. COeqMHUTENTN, KOHHEKTOPBI

TUTSE Pa3IMYHBIX TUIIOB Kabeneii.

HNucTpymeHTHI JUISt MOHTaXa u

TECTUPOBAHUS KaOeJbHBIX CHUCTEM.

BbecripoBoaHbie cpe/ipl epeiayn TaHHBIX.

2.  KommyHukanmoHHoe  o0opynoBaHHE 2




Ha3HAaYeHWe, OCHOBHbIE  (YHKIUU U
napameTpbl

3. IIpuntumnel paboThl TIPOTOKOJIOB Pa3HBIX
YPOBHEM.

4.  PacnpeneneHre  MPOTOKOJIOB IO
HazHaueHnto B Moxaenu OSI. CereBble u
TPaHCIOPTHBIE  MPOTOKOJNBL.  [IpoTokomsl
npukiangaoro ypoas FTP, HTTP, Telnet,
SMTP, POP3.

5. PaGoTta ¢ KOHCIIEKTOM U JOMOTHUTEIBHON
nureparypoil. [loarotoBka otTdera 1o
PaKTUYECKUM paboTam

Tewma 3.
[Tepenaua
MaHHBIX 110 CETH

ConeprxaHrie yueOHOTO MaTepuaa:

He npenycmorpeno

B TOM 4ncie npakTHUEeCKUX 3aHATHI

1.IIpakTuyeckoe 3aHATHE «H3yuenue
COCTaBa U XapaKTEPUCTHUK JINHUU CBSI3H»

2.Ilpaktnueckoe 3aHATHE «H3yuenue
XApaKTEepPUCTUK  OECNPOBOAHBIX  JIMHUM
CBA3U»

CamocrosiTenpHas paboTa 00yJaronuxcst

1. IloHsTMe curHajga, AaHHBIX. MeTOIbI
KOJMPOBaHUS JaHHBIX @pU  Iepenaye.
Monaymsiiust curHanoB. MeTo s o (pOBKH
2. Crpyktrypa ctexkoB OSI, IPX/SPX,
NetBios/SMB. Ctex nportokonos TCP/IP.
Ero cocrtaB u Ha3zHaueHue KaxIOTO
npotokoja. Pacrpeaenenue npoToKoJoB MO
gasgauenuto B Moxenn OSI. CereBble u
TPAHCIIOPTHBIE  MPOTOKOJBL.  [IpoTokonb
npukiagHoro ypoBHs FTP, HTTP, Telnet,
SMTP, POP3

3. [IIpoTokonabl © CTEKH MPOTOKOJIOB.
Crpykrypa crekoB  OSI,  IPX/SPX,
NetBios/SMB. Ctex mnpotokosnoB TCP/IP.
Ero cocrtaB u Ha3HaueHUE KaxXJIOTO
MpoToOKoJa. Pacrpenenenne npoToKoJIOB MO
HazHaueHuto B mojenu OSI. CereBbie u
TPAHCIIOPTHBIE  MPOTOKOJBL.  [IpoTokonsl
npuknagnoro yposus FTP, HTTP, Telnet,
SMTP, POP3

4. Tunbr agpecoB crtexka TCP/IP. Tumbt
aapecoB creka TCP/IP. JlokanpHbIE ampeca.
CereBoie [P-agpeca. [lomeHHbIE HMEHa.
®opmat u knaccel [P-aapecos. Iloacetn u
Macku nojacerei. Hasnauenwe azapecos
aBTOHOMHOM  cetn. lleHTpann3oBaHHOE
pacnpenenenue agpecoB. Orodpaxenue IP-
aZpecoB Ha JIOKaIbHbIE anpeca. Cucrema
DNS.

OK 01,
OK 02,
OK 04,
OK 05,
OK 09,
[IK 4.1,
I1K 4.4




5. PaGora ¢ KOHCIIEKTOM U OIIOJTHUTEILHOM

aureparypoil. Ilogroroska ordera 1o 6
MIPaKTHYECKUM paboTam
Tewma 4. Copepxanne yaeOHOTO MaTepuaa; 16 OK 01,
CeTeBrle TexXHOJIOTUM JIOKAJIBHBIX KOMITBIOTEPHBIX OK 02,
ApPXUTEKTYPBI cereii. Texnomorust Ethernet. Texuoyoruu ) OK 04,
TokenRing u FDDI. TexHomornu OK 05,
OECTPOBOTHBIX JIOKATHLHBIX CETEH. OK 09,
B TOM 4mciIe NpakTHYECKUX 3aHTHI 8 IIK 4.1,
[paktuueckoe  3amstue  «Hacrtpoiika IIK 4.4
npotokojioB  TCP/IP B  omepammoHHBIX 2
CUCTEMAX»
[Ipaktnueckoe  3ansitue  «Pabora ¢
JTUArHOCTUYECKUMU YTHJIMTaMHU IPOTOKOJIA 2
TCP/IP. Pemenue npo6iem ¢ TCP/IPy»
[Ipaktuueckoe 3anstue «lIpeodbpazoanue
dopmaroB IP-agpecoB. Pacuer IP-anpeca u 2
MAacCKH HOJICETHY
IIpaktnueckoe  3amarue  «lloctpoenue 2
OJIHOPAHTOBOU CETH»
CamocrosTenbHas paboTa CTyIEeHTOB 8
1. TexHonorun  T700aNbHBIX  CETEH. )
[TpuHIUIBI TOCTPOEHUS TII00ATBHBIX CETeH.
Opraunuzanus MEKCETEBOTO
B3aUMOJICVCTBHUS
2. [Ilpaktuueckoe 3ansitue «Hacrtpoiika )
YAAJIEHHOTO JOCTyNa K KOMIBIOTEPY»
3. PaGora ¢ KOHCIIEKTOM U HOIIOJIHUTEILHON
aureparypoil. Ilogroroska ordera 1o 4
MIPaKTHYECKUM paboTam
ITpomesxyTounas arrectauus B popme 1udhepeHIMpOBAHHOTO 1
3adera
Bceero: 69




3. YcioBus peanu3an JUCUUTLIUHBI
3.1. Jlna peanuzanuu OporpaMmbl TUCHUILIUHBI TPETYCMOTPEH CIIEIMAJIbHbBIE
nometnieHusd: B coorsercTBrU ¢ ®I'OC CIIO u [TOOIT
1. JlabGopatopuss  mporpaMMHOTO  OO€ClEeueHHUs U  COIMPOBOKICHUS
KOMITBIOTEPHBIX CUCTEM OCHAILEHHBIN 000py0BaHUEM:
[Tepconansubie komnbioTepbl — 12 mT. (ITIK — Intel Core 15, RAM 16 Gb, HDD
500 Gb, 237, k1aBuaTypa, MbIIIIb)
Kommnsrotep npenogasarens — 1 mt
(TIK — Intel Core I5, RAM 16 Gb, HDD 500 Gb, 23”, kitaBuaTypa, MbIIIIb)
[IepcoHanbHBIE KOMIIBIOTEPBI, MOAKIIOUEHBI K JIOKAJIbHOW BBIYHCIUTEIBLHOU
cetu u cetn MaTepner
Komnbrorepssie cTosibl — 13 mrT.
Crynbs — 13 wr.MapkepHas nocka — | mr.
[Ipoektop Panasonic PT-LB75NT — 1 .
OkpaH — 1 wr.
JInueH3noHHOE TpOorpaMMHOE oOecredeHrue OOLIEro M MpoQPEeCCHOHAIBHOIO
HA3HAYCHUS.
2. JlabopaTopus OpraHu3alMy U MPUHILUIOB MOCTPOEHUs MH(DOPMAIMOHHBIX
CUCTEM OCHAIIIEHHbI 000PYIOBAaHUEM:
[Tepconansubie komnbioTepbl — 12 mT. (ITIK — Intel Core 15, RAM 16 Gb, HDD
500 Gb, 23”, knaBuaTypa, MbIIIIb)
Kommnsrotep npenogasaresns — 1 mt
(TIK — Intel Core IS5, RAM 16 Gb, HDD 500 Gb, 23”, ki1aBuaTypa, MbIIIIb)
[IepcoHanbHBIE KOMIIBIOTEPHI, MOAKIIOUEHBI K JIOKAJIbHOW BBIYHCIUTEILHOU
cetu u cetn MuTepner
Komnbrorepssie cTosibl — 13 mrT.
[lepcoHasibHbIE KOMIBIOTEPHI, MOJKIIOUEHBI K JOKAJIbHOW BBIYUCIUTEIbHON
CETH U CeTH
WHTepHET CTeH bl ceTell nepenayu JaHHbIX —1;
AMYJISTOP AKTUBHOT'O CETEBOI0 000PYI0BaHUS — 3 1IT;
OkpaH — 1 wr.
[Ipoektop Panasonic PT-LB75NT — 1 .
3BYKO-YCHJIMTEIbHBIA KOMIUIEKC — | TIT.
Jlekumonnsie napTsl — 20 MT.
Cron npenoaaBarens — | mir.
Crynbst — 41 wr.
Mkadst — 1 mT.
VYyeOnas qocka — 1 mir.
[TporpamMmmMHoe obecnieuenune 001ero u npodeccuoHaabHOro Ha3HaueHus:: OS
Windows 10, MS Office 2013, MS Visio 2013, MS Visual Studio 2012, MS
Project 2013, Pascal ABC, Lazarus, C++

3.2. UndopmannonHoe obecriedeHre peain3aliuy IporpaMMel
OCHOBHBIC TICUATHBIE U MJIEKTPOHHBIC U3AAHUS:



1.Makcumos, H. B. Komnsrorepnsie cetu: yuedHoe nocooue / H.B. Makcumos,
N.N. TlonoB. — 6-¢ u3x., nepepad. u gon. — Mocka: ®OPYM : UHOPA-M,
2022. — 464 c. — (Cpennee npodeccuonanpHoe odpazoanue). - ISBN 978-5-
00091-454-0. - Tekcr: 3JIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/

2. Hammonanenbiil oTkpbiThiid yHHUBepcuTeT MHTYUT, kypc "JlokanbHble ceTn
u uarepHet". URL: http://www.intuit.ru/studies/courses/509/365/info

3. HaumonaneHblil oTKpbITEIA yHUBEpcuTeT MHTYUT, kypc "OcHoBBI ceTeit
nepenayu gaHHbIX". URL: http://www.intuit.ru/studies/courses/1/1/info

4. Hanumonanbubiii oTKpbITHIA yHHBepcuTeT MHTYUT, xypc "Cetu cBa3m
CJIETYIOIIETO MOKOJIEHUS" URL:
http://www.intuit.ru/studies/courses/966/157/info

5. UT-nopran xomnanuu "Mudocucremsr xetr" http://www jetinfo.ru/

6 WudopmaunoHHsli mopTanm 1o Oe3omacHOCTH KommaHuu  Positive
Technologies. URL: www.securitylab.ru/




4. KOHTpOJIb U OLIEHKA PE3YJIbTATOB OCBOCHUS JUCIUTLIINHBI

Kontpons u

OILICHKa

PE3YJIbTATOB

OCBOCHUA

IUCIUAIIINHEI

OCYIIECTBJISIETCSl TMPENOAABaTEIEM B MPOIECCE MPOBEACHUS MMPAKTUUECKUX
3aHATUH, TECTUPOBAHUS, 4 TAKKE BBINOJHEHUS CTYJICHTAMU WHIWBUYaJIbHBIX
3aJIaHUN, IPOEKTOB, UCCIICIOBAHUN

PesynbTaThl 00y4ueHus

Kpurepuu onienku

MeTtonnl onieHKH

Ilepeuenv ymenuti,
0Cc8auUBaemMblx 8 pamKax
OUCYUNTIUHDL:

- OPraHU30BbIBATh U
KOH(HUTypHpOBaTh
KOMITBIOTEPHBIE CETH;

- CTPOUTH U aHAJIM3UPOBATH
MOJIETIN KOMITbIOTEPHBIX
ceTei;

- 9(peKTHBHO MCTIOTB30BAThH
anmapaTHbIC U IPOTPaMMHBIC
KOMITOHEHTBI KOMITbIOTEPHBIX
CeTEeH IPU peLICHUU
pa3IMYHbIX 3a]1aY;

- BBITIOJIHSATH CXEMBI
YEepTEXkHU IO CIIEUATBLHOCTHU C
HCIOJIb30BaHUEM TPUKIIATHBIX
MIPOrPaMMHBIX CPEJICTB; -
paboTath C MPOTOKOIAMU
Pa3HBIX YpOBHEH (Ha mpuUMepe
KOHKPETHOTO CTeKa
npotokosioB: TCP/IP,
IPX/SPX);

- YCTaHaBJIMBATb U
HACTpauBaTh MapaMeTphl
MIPOTOKOJIOB;

- 0OHapyXKUBaTh U YCTPAHATH
OIUOKY TpH TIepeave
JTAHHBIX.

Ilepeuensv 3nanuti,
0Cc8aUBAEMbIX 8 PAMKAX
OUCYUNTUHBL!

- OCHOBHBIE TIOHSTHUS
KOMITBIOTEPHBIX CETE: THIIBI,
TOTIOJIOTUH, METOJIBI IOCTYIA K
cpele nepeaayu;

- amnmapaTHbIe KOMITOHEHTHI
KOMIIBIOTEPHBIX CETEH;

- IPUHLHUIIBI TAKETHOU
nepenayu JaHHBIX; - TIOHSATHE
CETEeBOI MOAeIH;

- ceTeByro mozaenb OSI u
JPyTHE CETEBBIC MOJICTIN;

«OTIUYHO» - TEOPETUYECKOE
coJiep>KaHue Kypca OCBOEHO
MOJTHOCTBIO, 0€3 MpoOeIoB, YMEHHUs

chopMUpPOBaHKI, BCE
[peLyCMOTPEHHBIE IIpOrpaMMON
yuyeOHble  3a/laHusl  BBINOJIHEHBI,

Kau€CTBO HMX BBIIIOJIHCHHA OLCHCHO
BBICOKO.

«Xoporo» - TEOPETUYECKOE
CoJlepyKaHue Kypca OCBOEHO
MOJIHOCTBIO, 0e3 poOeIoB,
HEKOTOpbIE YMEHHsI COPMHUPOBAHBI
HEJI0OCTaTOYHO, BCE
IIPEyCMOTPECHHBIE IIPOrpaMMOM
y‘~I€6HLIe 3aJaHus BBIIIOJTHCHHI,
HEKOTOpBIE BH/IBI 3alaHui

BBITIOJIHEHEI C OIJ_II/I6KaMI/I.

«Y IOBJIETBOPUTEIHLHOY -
TEOpPETUYECKOE COfEpKaHue Kypca
OCBOCHO YaCTUYHO, HO MPOOEIBI HE
HOCSIT CYIIECTBEHHOTO Xapakrepa,
HEOOXOIUMBIE YMEHHsI PaOOTBI C

OCBOCHHBIM MaTcpHralIoM B
OCHOBHOM chopMUpOBaHKI,
OOJIBLIIMHCTBO  INPEIyCMOTPEHHBIX

nmporpaMMoii  oOy4eHHs y4eOHBIX
3aJlaHu¥ BBITIOJIHEHO, HEKOTOPHIE U3
BBITMIOJIHEHHBIX 3aJ]aHUH  COJlepKaT
OIITUOKHU.

«HeymoBreTBOpUTETHHOY -
TEOPETUYECKOe CONEepKaHHe Kypca
HE OCBOEHO, HEOOXOIUMBIC YMECHHUS
He c(hopMHUpPOBaAHBI, BBIIOJIHEHHBIC
y4eOHbIC 3aIaHHs COACPIKAT IPyOBIe
OIITUOKHU.

- KOMIIBIOTEpHOE
TECTUPOBaHUE Ha
3HaHUE TEPMHUHOJOTUU
0 TeME;

- TECTUPOBAHUE;
-BBIIIOJIHEHHE 3aJaHuI
IUIA CAaMOCTOSATEIbHOU
paboTHI;

- OLICHKA BBIMOJHEHUS
MPAKTUYECKOTO
3amanusi(paboThl).

- IPOMEKYTOUHAS
arrectanus B popme

i GepeHITMPOBAHHOTO
3auera.




- IPOTOKOJIBI: OCHOBHBIE
TIOHSATHS,

-IIPUHIHITE] B3aUMOJCHCTBHSA,
pa3nuyusi ¥ 0COOEHHOCTH.




