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Pa6ouas nporpamma yueOHbli JHCHUILTHHBI pa3paboTana Ha ocHoBe De/1epabHOro
rocyIapcTBEHHOIO 00pa30BaTeNbHOIO CTaHJAApTa CpeaHero mnpogecCHOHATBHOIO
obpasosanust (nanee — @®I'OC) nmo crenWanbHOCTH CpeHero NpogecCHOHATLHOIO
obpazoBanus (nanee — CI1O) 10.02.05 Obecnevenne nHHOpMAITHOHHON OE30MMACHOCTH
ABTOMATHU3MPOBAHHBIX CHCTEM, YTBEPKIEHHOTO NprKa3zoM MunucrepeTBa 00pa3oBaHus
1 Hayku Poccutickoit @enepauuu ot 9 nexadps 2016 r. Ne1553, 3apeructpupoBaHHOro B
Munucrepctee toctuuuu Poccuiickoii Menepaunn 26 nexabps 2016 r. Ned4938, u
IIpumepHO¥ OCHOBHOW 00pa3zoBaTeNbHOM NpPOrpaMMbl 10 CHEIHUATBHOCTH CpPeIHero
npogeccuoHaibHoro  obpazosanus  10.02.05  Obecrieyenre  wHpOPMAIIMOHHOM
0e301acHOCTH aBTOMATU3HPOBAHHBIX CUCTEM (PEerHCTPAIMOHHBINH HOMED B (eepanrbHOM
peectpe mnpuMmepHbIX ofpazoBatenbHelx mporpamm  CIIO 10.02.05-170703, nara
peructpauuu 03.07.2017).

Pazpaborunku:

Bonomun  C.M., k.r.H., npenogasarens BKK Komnemka wHOOpPMATHKH |
IPOrpaMMHPOBAHHSL.

[loxonoauna E.B., k.3.H., gouent, npenojasarens |KK Komremka wHpopMaTuku U
IpOrpaMMHPOBaHH.

Poii A.B.. k.1.H., npenoxasarens BKK Komnnemxa uadopMaTtiki U IporpaMMUDOBAHMS.
Mypamkun ~ O.H. sasegyiommii  naboparopueit  Komnemxka wWHGOOPMATHKH W
IPOrPaMMHUPOBAHHS.

Penienszenr:
OnrynoBa EnuszaBera KapanpOueBHa, KaHauaaT (U3MKO — MaTeMaTHYeCKHX Hayk,
nperojaBaTelb KoJule[Ka MH(POPMAlMOHHBIX TexXHONorud u sxkoHoMuku KbBI'Y

(®UO, yyenas cTeneHb, 3BaHKHE, JT0DKHOCTD)

Pabouas nporpamma npodeccHoHaIBHOTO MOIYJIsl pACCMOTPEHA U PEKOMEHI0BaHa K
YTBEPJKICHHUIO HA 3acelaHUM MNpeJMETHON (LMKJIOBOW) KOMUCCHU HHGMOPMAIHOHHON
Oe3ormacHOCTH

Tporokon ot «/Z » &5 Z@FJ\@/E

[Ipencenarens % C.M. Bonoaun




PEHNEH3HUA
Ha pabo4yio MporpaMmy NpoQecCHOHANIBHOIO MOLYJIS
IM.02 3amuTa nupopmManuyu B aBTOMATH3HPOBAHHBIX CHCTEMAX
NPOrpamMMHBIMH H NPOrpaAMMHO-ANNAPATHLIMH CPeACTBAMH
10 CIELHATbHOCTH CPeaHEro npodeccuonansHoro obpaszosanus 10.02.05
O6ecneuenne HHPOPMALMOHHON Ge30MaCHOCTH ABTOMATH3HPOBAHHbIX CUCTEM

Paspabotunk: Bomomun C.M.. k.T.H., npenopasatens BKK Komiemxka
MH()OPMATHKH H IPOrPaMMHUPOBAHUS.

[lokonommua E.B., k.3.H., goueHT, npenojasarens Komremka WHODODMATHKH WU
[POrpaMMHDPOBAHMS.

Poit A.B., k.1.H., npenogasareib Komnemka HHOOPMATUKHA H IDOrpaMMUPOBAHUS.

PaGouas mporpamMma Mpod)ecCHOHANBLHOTO MOAY/Is pa3paboTaHa Ha OCHOBE
DenepanbHOro rocyapcTBEHHOro obpasoBaTenbHoro cranaapra (nanee — ®IOC) no
CHELHAIBHOCTH CpeAHero mpodeccuoHanbHoro obpasoBanus (manree — CIIO)
10.02.05 O6ecnevyenne HHPOPMALMOHHON ©€30MaCHOCTH aBTOMATH3UPOBAHHEIX
CHCTEM, YTBEPXKIEHHOro TpukazoM MwuHKucTepcTBa 00pa3oBaHHS M HAyK#
Poccuiickolt @enepaunu ot 9 gexabps 2016 r. Nel553, 3aperucTpupoBaHHOrO B
Munucreperse toctuuun Poceuiickoii @enepauuu 26 nexabps 2016 r. Ne44938. Ipu
paspaboTtke pabodeil IporpaMMsl UCNONB30BANIUCEH TPO(ECCHOHATBHEIE CTAHAAPTEI B
obnactu nHpOpMaLMoHHOHN GezonacHoctu - 06.032 «Crienuanuiet no 6e30nacHoCTH
KOMIBIOTEPHBIX cHcTeM M cerei», 06.033 «Cnenmanmuct mo 3amure WHGOPMALUE B
ABTOMAaTU3MPOBAHHBIX CHCTEMAX).

Pabouas mnporpamma npodeccnoHanmbHOro wmoayias I[IM.02  «3amura
vHGpOPMALMKH B aBTOMATU3MPOBAHHBIX CHCTEMax MPOrPAMMHBIMH M MPOrPaMMHO-
annapaTHeIMK CPEACTBAMM» OTHOCHTCS K oOpasoBatenbHoil mporpamme ®I'OC CI10
M 103BOJISIET CHOPMHUPOBATE Psijl TPO(YECCHOHATEHBIX KOMIIETEHIMH.

PaGouyas nporpamma [IM.02 «3ammra uHGOpMalMK B aBTOMAaTH3UPOBAHHAIX
CHCTEMaX MPOTPaMMHBIMH M MPOTrpPaMMHO-ANMapaTHBIMUA CPEACTBAMH» COCTOUT M3
CIAEIYIOUIMX Pa3/IesioB:

1. Tlacnopt npodeccHOHaIbHOrO MOZYIS.

2. PesynbraThl OCBOE€HMS MPOGHECCHOHATIBHOIO MOYJIS.

3. CrpykTypa u conepxxanue npoheCCHOHAIBHOTO MOIYJIs.

4. Vcnosus peand3alidy NporpaMME! MPOheCCHOHAIBHOTO MOJLY.IS.

5. KoHTponb ¥ oOLEHKa pe3yJbTaToB OCBOEHHS IMPO(ECCHOHATBHOIO
MOJLYJIS.

10.02.05 Obecnieyenue uHGOpMALHOHHON G€30ACHOCTH aBTOMATU3UPOBAHHBIX
CHCTeEM,




Paspaborunk: Bomogun C.M., k.T.H.,, npenoaasarens 1KK Komnemka
HH(POPMATHKH ¥ IPOrpaMMUPOBAHMS

PaGouass nporpamMma, paspaGoranHas Ha ocHoBe DenepansHOr0O
rocyIapcTBEHHOTO 00pa3oBaTeNbHOro craHzapra no crenuansHocTd 10.02.05
Obecrnieuenne HHGOpMALHOHHON Oe30MacHOCTH aBTOMATH3UPOBAHHBIX CHCTEM,
paccuntaHa Ha 846 uaca, U3 HUX Ha ocBoeHue MJIK 520 uacos, 186 wuacos
MPaKTHYECKHX 3aHATHH, 58 4acoB caMOCTOATENbHOM paboThl, HTOrOBbIH KOHTPOJIb
ocyuiecTisieTcs B QopMe 3K3ameHa 1o MoayJio.

PaGouas nporpamma BKiro4aer B cebs:

1. TUTYIbHBIN JHUCT;

2. INacnopt pabodeii nporpaMMel podeccHOHATEHOTO MOIYJIS;

3. CtpyKTypy H cojepxaHue MpophecCHOHaIbHOTO MOMYJIA;

4. YcnoBus peannsauuu pabouei nporpaMMsl IpodecCHOHAIBHOTO MOIYJIS;

5. KOHTpOJb 1 OLEHKY pPe3yJIbTaTOB OCBOEHHUS NTPO(ECCHOHAIBHOIO MOJLYJIS, -

YTO COOTBeTCTBYeT TpeGoBaHusiM k paboueit nmporpamme u Tpedosanusam OI'OC
CITO npu popMupoBaHHH Kak 00ILKX, TaK H MPOGHECCHOHAIBHBIX KOMITETEHIMH.

B mnacnopre nporpamMMel cOpMyJHpOBaHBl LEMM H 3alayd OCBOCHMs
npodecCHOHANBHOTO MOJYJsl, HanpaBleHHble Ha OBNajileHHe O00y4YarolUMHUCs
obumMH 1 podecCHOHATBHBIMU KOMTIETEHLIUSIMH.

| JlaHHOe KOJWYeCTBO 4YacoB, BbIJIEJIEHHOE Ha OCBOEHHE Yy4eOHOH
JUCLIMILTHHbI, TO3BOJIMT: '

- copmupoBath y obydarommuxcs HeoOXOoauMbIe MpodecCHOHANBHBIE H
of1IMe KOMIETEHIUH;

- MOJTyYHTh HEOOXOAMMBIE 3HAHHUA M YMEHHUsA, KOTOPhIe MOXKHO MPUMEHSThH
B JIAJIbHEHINEM Ha [IPAKTHKE.

Temaruyeckuil TUIaH JeNUTCs Ha JIOTHYECKHE pas3/ieNibl, BKIIoYaloume B
cebs MJIK wu yueGHble nNpakTUKH NpPO(ECCHOHANIBHOIO MOJYJs, HMEeT
ONTUMAJIBHOE pAaClpe]e/ieHHe 4acoB MO pa3jielaM M TeMaM, B COOTBETCTBHH C
y4eOHBIM ITAaHOM.

Kaxapii pasgen nmnporpamMmbl OTpakaeT TEMaTHKy M BOIIPOCHI,
MO3BOJBIIOIIKE, B MOJHOM 00BeMe, H3YyYHUTh HEOOXOAMMBIH TEOpPETHYECKHUH
matepuan. [IpoBeseHne  mpakTHYyeckHX W JaDoOpaTOpHBIX  3aHATHH,
TMpeyCMOTPEHHBIX paboyed nporpamMMoi, NO3BOJSIOT 3aKPENUTh TEOPETHYECKHE
3HAHUS M pa3BUTh [PAKTUYECKME HABLIKM, NPHOOpETEeHHbIe MpH W3YyYeHHH
npodecCHOHaTBbHOTO MOYJIS.

Conepyxanue paboueil mporpammsl npodeccuoHansHoro moayas ITM 01
coorBerctByer TpeGoanusam ®I'OC CIIO no cneumansHoctd 10.02.05
Obecnieyenue unHpopMaLOHHON §e301acHOCTY aBTOMATU3HPOBAHHBIX CHCTEM M
mpuMepHoi 06pa3zoBaTenbHOH NporpamMMe AaHHOTO NPOQECCHOHATIBHOIO MOLYJIs.



H3yuenue ™M 01 «IKeruyaranus aBTOMaTU3HPOBAHHBIX
(vHGOPMALMOHHBIX) CHCTEM B 3allMIUEHHOM MCIIOJHEHHH» CIIOCOOCTBYET
3(Q(HEKTHBHOH U Ka4eCTBEHHO! MOATOTOBKE MOJIOABIX CIIELHAINCTOB (TEXHNKOB) B
obsacty HMH(POPMALMOHHOM Oe30nmacHOCTH M 3aIUTHl ABTOMATH3WPOBAHHAIX
(MHGOPMAITMOHHEIX) CHCTEM. Pabouass nporpamMma COAEpPXHUT MUHAMYM
OCHOBHOM W [ONOJHHTEIBHON JUTepaTypbl, HEOOXOAMMOMR IS M3yUeHHUs AaHHOM
JMCLIUTUTUHBL.

PaspaGorannas pabouas nporpamma npo@eccHOHAIBHOTO MOAYJIA
MOXET OBITH HCMONB30BaHA B NPOMECCHOHANBHON MOJrOTOBKE CPEeAHEro
npodeccronanbHoro obpazosanus mo crenuansHocTd 10.02.05 OGecnieuenne
uH(pOpPMaIMOHHOH 6e30MaCHOCTH aBTOMATH3MPOBAHHBIX CHCTEM.

Penensent: Darynosa Enizasera Kapansbuesna
KaHJHUAaT QU3UKO-MaTEMAaTHYeCKUX Hayk, npe,u. @TCITh H.,,‘KJIOBOI‘:I KOMHUCCHHU

MH(OPMALIMOHHBIX TEXHOIOIHi H IIPOrpaMMUDEEaRIS, HREHIONaBaTeIb KOJIIK
a uHhOpMaLMOHHBIX TEXHOMOTHH U 3KOHOMUKH/KHY

(Pamunus U.0., 10KHOCTD, YUeHasi CTENEeHb,
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COJAEPXXAHUE

cTp.

. OBIIIASI XAPAKTEPUCTUKA PABOYEN ITPOI'PAMMEI

[TPOOECCHUOHAJIBHOI'O MO/J1Y JIA

CTPYKTYPA 1 COAEPXXAHUE ITPOPECCHUOHAJIBHOI'O MOAYJIA
YCJIOBUA PEAJIM3ALIMA [TPOOPECCHUOHAJIBHOI'O MOIYJIA
KOHTPOJIb 1 OLIEHKA PE3VJIbTATOB OCBOEHHM
[TPOPECCHUOHAJIBHOI'O MOJIYJIA



1. OBIIAA XAPAKTEPUCTHUKA PABOYEN INPOI'PAMMBbI

MNPOPECCHOHAJBHOT'O MOAYJIsA

1.1. Llene 1 nianupyemMbie pe3yibTATBI OCBOEHHS NPogecCHOHATBHOT0 MOXYJIsE

B pesynbrare usydeHus nmpodeccHOHANBHOTO MOJIY/ISl 00yHalOIHiCs 10KeH OCBOHTh
OCHOBHO# BH]I JIesITeIbHOCTH «3atiura nHhOpMalui B aBTOMATU3HPOBAHHBIX CHCTEMAX
MPOrpaMMHBIMH M ITPOTrPAMMHO-AMNIAPATHBIMU CPEJCTBAMH» U COOTBETCTBYIOLIHE eMy

o011IMe KOMIIETEHIHH, U TPOo(decCHOHATbHBIE KOMITETEHIINHN:

1.1.1. Ilepevenp oOMIMX KOMIETEHLIUMA

Kon OO01He KOMIETEHITMH

OK 01. Beibupars  criocobbl  pemenuss  3agad npodiecCHOHAIBLHOH — JIeSITeIBHOCTH,
[IPUMEHHUTEJILHO K Pa3jInYHbIM KOHTEKCTaM.

OK 02. OcymecTBIaATh MOUCK, aHATH3 H HHTEepHpeTannio HHPOpMAIHK, HeOOXOAUMOMH Ui
BBHITIOJTHEHHUS 3a/1a4 podeccoHanbHO JAesTelIbHOCTH.

OK 03. [TnanupoBate M peann3oBbBaTh cOOCTBEHHOE MPOMECCHOHAIBHOE H JHYHOCTHOE
pa3BHTHE.

OK 04. PaGorare B KosIeKTHBE H KOMaH/1e, 2Q(EKTHBHO B3aHMO/IEHCTBOBATL C KOJLIEraMy,
PYKOBOJICTBOM, KIIMEHTAMH.

OK 05. OcymeCTBHSITFb YCTHYIO i ICEMEHHYIO KOMMYHUKAIHIO HA FOCYIAPCTBEHHOM S35IKE
C Y4ETOM OCOOEHHOCTEH COIMAIBLHOTO H KYJIBTYPHOTO KOHTEKCTA.

TTposBAATE rpakAaHCKO-MATPHOTHYECKYIO MO3HIHIO, IEMOHCTPHPOBATH OCO3HAHHOE

OK 06. | noBenenue Ha OCHOBE TPAJAMIMOHHEIX OOIIEYEIOBEYECKHX [IEHHOCTEH, IPHMEHSTE
CTAHZAPTHl AaHTHKOPPYIIIHOHHOTO MOBEICHHUS.

OK 07. CojelicTROBaTL  COXpaHEHHIO  OKpYKaloIled cpelsl, pecypcocbepexeHHro,
s dexTHBHO AeiicTBOBATH B Upe3BhIMAHEIX CHTYaIIUIX.
UcnonpzoBars cpeicTBa (Pu3HUecKol KyIbTYphl ISl COXPaHEHHS! M YKPEIICHHS

OK 08. |3mopoBbs B mpomecce NpopecCHOHAIBHOH JEeSTENIBHOCTH U HOJ/IepIKaHus
HEe0OX0AUMOr0 YPOBHS (PHU3HYECKOH [10Ar0TOBICHHOCTH.

OK 09. | Ucnoab3oBars HH(OPMALMOHHBIE TEXHOIOTHH B TPO(MECCHOHAIBHOM IEATETHHOCTH.

OK 10. ITosp3oBaThes  npodeccHoHaNbHON JOKyMEHTalMell Ha rocyJapcTBEHHOM U
HHOCTPAHHOM SI3bIKAX.

OK.11 WcnonezoBath  3HaHus 1o (QUHAHCOBOH  IpPaMOTHOCTH,  IUIAHHPOBATH

TpeIpUHHMATENBCKYIO AeATeILHOCTh B IpoecCHOHANBHOIM chepe.

1.1.2. Iepeuens npodeccHonanbHbX KOMITETEHIIHN

Kon

[IpoeccrnoHanbHble KOMIETEHIIHH

IIK 2.1.

OcymecTBasTh YCTaHOBKY M HACTPOMKY OTAEIBHBIX MPOTPAMMHBIX, ITPOrpaMMHO-
annapaTHeIX CPe/ICTB 3alUThl HHGOpPMAIHH.




[IK 2.2. | ObecrieunBars 3amuTy HHGOPMALINH B aBTOMATH3APOBAHHBIX CHCTEMAx OT/IC/TbHBIMHA '
IIPOrpAMMHBIMH, OIPOrPAMMHO-AIIIAPATHBIMH CPEICTBAMH.

[IK 2.3. | OcymecTBasTe TecTHpOBaHHE (DYHKIHMH OTAENIBHBIX NMPOIPAMMHBIX M IPOIPAMMHO-
alnapaTHbIX CPeCTB 3alUThl HHPOPMALIHH.

[MIK2.4. | Ocymecteiasate oOpadoTKy, XpaHeHHEe W Iiepeaady WH(pOpPMalliH OrpaHHuYEeHHOIO
Jlocryna.

[MIK 2.5. | Vanuroxkars wundopManuio #W  HOCHTeaH HHPOpPMAIMH C  HCIIOIb30BAaHHEM
MPOrpaMMHBIX M IIPOrPaMMHO-ANNapaTHbIX CPECTB.

[TK 2.6. | OcymecTBnaTs pErHCTPalMI0 OCHOBHBIX COOBITHH B  aBTOMATH3HPOBAHHBIX

(nH(oOpMalMOHHBIX) CHCTEMAX, B TOM YHC/e C HCIOJIb30BAaHHEM IIPOrPAMMHBIX H
IPOrpaMMHO-aNINAaPaTHLIX CPEJICTB OOHAPYKEHHUS, TPEeayNpPEeKIeHHS W JTNKBHIAINH
OCIEACTBHI KOMITBIOTEPHBIX aTak.

1.1.3. IlepevyeHb TUYHOCTHBIX Pe3yJIbTaTOB

Kox

JIMYHOCTHBIE Pe3y/IbTaTh
pealn3aliii IIporpaMmMbl BOCTIHTAHMA

JIP1

OCOBH&IOII.[Hﬁ cebs I'PAKAAHHHOM H 3alllTHTHHKOM BEIUKOMH CTpaHbl

Cobmonatonmuii HOpMBI IPABOIOPSAIKA, CIIEAYIOIIN HIeaTaM rPakIaHCKoro
obmmecTsa, obecrieverusi Oe@30MaCHOCTH, 1TPaB U cBOOO,I I'pakjian Poccuu.
JlosnbHblii K yeTaHOBKAM U IPOSIBJICHUSIM ITIpEICTaBUTENeH CyOKyIbTYP,
OTJIHYAIOLIHH WX OT IPYIII C JIECTPYKTHBHBIM H JI€BHAHTHBIM MTOBEICHHEM.
JleMOHCTpUPYIONTHIH HENPUSITHE | TIPEAYNPEKAAIONINiT COHATBHO OMAacH0e
MOBE/IEHAE OKPYIKAIOIINX

JIP4

[TposiBnstommii ¥ JIEMOHCTPHPYIOIIHH YBaXKEHHE K JIOASM Tpy/Ja, OCO3ZHAIOIINL
LEHHOCTb coOcTBeHHOro Tpyaa. Crpemsinuiics K GOpMHPOBAHHIO B CETEBOI cpejie
JIMYHOCTHO M IIPO(ECCHOHAIBLHOI0 KOHCTPYKTHBHOIO «IH(POBOTO ciejay

JIP7

Oco3HaOIMH NPHOPUTETHYIO HEHHOCTD JTHYHOCTH YEJIOBEKA; yBaAKAIOIIHH
CODCTBEHHYIO H 4yXKYI0 YHHKAIBHOCTD B Pa3IHYHbIX CHTYALHsX, BO BeexX Gopmax
¥ BHJIaX JI€STEIbHOCTH.

JIP10

3aboTsmpiics 0 3amMTe OKpYkKalomeH cpenbl, COOCTBEHHOW MW 4YXKOit
0e30nacHOCTH, B TOM YHCIIE HHAPOBO

JIP13

,HGMOI'ICTPHPYTOIIIHI‘;I FOTOBHOCTE H CIIOCOOHOCTD BECTH JHAIIOL C APYTHMH JIKO/IbMH,
JOCTHIaTb B HEM B3aMMOINIOHHMAHHA, HAXOIHTh OGI_U,HC HEIH U COTpYAHHUYATE ITTA
HX JJOCTHIKCHHA B HpO(i)ECCHOHEUIbHOﬁ JesITe]IbHOCTH

JIP14

[TposBsiomuii cO3HATENBHOE OTHOLIEHHE K HElpephIBHOMY 00pa3OBaHHIO Kak
YCIIOBHIO YCIEIIHOM PpodecCHOHATBHOM B 00IIeCTBEHHOM JIeSTeIbHOCTH

JIP15

[TposiBasitormmii rpaxiaHcKoe OTHOIIEHHE K MPo(ecCHOHATLHOM JIeSTeTbHOCTH Kak
K BO3MOIKHOCTH JIMYHOTO YYacTHsi B PEIICHHH OOIECTBEHHBIX, TOCY/IaPCTBEHHBIX,
001IeHAMOHATBHBIX TPOOJIEM

JIP16

CooTBercTBYIOIIMIA  OkuIanusM  paboTomarteneii: KpeaTHBHO  MBICISIINIA,
3(deKTHBHO COTPYAHHYAIOLUIHH € APYTUMH JTIOIbMH, OCO3HAHHO BEINOTHAIOMINN
npogeccHoHaIbHbIE TPeOOBaHUS, PACIPEACIONINI BpeMs H ApyTHe Pecypchl s
BBITIOJIHEHMs TOCTABIEHHOH 3ajaud B YCTAHOB/IEHHBIH CPOK, OTBETCTBEHHBIH,
JIMCIMIUIMHAPOBAHHBIHN, 11€IeyCTPEMIIEHHBIH, CTPECCOYCTOHIMBBIH.

JIP17

JemoHcTpHupyIOmMH  KyIbTYpy  peud, B TOM  4YHCIE€ B  JIETOBOH
MepennucKe/eperopopax,  CHOCOOHBIH  Mpe3eHTOBaTh ceds HW  TPOJIYKT
npoeccnonanbHOM AeITeNThHOCTH

JIP18

JlemoHcTpHpytoUHil cTOCOOHOCTH MCIONB20BaTh B HMU(POBOH cpe/ie pa3aHvHbIC
uudpoBele cpeacTBa, MO3BOIMIONINE BO B3aHMOJCHCTBHH C APYTHMH JIIOIBMHU




JOCTHTaTh NOCTABIEHHBIX MEICH; npe,-'l}*l|p€m’ﬂamumﬁ cobcTBEHHOE W HYiKOe

l ACCTPYKTHBHOEC [MOBEIACHHE B CCTCBOM ITPOCTPAHCTBE. |

1.1.4. B pesynbrate ocBoeHHs MPo(ecCHOHATBHOrO MOYJIs 00yUarommics

JIOKEH:

UMETh
MIPaKTHYECKHH
OIIBIT

= YCTAHOBKH, HACTPOMKH TPOrPaMMHBIX CPEJICTB 3aIUThl HHOOPMAIHH B
ABTOMATH3MPOBAHHOI CHCTEME;

= obecrieyeHHs 3allUThl ABTOHOMHBIX aBTOMATH3HPOBAHHBIX CHCTEM
[IPOrpaMMHBIMH H IIPOIPAMMHO-AMIIAPATHBIMHU CPEICTBAMH;

- TECTUPOBaHUs (YHKIMH, AMArHOCTHKA, YCTpPaHEHHS OTKa30B W
BOCCTAHOBIICHHsS  pabOTOCIIOCOOHOCTH INPOrpaMMHBIX M ITPOrPAMMHO-
anmapaTHeIX CPeJICTB 3aluThl HH(OpPMAaIlHK;

= pemenns 3a1a4 3ammtel o1 HCJI k mH(OpManmuu orpaHudyeHHOro
J0CTyNa ¢ MOMOIILIO HPOrpaMMHBIX M MPOrpPaMMHO-AIIIAPATHBIX CPEICTB
3aUIMThl HH(pOPMAIHH;

- [PUMEHEHHS IICKTPOHHOH IOJITHCH, CHMMETPHYHBIX "
ACHMMETPHYHBIX KPHOTOIPAaQHUECKUX aITOPHTMOB, H CPEICTB MIM(POBaHNs
JIaHHBIX;

- yuéra, 00pabOTKH, XpaHeHHs M Tepenauyd HHPOpMaLHu, I KOTOPOi
VCTAHOBJICH PEIKUM KOH(PHICHIHATLHOCTH, uHpOpMuUposanue nepconaia oo
yeposax besonacrocmu ungopmayuu™®;

- paboThI ¢ MOJCHCTEMAMH PETHCTPAIIMH COOBITHIA;

5 BBISABICHHUS coOBITHIH M MHOHAEHTOB  Oe3omacHoCTH B
aBTOMAaTU3IMPOBAHHOI cHCTEME:

= APUMEHEHUA MEXHON02UU PUNbMPAYUY PAZTUYHBIX 8UO06 mpaduKra; *

= ocyuecmenims GuIbmpayuio nepPexeaienHo20 mpagurka 01 nouckd
HAUOECHHBIX UHYUOCHMOS, 6b10AYY PA3PEULEHUS/3aNPeUeHtss HaA OOCMABKY
OnpeoeeHHbIX OaHHbLX, AHANUZ COOEPIICUMO20 REPEXSAYEHH020 mpaghuka ¢
Yenvio BbIAGICHUS HAPYUEHUL KOPROPAMUBHOU ROIUMUKU De30onacnocmu,
ouazHocmuxy pabomocnocobnocmu, u m.n. *

YMEThb

— yCTaHaBJMBaTh,  HAcTpauBaTh, NPHUMEHATH  MPOTPAMMHBIE |
[porpaMMHO-arnapaTHbie CpeacTBa 3alHThl HH(popManmm;

—  YCTaHaB/IMBATh W HACTPaUBATh CpPeJCTBA AHTHBHPYCHOW 3alMTHI B
COOTBETCTBHH C NPEIbABIAEMBIME TPEOOBAHHAMH

—  IMarHoCTHPOBATE, YCTpaHSITh OTKa3hl, obecrieunBaTh
paboTOCIIOCOOHOCTE M TECTHPOBATH (YHKIMH [POrpaMMHO-AIIapaTHbIX
CPEJICTB 3alIUThl HHPOPMALIMH, HPOEOOUNL MOHUMOPUHS, AHATU3 U CPABHEHUE
ppexmuenocmu nPOZPAMMHO-GNAAPAMHBIX CPEOCME 3aUUMbl UHDOPMAYUL
8 ONePAYUOHHBIX CUCTNEMAX,

—  [PHMEHATh IMPOrPaMMHBIE H MPOrPaMMHO-AlNApaTHBIE CPeiCTBa JUIs
3aluThl HHGopManuu B 6a3ax TaHHBIX;

— OpoBepATh BeINONHeHHe TpeGoBaHuil Mo 3amure WHbOpPMALMH OT
HECAHKIIHOHHPOBAHHOTO JocTyna npH aTTeCcTaluu 00BEeKTOB
HHpOpMATH3AIMH 110 TpeGOBaHUIM Ge3011aCHOCTH HH(OPMALIHH;

— [OpUMEHATh  MaTeMaTHYecKWi  ammapar  juis  BBIIOJHEHHs
KpUITOrpadHyuecKux [peodbpazoBaHuii;

—  HCIOJB30BaTh THIOBbIE IIPOrPAMMHEIE KPUIITOI paUUECKHE CPEICTBA, B
TOM YHCJIe SJIEKTPOHHYIO MOAIHUCH;




—  [NPUMEHSTH CPEJICTBA MAPAHTHPOBAHHOTO YHHYTOXKEHUA HH(DOpMAIIHK;

—  yCTaHABIHMBATh, HACTPAUBATh, IPHUMEHATH POrPAMMHEIE H
IporpaMMHO-aNNapaTHbIe CPEJICTBA 3alTHTHl HHOOPMAIIHHA;

—  OCYLLECTBJIATH MOHMTOPHHI' H PErHCTPALMIO CBEICHHN, HEOOXOIMMBIX
JUIs 3aAThl O0BEKTOB HH(OPMATH3AIIMH, B TOM YHCIE C HCIOJIL30BAHHEM
MPOrpaMMHBIX ¥ [IPOrPaMMHO-AIMApaTHBIX  CPEACTB  OOHAPYKCHHS,
NPEYHPeKACHHUS U TMKBHIAAIHA TOCICACTBHI KOMITBIOTEPHBIX aTaK;

- Ohopmasmy IKCHIYAMAYUOHHVIO OOKYMEHMAYUIO NPOZPAMMHO
annapamnbix cpeocme 3aujunvl ungopmayuu; *

- onpedename yenu u 3a0a4y 6 U3yHeHuu npoexma, *

-paspabameisams ROAUMUKY UHDOPMAYUOHHOU BE30NACHOCMU HA OCHOGE
CAMOCMOAMENbHOU KIACCUPUKayul 00beKkmoes 3auumet;

= ocyujecmenimes - VCMAHOGKY, — PA36EPMbi6anue,  HACMPOUKy U
ucnonvzoeanuem DLP-cucmem. *

3HaTh

—  0CcOOEHHOCTH M CIOCOOB! MPHMEHEHHs POrPAMMHBIX H IIPOIPAMMHO-
anmapaTHbIX CPEJICTB 3aIIUThl HH(GOPMAIMH, B TOM YHCJIE, B ONEPaliHOHHBIX
cHCTEMAaX, KOMITBIOTEPHBIX CeTsIX, 0a3ax JaHHBIX;

— METOIbl TECTHPOBaHHA (QYHKIHH OTAEIbHBIX NPOTPAMMHBIX ¢
IIpOrpaMMHO-ANNapaTHbIX CPEICTB 3alThl HH(OpMAITHH;

— THINOBBIE MOJENIH YNPaBJEHHs JIOCTYNIOM, CpPEICTB, METOIOB H
MPOTOKOJIOB WACHTU(DHUKALIMH ¥ Ay TCHTH()UKAIHH;

— OCHOBHBIC TOHATHS KPUNTOrpadMu M THHOBEIX KPUNTOTpadUUecKUX
METOJIOB M CpeACTB  3amuTBl  HHOOPMANMH, ofwue  NPUHYURnbL
PYHKYUOHUPOBAHUA CpeOcms 3auumel  uHgopmayuy, 6 mom uucie u
Kpunmozpagudeckou sauumol ungopmayuu™;

— ocobeHHOCTH M crOCOObl IPUMEHEHHS ITPOTPAMMHBIX M MPOrPAMMHO-
anmnapatHbIX CPEICTB rapaHTHPOBAHHOIO YHUUTOKEHUS HH(OPMAIIHK;

— THIOBBIE CPEICTBA H METO/Ibl BEJCHHS ayIHTa, CPEACTB U CnocoboB
3aIUThl HHPOPMAIUHK B JIOKATBHBIX BEIYHCIIHTE/IBHBIX CETAX, CPEJICTB 3aIHTHI
OT HECAaHKIIMOHHPOBAHHOTO JOCTYTIA.
= meopemu4eckKue OCHOBbL KOPNOPAMUSHOU 3aujumul unpopmayuu om
enympennux H1-yepos; *
~ MeMOOUKy npogeoenue 6ce20 KOMIIEKCA MEXHUYECKUX MepOnPUsUi
No amanuzy NOMOKO8 OAHHbIX, KAK YUPKVIUPYIOWUX GHYMPU nepumempda
3auuaeMoli  UHGOPMAYUOHHOU cucmeMbl, MAaK U NePeceKaioujux e20;

COBPEMEHHbIEe CMAHOAPMbl U CPEOCmea KOPROPAMUGHOU 3atyumel. *

*BapHaTHBHaﬂ 4acTb




1.2. KonnyecTBoO JacoB, OTBOJAHMOE Ha OCBOEHHEe ﬂpO(bECCHOHaJ]bHOFO MOAaYJIst

Bceero 836 yaca,

N3 Hux Ha ocsoenure MJIK 480 yacos,
camocTtosTenbHas pabora 20 yacos,

[IPOMEXKYTOUYHas aTTecTtanus 48 4acoB, B TOM HUCIIE
9K3aMeH Mo MOAyJo 12 4acos,

Ha npakTiku 288 4aca, B ToM umciie ydeOHyro 144 yaca,

¥ TPOM3BOJCTBEHHYO (110 npodunio crnenuaisHoctn) 144 gaca.




2. CTPYKTYPA U COAEPKAHHUE MPO®ECCUHOHAJIBHOI'O MOAYJIsA

2.1. CtpykTypa npogeccHOHATBHOIO MOAYJIst

CymmapHsiit O6sem npoeccHOHATEHOIO MO/TYJIs, 4K, Jac.
Kojtbi 00BeM Pabora 06yuaronuxcs Bo B3aUMOIEHCTBHH C TIpenoiasaTesem

KOMIIETEHIIN Hamuenonamms HAIPY3KH [pome | .

it, Kol AN uac./ B ho ste e To MR [lpaktukn wytown | N
JTH}:HOCTHHX npmpe;c;{ m:la;mmm HPéKT““egKO Bceero JIﬁﬁOpﬁTOplilfiw q::;;f:oabrx pabor ] - T::T-;'H
Pe3yJILTATOB e i 1 IPAKTHYECKUX (1IpoeKToB) Vyebnas L PORONETRERR aTZEZTa pabora

MOArOTOBKH ST as
1 2 3 4 5 6 i 8 9 10

IIK 2.1 - Pazpen 1.
IIK 2.6 IIpumenenne
OK 01-OK IPOrPaMMHBIX U
11, JIP1, nporpaMMHO-
JIP3, JIP4, annaparHbIX CpeJICTB 328/180 232 70 30 72 - 18 6
JIP7, JIP10, 3AIMTHI
JIP13, JIP14, | undopmanmu
JIP15, JIP16,
JIP17.JIP18
K 2.4 Paznmen 2,
OK 01-OK Kpunrorpaduuecku
11 JIP1, JIP3, | e cpejcTia 3alluThl
JIP4, JIP7, uHpopMaLu i
JIP10. JIP13, 216//112 156 68 - 36 - 18 6
JIP14, JIP15,
JIP16, JIP17,
JIP18 .
MK 2.1 - Paszpnen 3. A
MK 2.4, TIK | KopniopatusHas 136/84 02 o i 2 ) 2




26 OK 01- 3anmTa oT
OK 11, JIP4, | BHYTpeHHHX yIrpo3
JIP7, JIP10, uH(OpMaIIHOHHOH
JIP13, JIP14, | GesoracHocTH
JIP15, JIP16,
JIP17,JIP18
[IponzBoncTBenHas
UpAKTII L0 144/144 144
npoguio
CIenuarILHOCTH)
DK3aMeH 10 MOJLYJIO 12/12 12 o
Bcero: 836/532 480 182 30 144 144 48 20




2.2. TemaTH4yeckHuii IJ1aH U coiep:kaHue npogeccuonaabHoro moay.as (ITM)

HaumeHnoBanue pasaciioB

Kojpl koMmieTeHIHi,
(hopMUPOBAHHIO
KOTOPBIX
CIocoOCTBYET

npodeccHoHaNIBHOTO Copnepixanue yueGHOTO MaTepHasa, Obney | IEMEHT POTPaMMBbI.
momyist (ITM), nabopaTtopHbie paboThl U MPAKTHYECKHE 3aHATHS, BHEAYIUTOPHAS (CAMOCTOSTEbHAs ) o Kol THYHOCTHBIX
MEKIMCIIMTUTHHAPHBIX paboTa obyqaromuxcs, Kypcopas padora (mpoexT) Haeon Pe3yJILTATOR,
kypcos (MJIK) u Tem (hopPMUPOBAHUIO
KOTOPBIX peaiu3aliuu
TIporpaMMBbl
BOCITHTaHHS.
1 2 3 4
Pazjien 1 1IM.02. IIpuMeHeHne MPOrPAMMHBIX H IPOrPAMMHO-ANINAPATHRIX CPEACTB 3AIMHTELI HHpopMalHu 328/180 -
MJIK.02.01. ITporpaMmMHbIe H NPOrpaMMHO-ANIIAPATHBIE CPEJACTBA 3AMHTH HHpOpMaITHH 256/108
Pasjien 1. OcHoBHBIe MPHHIMITEI IPOrPAMMHOM ¥ NPOrPAMMHO-ANINAPATHOI 3aMHATHI HHGoOpMAIIHH 44/20 | 11K 2.1 —TIK 2.6, OK
Tema 1.1. Ipenmer u Conepkanue 6/0 01-0OK 11, JIP4,

3a/1a4M [IPOrpaMMHO-
arnnapaTHOH 3alHThl
HHpOpMaMH

1.Ilpeamer u 3aauu MPOrpaMMHO-aNNapaTHOM 3auHTE HHGOpMAITHK

2.OCHOBHEIE TIOHATHS IPOrPAMMHO-ANTAPATHON 3aIUTH HH(POpMAIHX

3.Knaccudukanms METo/10B M CPEJICTB TPOrPaMMHO-AIITIAPATHON 3aIHUTh
uHpopMalun

Tewma 1.2. Ctannaptsi
Oe3zonacHocTH

Conepxkanue

10/6

1.HopmaTuBHbIE IPABOBbIC aKThl, HOPMATHBHBIC METOJUYECKHE JOKYMEHTBL, B COCTaB
KOTOPBIX BXOJUIT TpeOOBaHUSA H PEKOMEH/IALHH 110 3alIHTe HHPOPMALHH
MPOrpaMMHBIMH U IIPOrpaMMHO-aniapaTebiMu cpezcTBaMu. [Ipodumu sammure:
MPOrpaMMHBIX U MPOrPaMMHO-ANIAPAaTHBIX CPEJICTB (MEKCETEBBIX JKPAHOB, CPEJICTB
KOHTPOIISl CheMHBIX MAITHHHBIX HOCHTEeH HH(OPMAIHH, CPEICTB JOBEPEHHOI
3arpy3KH, CpeJICTB aHTHBUPYCHOH 3alllThI)

JIP10, JIP15 JIP16.
JIP18




2.CranjiapTel 0O 3ammuTe HHPOPMALIMHU, B COCTAB KOTOPHIX BXOAAT TpeOOBAHUS |
PEKOMEHJIAIHH 110 3alI|Te HH(GOPMAIHH TPOTPAMMHBIMU H IIPOrPAMMHO-
annapaTHbIMH CpPe/ICTBAMH.

B ToM umclie MpaKTHYECKUX 3aHATHI U JIabopaTopHEIX paboT

6/6

1. IlpakTuueckoe 3andTre. O630p HOPMATHBHBIX ITPABOBBIX AKTOB, HOPMATHBHBIX
METOJIUYCCKHX JIOKYMEHTOB I10 3alIMTE HHPOPMALIHH, B COCTAB KOTOPBIX BXOIAT
TpeDOoBaHMs M PEKOMEHIAIMH M0 3aruTe HHOOPMAIIMH TPOrPAMMHBIME H
[porpaMMHO-amnapaTHbiMHU cpeacTeamMu. Pabora ¢ cosepikaHueM HOPMATHBHBIX
IIPABOBBIX AKTOB.

4/4

2.I1paxrnyeckoe sauatue. O630p cranaapros. PaboTa ¢ coiepikannem cTanIapTon

2/2

Tema 1.3. 3amumennas
aBTOMaTH3HPOBaHHAsl
cHcTeMa

Conepkanue

10/6

1.ABromarusaius npoiecca 0bpaborku uHpopmanm

2.ITonsiTve aBTOMaTH3UPOBAHHON CHCTEMBIL.

3.0cobennocTH dABTOMATH3HPOBAHHBIX CHCTEM B 3alIHIIICHHOM HUCHOITHEHHH.

4.0OcHorHbIe BH/bI AC B 3aIIHIIIEHHOM UCIIOJHEHHH.

5.MeTo/1b1 co3tanusl 0€30MaCHBIX CHCTEM

6.MeTo/10710rHsl MPOESKTUPOBAHKS rapaHTHPOBAHHO 3aMIeHHpx KC

7. JIMCKpentnoHHBIE MOJIeITH

8 ManarHble MOJIEIH

B ToM umciie npakTHYECKHX 3aHATHI H JadopaTopHEIX padoT

1. TIpakrryeckoe 3ansrTue Yuer, o0paboTKa, XpaHeHHe | Tiepeada uHpOpMAaIin B
AWC. Orpanudenne 0CTyIa Ha BXO/1 B CHCTEMY.
ueHTHduKanys n ayreHTH(UKams noap3oBareseii. Pasrpaiuyenue gocrymna.

2. Ilpaktnyeckoe 3anarue. Perucrpanus coberruii (ayur). Kontpons nemoctaoctu
JTAHHBIX

3. [IpakTuyeckoe 3ausTHe Y HHYTOKCHHE OCTATOYHON HHpOpMAIHK.

4.ITpaxTudeckoe 3aHATHE. YIpaBieHue MoauTHKOM 6esonacnocty. [11a61oHb!
De30macHOCTH

1/1




Tema 1.4. Conepkanue 8/4
Jlecrabummsupyroimee 1. McToynnk jiecTabHIIM3HPYIOMIETO BO3ACHCTBHS HAa 0OBEKTHI 3alIHThI
BO3J/IeHCTBHE HA 00BEKTHI 2.Cnocobb! Bo3ieicTBHS HAa HHAOPMALHIO
3aIIHTEI 3.IIpu4nnbl ¥ yci10Bus AeCcTAOMIM3HPYIOLIEI0 BO3ACHCTBUS HA HHPOPMAIIHIO
B ToM umcie npakTHYeCKUX 3aHATUI # JIab0PaTOPHEIX paboT 4/4
1. [IpakTuyeckoe 3ansitue PacnpesieicHue KaHAIOB B COOTBETCTBHU ¢ HCTOYHHKAMH 4/4
BO3JieicTBHS Ha HH(pOpMAIHIO
Tema 1.5. [Tpunipms Copnepxanue 10/4
[IPOrpaMMHO-aIapaTHoN 1.IToHgTHE HECAHKIIMOHUPOBAHHOI'O JocTyna K HHpOpMarHy
3alUThl HHpOpMaIuK OT 2.0OcHoBHBIE 110/IX0/1bI K 3amuTe nadopmarmu or HCJ|
HECaHKIIHOHHPOBAHHOTO 3.Opranmsanus jocryna K ¢aiinam, KOHTPOJIb JI0CTYIIa B pa3srpaHHYeHHE JIOCTYIIA,
aocTyna HepapXu4ecKui gocryn K daitnam. Oukcanus qocryna K daiiam
4.JlocTyn K JAHHBIM CO CTOPOHBI HpoLEcca
5.0cobennocTy 3amuThl JaHHbIX 0T W3menenus. [lludposanne.
B ToM uMcnie npakTHYecKHX 3aHATHi 1 J1abopaTopHbIX pador 4/4
1. IpakTryeckoe 3ansaTie Opranu3sanus jloctyna K (aiinam 212
2. IIpaktryeckoe 3aHsaTHe O3HAKOMIICHHE C COBPEMEHHBIMH TIPOrPAMMHBLIMH 1 2/
porpaMMHO-anapaTHbIMA cpeacTBamu 3auThl o1 HCJL S
Paspnei 2. 3amura aBTOHOMHBIX ABTOMATH3HPOBAHHBIX CHCTEM 54/18 | TIK 2.1 —TIK 2.6, OK
Tema 2.1. Ocnossl 3amuTel | Cojiepkanue 6/0 01-OK 11, JIP4,
ABTOHOMHBIX 1.Pabora apronomHo#i AC B 3alIIMINEHHOM PEKUME JIP10, JIP15 JIP16,
ABTOMATH3HPOBAHHBIX 2.Anroputym 3arpy3ku OC. [lltatHble cpejicTBA 3aMbIKAHMS CPE/IBI JIP18
CHCTEM 3.Pacimmpenne BIOS kak cpe/IcTBO 3aMBbIKaHHs IPOrPaMMHO CpeJib
4.Cucrembl THIIA DNIEKTPOHHBIH 3aMOK. D3 ¢ MPOBEPKO# LEIOCTHOCTH TPOrPaMMHOi
cpenpl. [Tonstne AMJI3 (10oBepenHas 3arpyska)
5.Ilpumenenue 3aknanoK, HalPaBJIEHHBIX Ha CHIDKEHHE 3 ()EKTHBHOCTH CPENICTB,
3aMBIKAIOITUX CpPemy.
Tema 2.2. 3amura Cosieprkanue 6/0

[porpamMM OT H3yUCHUSA

1.M3yuenne n obparnoe npoextuposanue [10

2.Cnioco6et n3yyenus I10: craTuueckoe i IMHAMAYECKOE H3YUCHHE




3.3aj1aum 3aUTEI OT H3YYEHHS U CIIOCOOBI HX PEIICHHUS

4 3amuTa oT OTHaKH.

5.3ammra ot gu3acceMONIHpOBaHUA

6.3amuTa OT TPACCHPOBKH 110 HPEPHIBAHMSIM.

Tema 2.3. Bpenonochoe
[IPOrpaMMHOE oOecrieueHne

Conepxanne

872

1.Bperonocroe nporpaMmuoe obecriedeHne Kak 0coObIil BUJI pa3pyaroInx
BO3JICHCTBHH

2.Knaccudukanus Bpe/IOHOCHOTO NporpaMMHoro obecriedenns. Cxema 3apaenus.
Cpeucrsa Hefitpanmsanuu Bpenonocroro [10. [podunaktuka 3apakenus

3.ITouck cienos akrusHocTH BpeponocHoro 110. Peecrp Windows. OcHoBHEIE BeTKH,
coxepxamue nudopmauuio o spegorocHom [10. [Ipyrue o0beKTsI, conepxkaiue
HHpopmaiuio o BpeonocuoM 110, daiiis prefetch.

4.bor-nersl. [Ipunnun ¢pyskunonupoBanus. MeToas oOHapYKeHUs

5.Knaccudukanust aHTUBHPYCHBIX cpeficTB. CHIHATYPHBI ¥ 9BPHCTHUECKHI aHATH?3

6.3amuTa o1 BHpYCcOB B "pydHOM peknme”

7.OCHOBHBIE KOHIIENIMH TOCTPOSHUS CUCTEM AHTHBHPYCHOM 3aIUTHI HA
IIPEIPUATHH

B TOoM uncIle npakTHYecKHX 3aHATHI U 1abopaTopHBIX padoT

212

1. Ilpaktiyeckoe 3austue. [Ipumenenns cpejicTe uccaenosanus peectpa Windows
JUISL HAXOXKIEHH CIIeI0B aKTHBHOCTH BpeaoHocHoro 110

2/2

Tema 2.4. 3ammra
TporpamMM U JIaHHBIX OT
HECAaHKITMOHHPOBAHHOTO
KOIHUPOBAHUS

Coytepikanue

8/4

1.HecauknmonupoBanHoe Konuposanue rnporpamm kak tan HCJT

2 JOpujueckue acreKThl HECAHKITMOHUPOBAHHOTO KOMUPoBaHus nporpamm. Obmiee
HOHSATHE 3aLUUTHI OT KOITHPOBAHHUS.

3.IIpussska [10 k annaparHOMY OKPYKEHHIO H HOCHTEIISIM.

4.3amuTHEIC MEXaHH3MbI B COBPEMEHHOM ITPOrPaMMHOM 00eCIeYeHHH Ha IIPUMEpE
MS Office

B ToM 4McIie npakTHYecKuX 3aHsTHil 1 1abopatopHbIX pabot

4/4

1. [IpakTrueckoe 3ansTue. 3ammra HHGOPMAIIMY OT HECAHKIHOHHPOBAHHOTO
KOIIHPOBAHUS € MCIIOJIb30BAHHEM CIEIHAIN3HPOBAHHBIX IIPOIPAMMHBIX CPEJICTB

2/2




2. IlpakTayeckoe 3aHaTHE. 3aUTHBIC MEXaHH3MBI B TIPHIIOKEHHSX (Ha IpUMEpe
MSWord, MSExcel, MSPowerPoint)

2/2

Tema 2.5. 3amura
HHOpMAIHH Ha MATHHHBIX
HOCHTENAX

Cojnepxanue

14/8

1.I1poGiiema 3amuTs! OTHY)KAaEMBIX KoMIoHeHToB [19BM.

2.Merobl 3auThl MHGOPMaNKK Ha OT4HYX/1aeMbIX HocuTensix. [[ludposanmue.

3.CpencrBa BOCCTaHOB/ICHUS 0CTaTOUHON HH(pOpManin. Co3/laHie MOCEKTOPHBIX
oOpaszos HOKM/JI.

4.Ilpumenenue cpe/ICTB BOCCTAHOBJICHUS OCTATOYHON HHGOPMAIIHH B Cy/1e0HBIX
KPHMHHAIACTHYECKUX IKCIIEPTH3aX U MPH PACCIICI0BAHUN HHITHIEHTOB.,
HopmatuBHas 6a3a, JOKYMEHTHPOBAHHE PE3YIILTATOR

5.be3po3BparHoe yaneHue JaHHbIX, [IpHHIHITBI 1 aIrOpUTMBI.

B TOM uHcIie NpakTHYECKHX 3aHATHH | J1abopaTopHbBIX paboT

1. IlpakTuyeckoe 3anstue. [I[ppMeHenne cpejicTBA BOCCTAHOBIEHHS OCTATOUHOR
uHpopmanuu Ha npuMepe Foremost wim ananora

2. IIpaktrueckoe 3ansTre. IIpuMenenne cnenuain3upoBaHHOTO IPOrPAMMHOIO
CpeCTBa JUIS BOCCTAHOBJIEHHUS YAANEHHBIX (ailiion

3. llpakTuueckoe 3ausTie. [Ipumenenne nporpamm st 6€3803BpaTHOrO y/iadeHHs
JAHHBIX

4. IIpaktyeckoe 3ansTue. IIpumenenne nporpamMm Juist mu(poBanus JaHHBIX HA
CHEMHBIX HOCHTEIsIX

Tema 2.6. Annaparubie
cpejicTBa HIeHTH(UKALHA |
ayTeHTH(UKAIHH
I10JIB30BaTeleH

Copepkanne

1. TpeGoBanus K anmnapaTHbIM Cpe/ICTBaM HIACHTH(HKAIMA U ayTeHTH(PHUKAITN
noJib30Bareneil, npuMenseMbiM B D3 1 ATIMJ13

2.Yerpoiictsa Touch Memory

Tema 2.7. Cacremst
o0HapyKeHus aTaK 1
BTOPIKCHHUH

Conepxanne

8/4

1.COB u COA, orinuyus B pyakuusx. OcHosuble apxutektypsl COB

2.Mcnonb3oBanne ceteBbIX cHudGepon B kauectse COB

3.Annaparsblit komroreaT COB

4. Ilporpammubiit kommonent COB




5.Mojenu cucremsl obHapyxenus Bropykenuit, Knaccudukanms cucrem
obnapyxenus Bropkenuit. O6Hapysxenue curnaryp. OGHapyKeHne aHOMAIIHI.
Jlpyrue mMeTojibl OOHapyIKEHUs] BTOPIKSHUI.

B ToM umclle NpakTHYECKHX 3aHATHH U JaboparopHbIx pabot

4/4

1. Ilpaktindeckoe 3ansrue MojaenupoBaHue mpoBeicHus araku. M3ydenne
HHCTPYMEHTAIBHBIX CPEICTB O0HAPYIKCHHS BTOPKCHH

4/4

Paszpmen 3. 3amura undopma

IIHH B JIOKAJBbHbLIX CETHX

12/4

Tema 3.1. OcHOBEI

Copepixanue

4/0

MOCTPOCHHA 3allIHIIICHHBIX

1.Cern, pabotaromye 110 TEXHOJIOIMH KOMMYTAIIUHA TAKETOB

ceren :

2.Crek nporokosioB TCP/IP. OcobGenHocT MapmpyTH3aIHH.

3.11ItaTHbie cpesicTBa 3amuThl HHGOpMauuu cTeka nporokonos TCP/IP.

4.CpejicTpa uAeHTHOHUKAMA U ayTeHTH(GUKAIIMA Ha PA3HbIX YPOBHSIX IPOTOKOJIA
TCP/IP, nocToMHCTBA, HEJOCTATKH, OFPAHHYCHHUSL.

Tema 3.2. Cpencraa

Conepkanue

8/4

opranusanun VPN

1.BupryansHas yacTHas ceTh. PYHKIMH, Ha3HAYSHHE, TPUHIIHIT TOCTPOCHHS!

2 Kpunrorpapuueckue U HekpuntorpadHueckue cpeacTsa opranusaiun VPN

3.Ycrpoiictsa, o6pasyromue VPN. Kpunromapupytusarop u KpunToQHIsTp.

4 Kpunropoyrep. [ IpuHIMIBL, apXHTEKTYpa, MOJIENIb HAPYIIHTEIS, T0CTOMHCTBA U
HEJIOCTaTKH

5.Kpunrodunerp. IIpuHuuiel, apxutekTypa, MOZIETL HApYUTHTEIS, JOCTOHHCTBA U
HEJIOCTATKH

B ToM 4nciie npakTHYecKuX 3aHATHIl K J1aboparopHbIX paboT

4/4

1.IlpakTuueckas pabora. PassepreiBanne VPN

4/4

IIpomesxkyTounas arrecranus B popme auddepeHunpoBaHHOTO 3a9€Ta

IK 2.1 - TIK 2.6, OK
01-OK 11, JIP4,
JIP10, JIP15 JIP16,
JIP18

Paszpen 4. 3amuTa nndopmannu B cersix o0ero Jocryna

12/4

Tema 4.1. Obecneuenue

Copepxanue

12/4

0e30MacHOCTH MEXCETEBOI0

1.Metojp! 3amuThl uHGOpManuy 1pu paboTte B ceTsX 001Iero JocTyna.

B3aUMOJCHCTBHA

2.MexcereBble 9kpanbl Tuna firewall. JlocronnceTBa, HelocTaTKH, pealinzyeMbie
TTOJUTHKA Oe3011acHOCTH

3. JluddepennupoBannblii 3a4eT

4.0cnosuble THNH firewall. CuMmeTpuunble B HecuMMeTpuyHble firewall,

[TK 2.1 — I1K 2.6, OK
01-OK 11, JIP4,
JIP10, JIP1S JIP16.
JIP18




5.¥posens 1. [lakerHble puabTphr

6.Yposens 2. unbTparnus c1yk0, HOUCK KIFOYEBBIX CIIOB B TEIIE AKETOB HA CETEBOM
YPOBHE.

7.¥Yposens 3. Proxy-cepBepa NpHKJIaIHOTO YPOBHS

8.0/1H0X0CTOBRIE W MynbTHXOCTOBEIE firewall.

9.0CHOBHBIE THITBI APXUTEKTYP MYIbTHXOCTOBBIX firewall. TpeGoBanus k kaxmomy
XOCTY HCXOJIsl U3 apXHTEKTYPBhl M BBIIOTHAEMBIX (DYHKITHH

10.TpeboBanus 110 cepTHGUKAIMA MEIKCETEBBIX YKPAHOB

B TOM ymcIIe IPaKTHYECKHX 3aHATHI U Ta00paTOpHBIX paboT

1. [IpakTuyeckoe 3ansTue. Msyuenue u cpaBueHue apxurektyp Dual Homed Host,
Bastion Host, Perimetr.

2. Ilpaxtuyeckoe 3anarue. M3yuenune pasinuuHbiX cioco00B 3akphIThs "onacHbx"
MOPTOR

Paszjea 5. 3ammura nagopmannu B 6a3ax JAHHBIX

Tema 5.1. 3ammTa
nHdopmMain B 6azax
JIAHHBIX

Cojiepxanue

1.OcHOBHBIE THIIBI yIpo3. MoJielb HapyumTe)is

2.CpeicTBa HACHTH(HUKAIMA U ayTeHTU(GUKANHU. Y IIPaBICHHE JOCTYIIOM

3.CpezicTBa KOHTPOJIS IEJIOCTHOCTH HHpOpMaHU B 6a3ax JaHHbIX

4.Cpezcrpa ayiura B KoHTpous 6esonacHoct. Kpurepun 3ammimensocty 6a3 jqaHHbIx

S.IIpumeneHHe KpHNTOrpagUIeCKUX CPeICTB 3aIuThl HHpOpMannu B 6a3ax JaHHbIX

B ToM uHcIle NpaKTHYECKHX 3aHsATHI ¥ JabopaTopHbIX paboT

4/4

1. IlpakTnyeckoe 3ausTue. M3yvyenune mexanu3mos 3ammtel CYBJ] MS Access

2. Ilpaxruyeckoe 3anstie. U3yuenue mratHeix cpencts 3ammtel CYB] MSSQL
Server

[IK 2.1 —1IK 2.6, OK
01-OK 11, JIP4,
JIP10, JIP13, JIP14,
JIP15, JIP16, JIP17,
JIP18

JIP16, JIP18

Paznes 6. MoOHHTOPHHT CHCTEM 3AMHTHI

68/28

Tema 6.1. MoruTopuHr
CHCTEM 3l ThI

Cojieprkanne

8/2

1.ITonsTie 1 0o6ocHOBaHHE HEOOXOAMMOCTH UCIIOB30BAHKA MOHHTOPHHTA KaK
HEeoOX0MMOH KOMIIOHEHTHI CHCTEMBI 3alUThl HHOpMaIiK

2.0cobennocTH (pukcaruu coOBITHIA, OCTPOSHHBIX HA PA3HBIX MPUHITAIIAX: CETH C
KOMMYTalMeH CoeIMHeHnH, ceTh ¢ KomMyTanueit nakeros, TCP/IP, X.25

IIK 2.1 - [IK 2.6, OK
01-OK 11, JIP4,
JIP10, JIP13. JIP14,
JIP15, JIP16, JIP17,
JIP18




3.Knaccudukanns oTcaekxnBacMbIX cOOBITHIE. OCOOEHHOCTH IOCTPOESHUS CHCTEM
MOHHTOPHHIA

4.Mcrounuku HH(POPMALMH JUI MOHHTOPHHTA: CETERbIE MOHHTOPEL CTATHCTHYCCKHE
XapakTepuCTHKH Tpaduka gepe3 MD, npoBepka pecypcos obIIEero noap30BaHuMs.

S.Knaccudukanus cereBsIX MOHHTOPOB

6.Cucremsl ynpasienus cobpirusamu HHOOPMAHOHHOM GesonacHocTH (SIEM).
0630p SIEM-crcTeM Ha MHPOBOM H POCCHICKOM DBIHKE.

B TOM unciie NpakTHYECKUX 3aHsTHH K TabopaTopHbIX paboT 2/2
1. Ilpaxtuyeckoe 3ausTHe. M3ydeHne U CPaBHHTEIBHBIA aHAH3 PACTIPOCTPAHEHHBIX
ceTeBbIX MOHHTOPOB Ha npumMepe RealSecure, SNORT, NFR wim npyrux ananoros. 2/2
lIposenenue ayaura JIBC cereBbiM ckanepoM (Ha mpumepe MaxPatrol 8)
Tema 6.2. Uzyuenne mep Conepxanne 42 |
3alUThl HHpOpManuy B 1. M3yuenue TpeboBanuii 0 3aumre nHGOPMALMH, HE COCTABILTIOMIEH
HH(pOPMANMOHHBIX rocynapcTBeHHyio rainy. M3ydenne meronveckux nokymentos ®CTIK no
cHeTEMax IPUMEHEHHIO MEP 3alIHThHI.
B TOM 4ncsie MpakTHYECKHX 3aHsMTHIE 1 1abopaTtopHbIX paboT 212
1.Beibop Mep 3ammuTe! nHbOpMALIHK JUIS HX PealH3aiiny B HH(GOPMALMOHHO
cucreme. Beibop cooTBETCTBYIOMINX POrPAMMHBIX U IIPOTPAMMHO-AIIIAPATHBIX 2/2
CPEJICTB H PEKOMEH/IAIINI 110 HX HACTPOMHKE.
Tema 6.3. U3yuenue Copnepxanue 8/8
COBPEMCHHBIX MTPOrpaMMHO- | B TOM umciie IpaKTHYECKUX 3aHATHI U J1abopaTOpHBIX paboT 8/8

alrnapaTHbIX KOMILICKCOB.

l.IlpakTiyeckoe 3ansTie. Y CTaHOBKA M HACTPOHKA KOMILIEKCHOIO CPEICTBA Ha
npuMepe SecretNetStudio (ydyeOnast JIHIeH3Hs) HIH JIPYTHX aHAJIOTOB

2. llpakTHueckoe 3aHATHE YCTAaHOBKA H HACTPOHKA IPOTPAMMHBIX CPEJICTB OLCHKH
3AUIMIICHHOCTH W ayauTa uH(popMarmonHoii 6e3omacHocT, u3yuenne GpyHKIui u
HACTpo¥iKa pekuMoB paboTel Ha mpumepe MaxPatrol 8 wim pyrux ananoros

3. Ilpaktuyeckoe 3anaTue M3yuenue THIOBBIX perneHui s nocrpoenns VPN na
npumepe VipNet uim qpyrux aHajioros

4. IIpaktryeckoe 3ansTue M3ydenne cOBpeMEHHBIX CHCTEM aHTHBUPYCHOI 3alIAThI HA
npuMepe KoprnopatusHbIX pemennii KasperskyLab win apyrux ananoros




5. lpaxTuueckoe 3austue Usyuenue dpynkuuonana n obacreit npumenenns DLP
cucteM Ha nmpumMepe InfoWatchTrafficMonitor uim apyrux ananoros

Tema 6.4 Hzyuenue Cojiepixanue 48/16
npoepammuo-annapamuerx | 1.11narpopmennsie pemenust OKB CATIP
cpeocme 3auumel 2.JloBepennas 3arpy3ka ua 6aze Axkopu-AMJI3
ungpopmayuu OKb CAIIP* | 3 Wnrerparms C3M HCJI ¢ KOHTpOJIeM JI0CTYNA W BHICOHAGIOICHAEM
4.Ilpumenenue ITAK Axkopz anst pasrpaHHueHus J0CTYA K JaHHBIM
5.0pranusanys 3alHIEHHOr0 3J1eKTPOHHOTO JOKYMEHTHOTO 0060pOTa ¢ OMOIIBIO
6, [TAK PRIVACY juts IICK3HW IIWTTKA
7.Pabota ¢ cucremolt yirpaBieHus coObITHIMHE HHPOPMAIIMOHHOI Ge30macHoCTH
(MaxPatrol SIEM).
B ToM 4ncIie IpaKTHYECKUX 3aHATHIT U 1abopaTopHbIX paboT 8/8
ITpakTueckoe 3ausTre. Y cTaHOBKA H HACTPOHKA MPaB MOJIL30BATENS U 11
apmunucrparopa B AMJI3 Axkopn GX
[TpakTHueckoe 3ansTre. Mzydenue ocobennocred satuTHbx Gynkmuii AMJI3 11
Axkopn GX )
[IpaxTrueckoe 3ansaTue. Pabota ¢ 3amuinenssmv citykebusiM HocuTenem OKB CATIP 2
Cexper Ocoboro Ha3HaueHUA. YCTaHOBKA M HACTPOHKA ITOJIMTHK. C
[TpaxTHueckoe 3anaTUe, PaboTa ¢ 3amuineHasm ciykebuemM nocutenem OKB CAITP
Cexpet Ocoboro HazHadeHus. M3yuenue ocobennoctei paboTh C 3aUIHIEHHBIM 2/2
cektopoMm Hakonutensa Cexper Oco0oro HazHAUYCHHS
IIpakTueckoe 3austue. PaboTa ¢ 3amumennsm cinyxkebabmM Hocutesem OKB CATIP U1
Cexper Ocoboro HazHaueHus
[TpakrrHueckoe 3anstue. Padora ¢ nokymentamu ¢ nomomsio ITAK PRIVACY s 11
[TCK3U HIUITKA
CamocrositenbHasi paboTa npu m3ydenna MJIK.02.01 6

[Tpumepnas TemaTHka BHEayAMTOPHON caMOCTOSTENIbHON paboTel,pedepar Ha TeMBbI:
W3yuenue HOBBIX TEXHOIOTHIT XpaHeHHS HHOOPMALIHHU;

CraTucTHKa U aHAIN3 KPYNHBIX yTeueK HH(OPMALUH 3a TOI;

[Mouck nHpOPMAIAK O HOBBIX BHJIAX aTaK Ha HH(OPMAITHOHHYIO CHCTEMY;

0O0630p cOBpeMEHHBIX IPOTPaMMHBIX U IIPOrPaMMHO-ANIAPATHRIX CPEJCTB AU ThI;

[IK 2.1 —TIK 2.6, OK
01-OK 11, JIP4,
JIP10, JTP13, JIP14.
JIP15, JIP16, JIP17,
JIP18




CpaBHHTENIbHBIH aHATH3 COBPEMEHHBIX IPOIPAMMHBIX H [IPOTPAMMHO-AIIAPATHBIX CPE/ICTR 3AIIHTEL
[IpoBiiemsl paboTsl kopnopatuBHbIXx AUC B yCIOBHSIX YIaJl€eHHOIO J0CTYIIA.

TemaTnka KypcoBbIX pador

1.Onenka 5 (peKTHBHOCTH CYIIECTBYIOMMX TPOrPAMMHBIX M IPOI'PAMMHO-ANNAPATHEIX CPEJICTB 3aIIHTHI
HH(OPMALMH C TPHUMEHEHHEM CTIEITHATH3UPOBAHHBIX HHCTPYMEHTOB H METO0B (MHIHBHIYaILHOE 3a/[aHHe)
2.0630p 1 aHaIM3 COBPEMEHHBIX MPOrPAMMHO-ANIIAPATHBIX CPE/ICTB 3aIUTEl HHGOPMAIHN (MHIMBHIYATBHOE
3a/laHue)

3.Beifop onTUManbHOTO CpeICcTBa 3aMM TR HHOOPMALHE HCXO/1s H3 MeToarueckuX pekomenaamuit ®CTHOK u
MMEIOIIMXCS HCXOIHBIX IaHHBIX (HHMBHIYAIBHOE 3a]1aHue)

4.IlpumMeneHue 1porpaMMHO-aNnapaTHbIX CPEJICTB 3alMTE HHYOPMALMH OT Pa3IMIHEIX THIIOB yIPo3 Ha
NPEeNpPUATHH (MHIMBHIYaIBHOE 3a/1aHKe)

5.I1poGrnema 3amuThl HHGOpPMALHH B 06/Ta9HBIX XpaHHIMIax fannbix u 110 ]]ax

6.3amMTa cpell BAPTyaTH3aluu

30/30

MK 2.1 —IIK 2.6, OK
01-OK 11, JIP4,
JIP10, JIP13, JIP14,
JIP15S, JIP16, JIP17,
JIP18

KoncyabsTanuu

[Ipomexyrounas arrectanus no MIK.02.01 B popme sx3amena

12

Yuebuast npakTuka paeaa 1

Buzasl pabot

[IpuMenenne porpaMMHBIX 1 IPOTPAMMHO-ANTIAPATHRIX CPE/ICTB obecrieuenust HHPOPMALMOHHON 6e30MacHOCTH B
aBTOMAaTH3HPOBAHHBIX CHCTEMAX

Jlmarnocruka, ycrpaHeHHe 0TKa30B u obecreyenne paboTocnocoGHOCTH NPOrPAMMHO-ANNAPATHBIX CPE/ICTB
obecnieuennst HHPOPMAITMOHHOMN Ge3011aCHOCTH

Onenka 5G(peKTHBHOCTH IPUMEHAEMBIX TIPOIPAMMHO-ANIAPATHEIX CPEICTB 00ecnedenns HHPOPMATHOHHOI
0e30MmacHOCTH

CocrasiieHue JIOKyMEHTAIMH 110 yueTy, 00paboTke, XpaHEeHHIO | repesiave KOHGHIEHIMATBHOH nHGOopMAaINH
Hcnone3osanune nporpaMmuoro obecneyeHust st 00paboTku, XpaHeH#us U nepeiadi KOH(PHIeHHATEHOM
HHpOpMALITH

Cocrasnenue MapiipyTa ¥ COCTaBa MPOBEICHHUS PA3INYHbIX BUIOB KOHTPOIBHBIX POBEPOK IIPH ATTECTALIUN
00LEKTOB, MOMEIIEHHH, TPOrpaMM, AJITOPUTMOB.

Yerpanenue 3aMedanuii 0 pe3yjibTaTam MpoBEpKH

AHaIH3 U COCTABIICHHE HOPMATHBHBLIX METOJMYECKHX JOKYMEHTOB 110 0becredeHnio nHpOopMaMoHHON
0e30MmacHOCTH TPOrpaMMHO-ANNAPATHBIMH CPE/ICTBAMH, C YYETOM HOPMATHBHBIX TPABOBLIX AKTOB.

72172

[IK 2.1 - 11K 2.6, OK
01-OK 11, JIP4,
JIP10, JIP13, JIP14.
JIP15, JIP16, JIP17,
JIP18




IIpumeHeHne MaTeMaTHIECKUX METOIOB JUIS OIIEHKH KauecTBa M BRIOOpA HAWITYUIIErO MPOrPaMMHOTO CPE/ICTBA
[Tposenenne ayaura uabopMalMOHHON Oe30macHOCTH

Hpumenenue OC Kali Linux ons mecmuposanus uH@opmMayuoHHo cucmemsl Ha RPOHUKHOGeHUe ™

Vemanoexa u nacmpoiika OC Astra Linux™®

Paznen 2 1IM.02. lIppmenenne kpunTorpagHIecKHX cpe/icTB 3aMUTRI HH(popMann

216/112

MJIK.02.02. KpanrorpaguyueckHe cpeicTBa 3alHThl HHGOpMAaLHI

180/76

Brenenue

Cojiepxanue

A

1.Ilpenmer u 3agaun kpunrorpadgun. Mcropus kpunrorpaduu. OCHOBHbBIE TEPMUHEI

Pazgen 1. MaTemaTHuecKHe

OCHOBBI 3aIUTHI HHpOPMALTHH

30/6

Tema 1.1. MaremaTudeckue
OCHOBBI KpunTorpahun

Copepxanue

30/6

1.31eMeHThI TeOpHH MHOKeCTB. ['pynmbl, KosbLa, moJs.

2.,HCJIHMOCTI:: YHCEII. lev'BHaKPl JACITHMOCTH. HpOCTbIC K COCTaBHBIC YHCJIA.

3.0cHoBHas TeopeMa apudmernku. Haubonbumii o0muit nenurens. Baanmuo
npoctblie ykcna. Anroput™ Eskinia i Haxoxkaenus HOJIL,

4.0OrHomenus cpapaumoctd. CroiicTBa cpaBHennii. MojyisipHast apudMeTHka.

5.Knaccer IlonHas n npuBeieHHas cucreMa BelueToB. @ynkuus Ditiepa. Teopema
Mdepma-Diinepa. AJropuT™M OBICTPOIO BO3BEAEHHS B CTEIEHb 110 MOAYIIIO.

6.CpaBnenus nepBoii crenenu. Jluneitnsie fnodanTopsl ypasHenus. Pacimupennsbrii
anroput™ EBiunja.

7 Kuraiickas Teopema 00 ocTarkax.

8.IIpoBepka gmcen Ha MPOCTOTY. AITOPHUTMBI TeHepPaluy MPOCTHIX uncesn. MeTtos
npoOHBIX jenennii. Pemero Oparocdena.

9.Pa3jiokeHue Ynciia Ha MHOXKHTETH. ANTopuTMB! dakTopusaiuu. @aktopusanus
®epma. Merox Iomnapaa.

10. AnropuT™MBI IACKpeTHOro storapu@muposanus. Merox Iosuapaa. Meron Iloppa.

11.Apndmernyeckue onepauuy Hal O0JIBIIMMH YHACIAMH.

12.2mMnTHYeCKHEe KPUBbIE H HX NPHJIOKEHHS B KpHIITOrpagHu.

IIK 2.4, OK 01-OK
11, JIP4, JIP10, JIP13.
JIP14, JIP15, JIP16,
JIP17,JIP18

B ToM umncIie mpakTHYeCKHX 3aHsTHii 1 1abopaTopHbIX paboT

6/6

1. Ipaktudeckoe 3anarue [Ipumenenne anropurma Esximna uis naxoxaenus HOJL.
Perenrie THHSHHBIX 1M0MAHTOBBIX YPaBHEHHH

2/2

2. Ilpaxtudeckoe 3ansaTue [Iposepka ukces Ha IPOCTOTY




3. Ilpaktuyeckoe 3ansTie Pemnenne 3a1a4 ¢ s1eMeHTaMU TEOPUH YHCEII.

o
S
b2

Pasjen 2. Kinacenueckasi kpunrorpadgus

36/18

Tema 2.1. MeToipt

Conepxanue

14/6

KpunrorpapHyeckoro
3aMThl HHGOPMAILHK

1.Knaccndukanmst 0CHOBHBIX METOJI0B KpHITTOrpadHuecKoif 3amuTel. MeTon
CHMMETPHYHOTO IH(poBanms

2.lTudpsr 3amensl. [Ipocras 3amena, MHOroanaBuTHAs 1OICTAHOBKA,
IIPONOPLUOHATILHBIH (P

3.Merozpl nepecranosky. Tabnuysas nepecTaHOBKa, MAPIIPYTHAs NEPECTAHOBKA

4.I'ammupoBanue. ['aMMupoBaH#e ¢ KOHEYHOH 1 GeCKOHEYHOH TaMMamu

B TOM 4mCIIe NpaKTHYECKUX 3aHATHII H 1abOpaTOPHBIX paboT

6/6

1. Ilpaktryeckoe 3ansTie I[IpHMEHEHHE KIACCHYCCKUX MH(POB 3aMEHEI

2/2

2. Ilpaktuyeckoe 3ansTue [IppMeHeHne KIacCHYECKUX MHGPOB MePecTAHOBKM

2/2

3. IlpakTryeckoe 3auaTre [IpuMenenne MeTo/1a raMMHPOBaHHUS

2/2

Tema 2.2. Kpunroanaius

Cojiepxanue

16/10

1.OcHoBHBIE MeTO/IBI KpunToaHam3a. Kpunrorpadguueckue araku.

2. Kpunrorapuueckas crofikocts. AGCOMOTHO CTOMKAE KPUIITOCHCTEMBI. [IpHHITHITET
Kupkxoddcea

3.1lepCrieKTHBHBIE HATIPABJICHHS KPHIITOAHAIN3A, KBAHTOBbIH KPHIITOAHAIIH3.

B ToMm umcine mpakTHYeCKHX 3aHSTHIL H JIa0OPAaTOPHBIX PabOT

10/10

1. IpakTryeckoe 3ansrue Kpunroananus mudpa npoctoii 3aMeHbl METOIOM aHATH3a
4acTOTHOCTH CHMBOJIOB

3/3

2. Ilpaktryeckoe 3anaTue Kpunroanamms Kiaccuueckux mu@pos METOI0M IIOJHOIO
nepebopa Kiouei

3/3

3. Ilpaktnyeckoe 3auaTue Kpunroananns mudpa Bukunepa

4/4

Tema 2.3. INoTounsie

Conepixanue

6/2

MHADPL! ¥ FeHEPATOPHI
IICEBJIOCITYYaHHBIX YHCE

1.OcroBHBIE pHHIHMIILI TOTO4YHOTO mH(ppoBanust. [Ipumenenne resepartopos [1CY B
Kpunrorpadun

2.MeTob! oTydeHHs NceBJOCIyYaiiHbBIX mocaeosarenasnocteit. JIKI, metos
®ubonayun, meton BBS.

B Tom umcie npakTHYecKuX 3aHsTHi 1 1a6opaTopHBIX paboT

2/2

I1K 2.4, OK 01-OK
11, JIP4, JIP10, JIP13,
JIP14, JIP15, JIP16.
JIP17, JIP18




| 1. ITpakTuyeckoe 3austue [Ipumenenne Meto 108 renepanuu [1CY 2/2
Pasjen 3. CoBpemenHasi KpunTorpagus 88/46
Tema 3.1. KogupoBauue Copepxanue 14/6
HH(pOPMAIIHH. 1.Komuposanue undopmanuu. CumBoibHOe KopoBaHue. CMbICI0OBOE KOJIMPOBAHHE. ITK 2.4, OK 01-OK
Kommbsrorepusarus 2 Mexanuzanus mudposanus. Ilpeacrasinenne uapopmaluy B IBOMYHOM KOJIE. 11, JIP1, JIP3, JIP4,
u_[H(:l]poBaHHﬂ. TaGJIPHJ.EI. ASCII HPIO JIP13, JIP14,
3. KomnbroTepr3anusi mudpoBanus. AlliapaTHoOe U IIPOrpaMMHoe MH(poBaHUE JIP15, JIP16, JIP17,
B TOM 4mMc/e MPAKTHYECKUX 3aHATHH U J1abopaTopHbIX pabor 8/8 | JIP18
1. ITpaxtrgeckoe 3ausarue Koguposanue uudopmannn 2/2
2. Ilpaktuueckoe 3anstue [IporpaMMuas peanu3anus KJIaccu4eckux muhpos 22
3. Ipaktudeckoe 3ansTue M3ydyenne peam3alii KJIaCCHYECKHX MU(POB 3aMEeHbI U 2/2
nepecranoBky B nporpamme CrypTool wim anasore.
4.CrangapTH3aims NporpaMMHO-anIapaTHbiX KpUHITOrpadu4ecKuX CHCTEM U CPEJICTB. 2/2
M3yvenue cOBpeMEHHBIX IIPOIPAMMHBIX H allapaTHBIX KPHITOrpadUuecKuX CpeIcTB
Tema 3.2. Cummerpuunble | Cosepikanue 24/10
cHcTeMbI IH(poBaHUs 1.061mmme cBeerns. CTpyKTYpHas cXeMa CHMMETPHYHBIX KPHOTOrpahuIecKux
CHCTEM.
2.M3yuenue 3apydexubix cummerpuunblx mudpos DES u AES. CoBpemennbie
METOJIBI KPHITOAHAIH3a CHMMETPHYHBIX MH(ppoB*
3.0reuectBennbie cranaptel mudposanus FOCT 28147-89*
4.0teuectrennbie ctanaptel mudposanus ['OCT 28147-89, 'OCT P 34.12-2015 un
['OCT P 34.13-2015 u ux KpHOTOAHAIA3
B TOM umCIie MPaKTHYECKUX 3aHATHII U 1abopaTopHbIX paboT 10/10
1. IlpakTuueckoe 3ansTue [IporpamMmmuas peajmsanus CHMMETPHYHBIX 2/2
kpunrorpapuyeckux airopurmos DES, AES
2. Ilpaktuueckoe 3angrue [Iporpammuas peanusanus CAMMETPHIHBIX 2/2
kpurnrorpapuueckux anropurmos RC*
3. Ilpaktudeckoe 3anstue [IporpaMmuas peanusanus CAMMETPHYHBIX 272

Kpurnrorpaduaeckix ajaropuTMoB oredectBeHHoro cranaaptos 'OCT 28147-89*




4. [paktuueckoe 3ansrue [IporpaMmHas peannsaims CHMMETPHYHBIX 2/2
KpMITOrpaguuecKuX ajiropuTMOB oTedecTBeHHOoro crangapros 'OCT P 34.13-2015%*
5. Ilpakruyeckoe 3ansaTue [IporpaMmnas peajusaiis CHMMETPHUHBIX 2/2
KpHITOrpaguueckux anropuTMos otedecTBennoro crangapros 'OCT P 34.13-2015*%
Tema 3.3. Acummerpuunnie | Conepxanne 8/4
CHCTEMBI INH(POBaH S 1.Kpunrocucerempl ¢ oTkpeIThiM KimtouoM. HeoBparumocts cucrem. CrpykTypHast
cxema U (POBAHUS C OTKPBITHIM KJIIOHOM.
2.DJ1eMEHTBI TEOPHH YHCEIl B KPUNITOrpadyu ¢ OTKPHITHIM KIIOUOM.
B TOM unciie MpakTHYECKUX 3aHsTHI 1 nabopaTopHbix paboT 4/4
1. INpakruyeckoe 3ausaTue [IpuMeHeHNE Pa3IHYHbIX ACHMMETPHYHbIX AITOPHTMOB, 12
2. TlpaxtHueckoe 3auaTHe M3yueHre IPOrpaMMHOl peaH3aril acHMMETPHIHOTO 2/
airopurMa RSA -
Copnepixanue 12/8
Tema 3.4. Ayrentuduxanus | 1.Ayrentudukanus nanusix. O6mue nowsruas. 1. MAC. OnHoHaNpaBIeHHbBIE Xell-
JIaHHBIX. DJIeKTPOHHAs Gynkumn. AsropurMel MdPOBOIL ToOANHCKH
TOJIITHCH B TOM Yncsie nMpakTHUeCKUX 3aHSTHIE 1 J1a00paTopHbIX paboT 8/8
1. Ilpaktuyeckoe 3anstue [Tpumenenne pasnuunbix GyHKIMI XSMIMPOBAHNS, AHATN3 2/2
ocobeHHocTel Xemeit
2. Ilpaktryeckoe 3anatue [Ipumenenne kpunrorpaguyeckux atak Ha Xem-QyHKIHA. 3/3
3. IlpakTiyeckoe 3anaTHe M3yuenue nporpaMMHO-aNapaTHbIX CPeICTs, 33
pean3yIomuX OCHOBHBIE yHKIimu D11 )
Tema 3.5. AnropuT™mel Cojiepkanme 10/6
obMeHa Kirogel u 1.AJIropaT™BI pacrpeiesenns Kio4eii ¢ IpUMeHEHHEM CUMMETPUYHBIX 1
TIPOTOKOJIbL acuMMeTpHYHBIX cxeM lIporokoner ayrenTndukannn. Bzaumuas ayTeHTH(UKaIS.
ayTenTHHKAIHH O/HOCTOPOHHSS ayTeHTH(DUKALMS
B Tom umciie npakTHYeCKUX 3aHATHI 1 1abopaTOpHBIX paboT 6/6
1. Ilpakruueckoe 3ausaTue [Ipamenenue nporoxona uddu-Xennmana s obmena 2/2

KJIH09aMH U poBaHMS.




2. Ilpakruyeckoe 3ansrue U3ydenne npuHumnos paGoTsl POTOKOIOB
ayTeHTH(HKAIMH C UCIIO/IL30OBAHUEM JIOBEPEHHOH CTOPOHBI HA IIPHMEPE TIPOTOKOJIA
Kerberos.

4/4

Tema 3.6. Kpuntoszammura
nH(popManHK B ceTAX
nepeaayun JaHHbIX

Conepxxanue

1.Abonentckoe mudposanue. [lakernoe mmdposanue. 3amura eHTpa reHEpauu
kmoded. Kpunromapmpyrtusarop. [lakerustit gpunstp

2 Kpunrrorpadudeckas 3amura 6ecripoBO/IHEIX COSIMHEHHUI B ceTsix cranaapra 802.11
¢ MCIoIb30BaHueM npotokoioB WPA, WEP.,

Tema 3.7. 3ammra
nH(popMaIH B
WIEKTPOHHBIX TIIATEIKHBIX
cHeTeMax

Conepxkanue

8/2

1. IIpunnuie! GpyHKIHOHNPOBAHHSA 3JIEKTPOHHBIX IUIATEKHBIX CHCTEM. DJIEKTPOHHEIE
IUIACTHKOBEIE KapThl. Ilepconaibnbiii HAeHTHPUKAIHOHHBIH HOMED

2.Ilpumenenue kpunrorpaduyIeckux MPOTOKOJIOB JJist oOecrnedeHus 6e30MacHoCTH
JIEKTPOHHONH KOMMEPIIHH.

B ToM umcIle IpaKTHYECKUX 3aHATHH H J1abopaTopHbIX paboT

1. IIpakrrueckoe 3ansarue [Ipumenenne ayTeHTH(GUKALAY [0 OZIHOPA30BBIM TAPOIIAM.
Peanu3anus anropuTMoB CO3/1aHHsI 0HOPA30BBIX Taposieit

Tema 3.8. KomnsrotepHas
cTeranorpadus

Conepxanue

1.CxpeITas nepenada nHGOPMALIMK B KOMITBIOTEPHBIX cHcTemax. [Ipobiema
ayTeHTH(HUKAIMN MYIbTHMEIHITHON HHpOpMaliK. 3aiuTa aBTOPCKHX NPaB.

2.Metojipl KoMIIbIOTEpHOIT cTeranorpadun. [{udpossie BoasHbIe 3HAKH. AJITOPHTMBI
BcTpauBanus [1B3

B ToM umcne MpaKTHYECKHX 3aHATHH U J1a00paTopHbIX paboT

1. Ilpaktyeckoe 3anarue OO30p U CpaBHUTENLHBIN aHan3 cymecTBytomero 110 s
BcTpauBanus 11B3

2/2

2. IIpakTuyeckoe 3anstue Peanuzanus npocteHiunX creranorpaduaecknx
AJITOPHTMOB

2/2

CamocrositeibHasi pabora npn m3ydennn M/IK.02.02

6/6

ITpumepHast TeMaTHKa BHEayAHTOPHOH caMocTOsTeIbHOR paboThl, pedepar Ha TeMBI:
OnTuMu3aMs METO/IOB YaCTOTHOTO aHAIIN3a MOHOAI(AaBUTHBIX MH(POB;
AHa/N3 COBPEMEHHBIX CHMMETPHYHBIX KPHIITOAITOPUTMOB;




AHaJIH3 COBPEMEHHBIX ACHMMETPHYHBIX KPHITTOAITOPHTMOB;
IlepcnekTHBHBIE HAMpaBIEHUs KpUIITOrpaduu.

Kouncyabranun

6

Ipomexyrounas arrectauns no M/IK.02.02 B popme sx3amena 12
YueOnas npakTuka paszaena 2
Buaw pabot
Vlcrnions30Banne TAMOBBIX KPUIITOrpaMUECKHX CPEACTB M METOI0B 3aIIUTHI HHYOPMAIIMH, B TOM HHCIIE 1
EKTPOHHOH [OAITHUCH
Hcenedosanue anzopummoe cospemernbix sapybesicrvix cummempuynozo wugpos FEAL, IDEA, RC4, RCS5, RC6. Hx
HPOSPAMMHAS Peanu3ayus U COBPEMeHHbIe MemoObl KpUNMoanaiusa™® 36/36
Hecenedosanue anzopummos cogpemMentbix ome4ecmeeHHblX CUMMEMPUYHo20 wugpos Mazma u Kysnewux. Hx
APOPAMMHASA Peanu3ayus U COBPEMEHHbIE MEMOObl KPUNMOaHausa*
Heceneooesanue aneopummos xawuposanus MD4, MDS, SHA-1, SHA-2 u SHA-256. Ipumenenue gynrxyuil
xowuposanus 6 L1 u aymenmudurayuu coobugenuii na npumepe Kerberos*
Hsyuenue keanmosoix memoooe 6 kpunmozpagpuu. Keanmogvie Memoost Kpunmoananusa u npo2pammnas
peanuzayus K6anmosslx aieopummos na npumepe anzopumma paxmopuzayuu lllopa*
Pazoen modyan 3. Kopnopamusnan 3auiuma om 6HympeHHUX p2po3 UHPOPMAUUOHHOU DE30NACHOCHIU * 136/84
MJIK 02.03 KopnopaTHBHAasi 321HTAa OT BHYTPEHHHX YIrpo3 HHGOPMANHOHHOIH §e30MacHoCTH 100/48
Tema 1.1. Teoperuueckue Coniepxanne 12/4 _
OCHOBBI KOPIIOPATHRHOH 1.Cucremel DLP u tpeboBanus no nadopmanuontoi 6esonacsocti. Haznauenue u [IK 2.4, OK 01-OK
3ALIATH OT BHYTPEHHHX ornuuust DLP cucrem. 11, JIP4, JIP10, JIP13.
yIpo3 2.Knaccudukanns napymureneii ¥ yrpo3 KOpropaTuBHOM HHPOPMALMOHHO JIP14, JIP15, JIP16.
OesonacHocT. OcoOEHHOCTH OLleHKH yinepOa. JIP17,JIP18
3. HccneioBanue CTpyKTypbl HHOOPMAIHOHHBIX TIOTOKOB HPENPHATHS ]
B ToM umcIie npakTHYECKHX 3aHATHH U Tab0paTopHbIX paboT 4/4
1. IIpakTryeckoe 3anHsTHe PopMaIbHOE ONUCAHHE HHPOPMAMOHHLIX TTOTOKOB 2/2

2. Ilpaxtnyeckoe 3auaTue QopMupoOBaHne MOIENEH MOTEHIMAILHBIX BHYTPEHHHX
HapymuTened u yrpos

2/2




Tema 1.2. HopmaTuBHO —
IPaBOBbIE U
a/IMUHHCTPATHBHO —
OpraHU3aIHoOHHBIE ACTIEKTHI
KOPIIOPATHBHOI 3aMIUTHI OT
BHYTPEHHHX YTPO3

Cojniepixanne

30/18

1. HopMaTuBHO — IpaBOBBIC aKThI M aCIEKTHI KOPIIOPATHBHON 3aiIUThl HHOPMAIHH.
Knaccudukauns nadopmanun «['ocynapcreennas taiinay. OTBETCTBEHHOCTS 3a
HapyuIeHHe.

2.0630p HpaKkTHKX NPEMEHEHHS [IPH PACCIIEI0BAHUN HHIIAICHTOR, CBI3aHHBIX C
HapyLICHHSIMH PEKUMa BHYTPEHHEH HHDOPMAIMOHHON 6€30acHOCTH.

3. ®opMuUpPOBaHHUE TIPOLIECCOB U MPOIEAYP ayAnTa HHPOPMAIMOHHOH Ge30acHOCTH.
OO6crenoBaHre KOPHOPATHBHBIX HH(POpManmoHHBIX cuctem. CocTosHMe
KOPIIOPAaTHBHON HH(pOpMAIHH.

B TOM uMcIie npakTHYEeCKHUX 3aHATHI K 1ab0paToOpHEIX paboT

18/18 |

1. ITpakTryeckoe 3ansatue IIpose/ienne ananusa JaHHBIX 00 OPraHU3aAHOHHON 1
(GyBKIHMOHAILHOH CTPYKTYpe HHOOPMAITMOHHON CHCTEMBI [IPE/ITPUSITHS

4/4

2.Ilpaktuueckoe 3ansaTiHe GOPMUPOBAHHE 3aKITIOYEHHE HA COOTBETCTBHE/HE
COOTBETCTBHE 3a/IaHHBIM KpuTepusiM. DOpMHUPOBaHHE PEKOMEHIALHI IS TTOBLIICHHS
YPOBHS HaJIEXKHOCTH M 6e30IacHOCTH HH(OPMAIMOHHOMN CHCTEMBI IIPEPHSITHS

4/4

3. IIpakTuyeckoe 3ansTue MeTtoanka pa3paboTKu MOMUTHK | TIpaBuIl 6e301acHOCTH
JUlsl TIEPEKPHITHS KaHalla repeay (yTeuku) JaHHBIX ¢ 3aHecenueM B DLP — cucremy

4/4

4. IIpakTyeckoe 3ansaTue PazpaboTka 00bEKTOB 3aINTEI, KATETOPHl, TEXHOIOT Uil
3amuTel B DLP — cucreme

6/6

Tema 1.3. 3amura
KOpPHOPaTUBHOMN
nuHpopMaImn ¢
MCHOTb30BAHUEM
ABTOMATH3UPOBAHHBIX
CHCTEM KOHTPOIIS
HH(DOPMAIMOHHBIX TOTOKOB

Conepixanue

48/22

1.CucreMbl KOHTPOJISI MHGOPMAIHOHHBIX MTOTOKOB/ KOHTpOIMpyeMEIe KaHalbl
nepelaud JaHHbIX

2.Hasnauenue cucremsl IW Trafic monitor / Apxurekrypa npoaykra ['W Trafic
monitor

3.Texnosoruu ananusa 1€TEKTHPYEMBIX 00BeKTOB/ 3a1a4u U IPUHIMAILI paboTE!
JIONOJHUTENBHBIX Mojtyneif cuctembl IW Device Monitor u IW Crawler

4. Uzyuenne uatepdeiica IW Device Monitor

5.ITOHCK MHIIMIEHTOB.

B ToM umcIIe NpakTHYECKUX 3aHATHH U 1abopaTopHBIX paboT

22/22

1. IIpakTrueckoe 3anstue M3ydenne untepdetica IW Device Monitor ynpasnenus
CHCTEMb! KOPIIOPATHBHO# 3aluTEl HHGOPMALMK Ha pabounX CTAHIHAX

212




2. Ilpaktuyeckoe 3anaTue Co3anue MOMUTHK U IPABHIT HHPOPMAITMOHHOMN

OezonacHocTH B cucteme [W Device Monitor. [Towck HHIMIEHTOB. 86

3. lIpaktuyeckoe 3ansTne M3ydenne nuurepdeiica ynpasieHHs CHCTEMBI 4/4

KopropaTuBHOH 3aiuThl nHGopmanuu IW Trafic monitor

4. ITpaktyeckoe 3anarue CosjlaHue MOIUTHK HHPOPMAIIMOHHOM 6E3011acHOCTH B 6/6

cucreme IW Trafic monitor. Ilouck HHIIAAECHTOB.

5. IlpakTuueckoe 3aHaTHE AHAIM3 H KOHTPOIb OOLICAOCTYITHBIX CETEBEIX PECYPCOB € 4/4

nomolnbio cucrembl [W Crawler
CamocrositesibHas padora npu m3yqennn MJIK.02.03 8/8
IIpumepHas TeMaTHKa CaMOCTOSTENILHONH paboThl -
IIpuHIAT TOCTPOEHHS PETYIIAPHBIX BHIPAXKCHUH IIPH HAMCAHWH TEXHOJIOTHH 3apocos. OTIHYNS B CHHTAKCHCE
Hanucanusd 00bIMHBIX «perynapoky» v s DLP-cuctem. «KopnopaTusaas 3aimTa OT BHYTPEHHHX YIPO3» B
ITpomexyrounas arrectanus no MJIK 02.03 B popme quddepenumppoBannoro 3auera 2
Yueonas npakruka pazaena 3 [TK 2.4, OK 01-OK
Bujet pador 11, JIP4, JIP10, JIP13,
[IpoBeieHre Bcero KOMILIEKCA TEXHHYECKHX MEPONPHATHH 10 aHaIM3y MNOTOKOB JAHHBIX, KaK HHPKYJIHPYIOUIHX JIP14, JIP15, JIP16,
BHYTPH TIEpHMETPA 3alHINaeMoi HHGOPMAIIHOHHON CHCTEMBI, TAK U MEPECEKalONIUX ero: 36/36 | JIP17.JIP18

IIpoBesienne Beero mukna paboT 1Mo ycTaHOBKe, pa3BEPTHIBAHUIO, HACTPOIKE, Heronb30Bannio DLP-cucrem:
Paspaborka noimTik HHPOPMAHOHHOM OE30MacCHOCTH;

[Ipumenenne TexHonorui GUILTPAIMH pa3InYHBIX BUIOB Tpaduia;

Quibrpanus nepexsayeHHoro Tpapuka Juisi MOUCKa HalICHHBIX HHITHIICHTOB:

AHalIHM3 COAEPKHMOro I[epexBayeHHOro Tpapuka ¢ [eNbI0 BHIABICHHS HapYMICHWH KOPIOPATHBHON MOIUTHKH
Oe30macHOCTH:

Jlmarnoctuka paboTocrnocoOHOCTH CHCTEMBI;

IloaroToBka orueTa 0 HaHJEHHBIX WHIIH/ICHTAX (C OIEHKOH YPOBHS YIPO3bl H HOPMATHBHOM OIEHKOH);

3almycK roCTeBbIX BHPTYalbHBIX MalllMH M IpakTH4eckas paboTa ¢ HHMH C HCHOJB30BAHHEM COBPEMEHHBIX
IHIIEPBH30POB;

Hacrpoiika oT/1e/IbHBIX KOMIIOHEHT CHCTEMbI KOPIIOPATHBHOM 3alTHI OT BHYTPEHHUX YIPO3 H CHCTEMbI B LIEJI0M.




IlponsBoacTBennas npakTHKa

Buje pabor

AHaH3 TPUHIHIIOB TOCTPOEHUS CHCTEM HH(POPMAIIMOHHOM 3aIHTEI TPOU3BO/ICTBEHHBIX TOIPA3/IeIeHHI;
Texnuueckas sKCIUTyaTals 3JI€MEHTOB [TPOrPAMMHOM ¥ anmapaTHoii 3alUThl aBTOMATH3HPOBAHHON CHCTEMBI;
YuacTHe B JIMAarHOCTHPOBAHKH, YCTPAHEHHH OTKa30B W obecrieueHuH paboToCIIOCOOHOCTH MPOrpaMMHO-aITITAPATHEIX
cpezctB obecnedenus HHGOPMALHOHHOK Oe301MaCHOCTH;

Ananus >pPeKTHBHOCTH IPHMEHSEMBIX POrPaMMHO-AIIIAPATHEIX cpe/icTB obecneuenus HHGOpMaMOHHOI
0e30n0acHOCTH B CTPYKTYPHOM MOJAPa3/IeIeHHN;

VYuactue B obecrieueHHH ydeTa, 0OpaboTKH, XpaHEHUs U 1epe/layi KOH(pHICHIHATBHOM HHDOPMAITHHA;

IIpumenenne HOPMaTHBHBIX TIPABOBBIX AKTOB, HOPMATHBHLIX METOUYECKHX JOKYMEHTOR 10 06eCieYeHuI0

HHPOPMAIIHOHHON 6E30MaCHOCTH MPOTPAMMHO-ANTIAPATHBIMY CPEJICTBAMH IPH BHITOJHEHWH 3aJ1a49 TIPAKTHKH; 144
AOMmunucmpuposanue asmomMamusupoOSaHHbIX MEXHULECKUX CPEOCME YPAsieHus U KOHMPOIs ungopmayuu u
UHPOPMAYUOHHBIX

noOmMoKos *

Hacmpoiika omoensHbix KOMROHEHM cucmeMmbl KOPROPAMUEHOU 3AUjUmMbl OM GHYMPEHHUX YZPO3 U CUCMEMbL 6

yenom™

Buisignenue nomoxoe nepedaiu OGHHBIX U 603MOICHBIX KAHAN08 YmeyKku uHgopmayuu™

Hcnonb3oeanue MexanusmMos co30anus Quabmpos 0isi GHATU3A NEPEXBA4eHH020 MPAPUKA U EbIABTEHHBIX

unyuoenmos™*

IIpogedenue Oemexmupoeanus amaxk (ROMeHYUATbHBIX YZP03) 6 PYHHOM, A6MOMAMUIUPOBAHHOM U AGIMOMAMUYECKOM
peaicume. *

Jx3amen 1o npodheccHOHATLHOMY MOIYJII0 12

Beero

836




3. YCJIOBUST  PEAJIM3ALIMU PABOYEH IMPOTPAMMBbI
[MPO®PECCUHOHAJIBHOI'O MOAYJIsA

3.1. MaTepuaJbHO-TeXHHYECKOE obecnedeHue:
Peanuzaums nporpamMmsel npearonaraeT HaTMdHe Y4eOHbIX KaOMHETOB —

HOPMATUBHOIO TpaBoBoro obecredeHus: MHOOPMALMOHHON Oe30MacHOCTH,
kabuner wuHpopmatuky; naboparopun «lIporpaMMHBIX H  MPOrPaMMHO-
anmnapaTHbIX CpeJICTB obecnedeHust HHPOPMaILHOHHONH 6e30acHOCTH.

ObopynoBanue yueGHbIX KaOHHETOB: 110CAI0YHBIE MECTA 110 KOJIHYECTBY
obyuatommxcs, pabodee MeCTO MNpenoaaBatelis, MPOEKTOP, MEePCOHANLHBIN
KOMIIBIOTEP, KOMILIEKT Ipe3eHTaLnH.

OGopynosanue  JlabopaTopuu  HpOrpaMMHBIX W [POrPaMMHO-
anmapaTHeIX CpeAcTB obecrniedyeHus: HHGOPMALMOHHOH O€30macHOCTH» M
pabouux mect 1aboparopuu:

AHTHBHPYCHbIE IporpaMMHble KoMinekesl: Kacriepckuii, Dr.Web.

IporpaMMHo-arinapaTisle cpejactsa 3amutel uHpopmamuu ot HCJI,
OJIOKMPOBKM JI0CTYyNa ¥ HapylleHus mesocTHoctd — MaxPatrol Siem , Shadow
Defender;

IporpaMMHBIE H IIPOrpaMMHO-aNnapaTtHele CpeicTBa OOHapyKeHHs
BropeHuit - Xspider Educstion

Cpe/ICTBA YHHYTOKEHMUs OCTATOUYHOW HMHGOPMALUK B 3aMOMUHAFONIHX
yerpoicTBax - Acronis Disk Director 12 (mo komuuectsy I1K), SAMURAI X-
Lite m;

nporpamMmHble cpecTBa BelsaBieHus ysa3Bumocteit B AC u CBT: Xspider
Educstion MaxPatrol Education

MpOrpaMMHbIE CpeJICTBA KpUITOrpaduieckoi 3aiuThl HHGOpMaIK:

® [IporpaMMHO-annaparHsiii kommieke «Coboby;
® [IepCOHA/IbHOE CPeACTBO KpHnTorpaduyeckoi 3QIIUTBI
undopmauun «Illumnkay;

MporpaMMHbIE CPEJICTBA 3aIUTHI Cpeibl BUpTyanu3aiuu - VirtualBox (o
konuyecTBy [1K).

e [Ipoextop Panasonic PT-LB7SNT

e DkpaH

® 3BYKO-yCHJIHTEIbHBIH KOMILIEKC

e [lepconanbubie kommnbiotepsl. (Monutop — 197, TIK — Intel Core Duo

3,06, RAM 4I'6, HDD 200 GB, NVidia 7200GT, KnaBuatypa, MbIIiIb)
JIunien3noHHOe mporpaMMHoOe obecriedeHre OOIIero ¥ MpogecCHOHaILHOro
Ha3HAYEHUS

3.2. UndopmannonHoe obecnieyeHne o0ydeHus

3.2.1. IleyaTHbie n3nanus



1. BacunseBa, M. H. Kpunrorpaduueckne MeToab! 3aliThl HHOPMAaLUK:
yueOHUK U pakTukyM J71st By30B / M. H. BacunbeBa. — Mocksa: M3atenscTBO
FOpaiit, 2022. — 349 c. — (Bricmiee oOpazoBanue). — ISBN 978-5-534-
02883-6. — TekcTt: anexkTponHbll // ObOpa3zoBatenbHas miardgopma FHOpaiit
[caiiT]. — URL: https://urait.ru/bcode/489919

2. OpranmzalMOHHOE W MpaBoBoe obecnieyeHHe HHQPOPMALMOHHON
Oe3omacHOCTH: yueOHHUK W MPAKTUKYM JJIs CPeJHEero MpogecCHOHAIBHOIO
obpazoBanus / T. A. Ilonskosa, A. A. Ctpenbuos, C.TI. YUybykoga,
B. A. Huecos; OTBETCTBEHHBIE pelaKTOpbl T. A. Tlonsikona,
A. A. CrpenbuoB. — MockBa: WMzpatensctBo IOpaiit, 2022. — 325c¢. —
(ITpodeccuonansroe obpazoBanue). — ISBN 978-5-534-00843-2. — Texkcr:
IeKTpoHHbIH // (Obpa3oBatenbHasi mnatdopma HOpaiit  [caiit]. —
URL: https://urait.ru/bcode/498889

3. OpraHu3allioHHOE M 1paBoBoe oOecrieyeHue HMHGOPMALIMOHHOM
OezomacHOCTH: Y4eOHMK ¥ TPaKTHKYM JUIi  BY30B/ MOJ pelakuuen
T. A. IlonsxoBoi, A. A. CrpensnoBa. — MockBa: M3parensctBo HOpaiit,
2022. — 325 c. — (Bsicmee obpazoBanue). — ISBN 978-5-534-03600-8. —
Tekct : anextponHbIH // Obpa3oBarenshas miardopma HOpaiir [caift]. —
URL: https://urait.ru/bcode/498844

4. Jloce, A.B. Kpunrorpadudeckue Merojbl 3aliuThl HHOOpMAIMH IS
U3y4aOLIUX KOMITBIOTEpHYI0 Oe3omacHocTh: yueOHUK [uis By3oB/ A. b. Jlocs,

A.IO. Hectepenko, M. U. PoxkoB. — 2-e wu3mg., w#cnp.—  Mockaa:
HzpatensctBo  [Opaiit, 2022. — 473 c.— (Bpiciiee o0pa3oBaHue). —
ISBN 978-5-534-12474-3. — Texkcr: osnextpoHHslit // ObOpa3zoBareibHast

mardopma FOpaiit [caiiT]. — URL: https://urait.ru/bcode/489242

5. BuykoB, A. A. 3amura uHpOpMauuu: ydeOHOe nocoOue s By30B/
A. A. BHykoB. — 3-e u3., nepepad. u gon. — Mocksa: M3narensctBo KOpaiir,
2022. — 161 c. — (Bsicee obpa3zoBanue). — ISBN 978-5-534-07248-8. —
Tekcr: snextponubllt // OOpa3oBaTtensHas mniargopma FOpaiit [caiit]. —
URL: https://urait.ru/bcode/490277

6. Kazapun, O.B. IlporpammHo-annapartHble  CpeiAcTBa  3alUThl
uHopmaluu. 3anuTa IPOrpaMMHOro odecreyeHus: y4eOHUK U IPaKTUKYM IS
CpeaHero npogeccHoHaIBEHOrO oOpasoBaHus / O. B. Kazapus,
A. C. 3a0a0ypun. — MockBa: W3zparensctBo [Opaiit, 2022. — 312c. —
(ITpodeccuonansHoe obpaszoBanue). — ISBN 978-5-534-13221-2. — Texkcr:
snektpoHHslit // OO6pasoBarenbHas mnardgopma HOpaiit  [caiit]. —
URL: https://urait.ru/bcode/497433




3.2.2. DnexTpOHHbIE U3/JaHus (3JIEKTPOHHBIE PeCypChl)

|. ®@enepanbHas cayx0a 10 TEXHHYECKOMY U 3KCIIOPTHOMY KOHTPOIIHO
(OCTIK Poccun) www.fstec.ru

2. HMudopmaumoHHO-CIIpaBOYHAsT CHCTEMa MO JOKYMEHTaMm B 00JIacTH
TeXHU4YeCKOoi 3ammTs HHGopMaunun www.fstec.ru

3. OOpa3zoBareibHble [OpPTabl [0  Pa3iM4YHBIM  HANpaBlICHUSIM
obpazoBanus u Tematuke http://depobr.gov35.ru/

4. CnpaBo4HO-nIpaBoBas cucreMa «Koncynbrant [Tmoc»
www.consultant.ru

5. CnpaBouHo-nipaBoBas cuctema «l apant» www.garant.ru

6. ®enepanbHbiii nopran «Poccuiickoe obpazoBanne www.edu.ru

7. ®enepanbHbli  npaBoBoid  nopran  «lOpunuueckas — Poccus»
http://www.law.edu.ru/

8. Poccuiickuii bmomerpudeckuii nopraa www.biometrics.ru

9. ®epepanbubiii mopran «MHpOpMAMOHHO- KOMMYHHKAIIHOHHbIE
TEXHOJIOTHH B 0Opa3oBanuu» htpp//:www.ict.edu.ru

10. Caiit HayuHoii snekTponHo# 6ubnunorekn www.elibrary.ru

3.2.3. JlononHUTENbHBIE HCTOYHUKH
1. ITloropenos b.A., CaukoB B.H. (pexn.). CnoBaps kpunrtorpahuieckux

TepMuHOB. - M.: MIIHMO, 2006. CrnoBaps kpunrorpaguyeckux TepMHHOB.
Ilon pen. b.A. IToropenosa u B.H. Caukosa. — M.: MIIHMO, 2009 r

2. ®enepanbubiii 3akoH 0T 27 utons 2006 r. Ne 149-03 «O6 unbopmanmm,
MH(QOPMALIMOHHBIX TEXHOJIOTHIX U O 3aIUTe HHPOPMAaLUK».

3. ®epnepanbubii 3akoH oT 27 urons 2006 r. Ne 152-D3 «O nepcoHanbHbIX
JTAHHBIX».

4. ®@epnepanbubiii 3akoH o1 27 nekabps 2002 r. Ne 184-D3 «O TexHHYECKOM
PeryJIupoOBaHUNY.

5. ®enepanbHbiil 3ak0H oT 4 Mas 2011 r. Ne 99-03 «O nuneH3upOBaHUH
OTIEJIbHBIX BHIOB e TEbHOCTHY.

6. ®enepanbublii 3akoH ot 30 nekabpst 2001 r. Ne 195-@3 «Konexc
Poccuiickoii @enepaiinu 00 aIMUHUCTPATUBHBIX MPABOHAPYIIIEHUSIX ).

7. VYka3 IlIpe3unenta Poccuiickoit @enepammu ot 16 aBrycra 2004 r. Ne
1085 «Bompocel DeaepanbHOi CIy)KOBI 10 TEXHHYECKOMY M 3KCIIOPTHOMY
KOHTPOJTION.

8. Vka3 IIpesunenra Poccuiickoit ®enepauuu ot 6 mapra 1997 r. Ne 188
«O0 yTBepXK/IeHUH TepeyHs CBeIeHHH KOH(UACHIIMATIBHOTO XapaKTepay.

9. Vkas [Ipesunenta Poccutickoit @eneparin ot 17 mapra 2008 1. Ne 351 «O
Mmepax 1o obecrieueHnto HH(popManmMoHHOM Oe3omacHoctu  Poccuiickoit



@enepaiui MpH  UCHONB30BAHUM  MHGOPMALIHOHHO-TEIEKOMMYHHKALHOHHBIX
ceTeH MeKyHapOIHOro HH(POPMALIMOHHOTO OOMEHaY.

10. TTonoxenre o cepruduKaUK  CPeACTB 3alIUTHI  HH(DOPMALKH.
VYr1BepxkaeHo nocranopnaenueM IlpaBurenscrBa Poccuiickoit Menepannu ot 26
utoHs 1995 r. Ne 608.

11. CoctaB u cojepikaHue OpPraHM3alMOHHBIX W TEXHHYECKHX Mep 10
obecrieyennio 0e30MaCHOCTH TMEPCOHANBHBIX JaHHBIX MPH WX 00paboTke B
HH(QOPMAIIMOHHBIX CHCTEMAaX MEepPCOHAbHbIX JaHHBIX. Y TBEPKIEHb IPHKA30M
®CTIK Poccuu ot 18 despanst 2013 1. Ne 21.

12. Meps! 3ammTtel HHGOPMALUKH B TOCYJAPCTBEHHBIX HH(OPMAMOHHBIX
cucremax. Y1epxkaensl ®CTOK Poccun 11 despans 2014 r.

13. AnvunnctpatuBasiit pernmamenT @CTOK Poccun 1o npegocTaBieHuio
rOCY/TapCTBEHHOM YCIIYTH 110 JINIEH3UPOBAHUIO JIEATETHHOCTH 110 TEXHHYECKOM
3alMTe KOH(HAeHIManbHOH uHpopManmu. YTBepkzaeH npukazom OCTIK
Poccum ot 12 urons 2012 r. Ne 83.

14. AnmunncrpatuBblil pernament @CTOK Poccuu 1o npenocrasienuio
roCy1apCTBEHHOM YCIIyTH 110 JIMIEH3UPOBAHUIO JIEATEIBHOCTH 110 pa3paboTke U
IIPOM3BOJICTBY CPEZCTB 3alIUThl KOH(DUIEHIIMATBHOH HHPOpMAaLIUK. Y TBEPXKIEH
npukazoM @CTOK Poccuu ot 12 urons 2012 r. Ne 84,

15. CnenuanbHble TpeGOBaHHS ¥ PEKOMEHIANNH O TEXHHYECKOW 3aluTe
koHpuaenumaneioid  uHpopmauuu  (CTP-K).  VrBepxkieHsl mnpukazom
I'ocrexxomuccun Poccun ot 30 aBrycra 2002 r. Ne 282,

16. Tpebopanuss o  3awure  uWHPOpPMALMK, HE  COCTABJIAIONIEH
rocy1apCTBEHHYIO Taliny, cozepxalleics B rocy1apCTBEHHBIX
MH(OPMaIMOHHBIX cucTemMax. YTBepxkaeHsl npukazom ®CTIK Poccuu ot 11
despains 2013 r. Ne 17.

17. TpeboBanuss o  3ammrte  HHpOpPMALMM,  COAEpXKalIelcs B
HWH(OPMAIMOHHBIX CHCTEMaX OOILEro HONb30BaHus. Y TBEPK/ICHbI IpHKa3aMu
@®Cb Poccun u ®CTIK Poccun ot 31 aBrycra 2010 r. Ne 416/489.

18. Tpebopanus x cucremam oOHapyKeHUs BTOpXKEHHH. YTBEpKIEHBI
npukazom @CTIK Poccun ot 6 nexabpst 2011 r. Ne 638.

19. PyxoBogsmuii  gokymeHT. ['eonHdopMauuoOHHBIE CHCTEMBL 3alluTa
MH(pOpPMALMU OT HECAHKIMOHHUPOBAHHOIO [0CTyma. TpeGoBaHus 1Mo 3amuTe
undopmanuu. Yreepxaen @®CTIK Poccun, 2008.

20. PykoBoasmit JOKyMeHT. 3aliiTa OT HECAHKIIMOHUPOBAHHOTO JI0CTYTIA
k uHpopmanuu. Yacts 2. [Iporpammuoe obecrnieyeHre 6a30BbIX CHCTEM BBO/Ia-
BBIBO/IA [epCOHATBHBIX 3JIeKTPOHHO-BBIYHCIHTETHHEIX MalllKH.
Knaccudukanus no ypoBHIO KOHTPOJIS OTCYTCTBHS HeAeKJIapHUpOBaHHBIX
Bo3moxkHocTel. YTBepxkaeH PCTOK Poccun 10 oxrsbps 2007 .



21. Ilpuka3z ®AIICH npu [Ipesuaente Poccuiickoit @enepanuu ot 13 HIOHS
2001 r. Ne 152 «O0 yTBepK/A€HUH HHCTPYKLMH 00 OpraHu3aluu 1 o0ecrieyeHuu
Oe3onacHOCTH XpaHeHHs, OO0pabOTKM W repefadyd [0 KaHajgaMm CBSI3U C
MCIIONB30BAHUEM CPEICTB KpunTorpaduyeckoil 3amuTel HHGOPMALMU C
OrpaHMYEHHBIM JOCTYIOM, He coep)kalledl CBeJeHHH, COCTaBISIOLINX
roCyJJapCTBEHHYIO TalHY».

22. Ilpuka3z ®Cb Poccun ot 9 depans 2005 r. Ne 66 «O6 yTBepKaeHUH
ITonoxenuss o paszpaboTke, NPOM3BOJCTBE, pealu3allid M IKCIUTyaTaluu
H(POBATBHBIX (KpUITOrpaguyeckux) CpeCTB 3alUThl HHOOPMALIUIY.

23.T0CT P UCO/MDK 13335-1-2006 UnpopmanmoHHasT TEXHOJIOTHS.
Mertoabl U cpexacta obecniedyenusi O6ezomacHocTH. Yacte 1. Konuenumus u
MOJEIH MEeHeUKMEeHTa Oe3onacHOCTH MH()OPMaMOHHBIX W
TeJIeKOMMYHHMKALMOHHBIX TEXHOJIOTHA

24.TOCT P UCO/MBK TO 13335-3-2007 UudopmarinoHHas TEXHOIOTHSI.
Metonsl u cpexnctBa obecneuenus OesomacHoctd. Yacte 3. MeToas!
MeHeDKMeHTa 6e301acHOCTH HH(OPMALIMOHHBIX TeXHOJIOIHH

25.TOCT P UCO/MDBK TO 13335-4-2007 UudopmanmonHas TEXHOIOTH.
MeTtoas! 1 cpenctBa obecrnieuenus dezonacHocTu. Yacts 4. BeiOop 3aiiuTHBIX
mep

26.TOCT P UICO/MDBK TO 13335-5-2006 UnpopmanmoHHas TEXHOIOTHSI.
Metoasl u cpencrBa obecrieyenus: 6ezonacHoctd. Yacts 5. PykoBoncTBO 1nO
MeHeDKMeHTY 0e30IacHOCTH CeTH

27.TOCT P HUCO/MDBK 17799-2005 HWudopmainoHHasi TEXHOJIOIHUS.
ITpakTHueckue npaBuia yrpasieHus HHGOpMaIMOHHON 6€30MaCHOCTBIO

28.TOCT P MCO/MBK 15408-1-2008 WubopmanuoHHas TEXHOJIOTHS.
Metoasl ¥ cpexactBa obecnieueHus OesomacHocTH. Kputepunm oreHku
Oe3onmacHOCTH MHGOPMALMOHHBIX TexHomorui. Yacts 1. Beemenune u obmas
MO/JIellb

29.TOCT P UCO/MDK 15408-2-2008 MudopmaumoHHas TEXHOJIOIHS.
Metonst u cpenctBa obOecriedeHuss Oe3onacHoctH. Kputepuu OlLeHKH
Oe3onacHocTd MHGOpPMALMOHHBIX TexHonorui. Yacte 2. OyHKIHOHATBHEBIE
TpeboBaHus Oe30macHOCTH

30.TOCT P UCO/MDBK 15408-3-2008 HMupopmalmoHHasi TEXHOIOIHS.
Metoner u cpeacrBa ofecnedeHus OesomacHocTH. Kputepum oueHkn
Oe3onacHOCTH HH(MOPMALIMOHHBIX TexHonoruid. Yacte 3. TpeboBanus noBepus
K 6e3omacHoCTH

31.TOCT P 34.10-2001. "UnpopmanmoHHast TEXHOJIOTHS.
Kpunrorpaduueckas 3ammra uHpopmauuu. Ilpoueccsl (opmupoBanus u
MPOBEPKH 3EKTPOHHON HU(ppoBOi# nognucu"



32.TOCT P 34-11-94. "UndopmaionHas TEXHOJIOT Ui
Kpunrorpaduueckas 3amura undpopmanun. OyHKIUS XdMHpoBaHks"

33.TOCT P 50922-2006 3ammra uapopMaiur. OCHOBHBIE TEPMHHBI U
onpenenenus. Pocrexperynuposanue, 2006.

34.TOCT P 52069.0-2013 3ammra undopmauuu. CucremMa CTaHIApPTOB.
OcHosHble nonoxenus. Poccrannapr, 2013.

35.TOCT P 51583-2014 3aumra wuadopmamuu. I[Topsaok cosmaHus
aBTOMaTH3UPOBAHHBIX CHUCTEM B 3alUILEHHOM HcnojaHeHud. OOuue
nosnoxenus. Poccrangapr, 2014.

36. 'OCT P 51624-2000 3amura undopmainuu. ABTOMATH3UPOBAHHbIE
CHUCTEMbl B 3alllMIIeHHOM wucnonHenud. OOmue TpedoBanus. l'occranmapr
Poccuu, 2000.

37.T'OCT P 51275-2006 3aumra unpopmanuu. O0bexT HHPOPMATH3ALKH.
@axTopsl, Bo3AelcTByOIKME Ha uHpopmanmioo. OOmmMe MoJ0KEHHS.
Pocrexperynuposanue, 2006.

38.TOCT P 52447-2005 3aumra wuxpopmannu. TexHHKa 3alIUTHI
UH(pOpPMAITHH.
HomeHnknatypa nokasareneii kadecta. Poctexperynuposanue, 2005.

39.T'OCT P 50543-93 Konctpykuuu 0azoBbie Hecymme. CpezcTsa
BBIYUCIUTEILHOW  TexHMKH. TpeGoBaHusi 1o oOecCreYeHHIO  3allUThI
HH(pOPMALMK ¥ SNIEKTPOMArHUTHOM COBMECTHMOCTH METOIOM SKPaHMPOBAHHUS.
["occrannapt Poccuu, 1993.

40.T'OCT P 56103-2014 3ammra uHbOpMaLMu. ABTOMATH3HPOBAHHBIE
CHCTEMBI B 3alIMIIEHHOM UcnoiaHeHnn. OpraHu3anus U cojiepkanue pabor 1mo
3alUTe OT IPEJHAMEPEHHBIX CHIIOBBIX NIEKTPOMAIHUTHBIX BO3ICHCTBHIA.
O6mue nonoxenus. Poccrannapr, 2014.

41.TOCT P 56115-2014 3ammra uHbopMauuu. ABTOMATH3HPOBAHHBIE
CHCTEMBI B 3alMINEHHOM HcronHeHuu. CpecTBa 3alyThl OT NpeIHaMepeHHbIX
CHJIOBBIX 3/IEKTPOMAarHuTHBIX Bo3aeicTBuil. Obmme TpeboBanus. PoccTanmapr,
2014.

42. TOCT P UCO/MDBK 15408-1-2012 HMubopManuoHHas TeXHOIOTHS.
Metoasr u cpexnctBa obecneueHus OesomacHocTd. Kputepuu oneHKn
Oe3onacHocTi HHGOPMALMOHHBIX TexHOJOoruid. Yacte 1. BBenenne u obmas
mozens. Poccrannapr, 2012.

43.TOCT P MCO/MDK 15408-2-2013 HupopManuOHHAS TEXHOJIOTHSL.
Metonsl ¥ cpexnctBa obecriedeHus OesomacHocTH. KpuTepuu oOLeHKH
Oe3onacHOCTH  MHGOPMALMOHHBIX TexHouoruit. Yacts 2. OyHKIHOHAIBHbIE
TpeboBaHus Oe3onmacHocTH (mpsmoe npumenenue [SO/TEC 15408-2:2008).
Poccrannapt, 2013.



44. Mertoauka — OMpefeNeHHs  aKTyaJbHBIX  yrpo3  0e30IacHOCTH
[epPCOHANBHBIX JAHHBIX TPH HX 00paborTke B MH(OPMALMOHHBIX CHCTEMAx
nepcoHanbHbIX AaHHBIX. YTBepkaeHa PCTIOK Poccuu 14 despans 2008 .

45. CoopHHK BPEMEHHBIX METOJIHK OLICHKH 3aIIUIIEHHOCTH
KOH(pHUAEHIMATBHOW HMHPOPMALMK OT YTEYKH I10 TEXHMYECKHM KaHajaM.
YreepxaeH ['ocrexkomuccuei Pocenn, 2002.

46. 'OCT P 50922-2006 3amura uHbopmanuu. OCHOBHbIE TEPMHHBI H
ornpeenenus. Pocrexperymuposanue, 2006.

47.TOCT P 51275-2006 3amura undpopmanuu. O6beKT HHPOPMATH3ALHH.
daktopbl, Bo3jelcTBytomMe Ha HHQopMauuo. OOIMe  MONOKEHHS.
Pocrtexperynuposanue, 2006.

48. CoopHUK BPEMEHHBIX METOIHUK OLICHKH 3alUILEHHOCTH
KOH(pHUISCHIHANbHOH HHPOPMALMU OT YTe4YKH [0 TEXHHYECKHM KaHallaM.
Vreepxkaer ['ocrexxkomuccueit Poccun, 2002.

49. Tpeboanuss 0  3aumre  HHPOpPMALMH, HE  COCTABIAKOLIEH
rocyJ1apCTBEHHYIO TalHy, cojiepiauiencs B rocy1apCTBEHHBIX
HH(POPMAIMOHHBIX cucTeMax. Y TBepskaeHs! npukazom ®CTOK Poccnn ot 11
deBpans 2013 r. Ne 17.

50. Mepsl 3amuThl HHQOPMALMH B TOCYAapCTBEHHBIX HH()OPMALMOHHBIX
cucremax. Yreepxkaersl ®CTIK Pocenn 11 despans 2014 r.

51. Meroauueckie peKOMEHIAlUK M0 TeXHUYECKOH 3amuTe uH(pOpMalLHH,
cocTasisioliei koMmmepueckyio Ttaiiny. YrtBepikaeHsl ®CTOK Poccuu 25
nexabps 2006 r.

B) IporpaMMHOe obecriedeHue: CHelHaIu3upoBaHHOEe IIPOrpaMMHOe
ofecriedeHne sl [POBEPKH 3aAIUMINEHHOCTH IIOMELIEHWH OT YyTEUYKH
uHpOpMALIMK [0 AKYyCTHUYECKOMY MW  BHOPOAaKyCTHYECKOMY  KaHajam,
CHEIHMATBHBIX HCCIeI0BAaHUN CPeICTB BEIYMCIUTEILHON TEXHUKH,

r) 6a3el JaHHBIX, HHQOPMALIMOHHO-CIIPABOYHBIE U [TIOUCKOBBIE CHCTEMBI:
www.fstec.ru; www.gost.ru/wps/portal/tk362.

3.3. Opraunszanus od6pa3oBaTe/IbHOIO npouecca

VenemHomy ocBoenuto Momayis [IM.02 «3amura uHpopMaumu B
aBTOMAaTH3MPOBAHHBIX  CHUCTEMax  IPOrPaMMHBIMM M [IPOrPaMMHO-
anmapaTHBIMH ~ CpeJCTBAMHU»  CIOCOOCTBYET  OCBOEHHE  JIMCLHUIUIMH,
MpeLIeCTBYIOLIMX €ro H3yYeHHIO:

EH. 01.Maremaruka;
OJII1.02 UadopmaTuka;
OI1.01. OcHoBBI HHbOPMALTHOHHOH 6€30MaCHOCTH;



OIL.02. Opranup3anoHHO-TIPaBOBOe obecnedeHrne HHPOPMAIMOHHON
Oe3omnacHOCTH,

OI1. 03. OcHOBBI aNTOPUTMHU3ALMH U POTPAMMHUPOBAHHUSI.

OIL 07. Texuugeckue cpeacTBa HHPOPMATH3ALIUH.

TpeboBanus k opraHu3aluy yueOHOM MPaKTHKH:

IIpakTHueckass MOATOTOBKA NPH IPOBEJEHUU IMPAKTUKU OpPraHU3yeTcs
IIyTeM HENOCPEeJACTBEHHOTO BHINOIHEHUS 00y4aromuMcst OIpe/Ie/IeHHbIX BUIOB
paboT, cBs3aHHBIX ¢ Oyayuel npodeccHoHaNbHOM AeSTeNbHOCTEIO B paMKax
npodeccronansueix Mmoaynei OITOIT CITO.

JIOKyMEHTOM, perjJaMeHTHPYIOIIUM IIPAaKTHKYy, sBiseTcs pabodas
nporpaMma IMpaKkTHKH.

IIporpamMmel pakTHK pa3padaTsiBatoTes U yrBepxkaatoTes Kommemkem B
YCTAaHOBIIEHHOM  mopsake ¢  yderom  Tpebosanuit PI'OC  CIIO,
npogeccuoHaNbHBIX CTaHAAPTOB.

H3ydenue mozyns 3aBepiiaeTcst 9K3aMEHOM I10 MOJIYJIIO.




4. KOHTPOJIb U OLIEHKA PE3YJIBTATOB OCBOEHMUS

NPOPECCUOHAJBHOI'O MOIYJisA (BUIA
INPO®ECCHOHAJIBHOH AEATEJIBHOCTH)
Koutpone u  ouenka  pesynsratoB  MJIK  ocymectsisercs

[perojaBarteleM B IpoLecce MpoBejieHus yueOHbIX 3aHATHH B (hopMe: yCTHOro
orpoca Ha KOMOMHMPOBAHHBIX YPOKaX, BBHITIOTHEHUS 3a/JaHHH HA MPaKTHYECKUX
3aHATHSX, pelIeHHs CHTYAllMOHHBIX M IMPAKTHKO-OPHEHTHUPOBAHHBIX 3aj1a4,
BBINOJIHEHUS] KOHTPOJIBHBIX pabOT, BBITIOJIHEHUS TECTOBBIX 3a/laHHii, KypCOBOIO
MPOEKTUPOBAHHUS, A TAK)XKE MPOBe/IeHUs POMEKYTOYHOH aTTecTaluu B hopme

,E[HE[).BE!‘-ICTOB, IK3aMEHOB H 3K3daMeEHa 10 MOIYJIHO.

YCTAHOBKY M HACTPOHKY
OT/Ie/TbHBIX
IIPOTPaMMHBIX,
POrpaMMHO-
annapaTHbIX CPeJICTB
3amuTH HHopMaIHy.

U MIPAKTHYECKHE HABBIKH B
YCT@HOBKE H HacTpoOHKe
OTJICJIBHBIX ITPOrPaAMMHBIX,
HporpaMMHO-anapaTHbIX
CPEJICTB 3allHTHI
HHpOpMALTUH

PesynbraTsl Kpurepun oneHkn @DOpMBI H METO/IbI KOHTPOJIS
(OCBOGHHEBIE H OLIEHKH
npodeccHoHanbHbIe
KOMIIETEHITHH )
IIK 2.1. OcymecTtBasate | JleMoHCTpUpOBAaTH YMEHUS | TECTHPOBAaHHE,

9K3aMEeH 110 MOJIYIIIO,
9KCIIEepTHOE HAbMoIeHne
BBIIOJIHEHMS 1a00paTOPHBIX
pabor,

IKCIEepPTHOE HAOII0IeHHe
BBITOJTHEHHS MTPAKTHYECKHX
pabor,

OLICHKA PEIICHHSI
CHTYaIMOHHBIX 3a]1a4,
OLICHKa [pouecca |
Pe3yJILTATOB BBIIIOJIHEHHUS
BH/IOB padOT Ha IPAKTHKE

1K 2.2. ObecneunBarhb
3anmTy HHGOpPMAIHK B
ABTOMATH3UPOBAHHBIX
CHCTEMaX OTETbHBIMU
POTrPaMMHBIMH,
pOrpaMMHO-
anmnapaTHbIMH
Cpe/ICTBAMH.

JlemoucTpHpOBaThH 3HAHHUSA
¥ yMeHHs B o0ecrieyeHun
3aIMUTH HHOOPMAITHH B
ABTOMaTH3HPOBaHHBIX
CHCTEMax OT/Ie/IbHBIMH
[IpOrpaMMHBIMH,
IPOTpaMMHO-
annapaTHLIMH Cpe/ICTBaMH

TECTHPOBAHHE,
9K3aMeH IO MOJIYJTIO,
Pe3yNIbTaThI 3AIUTEI
KYPCOBOTO MPOEKTA,
JKCIIEPTHOE HAOIIOIeHHE
BBINOJTHEHH TabopaTopHbIX
pabor,

JKCIepTHOE HabIoIeHne
BBITIOJTHEHUS TIPAKTHYECKUX
pabor.

OLIeHKA pelieHus
CHTYaLMOHHBIX 3a/1a4,
OLIEHKa Iporecca u
Pe3yIbTATOB BHINOJIHEHHUS
BHJIOB paboT Ha NpaKkTHKe

1K 2.3. OcymecTBiaTh
TecTUpoBaHue GyHKIHi
OT/IENTbHBIX
HPOTPAMMHBIX H
IpOrpaMMHO-
anmaparHbIX CPejICTB
3aIMThl HHGOPMAIHH.

Bemonnenue nepeuns
paboT 10 TECTHPOBAHUIO
(YHKITHHA OT/I@IBHBIX
NPOrpaMMHBIX H
NporpaMMHO-arnapaTHbIX
CPE/ICTB 3aIUThI
HHpoOpMaLHK

TECTHPOBAHHE, IK3aMEH,
5K3aMEH 10 MOJLYIIIO,
DKCIIEPTHOE H&GDPOL[EHHG
BBITNOJIHEHNS Ta00PaTOPHBIX
pabor,




sKcnepTHoe HabmoieHne
BBINIOJIHEHHS IPAKTHIECKAX
pabor,

OLEHKA pelIeHHs
CHTYallHOHHBIX 3aj1a4,
OIleHKa Tmpolecca U
pe3yIBETATOB BHINTOJIHEHHS
BHJIOB paboT Ha mpakTHKe

1K 2.4. OcymecTsusTh
00padoTky, XpaHenue u
nepejady HHbOpMALHH
OrpaHH4YEHHOTO
AoCcTyna.

IIposBnaTs 3HaHms,
HaBBIKH U YMEHHS B
obpaboTke, XpaHeHHH H
nepenaye HGOpMAIUKU
OrpPaHUYEHHOTI'0 JIOCTYTIA

TeCTHPOBAHHE,
3K3aMeH 110 MOJIYITIO,
pe3yIbTaThl 3allHThI
KyPCOBOT'O [IPOEKTa,
sKcnepTHoe HaboieHne
BBITIOJTHEHHS 1Tab0opaTOpPHBIX
pabor,

JKCIEepTHOE HAaOIIOIeHHE
BBINIOJTHEHH S [IPAKTHYECKUX
pabor,

OlLEHKA peleHus
CHTYaIlHOHHEIX 3aj1a4,
OlleHKa Tpolecca u
PE3Y/ILTATOB BHINOIHEHHS
BHJ0B paboT HA NpaKTHKE

[1K 2.5. YHuuroxkatsh
uHbpOopMaLHIO K
HOCHTEIN UH(pOPMALIHH
C UCIOJIE30BAHAEM
IPOrpaMMHBIX H
IPOrpamMMHO-
annapaTHbIX CPEICTB.

JleMoHCTpanus anroputMa
npoBejieHHs padoT mo
YHHYTOXKEHHIO
uH(opmanuu 1 HoCHTeNneH
uHpopMarmH ¢
HCIIOJIb30BaHHEM
[IPOrPaMMHBIX H
MpOorpaMMHO-aInapaTHbIX
Cpe/cTB

TECTUPOBAHHE,
aud.3ager, aK3aMeH 1o
MOJ1YJIIO, Pe3yJIbTaThl
3aIMTHI KYPCOBOTO [IPOEKTA,
9KCHEepTHOE HADII0/IeH e
BBINOJTHEHHS! JIab0PaTOPHBIX
pabor,

JKCIepTHoe HabmoaeHne
BBIIIOJIHEHHS TPAKTHYECKHAX
pabor,

OLIEHKA peleHHs
CHTYallMOHHBIX 3a/1a4,
OlIeHKa nporiecca u
pe3yIbTaToOB BBITIOJIHEHHUS
BHJIOB paboT Ha IpakTHKe

[IK 2.6. OcyuecTBisTs
pETHCTPAIIHIO
OCHOBHBIX COOBITHI B
ABTOMAaTU3HPOBAHHBIX
(MHDOPMAITHOHHBIX)
cHCTEMax, B TOM YHCIIe
C MCIIOJIb30BaHHEM
MTPOrPaMMHBIX U
TPOTrPaMMHO-
annapaTHBIX CPEJICTB
oOHapyKeHHs,
MpeAyTPEIKACHUSA |

[TpostBnsATE 3HAHKS U
YMEHHS B 3alliTe
ABTOMATH3HPOBAHHEIX
(nHOpMAIMOHHBIX)
CHCTEM C HCIIO/Ib30BaHHEM
HPOrPAMMHBIX H
IpOrpaMMHO-annapaTHbIX
cpeJicTB 0OHApYIKEHHS,
NpeIyINpexIeHUs U
JIUKBH/IAL[HH TTOCIIEICTBUH
KOMITBIOTEPHBIX aTaK

TECTHPOBaHUeE, 1ud.3aueT,
9K3aMEH 110 MOJLYJIIO,
Pe3yIbTaThl 3aIIUTHI
KypCOBOTO TIPOEKTa,
JKCIIEepTHOE HabmoaeHHe
BBINOJTHEHHSA J1a00PATOPHEIX
pabor,

IKCIEPTHOE HAOMIOIeHHE
BBITTOJTHEHHUSA MPAKTHHYECKHX
pabor,

OIIEHKa pelIeHus
CHTYallHOHHBIX 3aj1ay,




JTHKBHJIALIHH OIICHKaA Mpolecca 1
MOCHEACTBUH Pe3yJILTATOB BRITOTHEHHUSA

KOMIBIOTEPHBIX aTak. BHJIOB PabOT Ha NMPAKTHKE




| Koa u HaumenoBamHme

npohecCHOHATBHBIX H

OOIIHX KOMITETEHIIHIA,
Gopmupyemele B
paMKax MOJyJist

Kputepun onenku

MeToiBl OLIEHKH

OK 01. Beionpats
crocoObl penieHus
3aja4

- BbIDOp MeToa U criocoba pereH s
npodeccHOHATBHBIX 3a/1ay ¢
COGIIIOH,CHH&M TEXHHKH 6830113CH OCTH

Habmonenue,
MOHHTOPHHT, OIIEHKA

coiepxkanus noprHoiro

HeoOX oMo 1118
BBITIOJTHEHUA 3a/1a4

3a/IaHHOMN cUTYyaluen

podecCHOHATBHOM H COTJIaCHO 3a/IaHHOM CHTyanuu; CTyIeHTa.
HESITEITLHOCTH. -0IeHKa 3(hEeKTHBHOCTH U KauecTBa

TPHMEHHTETBHO K BBITTOJTHEHHUS COTJIACHO 3a/IaHHOM

pasIHIHbIM CHTyaluH

KOHTEKCTaM.

OK 02. OcymectBrsith | - 3¢ heKTHBHBINA MOHCK HEOOXOAUMON Hurepnperanus
TIOMCK, aHATH3 H uHpopmarn; pe3yJIbTaToB
HHTEpPIPETALHIO - nH(popManus, nogobpannas u3 Haboienni 3a
uH(popmanuu, Pa3HBIX HCTOYHHUKOB B COOTBETCTBHH C | JICATE/ILHOCTHIO

o0ywaromerocs B
IIPOIIECCe OCBOEHUSA

HHX OTBETCTBEHHOCTb.

npoeccHoHATEHOH o0OpasoBatesbHOH
JIeATE/IBHOCTH. OpOrpaMMBbl

OK 03. IIpuanmars - pellIeHHe CTAHAAPTHBIX U MOHHTOPHHT ¥ pEeHTHHT
peleHus B HECTaHJAPTHBIX NPO(peCcCHOHATBHEIX BBITIOJTHEHHS paboT Ha
CTaHJapTHBIX U 3a/1a4 B 00JIACTH KCILTyaTalHy yueOHOM 1
HeCTaHIapTHBIX KOMIIOHEHT MOJCHCTEM De30MacHOCTH | MPOU3BO/ICTREHHOM
CHTYalHsIX W HECTH 33 | aBTOMaTH3HPOBAHHBIX CHCTEM; NPaKTHKE

OK 04. Patorarts B
KOJUIEKTHBE W
KoMmasae, 3QpPeKTHBHO
B3aHMOJIEHCTBOBATE C
KOJIJIETaMH,
PYKOBOJICTBOM,
KJIMEHTaMH.

- JIEMOHCTpanus coOCTBEHHOI
JACATC/IBHOCTH B YCIIOBHAX
KOJIJIEKTHBHOH M KOMaHIHO#H paboTkI B
COOTBETCTBHH C 3a/IaHHOMN CUTYyalHei;

- IEMOHCTpalus cOOCTBEHHOH
JEATETLHOCTH B POITH PYKOBOJIUTEIS
KOMaH/Ibl B COOTBETCTBHH C 3a/IaHHBIMH
YCJIOBHSIMH.

[Toarororka pedeparos,

JIOKJIAJ0B, COODIIEHHI,
HCIIOJIb30BAHHE
2IEKTPOHHBIX
HCTOYHHUKOB

OK 05. Ocyiectsisrs
YCTHYIO U
MHCBMEHHYIO
KOMMYHHKAIUIO Ha
roCy1apCTBEHHOM
A3BIKE C yYETOM
ocobeHHOCTEH
COIHATBHOTO H
KYJBTYPHOTO
KOHTEKCTA.

- - JIeMOHCTpAIHs coOCTBEHHO
JICATETHHOCTH B YCJIOBHSIX
KOJIJIEKTHBHOH U KOMaH{HOH paboTHI B
COOTBETCTBHH C 3aaHHOH CHTyalei;

- IeMOHCTpalus coOCTBEHHOM
AEATEIbHOCTH B POJTH PYKOBOIHTE IS
KOMaH/Ibl B COOTBETCTBHH C 3aJIaHHBIMH
YCIIOBHSIMH.

Habmonenue 3a
HaBbIKaMH paboTHI B
rinobanbHbIX,
KOPIIOPaTHBHEBIX H
JIOKATBHBIX
HHOOPMAHOHHBIX
ceTsx.




Kon n HauMeHOBaHue

npod)ecCHOHATEHBIX H

00MIMX KOMIIETEHITHIT,
(opmHpyeMbIe B
pamMKax MOoJLyJis

Kpurepun onenku

MeTo/1bl OLIEHKH

OK 06. [TposersTs

- IGMOHCTpals HHTepeca K Oy 1ye

Habmoaenue 3a ponbio

IpaIaHCKO- npodeccuu: obywarommerocs B

aTPHOTHYECKYIO - IEMOHCTPALHMS [IeIEYCTPEMICHHOCTH, | TPYIIIE; NOPTHOIHO

TO3HIHIO, caMo00pa3oBaHus U CaMOpPa3BHTHA

JIEMOHCTPHPOBATh

OCO3HAHHOE

IOBEJICHAE Ha OCHOBE

TpaJILIAOHHBIX

o01eyes10BeYecKmX

LIEHHOCTEH,

IIPUMEHSATE CTaH/1apThl

AHTUKOPPYIIIHOHHOTO

I1OBEJICHHUA.

OK 07. - JIEMOHCTpALMA KaueCcTBa IPHHATHIX JlenoBsle UTpEI -

CopeficTBoBaTH OpraHU3alMOHHBIX pelIeHUH MOJIENIHPOBAHHE

COXPaHEHHUIO - FTOTOBHOCTB K 4acToil cMeHe COIMATBHBIX U

OKpYyJKatollel cpelibl, | TEXHOJIOrui B mpodeccHOHAIBHOHN npodeccHoHaIbHbIX

pecypcocOepeKeHHuI0, | JesTeTbHOCTH, CHTYalHH.

aspdexTunno - aHATA3 HHHOBALMH B 001acTH

NeHCTBOBATH B npodeccHoHABHOM [EATEIBHOCTH.

upe3BbYANHBIX

CHTyaIHsAX.

OK 08. Ucnons3oBath | - oneHka cobcreennoro npoasmxenns, | Konrtposs rpaduka

cpe/icTBa (PU3AYECKOH | JIMUHOCTHOI'O PA3BUTHA. BBITIOJTHEHUS

KVJIBTYPBI UL HHAUBUAYAIBHOM
CaMOCTOATEILHOM

COXpaHeHus
YKpeIIeHus 370pOBbs

padoThl 00ydaroIerocs;

B TIpoIiecce OTKPEITHIE 3aLTHThI

npoecCHOHAIBHOI TBOPYECKHX U

JIeSATeNbHOCTH U IPOEKTHBIX paboT

O/y1epyKaHus

HEo0X0MMOTO

YPOBHS (hU3HYECKOM

IIOJArOTOBICHHOCTH,

OK 09. Ucnonp3oBath | - HCIOJIB30BAHHE OCHOBHBIX BHJIOB Cemunapsl yuebHO-

nH(popmaoHHbIE COBPEMEHHOH BBIYHCIHTEILHOM IPaKTHYECKHE

TEXHOJIOTHH B TeXHHKH; KOHGbEPEeHIHH.

npoeccuoHanbHON - 9KCILTyaTalus U yCTpaHEHHE Konkypcst

JeSATeIbHOCTH. THIIHYHBIX BBISBJIECHHBIX JeeKToB IpodecCHOHAIBLHOIO
TEXHUYECKUX CPE/ICTB MacTepeTBa.
HHOPMATH3ALIHH; Onmumnuansl.

- IEMOHCTpALUs pe3yabTaTHBHOM
JIEATENBHOCTH B 00JaCTH DKCIUTyaTallHu
H TEXHHYECKOT'O COTIPOBOKICHHA
aBTOMATH3HPOBAHHBIX CHCTEM




Koa u naumenosanue

npogeccHoHanbHBIX U

0OIMX KOMIIETEHIIHH,
(opmHpyeMbIE B
paMKax Moyms

Kpurtepuu orenku

MCTUﬂbI OLIEHKH

OK 10. [TonpzoBarscs
npodeccHoHaTbHOM
JOKyMeHTanuei Ha
rOCY/JIapCTBEHHOM M
UHOCTPAHHOM SI3BIKAX.

- HCIOJIb30BAHHE OCHOBHBIX BHIIOB
COBPEMEHHOI BEIYMCIIMTENBHOM
TEXHUKH;

- JKCILTyaTalls H yCTpaHCHUe
TUIHYHBIX BBIIBIEHHBIX Je(eKTOR
TEXHHYIECKHX CPEJ/ICTB
HHbOpMaTH3AHK;

- JIEMOHCTPALHA PE3YyILTATHBHOM
JIEATENLHOCTH B 007aCTH IKCIUTyaTallHy
1 TEXHUYECKOTO COMPOBOKICHHS
aBTOMATH3HPOBAHHBIX CHCTEM

Cemunaps! yuedbHo-
paKTHYeCKHe
KoH(pepeHiun. Jlenossie
HIPBI-MOJIETUPOBAHHIE
11poeCcCHOHATBHBIX
CUTYalHH.

OK.11 Hcnomnb3oBaTh
3HAHHS 110
(huHaHCOBOM
IPaMOTHOCTH,
IJIAaHKPOBATH
NPEANPUHUMATETBCKY
10 JICATELHOCTD B
npogeccuoHanbHO

cepe

- 3(/(peKTHBHBIH TOHCK H TPHMEHEHHE
3HaHHi (PHHAHCOBOH IPAMOTHOCTH;

- uHdopmanus, nogodpaHHas U3
Pa3HBIX HCTOYHUKOB B COOTBETCTBHH C
3a/1aHHON cuTyarueit

Cemunaps! yueOHO-
PaKTHYECKHE
kondepenuuu. [lenoswie
UIPbI-MO/IE/IMPOBAHHE
mpodecCHOHATBHBIX
CUTyalui




