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Pabouas nporpamma y4eOHbIH JUCHUATUIHHBI pazpaboTana Ha ocHOBe DeepanibHOro
roCyAapCTBEHHOr0 00pa3oBaTeNbHOrO CTaHAapTa CpeiHero npodeccHOHAIBHOTO
obpazoBanus (namee — ®I'OC) no crenHaaIbHOCTH CPeAHEro MPodecCHOHATBHOTO
obpazosanus (nanee — CI1O) 10.02.05 Obecrievenne nHGOpMaAITHOHHOH Oe301acCHOCTH
aBTOMATU3MPOBAHHBIX CUCTEM, YTBEPIKIEHHOTrO MpuKa3zoM MuHucTepcTBa 00pa3oBaHus
v Hayku Poccuiickoit @enepaunu ot 9 nexadpst 2016 r. Nel1553, 3apeructpupoBaHHOro B
Munuctepcrse roctuuiun Poccuiickoit @enepanun 26 nexadbps 2016 r. No44938, u
[IpumepHOli ocHOBHOI 00pa3oBaTeNb-HOH MPOrpaMMbI IO CIHENHATBHOCTH CPeHero
npodeccuoHanbHoro  obpazopanus  10.02.05 Obecnevyenue UHPOPMALMOHHOM
0e30MacHOCTH aBTOMATH3UPOBAHHBIX CHCTEM (PEerHCTPaIlHOHHBIN HOMEp B (efiepabHOM
peecTtpe mnpuMepHbIX obpaszoBartenbHbEIX nporpamm  CIIO 10.02.05-170703, nara
peructpanuu 03.07.2017).

Pa3zpaborumku:

Bomogun C.M., «k.1.H., mnpenogaBatens BKK Komnemxa wundopmatukn u
MpOrpaMMHPOBaHHS;

Mapunnu A.JL., npenogasarens 1 KK Komnemxa nHpopmaTuki 1 nporpaMMUpOBaHuUS;
Kosanesckuit M.B., npenogasatens Konnepka HHOOPMATHKH U IIPOrPAMMUPOBAHHUS;
Hy6posun H.B., npenonasaresns Komnnemxa nndopmaTuky U MporpaMMHpOBaHHUS.

PerienzeHnT:
OnrynoBa EnuzaBera KapansbueBna, xanmumaT (U3MKO — MaTeMaTH4yecKUX Hayk,
MpernojaBarenb Kojule[ka HWH(POPMALUMOHHBIX TexHoJNoruid u sKkoHoMuKH KBI'Y

(DUO, yuenas cTeneHb, 3BaHHE, J0JIKHOCTD)

Pabouast nporpamMma npodeccHoHaIBHOT0 MOIYJIsl pACCMOTPEHa U PEKOMEH/I0BaHA K
YTBEPKJICHHUIO Ha 3aceJaHuy MpeaIMeTHOW (IuKiIoBOM) komuccuu OOecrnedeHue
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(Haumenosanue 1K)

IIpoTokon ot « /2y O 2022 r.h@

IIpencenarens ITLK C.M. Bonoaun
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PELEH3US
HA PABOYYIO ITPOT'PAMMY
no npodgeccuonanbiomy moayaio IIM.01 Dxenayaranus
ABTOMATH3HPOBAHHBIX (HH(POPMALHOHHBIX) CHCTEM B 3aIIIHIIEHHOM
HCNOJIHEHHH

10.02.05 O6ecneuenune undopManHoOHHOM 630MAaCHOCTH aBTOMATH3UPOBAHHBIX
cHCTeM,
Paspaborunk: Bomomumeiv C.M., k.T.H., mnpenopasatens BKK Komemka
uHGOPMATHKKM M TnporpamMmupoBanus, Mapuuud A.Jl., npenomasarens KK
Komnemwka wndopmatuky u  mporpammupoBanusi; Kosamesckuit M.B.,
npenoaasatens Komnemxa nadopmartiki U nporpammuposanus; yoposun H.B.,
npenojasarens Komnemka nHpopmaTiki ¥ nporpaMMHpPOBAHHM.

PaGouas mnporpamma, paspaboraHHas Ha ocHoBe (ellepaibHOTO
rocylapCTBEHHOr0 00pa3oBaTeNbHOro craHgapra mno cnendansHoctd 10.02.05
OGecneuenne nMHGOPMALMOHHON 6Ge30MACHOCTH ABTOMATH3MPOBAHHBIX CHCTEM,
paccuutana Ha 995 uaca, u3 Hux Ha ocBoeHue MJIK 623 uaca, 308 uyacos
MPAaKTHIECKUX 3aHATHH, 30 9acoB caMOCTOATENbHOM pabOThl, HTOTOBBIM KOHTPOIEL
OCYILIECTBISETCS B (hopMe 3K3aMeHa 110 MOAYJIIO.

Pabouas nporpamMma BkIto4aeT B ceds:

1. TuTynbHBINA TUCT;

2. [Macniopt paboyeit mporpamMmsl NpodeccuoHaTBHOr0 MOAYJAS;

3. CtpykTypy M cojiepikaHue mpodecCHOHATBHOIO MOTYJIS;

4. YcnoBus peanusanuu pabodell mporpaMMsl podeCcCHOHANTBEHOTO MOMYJIS;

5. KoHTpomb 1 OLIEHKY pe3ybTaToB OCBOSHUS NMPO(HECCHOHATEHOTO MOITY IS,

4TO COOTBETCTBYeT TpeboBaHusM k paboueil nporpamme u TpeGoBanusm ®I'OC
CIIO npu GopmHpoBaHUH Kak OOIINX, TAK U MPO(ECCHOHATBHBIX KOMIIETEHIIHI.,

B macnopre nporpamMmbl cOpMYJNMpOBaHbl LENM M 3aia4d OCBOEHMS
MPOGECCHOHATBHOTO MOJIYJNs, HAMpaBlIE€HHBIE HA OBJAJeHHe O0YYaIOUMMHUCH
o6mpMK ¥ MPodeCcCHOHANBHEIMH KOMITETEHIHASMH.

JlanHOe KOIMYecTBO YacoB, BBIIEIEHHOE Ha OCBOeHHE ydueGHOM
JUCLMIIIHHBL, TO3BOJIUT:

- copmupoBate y obyvaromuxcs HeoOXogMMble MPO(ECCHOHANLHBIE |
o0l1KHe KOMITETEHLINH;

- MOJIY4YHTh HEOOXOINMBIE 3HAHUS H YMEHHMS, KOTOPBIE MOKHO MPHMEHSATH
B Jla/IbHEHIlIeM Ha MpakTHKE. _

Temarnueckuit nuan JenUTCs Ha JTOTMYECKHE PA3ZieNbl, BKIIOYAIOIIKE B
cebs MJK u yueGHble MpPaKTHKH [PO(ECCHOHANIBEHOTO MOIY/sS, HMEET
ONTHMAIIBHOE paclpelielieHHe 4acoB 110 pasjielaM M TeMaM, B COOTBETCTBHH C
yueOHBIM ILIaHOM.



Kaxmpii pasgen MporpamMmbl  OTpakaeT TeMaTHKy M BONPOCH,
NO3BONSIONIME, B TMONHOM OOBEME, H3y4nTh HEOOXOIUMBIH TeopeTUIeCKHH
marepuasn.  [IpoBeseHne  TpaKTHYeCKHX  H nabOpaTOpPHBIX  3aHSTHI,
Npe/lyCMOTPeHHbIX paGouel MpOrpaMMOH, M03BOAOT 3aKPEIHTE TEOPETHICCKIE
JHAHWA W DA3BHTh TNPAKTHYECKME HABBIKH, [PHOOpETeHHBIE MPH H3YHUCHUH
npodeccHoHaTBHOTO MOJYJIS.

Copnepxanue paboyeil mporpamMmbi NPOHECCHOHATLHOTO MO A M 01
coorserctyer Tpefosanmsv @OI'OC CIIO mo  cneuxanbHOCTH 10.02.05
O6ecrneueHne MHPOPMALKOHHON O€30MaCHOCTH aBTOMATH3MPOBAHHBIX CHCTEM H
npuMepHO# 06pa3oBarTe/IbHON NPOrpaMMe JaHHOTO npodecCHOHANBHOIO MO JIA.

Wzyyenue M 01 «DKCIUTyaTalys aBTOMATH3UPOBaHHBIX
(MHpOPMALIHOHHBIX) CHCTEM B 3ALUMIICHHOM HCTIONHCHHWY crocoOCTBYET
3 eKTHBHOMN 1 KaueCTBEHHOH MOJATOTOBKE MONO/BIX CHIELHATHCTOB (TexHUKOB) B
obnacTn WHPOPMALMOHHOH 0e30MacHOCTH W 3alMTBl  ABTOMATH3HPOBAHHBIX
(MHGOPMALIMOHHBIX) CHCTEM. PaGouas mporpaMma COAEPXHT MHHUMYM
OCHOBHOM ¥ JOTIONHMTENBHOM TUTEPATypPhl, HeOOXOAMMOMN U M3yUCHHs JaHHOH
IACUMITIHHBL

PaspaGoranHas paGouas mporpamma MpPOPECCHOHATBHOTO MOy
MOXET ObITh MCIONb30BaHA B NPO(ECCHOHANBHOH IOJTNOTOBKE CPEIHEro
rlpoibecmonanbﬂom obpazoBarns no creumansioctd 10.02.05 OGecneuenue
uHMOPMALMOHHOH 6€30MacHOCTH aBTOMATH3HPOBAHHBIX CHCTEM.
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OBIIIAST XAPAKTEPUCTHUKA PABOYEHN ITPOI'PAMMBI

[TPODPECCUOHAJIBHOI'O MO/J1Y JIA

CTPYKTYPA U COJIEPXKAHUE TTPOPECCUOHAJILHOI'O MO1YJIA
VCJIOBUS PEAJIU3ALIMA TTPODPECCUOHAJILHOI'O MOJIYJIA
KOHTPOJIb Y OLIEHKA PE3VJIbTATOB OCBOEHW 1
[TPO®ECCUOHAJIBHOI'O MO1VJIA



1. OBLIAS XAPAKTEPUCTHUKA PABOYEH IMPOI'PAMMBI

I[MPO®ECCHOHAJIBHOI'O MO1Y.JIsI

L.1. Llesib ¥ niianupyemble pesysibTaThl OCBOCHHS NPOeccHOHAIBHOI0 MOLY.I5

B pesysbrate usydenus nmpodeccHOHAIBHOrO MOy 0OYIatOMIHIiCs JOKEH OCBOUTE
OCHOBHOH BHJ zestenbHocTH no IIM.01 Dkerutyataiuss aBTOMATH3MPOBAHHBIX
(MH(OPMALIMOHHBIX) CHCTEM B 3aIIMIIEHHOM HCIOJHEHMHM H COOTBETCTBYIOLIHE €My

06L[J,H€ KOMIIETECHIIUHU, U HpO(l)ECCHOHaﬂbeIe KOMIICTEHILIHH

1.1.1. Ilepedens o0mux KoMIeTeHIHiA

Koz OG1mme KoMIeTeHIIHH

OK 01. Beibupare  crnocoOGbr  pemtenust  3aj1a4  MpoleCCHOHANBHON  JIesTeLHOCTH.
IIPUMEHHTEIILHO K Pa3INUHBLIM KOHTEKCTAM.

OK 02. OcyIecTBIATL TOMCK, aHAIH3 U HHTEPIPETAHIO HHPOPMAIIMH, HEOOXOMMOI /U
BBITIOJIHCHHUS 3a/1a4 Npo(ecCHOHAILHOM AeATeTbHOCTH.

OK 03 [lmanupoBath U peann3oBBIBaTH COGCTBEHHOE NPOBECCHOHATLHOE M JTHYHOCTHOE
pasBUTHE.

OK 04. Paborats B Ko/exTHBE 1 KOMan e, 3QGEKTHBHO B3aHMOICHCTBOBATE ¢ KOJLIETAMH,
PYKOBOZCTBOM, KIHEHTAMH.

OK 05. OcCyIecTBISTh YCTHYIO H THCBMEHHYEO KOMMYHHKAIHIO HA TOCYIaPCTBEHHOM SI3bIKe
C Y4ETOM 0COOEHHOCTEH COMHAIBHOIO U KYILTYPHOI'O KOHTEKCTA.

[IposiBIIsATE I'PakKIaHCKO-NATPHOTHYECKYIO MO3HIIMIO, JIEMOHCTPHPOBATh OCO3HAHHOE

OK 06. | moBezieHne Ha OCHOBE TPAIMIMOHHBIX OOIIECYEIOBEUECKHUX IEHHOCTEI!, IPHMEHSATh
CTaHAAPThl AHTHKOPPYHIIHOHHOTO [TOBEICHHU.

OK 07. ConeficTBOBATE  COXPAHEHHIO  OKPYIKAFOIICH Cpenbl, pecypcocOepexeHuio,
s dexTuBHO JelicTBOBATH B Upe3BLIYANHBIX CHTYAIHSX.
Hcnonp3oBars cpesctsa (U3MHECKOH KyIBTYPBI JUIA COXPAHEHHS M YKpEIUICHHS

OK 08. | 3g0poBbs B mpomecce NpoecCHOHANLHON JESTENBHOCTH | NOJUIePIKaHHS
HEOOXO0MMOTO YPOBHSI (PH3UUECKOIT TOrOTOBICHHOCTH.

OK 09. | Uenons3osath uH(OpMALHOHHbIE TEXHONOTHH B TPO(ECCHOHATBHOI ST MLHOCTH.

OK 10. [lTonb3oBathes  mpodeccHOHANBHOR JIOKYMEHTAIMEH Ha TOCYNAPCTBEHHOM H
HHOCTPaHHOM S3bIKaXx.

0K 11 McnonssoBath  3Hanmms 1m0 (MHAHCOBOH  IPAMOTHOCTH,  IIAHHPOBATH

NPEANPUHUMATENECKYIO JICATENLHOCTD B IPO(ecCHOHATBHOI chepe.

1.1.2. Ilepeuens npodeccroHaNBHBIX KOMIIETEHIMH

Kon [Tpodeccuonanbibie KOMIIETEHIMH
[Ipou3sBoiuTh  yCTaHOBKY M HACTPOHKY KOMIOHEHTOB AaBTOMATH3HPOBAHHBIX
MK L1 (HHQOPMALMOHHBIX) CHCTEM B 3alMIICHHOM HCIOJHEHHH B COOTBETCTBHH C
Tpe0OBaHHAMH SKCILIYaTAHOHHOMN JOKYMEHTAIIHH.
[IK 1.2. | AAMHHHCTPHPOBaTb [POrPaMMHbIE M  [IPOrPAMMHO-AIIAPATHBIE KOMIIOHEHTHI

ABTOMATH3HPOBAHHON (MHPOPMALIMOHHO#) CHCTEMBI B 3AIMMINEHHOM HCIIOTHEHHH.




1K 1.3.

Obecneunsare Gecriepeboiinyio paboTy aBTOMATH3MPOBAHHBIX (MHPOPMAIHOHHBIX)
CHCTEM B 3aUIMIICHHOM MCIOJHEHHH B COOTBETCTBHH C  TpeDOBaHHSIMH
3KCILTyaTal[HOHHOM JIOKYMEHTAINH.

K 1.4.

OC}’HICCTBJIﬁTb [TPOBEPKY TEXHHYCCKOIO COCTOAHHSA, TCXHHYCCKOE 06C41Y?KHBE[HH€ H
TCKYU.[HH PEMOHT, ¥yCTpaHATh OTKa3bl H BOCCTAaHABIMBATH paﬁDTOCHOCOGHOCTb
ABTOMATH3HPOBAHHBIX (HH[l]OpMﬁlJ,HUH]'IbIX) CHCTEM B 3alllHIIIEHHOM HCIIOJTHEHHH.

1.1.3. Ilepedens THYHOCTHBIX PE3yIBTATOB

Kon

JluanoCcTHBIE pe3ylbTaThl
pean3ay IPOrpaMMbl BOCITUTAHHS

JIP1

Oco3narouuii ceds rpakIaHHHOM H 3al[HTHHKOM BEINKON CTPaHBI

JIP3

Cobumroiatonuii HopMbI IPABONOPSJIKA, CITETYIONMINN HEAIaM IPakIaHCKOTO
obmecTsa, obecnevenus H€30MaCHOCTH, TIPaB ¥ cBOOO I rpaxaan Poccun.
JlosnbHBIHA K yCTAaHOBKAaM U MPOSBICHHAM NIPEACTABATENEH CyOKyIBTYD,
OTJIMYAIOUIUH HX OT IPYIII ¢ JIECTPYKTHBHBIM U JICBHAHTHBIM TTOBEIEHHEM.
JeMOHCTPHPYIOMHH HENPHATHE H IPEAYIPEKIAIONIHN COIHATLHO ONAacHOEe
NOBEJICHHE OKPYIKAFOIIHX

JIP4

IIposBasiomuii ¥ AEMOHCTPUPYIOIIHI YBaXKEHHE K JHOMAM TPYJAd, OCO3HAOIIMG
[eHHOCTE cobcTBeHHOr0 TpyAa. CTpemsimumiics K OPMHPOBAHKIO B CETEBOI cpejie
JIHYHOCTHO H MPOJecCHOHATEHOT0 KOHCTPYKTHBHOTO «IIH(POBOTo Cliesiay

JIP7

Oco3HaOmHi IPHOPHTETHYIO IIEHHOCT JINYHOCTH YeJI0BEKA; YBAKAIOMIUI
COOCTBEHHYIO H YYXKYIO YHHKAIBHOCTh B PA3IMYHBIX CHTYAIMsAX, BO BceX hopmax
U BUJAX JCSTEIBHOCTH.

JIP10

3aborsmuiics 0 3amMTe OKpYXKalomed cpebl, COOCTBEHHOH M UyXKoii
Oe30macHOCTH, B TOM 4Hclie HPPOBOH

JIP13

JleMOHCTpUPYIOUHiE TOTOBHOCTH M CIIOCOGHOCTH BECTH JMANIOT C APYTHMH JIHOLMH,
JIOCTHIaTh B HEM B3aHMOINOHUMAHUA, HAXOAUTh OOIIME [IEIH U COTPYAHUYATE JUIA
MX JIOCTHIKEHHS B IIPOECCHOHATBHOM AeSTEIbHOCTH

JIP14

[TposBstomuii co3HaTenbHOE OTHOIICHHE K HENPEPHIBHOMY 00pa3OBAaHHIO Kak
YCJIOBHIO YCIIEHIHOH npoecCHOHAIBHON U 00LIECTBEHHOM AeATeIbHOCTH

JIP15

[possistonuii rpak1aHCKOe OTHOLICHHE K TPO(hECCHOHABHOM JIEATENLHOCTH KaK
K BO3MOXKHOCTH JIMYHOTO Y4YacCTHs B PeIIeHHH OOIIECTBEHHBIX, FOCYIapCTBEHHEIX,
001IEeHAIMOHATBHBIX TPodIIeM

JIP16

CooTBeTcTBYIOmMH  OXkujaHusM — paboTojaresieli:  KPeaTHBHO — MBICISIIHNIA,
3G (PEKTHBHO COTPYAHHYAIOMIHH € APYTHMHE JIOBMH, OCO3HAHHO BBINOJHSIOMIHIA
npodeccuonanbHple TPeOOBAHM, pacIpeIeNIONIAN BpeMs U JAPYTHE PECYPCHI s
BBINOJIHCHHS [IOCTABJICHHOH 3a7a4dl B YCTAHOBJIEHHBIH CPOK, OTBETCTBEHHBIH,
JUCHHIUIMHUPOBAHHBIN, LIeJIeyCTPEMIIEHHbIH, CTPECCOYCTOHYHBBIH.

JIP17

HemoHCTpHpYIOmHMH  KyIbTYpYy  ped4d, B  TOM  4HClIE B JIEIOBOH
NEPEINUCKe/IEPEroBopax,  CHocoOHbIH  rpeseHTOBaTh  ce0ss M MPOIAYKT
npodecCHOHATBHOMH JIeSTENBHOCTH

JIP18

JlemoHcTpUpytOHMi CIOCOGHOCTL MCIOML30BaTh B HU(POBOM Cpele pasnuuHbIE
HHCprIBbIe CpeacTBa, MO3BOJAIOIIHE BO B3aUMOJICHCTBHH C JAPYIHMH THOIBMHA
JIOCTHIaTh IOCTABJICHHBIX MEJeH; Npeaynpekaomuil coOCTBEHHOE H 4ykKoe
JACCTPYKTHBHOC IOBCIACHHE B CCTECBOM IPOCTPaHCTBE.




1.1.4. B pe3ynbrate ocBOeHHs MPOdecCHOHANTBHOr0 MOy It 00y4aromuics

JOJIKEH:

UMETH — YCTAHOBKH W HACTPOHKH KOMIOHEHTOB CHCTEM 3allHThI nmbupmamm'

IIPaKTHYECKHH aBTOMATH3UPOBAHHBIX (MH(POPMAIMOHHBIX) CUCTEM:

OMBIT — aJMHHHCTPHPOBAHHMS ABTOMATH3HPOBAHHBIX CHCTEM B 3allHIIEHHOM
MCIIOJTHEHUHT, KOHMPOIA CIMAOUIbHOCMU XAPAKMEPUCUK CUCTEMbl 3QUUMbI
unghopmayuu’™;
— JKCIUTyaTalun KOMIIOHEHTOR cHCTEM 3aIIUTHI HH(pOpMaLMH
ABTOMATH3UPOBAHHBIX CHCTEM;
JIMArHOCTHKH KOMIIOHEHTOB CHCTEM 3ALIATE] nH(QOpMaIHHK
aBTOMATH3UPOBAHHBIX CHCTEM, YCTPaHEHMs OTKa30B M BOCCTaHOBJICHHA
paboToCIIOCOOHOCTH  aBTOMATH3HPOBAHHBIX (HH(MOPMAIMOHHBIX) CHCTEM B
3alIUIIEHHOM HMCHOIHEHWH, KOHMpPONs COOMBEMCMEUS  KOHpuzypayuu
cucmeMbl 3auumel UHGOPMAyUU ee SKCATYAMAayuoHHOU OOKYMEHMayuu’™;
—  AOMUHUCMPUPOBAHUA  ABMOMAMUSUPOSAHHBIX  CUCTIEM 6  3AUUUJeHHOM
ucnoanenuu ungpopmayuonnoti cucmemnt 1C: Hpeonpuamue, *
— YCMAHOBKU U HACMPOUKY OnepayuoHnex cucmem cemeiicme Windows u
UNIX ¢ yuemom mpebosanuti no obecneveHuio  uH@OPMayUOHHOU
bezonacnocmu®;
— obunapyycenus u ycmpaweHus OwubOK npu  nepeoaie OAHHbIX 6
KOMABIOMEPHBIX cemsax ™,
— pabompl ¢ NPOMOKONAMU PUIHBIX YPOGHEN™,

YMETh —  OCYIIECTBIATH  KOMIUIGKTOBaHHE,  KOHQHIYPHPOBaHHE,  HACTPOHKY

ABTOMATH3HPOBAHHBIX CHCTEM B 3aLMIIEHHOM HCIIOIHEHHHA KOMIIOHEHT CHCTEM
3alMTEl HH(OpMAIMK aBTOMATH3NPOBAHHBIX CHCTEM,

— OpraHu30BbIBaTh, KOH(GUTYpHPOBaTH, MPOH3BOAHTE MOHTAX, OCYIIECTBIATH
JIMArHOCTUKY M YCTPAHSTh HEHCIPABHOCTH KOMITBIOTEPHBIX ceTel, paborarhb ¢
CeTEeBBIMH MPOTOKOJIAMH Pa3HBIX YPOBHEH;

— OCYIIECTBIATH KOHGUIYypHPOBaHHE, HACTPOHKY KOMIIOHEHT CHCTEM 3alHThI
HHOPMAITMH ABTOMATH3HPOBAHHBIX CHCTEM;

— MOpOM3BOANTL YCTAHOBKY, aianTalHi0 W COHOPOBOKAEHHE THIIOBOIO
porpaMMHOT0  OOecTeyeHus, BXOJSIIEro B COCTaB CHCTEM  3allUTHI
uH(OpPMAIHH aBTOMATH3HPOBAHHOMH CHCTEMBI

— HACTPaMBaTh M YCTPAHSATH HEHCITPABHOCTH [IPOrPaMMHO-ANIIAPAaTHBIX CPEJICTB
3alM Tl HH(POPMAITHHA B KOMIIBIOTEPHBIX CeTSX 10 3aJaHHBIM [IPaBHIIaM;

— obecnieunBaTh  paboTocnocoOHOCTH,  OOHApYXKHBaThb H  YCTPaHATH
HEHMCIIPAaBHOCTH

— obecneyusame NPOGePKY (PYHKYUOHUPOBAHUS BCMPOCHHBIX CPEOCME 3AUjUMbI
uHgpopmayuu U ceoespemMennoe  ODHApYNCeHue  NPUSHAKOS — HAAUYUA
BPEOOHOCHO20 NPOZPAMMHO20 0becneyenus™,

—  YCMAaHasIusamv, KOHQUSYpuposams U KOHMPOIUPOEAMb KOPPEKMHOCMb
HACMPOUKU ~ MENCCEMeBblX  IKPAHOE 6  COOMEEmCcmeun ¢ 3A0AHHbIMU
npasuiamu’™;

—  Qopmyruposams 1 HACMPaueams NOAUMUKY 0e30nacHOCMU OCHOGHBIX
ONEPAYUOHHBIX  CUCIEM, @ MAKNHCe JNOKATLHBIX KOMNbIOMEPHLIX  Cemet,
ROCMPOEHHBIX HA UX OCHOBe; *

—  Co30a6amp, PeOAKMUPOSAmMs U 0OCIYNCUBAMb  AEMOMAMUIUPOESAHHYIO
cucmemy ynpasienus npeonpusmuem na base «1C: Ilpeonpuamuer,; ™




— npoGepsimb NPABWILHOCMb Nepeoaiu OanHbix. *

3HATb

~ COCTAB U IPUHIMMIEI Pab0OTHl ABTOMATH3UPOBAHHBIX CHCTEM, ONEPAIMOHHBIX
CHCTEM M Cpell;
— [NpPHHIUILE  pa3paboTKH  AJTOPUTMOB MPOrpaMM. OCHOBHBIX ITPHEMOB
pOrpaMMHPOBaHMUA;
—  Mopenu 0a3 JaHHBIX, NOPAOOK HACMPOUKU CUCMEeM ynpaenenus Oazamu
OQHHBIX U CPEOCE HACKMPOHHO20 OOKYMeHMoobopoma*;
— NPUHIANB MOCTPOCHHS, (DH3HUECKHE OCHOBBI PaboThi NEpHpEpPHIHBIX
YCTPOMCTB,
— TeOpeTHIECKHEe OCHOBBI KOMITBIOTEPHBIX CETEH 1 HX allllapaTHbiX KOMIIOHEHT,
CeTEeBLIX MO/IeNIel, TPOTOKOJIOB ¥ IIPHHIIMIIOR a/Ipecallny;
— MOPSIJIOK YCTAHOBKHM M BBOJIA B 9KCILIYATAIMIO CPECTB 3aLIMThI HHpOpMAIHH
B KOMITBIOTEPHBIX CETAX, NOPAOOK obecnevenus: Ge3onacHocmu uH@opmayuu
npU IKCATYAMayuy KOMAbIOMepHIX cemett™;
— NPHHIAITEL OCHOBHBIX METOJOB OPraHH3allii H IPOBEICHHA TEXHHYECKOTO
00CTy)KUBAHUS BBIYMCIMTEILHOH TEXHMKM W JAPYTMX TEXHHYCCKHX CPE/ICTB
HHpOpMaTH3ALINK;
= MUNOBbIC  YAZEUMOCTIU  NPOZPAMMHO20 0DECnedeHus, Memoobl ux
okenyamayuu U nopadok obecnevenus Gesonacnocmu uHGopmayuu npu
IKCRAYAMAYUU NPOZPAMMHO20 0Gecneyenus™;
- 0COBEHHOCMI  UCMOYHUKOE  Y2po3, CEA3GHHBIX € IKCnayamayuell
npoCpaMmHo20o obecnevenus™;
—  DKCRAYAMAYUOHHYIO U NPOEKMHYIO OOKYMEHMAayuio, pe2iamennmvt no
VHUYMOJICEHUIO  UnopMayul U MAWUHHBIY  HOCUmenell  ungopmayuu
aABMOMaMu3UPOSAHHOU CUCTEMbL ™,
—  NpUHYUNbL NOCMPOCHUS U PYHKYUOHUPOSAHUS, NPUMEPbL PeAnu3ayuil
COBPEMEHHDBIX ONEPAYUOHHBIX CUCEM, ™
—  npozpammno-annapamuvie cpeocmea obecnevenus. uHGopmayuontoi
6e30nACHOCMU 6 MUROGBLX ONEPAYUOHHBIX CUCmeMax, ™
— aopecayuio 6 CEMAX, OP2AHUIAYUIO MENHCCEMOBO20 63AUMOOCUCMEUSL ™
— OCHO6HBIC IMARBL PA3PADOMKU NPOCMO20 NPUKAAOHO20 PEUEHUS 6 cucmeme
«1C:IIpeonpusimuer*
—  OCHOBHBIE 3MANBL PAPAOOMKU NPOCMBIX U COCMABHBIX 3ANPOCO6 ¢
npumenenuem sizotka 3anpocoeé SOL*
— OCHOGHBIE aMpubOYMbl U O2PAHUYEHUA CMONOYOE U MAbIUY 6 COEPEMEHHbLX
CVB/I*
- ocnoenvie azpecamuvie QyHrkyuu npumensemvl 6 cospemennvix CVB/]
UCNOTB3YEMBIX HA NPOU3e0ocmee ™,




1.2. KosinvecTBo 4acoB, 0TBOAHMOE HA OCBOEHHE NPOdEcCHOHATBLHOTO MOIYJIsI

Bceero 995 yacos,

W3 vux Ha ocBoenne MJIK 623 uacos,
caMocTosTesnbHas padora 30 yacos,
MIPOMEKYTOYHAs aTTecTalus 54, B TOM Yucie
3K3aMeH 1o Moymto 12 4acos,

Ha IPaKTHKH, B TOM 4yuciie yuebuyto 108 yacos,

1 NPOU3BOJICTBEHHYIO (110 npoduitio criennanbHocTH) 180 yacos,.




2. CTPYKTYPA U COAEP) KAHUE NPOPECCHOHAJIBHOTI'O MOAYJIsI

2.1. CrpykTrypa npodeccHOHAIBHOT0O MOYJIsi

CymmapHBI O6BeM podecCHOHATBHOIO MOJIYJIS, aK. Yac.
i 00Bem Pabora oOyuatomuxcst Bo B3aHMOJICHCTBHH C MperojaBareiem
Kojbt H HArpy3KH,
KOMIICTEHIH, auMEeHOBaHHA HEeLB O6yuenne no MJIK Tiucrmis IIpome Cisstoe
Komsl pas/ienos dopme B mom vucne KYTOUH | "
. NPO(ECCHOHATBLHOTO KYpCOBBIX paboT ast G
JHHIHOCTHBIX MOJLYJIsI HPaKTHICC | Beero | naGoparopubix u (IIPOEKTOB) . diiecrn | P
PSAYARTAIOR e MTPaKTHYECKHX w Yyuetnas lpouseoncraecn pabora
HOArOTOBK o Hast ERHR
H
1 2 3 4 5 7 8 9 10
K 1.1. Pazjen 1.
OK 01- OK 11| Veranoska u
JIP1, JTP4, HacTpoika
ﬁgTO,HPl 3 aBTOMAaTH3HPOBAHHBIX 336/180 274 126 36 - 12 14
JIP14, JIP15 (MH(pOPMAITHOHHBIX )
JIP16. JIP17 | cHCTEM B 3aIMIIEHHOM
JIP18 HCIIOTHEHHH
K 1.2., 11K | Pazpen 2.
1.3, 1IK 1.4 AJIMAHHCTPHPOBAHHE
OK 01-OK 4BTOMATH3HPOBAHHBIX
1 (rHGOPMAITHOHHEIX )
JIP1JIP3 CHCTEM B 3aIUIIEHHOM | 467/268 349 182 72 - 30 16
gi‘oﬂﬁ;] 3 HCITOJIHCHHH
JIP14, JIP15
JIP16, JIP17
JIP18,




IIK 1.2., IIK | [Tpou3BoacTBeHHas
1.3, 1IK' 1.4 | npakruka (no npodumo
180/180 180
OK 01-OK CHENHAIBHOCTH)
11
DK3aMeH 110 MOIYIIIO 12/12 12
Beero: 995/640 623 308 108 180 54 0




2.2. TemaTH4ecKuii nu1aH U coiepxanue npodeccnonansuoro moay.s (IMM)

Haumenosanune
pasienon
npodecCHOHATBEHOTO
mMozyis (ITM),
MEKIHCIUILTHHAPHBIX
Kypcor (MJIK) u tem

Copnepxanue yuebHoro marepunara,
nabopaTopHbIe pabOThI M MPAKTHYECKHE 3aHATHS, BHeayJAHTOPHAs (CamMocTosTeNbHast) paboTa
oOyuaromuxcs, Kypcopas pabora (poekr)

O6Bem yacosn

Kobl
KOMITETEHIIH I,
(hopmupoBaHHIO
KOTOPBIX
crocobeTBYET
SJIEMEHT
[IPOIPaMMBI.
Ko
JIMYHOCTHBIX
pe3ynbTaToB,
(hopMHPOBaAHUIO
KOTOPBIX
peaM3anin
MPOrpPaMMEI
BOCITUTAHHAS.

1 2 3 -

Pazpen 1 IIM.01 YeTanoBka u HACTPOIiKa ABTOMATH3UPOBAHHBIX (MH(OPMAIHOHHBIX) CHCTEM B 3AIHIIEHHOM 336/180

HCHOJIHEHHH

MJK.01.01 OnepammoHibie cHCTEMbI 144/70 _

Pa3zjien 1. DiieMeHTBI TeOPHH onepANHOHABIX cHeTeM. CBOMCTBA ONEPALMOHHBIX CHCTEM 44/18 _

Tema 1.1. OcHOBEI Copepxanne 6/0 TIK:1 1.

TEOPHH ONEPALMOHHBIX | Onpenenenne onepanuonHoi cucteMbl. OCHOBHBIE MOHSTHS. MCTOpHs pasBUTHS ONEPAITHOHHBIX OK01-0OK 11,

CHCTEM cucreM. Bujibl onepantnonnbix cucrem. Kinaccudukanmus onepagoHHBIX CHCTEM 110 Pa3HBIM JIP4, JIP10,
npusHakam. OnepannoHHas cucTeMa kak MHTepdeic Mesk Lty mporpaMMHBIM | arlapaTHbIM JIP13, JIP14,
obecneuennem. Cuctemuslie BeI30BbL MccnenoBanus B 061acTH ONEpadOHHbBIX CHCTEM. JIP15, JIP16,

Tema 1.2. MammnnO- Copepxanne 16/8 | JIP17, JIP18

3aBHCUMBIE U MaIlIMHHO-
HE3aBHCHMBLIE CBOMCTBA
OlEpalHOHHbIX CHCTEM

3arpy3uuk OC. Mannmanu3anus annaparaeix cpejets. [pouece sarpysku OC.

Heperocumocts OC. Mammuno-3apucumbie Moayin OC. 3agaun OC 1o ynpasieHuio onepanusmMu
BBOJ[a-BbIBO/Ia. MHOTOCIIO#HAs MO/IE/b TIOICHCTEMBI BBOAA-BbIBO/IA. J[paiisepsL. ITomiepika
onepanuii BRoJ1a-BLIBO1A.




Pabora ¢ daitiiamu. Palinosas cucrema. Bunpr daitnosbix cucrem. Qusnyeckas opranusarims
(aiinosoii cucrempl. Tumbl paitios. PaiioBbIC ONepaLMy, KOHTPOJIb 10CTyNA K (aiiam.

B Tom unciie npakTHYECKHX 3aHATHH H J1adopaTopHbIX paboT 8/8
[IpakTHueckoe 3aHATHE 2
' | Bupryanbubie maumnsl. Cosjianue, Mmoaupukanis, padbora 2
[IpaxTHyeckoe 3ansTHe [ 2
Yceranoska OC 2
[IpakTdeckoe 3ansTue
Co3zanne H U3y4eHHE CTPYKTYPbI PA3/Ic/IOB KECTKOTO JAMCKA
IIpaxTyeckoe 3aHsTHe
Onepanuy ¢ ¢aiinamu
Tema 1.3. Mojtynbuas Copepmxanune 4/2
CTPYKTypa Ox30s71po. Mozens kinenT-cepsep. Pabora B pexxume nosssosarens. PaGora B KOHCOTBHOM
OIICPALHOHHBIX CHCTEM, | peskume. OO0IOUKH ONepalMOHHBIX CHCTEM.
[IPOCTPAHCTBRO B Tom unciie npakTHYecKHX 3aHATHI 1 1a00paTOPHBIX padoT 2/2
NoJIb30BaTels [IpakTHueckoe 3anATHE 2/2
PaboTa B KOHCOILHOM H rpad)HuecKOM peKHMax
Tema 1.4, Vipasinenue | Cogepxanue 4/2
namMAThLIO OcHoBHoe yrpasienne namaTeio. [lojkauka. BupryansHas namsite. AJIropuTMBl 3aMeLIeHNMs
crpanuil. Borpocs! paspaboTki cucTeM co CTpaHUyYHOI oprann3atueii namsti. Bonpock:
peanuszauun. CermMeHTaus namsT
B Tom uncIe NpaKTHYECKHX 3aHATHH B J1ab0paTopHbIX paboT 2/2
[TpakTrueckoe 3ausTHE /0
MOHMTOPHHT 33 HCIIOJIL30BAHHEM TTAMSTH o
Tema 1.5. Yipasnenne Copepmanne 8/4
IIPOIIECCaMH, [Tonstne nmponecca. IMonsitue notoxa. IonsiTie npHOpUTETa M OYEPEIN IPOLIECCOB, 0COOEHHOCTH
MHOTOOponeccopHbIe MHOTOIIPOIIECCOPHBIX cHcTeM. MexIporieccopHoe B3anMo IeiicTBHE
CHCTEMBI lTousTue B3anmob10kHpoBKH. Pecypcesl, oOHapykenue Bzanmobiokuposok. M3beranue
B3aHMO0J1I0KHPOBOK. [IpetoTBpaliienne B3auM0o0I0KHPOBOK
B Tom unciie npakTHYecKHX 3aHATHIE 1 Ja0opaTopHbIX paboT 4/4
IIpaxTnyeckoe 3anaTHE 2
YrnpasneHue nporeccamu 2

HpaK’IH‘IeCKOB 3aHATHE




Habmoenue 3a HCIOJIB30BAHUEM PECYPCOB CHCTEMbI

Tema 1.6. Coaepxanue 6/2
Bupryanuzauus u Tpebopanus, npumensiemsle kK BUpTyaimsauuu. ['unepeusopsl. Texnonorun addexkTusnoii
o0aunble TEXHOJNOTHH | BUPTyaIu3auuu. Bupryainsanus namsti. Bupryannsaius BBoa-BeIBojia. BupTyansubie
ycrpoiictsa. Bonpocs! jiMLeH3HpoBaHus
O6naunsle TexHosoruu. MceiepioBanus B 00J1acTi BUPTYAIH3auu 1 00J1aKOB
B Tom unciie npakTHYeCKHX 3aHATHH U J1abopaTopHbIX patoT 2/2
[IpakTHueckoe 3aHsTHE 2
M3yuenne npaMepoB BHPTYyarsHbIX Maimue (VMware, VBox)
Pazjien 2. bezonacHocTs ONEPANMOHHBIX CHCTEM 10 /6
Tema 2.1. IpuHTHAIIE! Cojaepranue 10/6 IIK L.1.
ITOCTPOEHUS 3l THI ITorsTue 6e3onacuocti OC. Knaccuduxarmms yrpos OC. Mcrounnky yrpo3 nHGOpManmoHHON OK 01-OK 11,
nHpOopMaLHH B OesonacHocTH M 00BeKTEI Bo3zeiicTBHA. [lopanok obecneuenns 6ezomacHocTH HHHOPMAIIHH TTPH JIP4, JIP7, JIP10.
OrepalmOHHbIX JKCIUTyaTalMy onepaunoHnbix cucteM. [lltarusie cpeacrra OC mis 3amuThl HHGOpPMALHN. JIP13, JIP14,
CHCTCMaXx B Tom umnc/ie npakTHUECKHX 3aHATHI B j1abopaTopHbIX pador 6/6 JIP15, JIP16,
[TpakTuueckoe 3aHsTue 2 JIP17,JIP18
YipaBiieHHe y4eTHbIMH 3alIMCSIMH [10JIb30BATRIICH H JOCTYIIOM K pecypcam
[TpakTrueckoe 3aHsTHE 2
Ayt coObITHIT CHCTEMBI
[TpakTuyeckoe 3aHsTHE
M3y4enue mMTaTHBIX CPEICTB 3alIHThI HHPOPMALIMHK B ONEPALMOHHBIX CHCTEMAX 2 B
Pasznen 3. OcobennocTi paboThl B COBPEMEHHbBIX OIIEPANHOHHBIX CHCTEMAaX 26/12
Tema 3.1. Copepxanne | 10/4 [MK 1.1.
OnepanuoHHbIE 0630p cucrems! Linux. [Iponecch B cucteme Linux. Ynpasnenue namsteio B Linux. Beojg-BeBon B OK 01-OK 11,
cuctembl UNIX, Linux, | cucreme Linux. @aiinosas cucrema UNIX. JIP3, JIP4, JIP7,
MacOS n Android OnepanuoHHbIe cucTeMbl cemeiicta Mac OS: 0coBEHHOCTH, IPEUMYIIECTBA H HEIOCTATKH. JIP10, JIP13,
Apxutexrypa Android. [1puioxxenus Android JIP14, JIP15,
B ToM umc/Ie NPAKTHYECKHX 3AHSTHII 1 1a60paTOPHBLIX padoT 4/4 JIP16, JIP17,
IIpaKTHYecKoe 3aHsTHE JIP18
Cosnanue qucetpudyrusa Linux, Ycranoska. 5
[IpakTHueckoe 3aHsTHE ;

Pa6ora 8 OC Linux.




Tema 3.2. Cojpep:ranne 4/2
Onepanuonnas cucrema | Crpykrypa cucremst. [Iponeccs 1 notoku 8 Windows. Yipasienne namstsio. BROI-BBIBO B
Windows Windows.
B Tom unciie npakTHYeCKHX 3aHATHIT 1 J1adopaTopHbIX paboT 2/2
[IpaxkTnueckoe 3ansTie
VYeranoska M nepBuuHas HacTpoiika Windows.
Tema 3.3. Poccuiickas Cooepocaniue 6/2
onepayuonnas cucmema | Cmpyxmypa cucmemot Anom 8 CII. Humepgheiic OC Anom 8 CII. Anvm Pabowas cmanyus. Anem
Anom Cepsep.
B mom uucne npakmudeckux 3auAMUN 4 1a6opamopHsix padom 2/2
IIpakTudeckoe 3anaTne
Paboma e onepayuonnoii cucmeme Anom Obpazosanue.
Tema 3.4. Cepsephbie Coaepixanue 6/4
onepanMonHbie cueteMbl | OcHoBHOE HasHaueHue ceppepubix OC. Ocobennoctn cepsepubix OC. Pacnipesenennbie haiinosbie
CHCTEMBI.
B ToM uncie npAKTHYCCKHX 3aHATHI 1 J1abopaTopHbIX paboT 4/4
[IpakTuyeckoe 3ansTie
Pabora c cereBoii ¢aiinoBoii cHCTeMOi. 52
[IpakTHueckoe 3ansaTHe 2
Pabota ¢ cepsepnoii OC, nanpumep, AltLinux.
Pasoen 4. 3auguma 6 onepayuoHHbIX cucmemax * 42/24
Tema 4.1. Ynpaenenue Cooepxcarue 8/4 IK 1.1.
docmynom 6 = - OK01-0K 11,
SO Ocroénbie nOOX00bl K HOCMPOCHUIO 3AUUUCHHBIX rmepaquongmx cuc.'n?e.w‘ Cmanoapmul JIP1, JIP4, JIP7, |
. besonacrnocmu onepayuonnwix cucmem. Tunogsie mooenu ynpasienus docmynos. Ynpaenenue S
onepayuonHol cucmeme JIP10, JIP13,
J0Cmynom. JIP14, JIP15
B Tom uHC/Ie IPAKTHYECKHX 3aHATHI B 1a00paTopHbIX paboT 4/4 IP1 6- 1 I’I:i‘
[IpakTHyeckoe 3ansrue 2 P18 )
Vnpasnenue yuemnvivu 3anucimu nonvzoeameneil 2
ITpakTHueckoe 3ausaTHe
Ynpasnenue oocmynom
Tema 4.2. Codeporcariue 14/8

Aymenmughuxayus u

Aymenmucpurayus ¢ onepayuonnvix cucmemax. Cucmemor o6napys’cenus emopocenuti. Ayoum e
ONEPAYUOHHBIX CUCTNEMAX




ayc)um € onepayuonblx
cucmemax

B ToM umnc/ie NpAKTHYECKHX 3AHATHIT M J1a00paTopHBIX padoT

8/8

[IpakTHueckoe 3aHsTHe
Aymenmugpurayust 6 OC Windows

[TpakTHyeckoe 3ansTHE
Aymenmucpuxayus 6 OC Linux

[IpakTryeckoe 3aHsTHE
Ayvoum ¢ OC Windows

[IpakTnaeckoe 3anarue
Ayoum ¢ OC Linux

[

P

Tema 4.3.
Onepayuonnas cucmema
0cobo20 HazHaweHus
Astra Linux.

Coodepucanue

16/8

Apxumexmypa, nasnavenue, odracmu npumenenus OCCH. Ocnogbt noibzoeamenbekot pabomst u
aomunucmpuposanus OCCH. Manoamuas modens ynpagiernus 00cmynom u UHPopMayuoHHuIMU
nomoxamu 6 OC cemeiicmea Linux. Ypoenu manoamuoz2o ynpasinenus yerocmuocnolo. Yposens
Mmanoamuo2o ynpasienus oocmynom. Ynpaenenue 6esonacnocmeio 6 OCCH Astra Linux.
Aymenmugpurayus u ayoum ¢ OCCH Astra Linux.

B ToM umHciIe IpAKTHYECKMX 3aHATHI H 1adopaTopHbIX pador

8/8

ITpakTHUYeCKOE 3aHATHE
Vemanoeka OCCH Astra Linux

[IpaxTryeckoe 3anATHE
Paboma ¢ OCCH Astra Linux 6 2paghuyeckom pesicume

[IpakTHyeckoe 3aHATHE
Apxusuposanue u cocamue Qaitios

[TpaxTHueckoe 3aHsTHE
bazoswie konconvrble KOMAHObL AOMUHUCMPUPOBAHUA

[IpakTiyeckoe 3ansTHE
Vnpasnenue npoyeccavu 8 OCCH Astra Linux

[IpakTHdeckoe 3aHsITHE
Vnpasnenue nonvzosamenamu Astra Linux

Tema 4.4.
bezonacuocms
ONEPaYUOHHBIX CUCMEM
MOOUTLHBIX YCMPOUCME

Cooepycanue

4/0

bezonacrnocmo ONEPAYUOHHBIX CUCIMEM MOOUIBHBIX yempo Hems

Camocrosreabnas pabora npu uzydennn MJIK.01.01

10/10




IIOHATASA U
KJIacCH(pHKaIIHA CHCTEM
yiipaBneHus Oazamu
JIAHHBIX

bazossie nonatus CYBJI. Ocnoubie (ynxuuu, peanusyemsie B CYBJ[. OCHOBHbBIE KOMIOHEHTEI
CYB/l v ux Bzanmoneiictsue. Mutepdeiic CYB]I. S3bikonsie cpeacrea CYBJL. Knaccugpukaims
CVYB/I. Cpasnurensnas xapaktepucrika CYB]I. 3uakomerso ¢ CYB/] (110 BeIOOpY)

[Ipumepnas TemaTnka BHeay AMTOPHOH CAMOCTOATETBHOI PabOTHI 10/10
1. Cosjlanue BHPTYaIbHOH MallIHHBI,
2. YeranoBka onepanuoHHoil CHCTEMBL.
3. Ananms xxypaaita ayaura OC na pabouem Mecre.
4. Vzyuenne anannTHYecKuX 0630pOB B 06J1aCTH [OCTPOCHUS CHCTEM Ge30MacHOCTH OINEPALMOHHBIX CHCTEM.
Kouneyanranunu 4
Hpomexyrounas arrecrammsi no M/IK.01.01 B popme rx3amena 8 B
MJIK.01.02 Basbl gannbix 156/74
Pasjeqn 1. OcHoBBI Teopuu 6a3 AaHHbIX 20/8
Tema 1.1. OcnoBHbIe Coaepxanue 12/12 [IK 1.1.
HOHSATUS TeOpHH a3 ITonstie Gaspl nanHbXx. KOMIOHEHTH cucTeMbl 6a3 MaHHBIX: JaHHBIE. anmnapaTtHoe obecreyeHue, OKO0I-0OK 11,
JanHbx. Mojenn nporpaMmuoe obecriedenue, nosb3oBatenn. OJHONONB30BATENLCKHE M MHOIOINO/IB30BATEILCKHE JIP4, JIP10,
JIAHHBIX cuctemMbl 0a3s nanmbiX. WHTerpuposanubie W obimme aanHbie. OOBEKTHl, CBOMCTBA. OTHOLICHHS. JIP13, JIP14,
LleHTpaM30BaHHOE YNPABICHHE IaHHBIMH, OCHOBHbIE TPeOGOBAHMS. JIP15, JIP16,
Mozenn naHHbIX. MepapXuueckue, ceTeBble H PeALHORHbBIE MOJICIN OPraHN3aIMK AAHHbIX. JIP17. JIP18
[TocTpensioHHble MOIETH JaHHbIX.
Tepmunonorus pessunonHbx Mojeneii. Kiacendukanms cymuocreit. [{seHaanars upasun Komna
JUIst OTIPEJIC/ICHHS KOHIIETIIIHHY PISIIIHOHHON MO/IEIH.
B ToM unciie npakTHYeCKHX 3aHATHIT H 1a60paTOPHBIX padoT 6/6
lpaxmuyeckoe sansmue Coop u anarus ungopmayuu* 2
IIpaxmuvecxoe sansmue Hopmanusayus persyuonnou BJ, oceoenue npunyunos npoexmupoeanus | 2
bJT*
lpaxkmuyeckoe sansmue Ilpeobpasosanue pensyuonnoii BJ[ 6 cywnocmu u ceszu™ 2
Tema 1.2. OcHoBEI Copepaxanue 4/2
PEISHOHHOI anreOpbl | OcHOBBI pessHOHHOIT anreGpbt. TpaaHIMOHHbIE ONEPALHH HAl OTHOMECHASIMH, CreHalbHbe
onepalHu Hajl OTHOIEHUsIMH. Onepaluy Ha/l OTHOMICHUSMA TONoJIHeHHbIe JeiiToM.
B T0M uncie npakTHYeCKHX 3aHATHII U 1a60pATOPHBLIX paboT 2/2
lIpakTryeckoe 3ausTie Onepainy HajJ OTHOIECHUAMA
Tema 1.3. bazosbie Copep:xanune 2/0




Tema 1.4. Copepxanne 2/0
LlestocTHOCTD JaHHBIX IToHATHE HETOCTHOCTH B HEIIPOTHBOPEYUBOCTH JaHHbIX. [IpHMeps! HapyIIEeHNUs [ETOCTHOCTH 1 2
KaK KJII0YEBOE MOHATHE | HEMPOTHBOPEUMBOCTH JaHHbIX. [IpaBuia u orpannyenus.
Oa3 ganHbIX
Paznen 2. [lpoekTupoBanue 6a3 JaHHbIX 16/8 MK 1.1.
Tema 2.1. Copepxanune 4/2 OK 01-0K 11,
Undopmanmnonusie Tunbl nHGOpManMOHHBIX Mojteneil. Jlornyeckue Moaen JaHHbIX. PH3HYECKHE MOJIEITH JaHHBIX. JIP4, JIP7, JIP10,
MOJIEITH PEISIMOHHBIX | B TOM 4YHc/ie NPAKTHYECKUX 3aHATHI 1 J1a00opaTopHbIX pador 22 JIP13, JIP14,
0a3 JIaHHbIX IlpakTuyeckoe 3anstue [poektupoBanue HHPOIOTHIECKOH MOJICIH JAHHBIX JIP15, JIP16,
Tema 2.2. Conepxanne 4/2 JIP17, JIP18
Hopmanusanus Tadmun | HeobxoauMocTs HOpMaTH3aliui. AHOMAIMH BCTaBKH, yalleHus u odnosienus. [Ipuseenue
pensiHoHHOil 6a3kl TabIMIBI K IEPBO, BTOPOH M TpeThel HOpMaIbHBIM (hopMam. JlasbHeiimas HopManu3arus TabIuil.
JIaHHBIX. YeTBeprast U nstas HopMaibHbie (popmbl. Ilpumenenne nponecca HopMaIU3alUH.
IIpoexTupoBanue cBa3eil | B Tom unc/ie NpaKTHYECKHX 3aHATHI 1 J1a0opaTopHLIX padoT 2/2
MEIK/1y TabJHIaMH. ITpakTuueckoe 3ausTe IIpoekTHpoBanHe CTPYKTYpEI Oa3bl IAHHBIX
Tema 2.3. Cpencrtra Cojepxanne 8/4
aBTOMATH3AIMH CASE-cpenctBa, CASE-cucrema u CASE-texnosnorus. Knaccuduranus CASE-cpencts.
NIPOEKTHPOBAHMSA ['padmueckoe npesacrasienne Mojaeneit npoektuposanusa. UML. Jluarpamma cymmHoCTb-CBA3E.
JiarpaMma rmoToKoB JIAaHHbIX, JHarpaMMa Ipere/IeHTOB UCII0JIb30BaHusl.
B ToM umnc/Ie NPAKTHYECKHX 3aHATHIH H J1adopaTopHbIX padoT 4/4
IIpaktrueckoe 3ansaTre [IpoekrupoBanne 6a3bl JaHHBIX ¢ Henonb3osannem CASE-cpencrs
Pazpes 3. Opranmsanus 6a3 1aHABIX 18/10 |
Tema 3.1. Co3nanue Copepxanne 6/4 [K 1.1.
0a3bl JJaHHBIX. Cosnanne 6asel ganbIX. Pabora ¢ TabimnamMu: co3ianue Tabiuibl, U3MEHEeHHEe CTPYKTYPhL OK 01-OK 11,
ManunyjispoBanue HATOJHEeHHe TabJIMIIb] JaHHBIME. YIIpaBjieHue 3aucsaMu; 100aBIenne, pe/lakTHPOBAHHE, y/lalleHHe U JIP4, JIP7, JIP10,
JIAHHBIMH, nasuranus. Pabora ¢ 6a30# laHHBIX: BOCCTaHOBJIEHHE M cikaTHe. OTKPBITHE U MOIU(DUKAIIMS JIP13, JIP14,
JlanHbIX. KoMau bl xpaneHusl, JJ00aBIeHH, PEIaKTHPOBAHNS, YIAJIEHUs 1 BOCCTAHOBIICHHS TAHHBIX. JIP15, JIP16,
Hasuranus no sabopy JaHHBIX. JIP17,JIP18
B Tom umcie NPAKTHYECKHX 3aHATHH U /1a00paTopHbIX paboT 4/4

[TpakTuueckoe 3ansTre Co3anue 6a3bl gaHbIX cperctsamu CYB/L. Pabora ¢ rabiauuamu:
n00aBiicHIE, peIaKTHPOBAHHE, yAICHHE, HABUIallMs 110 3aITHCSIM.




Tema 3.2. Unnekcer.
CBsi3u MexITy
Tabaumamu,
O6bemuenne Tabauil

Coaepxanue

12/6

HocsenosarenbHblii nouck ganubix. COpTHPOBKA U GHILTPALAA JaHHEIX. MHACKCHpOBaHUHe TabmuIL.
Paznuunbie THIBL HBIEKCHBIX (aiiios. Paboune ob6macty n neepaonumel. Cesisb Tab HIL
OObeaunenue TabMIL.

Ocrosuvie 6udbL Koyes 6 mabauyax. Buewnuil u nepsusnsil k1ioy ocHosnbie omauys,

B Tom uncie npakTHyeckux 3auaTuii u 1aboparopubix pabor

[IpakTrueckoe 3ansarue Cosjlanue B3anMoCBs3eil
lIpakTuaeckoe 3anaTie CoprupoBKa, HOUCK U (HILTPAIHS JTAHHBIX

IIpakTnueckoe 3ansitue CriocoOsl 00beMHeHNs TabIAL

Paznen 4. Ynpasaenue 6

a301i JaHHBIX ¢ noMombIo SQL

Tema 4.1.

Conepxanue

CrpyKkTypHpOBaHHbIH
A3BIK 3anpocoB SQL

OO1mast XapakTepUCTHKA A3bIKa CTPYKTYPHPOBAHHEIX 3arpocoB SQL. CTpyKTYpbI H THIIbI JJAHHBIX.
Cranytapts! si3bika SQL. Koman i1 onpenenenns 1aHHbIX 1 MaHHIYJIMPOBAHUS TAHHBIMH.

Ocnoguvie munu KoManobl npumensiemblx 8 sanpocax SOL*

Ampubymer u ozpanudenus cmoibyoe u mabauy. *

B ToM umnc/Ie npaKTHYECKNX 3aHATHIl 1 1abopaTopHbIx paboT

2/2

[TpakTuyeckoe 3ansTHe
Cosnanue 6a3b! JaHHBIX ¢ TOMOIIBIO KomaHa SQL. Penaktuposanue, BcTaBKa u yIalleHue JAHHBIX
cpejeTBamu sizbika SQL

Tema 4.2. Onepatopsi u
Gynxumn a3eka SQL

Conepxanne

18/6

Crpykrypa komanst Select. Yenosue Where. Onepatops! u GyHKIHE TPOBEPKH YCIOBHiL.
Jlornueckue oneparopet. ['pynnoseie hyukiun. @yHKIUU AaThl 1 Bpemenn. CHMBOJIBHEIE hyHKIHH.

Azpecamuvie ghynxyuu 6 SOL. *

Hsvik SOL «Onepamopsr GROUP BY u HAVING ». *

Pacuupenus sanpocos SOL Server ons epynnuposku oanwwix., *

Iloozanpocwt asvika SOL u onepamop EXISTS. *

B Tom ync/Ie npakTHYeCKHX 3aHATHII 1 1a60pATOPHBIX paboT

6/6

IIpaxriyeckoe 3austue Co3nanme U HCHOIB30BAHUE 3aIIPOCOB. | PYIIUPOBKA M arperupoBanme
JAHHBIX

[IpakTudeckoe 3anaTue KoppetpoBanHbie BIOKEHHbIE 3aIIPOC]

IIpaktiyeckoe 3ausitue Coslanue B 3anpocax BHIMHC/ISEMBIX 110J1eil. Mcnomp3opanue yenosmit

[ I 4O ) 36

IK 1.1.

OK 01-0OK 11,
JIP1, JIP4, JIP7,
JIP10, JIP13,
JIP14, JTP15,
JIP16, JIP17.
JIP18

Pasjen 5. Opranmzanus

pacnpene/éHHbIX 623 JaHHBIX

24/12

Tema 5.1.

I Copnepxanne

6/2

IK 1.1.
OK 01-OK 11,




APXHTEKTYPBI ApxuTexTyph! KiHeHT/ceprep. JIOCTOMHCTBA B HEIOCTATKH MOJIEJICH apXUTEKTYPBI KIIHEHT/CEpBEp U JIP4, JIP10.,
pacnpejiejieHHbIX 0a3 HX BiusiHKAE Ha yHknHonuposanue ceteBbiX CYB/L. [IpoekTrpoBanue 6asbl JaHHBIX O JIP13, JIP14,
JAHHBIX KOHKPETHYIO apXHTEKTYpY: KIHEHT-CEpPBEp, pacipe/ieieHnble 0a3bl JaHHbIX, IapajuiebHast JIP15, JTIP16.

00paboTKa JaHHbIX. JIP17,JIP18

OTnHYMs ¥ IPEUMYIIECTBA YAAICHHBIX 0a3 JaHHBIX OT JOKaIbHBIX 0623 fanHeX. [IpenmyinecTsa,

HEIOCTATKH M MECTO ITPUMEHEHHMs JIBYX3BEHHOM M TPEX3BEHHOH apXHTEKTYpBI.

B Tom umnc/ie NPAKTHYECKHX 3aHATHI H J1adopaTopHbIX pador 2/2

[IpakTHyeckoe 3ansATHe YIIpaBIeHHe J0CTYNoM K oObekTaM 0a3sel TaHHBIX
Tewma 5.2. CepBepHas Coaepxanne 4/2
yacTth pacnpenencuuon | [lnanmposanue u pazséproBanne CYBJI juis paboThl ¢ KIMEHTCKMMU IPHIIOKEHHAMH
Oa3bl IaHHBIX B Tom uHc/Ie NPAKTHYECKHX 3aHATHH B J1a00pATOPHBIX paboT 2/2

I[IpakTnueckoe 3austue Ycranoka CYBJl. Hacrpoiika komnonentos CYB/L.
Tema 5.3. Knuenrckas Copepxanne 14/8
yacTh pacrpese/ienHoi | Ilnannposanue npunoxennii. Opranusanus natepdeiica ¢ nombp3osareneM. 3HaAKOMCTBO ¢
0a3pl JaHHBIX MacTepaMH M KOHCTPYKTOPaMH IIPH MPOEKTUPOBaHUH (opM u oTueToB. Tunbl MeHto. Pabora ¢

MEHIO: cOo3/1aHHe, MO (pUKALINS.

Ucnone3oBanue 00HEKTHO-OPUCHTHPOBAHHBIX S3bIKOB [IPOrPaMMHUPOBAHKS JUISA CO3/IaHMs

KIMEHTCKOH yacTH 0a3bl JaHHbIX. TeXHOIOIHH NOCTYIIA.

Onrumusanus mpousBoauTebHocTd paboTsl CYB]IL

B Tom umHc/Ie NPAKTHYECKHUX 3aHATHH B J1a00paTOpHBIX paboT 8/8

[IpakTryeckoe 3ansTue Co3anne QOpM M OTUETOB y

[Tpaktrueckoe 3aHaTHe Co3anne MeHIO. ['enepanus, 3amyck. 2

[TpakTnyeckoe 3ansTue IIpoduanposanue 3anpocoB KIMEHTCKHX TIPUIIOKCHHIA. 2
Pasjen 6. AiMunncTpapoBanne u 6e301acHOCTH 44/24 [IK 1.1.
Tema 6.1. Copepxanue 8/4 OK01-0OK 11.
Obecneyerne Vrpossl nenoctioctd CYBJ1. OcHOBHBIE BU/IbI M IPAYHHBI BOSHHKHOBEHHS YIPO3 LETOCTHOCTH. JIP1, JIP4, JIP7,
1IEJIOCTHOCTH, Cnioco6sl npotuBojeiicTus. [Ipasuna, orpaHHYeHHMS. JIP10, JIP13,
JIOCTOBEPHOCTH 1 [ToHsTHE XpaHUMOii poLie/ypbL. JIOCTOMHCTBA U HEIOCTATKH MCIOIb30BaHUsA XPAHUMBIX MPOLE/TYD. JIP14, JIP15,
HENPOTHBOPEYHBOCTH [TonsTie Tpurrepa. SI3bik XpaHUMbIX 1poueyp u Tpurrepos. Kackanbie BosneicTsuA. Ypasienue JIP16, JIP17,
JIAHHBIX. TpaH3aKIMSIMH H K3LIHPOBAHKE ITAMSITH. JIP18

B ToM uHc/Ie IPAKTHYECKHX 3aHSATHI 1 J1a00paTOPHBIX paboT 4/4

[NpakTHyeckoe 2aHaTHe PazpaboTka XpaHUMBIX IPOLIE/LYP ¥ TPHITEPOR




Tema 6.2. Tlepexsar Copepxanue 2/0
HUCKIIKOYUTETBHEBIX [loHsTre HCKMIOYHTEIBHOM CHTYAHH. MArKHIl 1 JKeCTKHIH BBIXO/] H3 HCKITIOURTEILHOM CHTYallHH.
cutyanuii n 00padotka | MecTo BO3HHKHOBEHMS HCKIIOUMTENBHOM CHTYALHH. Onpenesnenne Xapaktepa OIMOKH, BbI3BaBIICI
ommuboK HCKJTIOYHTEIIbHYIO CHTYALHIO.
Tema 6.3. Mexanusmbr | Copepaxanne 6/2
samuTel uHpopmanuu B | Cpezcrsa HaeHTHOHKAIHA | ayreHTadukanun. Obmue ceegenust. Opranusains B3auMOICHCTBHS
CHCTEMax yrpaBlieHus CYB/l u 6azopoit OC. Cpezacrsa ynpasienus 10cTynoM. OCHOBHBIE TTOHSITHSA: CcyOBeKThl U 0OBEKTHI,
Oazamu taHHBIX IPYIIIBL [0JIb30BATEICH, NPHBHIICIHH, POJIH U IIPEICTABICHHS. SI3BIKOBBIE CPEICTBA PA3rPAHHYCHHS
Aocryna. Bujpl npusuiernii: npusuierun 6e3onacHocty u goctyna, KoHnenmms u peaiusanms
Mexanusma posieil. CootHomenue npas jocryna, onpeaensemprx OC u CYBJ]
Cpencrpa 3amuTel nHGOpMaiu B 6a3ax JJAHHBIX
B Tom uncsie npakTHYecKkux 3aHsATHIL ¥ 1a00paTOPHBLIX paboT 2/2
IIpakTiyeckoe 3ansTe YnpasieHue npasamMu J0cTyna K 6a3zaM JaHibix
Tewma 6.4. Konuposanue | Cogepxanne 8/6
H ITEPEHOC JJaHHBIX. Co3nanue pesepBHBIX KONl Beeil 6askl IAHHBIX, KypHAIA TPaH3aKLMH, a TAKIKE OJHOTO HIIN
Boccranosnenne HECKOJIbKKX (paiinoB wiu daiinoseix rpynm. [apamnennsm onepanuii MoMQUKAIIK JaHHBIX W
JAHHBIX KOMMPOBaHUs. THIIbI Pe3epPBHOTO KOMMPOBAHHSA. Y IPaB/IeHHE PE3EPBHBIMU KOTTHSMH.
ABTOMATH3alHs TPOLECCOB KOMHPOBaHUsi. BoCCTaAHOBICHHE JAHHBIX
B Tom unciae npakTHYecKHX 3aHATHIT M 1a60PaTOPHBIX padoT 6/6
[Ipakruyeckoe 3anaTHe AYIHT JIaHHBIX ¢ oMombIo cpejicte CYB/] u TPHUITEPOB 2
IIpakTryeckoe 3ansTHEe PesepBHOE KONMPOBaHHE H BOCCTAHOBICHHE 6a3 TAHHBIX 4
Tema 6.5. Opeanusayus | Codepacanue 20/12
3AUUMBL OUAHHBIX 6 Jononnumenvnvie napavempui paseepmuisanus u aomunucmpuposanus AD DS. Obecnevenue
Xpanuauuax besonacnocmu cayaxct AD DS,
Monumopunz, ynpasnenue u soccmaroenenue AD DS.
Bueopenue epynnoseix nonumur.
Vnpasaenue napamempamu nonbzosameneii ¢ ROMOWbIO 2PYNNOGHIX NOAUMUIK. -
Obecneuenue besonacno2o docmyna k obwum painam
Paseepmuigarue u ynpasaenue crysicoamu cepmugpuxamos Active Directory (AD DS).
B mom uucne npakmuueckux sanamuii u 1abopamopuvix pasom 12/12
llpakruueckoe 3austue Vemanoska npuopumemoe R
lIpaktudeckoe sanstue Passepmuisanue KOHMPOLLIEPOs domena 4
[Ipaktuueckoe sausarue Monumopunz cemesozo mpagura 4




B Tom uncie camocTosTensHoil yaednoii pa6orsl npu uzyuennn MJIK 01.02

4/4

IIpumepHas TemaTHka BHeay IHTOPHOM CaMOCTOSITE/IbHOM paboThl npy u3ydeHun MJTK.01.02

Brinosnenue HHIMBHAyaIbHOrO 3a1anust no teme «IIpoextupoBanue MHQPOIOrHYECKON MOJIeH 6a3kl JAHHBIX Y.

Brinonnenne nHmBHIyaIbHOTO 33/1auus 110 Teme «HopMan3anms oTHOmeH iy,

Beinonnenue unmBHIyansHoro 3aanus mo teme «Cosanue 6aspl ganubx. Cosanue TabmiL, Oprauun3zanms MexKTab IMIHBIX
CBSI3CH »

Bbinioinenue HHIMBUyaIbHOTO 3a1aHust 10 Teme «OpraHu3aitis 3a1pocosy.

Beimomenue unmBHyaibHOro 3ananus o Teme «Co3anue moIb30BaTEIbCKOr0 npunoxenus cpepcreamu CYB]]».

4/4

ITpomexyrounasn arrecramus no M/IK.01.02 B ¢popme andpepennnposanmoro 3auera

Yuebnasi npakTuka pasaena 1 moayuas

Bunet pabor

. YCTaHOBKA IIPOrPaMMHOT0 00eceueH s B COOTBETCTBHH C TEXHHYECKOH IOKYMCHTALHEH.

- Hacrpoiika napameTpos paboTs! POrpaMMHOTro 00eCTieYeH s, BKITIOUAS CHCTEMBI YIIPABIICHHS 0a3aMH TaHHbIX.
. Hactpoiika KOMIOHEHTOB HOJACHCTEM 3alIUTHI HHPOPMAIIHH ONEPAIHOHHEIX CHCTEM.

. YIIpaBieHHe yYeTHBIMH 3alIHCSAMH 110JIb30BaTeeH,

. Pabota B onepaimoHHbIX cHCTEMAX ¢ cOOIIOCHHEM JeHCTBYIONMX TpeGOBAHNIT 110 3amuTe undopmaim.

. YeranoBka 00HOBIICHHS TPOTPAMMHOT0 obecreyeHus.

. KonTpons nenoctHocts mocucTeM 3aiuThl HHOOPMAIINH ONEPAIHOHHBIX CHCTEM.

. BelnosiHeH#e pe3epBHOT0 KOMMPOBAHUS W ABAPUHHOIO BOCCTAHOBJIEHHS PAGOTOCTIOCOGHOCTH OIIEPAllMOHHON CHCTeMBI M Da3bl
JIAaHHBIX

9. Ucnionb3oBanue NpOrpaMMHBIX CPE/ICTB JUTsl APXHBHPOBAHUS HHPOPMAITHH.

o0~ Oy B LN =

36/36

Paznen 2 moayis. ATMHHHCTPHPOBAHHE ABTOMATH3HPOBAHHbLIX (HHGOPMALMOHHBIX) CHCTEM B 3aIIHIIEHHOM
HCIIOJTHEHHH

467/268

MAK.01.03 Cern 1 cucrems! niepeaadn nadopmanun

77/52

Pasnen 1. Teopusi Te/ieKOMMYHHKAHOHHBIX CeTel

18/8

Tema 1.1. OcHoBHbIe Copepxanne N
NoHATHS U onpenenchus | Kiaccndukanus cucrem cpsasn. Konnenryansnas Mojens nepeaun undopmaimn B ceti. Coobmenus
W CHrHATBL BuJbI /eKTpoHHBIX curHanoB. CrieKTpanbHoe NpejcTaBieHue cHrHanoB. Ilapamerps
curuanoB. O6beM U HHPOPMAIIMOHHAS EMKOCTEL CHIHAJA.

6/2

B Tom uncie npakTHYecKHX 3aHSTHII B 1a60paTOpHBIX padoT
1. Ilpakmuyecxoe 3anamue « Hecnedosanue xapaxmepucmux cuznanos. Mooyusyus» *

2/2

Conepranne

2/0

[IK 1.2..IIK 1.3
[IK 1.4, OK 01—
OK 11, JIP4,
JIP7, JIP10,
JIP13, JIP14,
JIP15, JIP16.
JIP17,JIP18




Tema 1.2. Ilpunnuns
nepenaun HHpopMaruu
B CETSIX M CHCTEMAaXx
CBSI3H

Ha3znauenue u npuHIMIB! opranu3aiun ceteil. Knaccndukauns cereii. MHOroypoBHEBBIH MOIXOI.
IIporokon. MaTepdeiic. Crek nporokosos. TerekoMMyHHKAIMOHHAS CpE/la.

Tema 1.3. Tunossie Copepxanue 10/6
KaHasbl epeiady v ux
XapaKTePUCTUKH Kanan mnepemaun. CerteBoif TpakT, TIpymnmoBoil KkaHal nepefadd. Amnmnaparypa UHQPOBBIX
IJIE3HOXPOHHBIX cuUcTeM nepejauyd. OCHOBHBIE @apamMeTpbl M  XapaKTEPUCTHKH CHI'HAIOB. |
Ynpomgénnas cxema opraiisanuy Kagana T
Hanpasnsiowgue aunuu ceazu. Koaxcuanvuwiit kabens. Bumas napa. Borokouno-onmuyeckue nuHuil
cesizu. Ilomexu u npudune. llomexoewie aunuu cesizu. lpomoxonwt ucnpasienus owubor. ™
B Tom unciie npaKTHYECKHX 3aHATHI 1 1a0opaTOpHBIX padoT 6/6
1. IlpakTHyeckoe 3ansTHe «Pacyer nporycKHoH CIlocOOHOCTH KaHaa CBA3M) 2/2 .
2. Ilpaxmuueckoe 3anamue «Aneopummbr obecneyens yerocmHocmu OaHHbIX NP nepeoaye 6 2/2
Kauane ceszun* 2/2
3. llpakmuyeckoe sanamue «Packem 6010KOHHO-ONMUYECKOT AUHUY CEAZUN ™
Paszpmen 2. Cern nepeai JaHHBIX 28/20
Tema 2.1. Apxutektypa | Coaepxanue 20/16 K 1.2..11K 1.3
W NPHHIKIIBL paboThI CrpykTtypa H xapaktepucTuku ceteil. CriocoObl KOMMYyTallMK U Iepefadn JaHHbIX. Pacipenenenue [TK 1.4, OK 01—
COBPEMEHHBIX ceTeit (yHKIHII O cHCTEMaM CEeTH M ajpecaliys akeToB. OK 11, JIP4,
repeaau JaHHbIX MapipyTusanus 1 yupas/IeHHe IOTOKAMHU B CETAX CBSA3H. JIP7, JIP10,
ITpoTtokonsl 1 uHTEpdech! yIpaplieHHs KaHaldMHU B CEThIO Mepe/1ayM JIaHHBIX. JIP13, JIP14.
Mooenv OSI. Apxumexmypa u gynxyuu* JIP15, JIP16.
[Ipoepammnoe u annapamuoe obecnedenue cemei nepeoaiu OanHbix ™ JIP17, JIP18
Cemegoe obopyoosanue. Kommymamopwr. Mapuipymusamopuot. Konyenmpamopo ™
B ToM 4mHcIe NIPAKTHYECKHX 3aHATHII 1 J1adopaTopHbIX pador 16/16
[Tpaxtuueckoe 3austue Koduposanue ungpopmayuu 6 cemsx nepedaiu oannuix™ 2/2
ITpaxTrueckoe 3anstie Kondurypuposanue cereBoro untepdeiica paboueii cranunu 2/2
[IpakTuueckoe 3ansitue Buuucienue aopeca cemu u yzia* 22
IIpaktiueckoe 3ansTre Kondurypupopanue ceTeBoro naTepderica MapipyTH3aTtopa rno npoTokoIy 2/2
1P
[Tpakrrueckoe 3ansTre Koppekius npobnem unrepdeiica mapmpyrusaropa Ha (PH3HYECKOM H 2/2

KaHaJIbHOM YpPOBHE




T

[TpakTuyeckoe 3ansTHe JlnarHocTHka U pasperieHne npobiieM CETEBOT0 YPOBHS | 2/2
lIpakTiyeckoe 3ansTue JlnarnocTuka u paspemnieHne npotiieM IPOTOKOIOB TPAHCIOPTHOTO YPOBHS | 2/2
[IpakTiyeckoe sansTue JlnarnocTuka u paspenienne npoGieM IPpOTOKOIOB MIPHKIAJHOTO YPOBHS : 22
Tema 2.2. Conepxxanne 6/4
becripoBonbie cuctemsl | Becniposonusie kananb! casi3n. Kinaccndukanus. Becnipopomnbie cetn Wi-Fi. Ipenmymectsa n
nepesiady JaHHbIX obnacts npumenenus. OcHoBHBIE 3j1eMeHThI OecnpoBoHbIX ceTel. CranmapThl GecrpoBOIHBIX
cereil. Texnomorns WIMAX. I1po6iemsl 6e3omnacnocTu
B Tom umesie NPAKTHYECKHX 3aHATHI H J1a00paTOpPHBLIX paboT 4/4
ITpaktryeckoe 3anstue Hacrpoiika Wi-Fi mapmipytusaropa 2/2
[IpakTuyeckoe 3ausrue Hecnedosanue besonacrnocmu becnposoonoit cemu WI-FI* 2/2
Tewma 2.3. CoToBble 1 Coaepxanue 2/0
CITYTHHKOBBIC CHCTeMb! | [IpuHumnel GyHKIMOHMpOBaHHS cucTeM coToBoi cBsi3n. Crangaptel GSM 1 CDMA. CnyTHHKOBBIE
CHCTEMBI l1epe/laun AanHbiX. Pagiocssis B
Paszoen 3. Cepseproe obopydosariiie u npozpammuoe obecneyere ™ 21/16
Tema 3.1. Cepseproe Cooepiicanue 2/0 IIK 1.2 TIK 1.3
obopyoosanue™ Tunut cepeeprozo obopydosanus. Hasnavenue cepeeprozo 060pydosanus. IIK 1.4, OK 01—
Ocnosnoie y3ivl. [Juckossie maccusol, RALD. OK 11, JIP4,
Tewma 3.2. Cepseproe Cooepacanue 19/16 | JIP7, JIP10,
npozpammuoe Windows server. Bepcuu, cbopru, nasnavenue. Unix (Linux) server. Buowi, ocobennocmu. JIP13, JIP14,
obecnevenue* Ocnosnott yenmp ynpaenenus (Oomen-konmpoiuiep). OcHoeHble CPeOCmEa YNpasieHus aopecamii 6 JIP15, JIP16,
cemu (DHCP, DNS). JIP17, JIP18
B Tom yHc/Ie NPAKTHYECKHX 3aHATHII M 1a00paTopHBIX padoT 18/18
1. ITpaktyeckoe 3anaTue «Paseepmuisanue oomen-konmpoiiepa na baze Windowsy.
2. IlpakTuyeckoe 3anarue «Passepmoisanue domen-konmpouiepa na 6aze Unix (Linux)».
3. IlpakTnueckoe 3anarue «Hacmpoiika DHCP-cepsepa. Cozoanue nyioe adpecos. Hacmpoiika
DNS-cepsepa. Cosoanue 301 nepexooay. :
B Tom unciie camocrositesibHoil y4eOHoil padorsl npu m3yuennn MJ/IK 01.03 ] 8/8
IIpumepnas TeMaTHKA BHEAYIHTOPHOI caMOCTOATEILHOI padoTel npu u3yyenun MJIK.01.03
1. Hacrpoiixa Wi-Fi mapmpyTtusaropa
2. M3y4eHune CeTeRBIX YTHIHT 8/8
3. Kondurypuposanue cereBoro uurepdeiica
4. MapuipyTusanys 1 ylpaBjieHHe NOTOKAMH B CETSX CBSI3H
ITpomexyTounas arrecrauns no MJIK.01.03 B popme auddepenunpoBantoro zagera 2




M/IK.01.04 DkenuryaTanus aBTOMATH3HPOBAHHBIX (HHPOPMAIHOHHBIX) CHCTEM B 3ANIHIEHHOM HCTIOHEeHHH

182/80

Pa3zjien 1. Paspaborka 3amumeHHbIX ABTOMATH3HPOBAHHBIX (HHPOPMAIIHOHHBIX) CHCTEM

48/14

Tema 1.1. OcHoBoI
MHOOPMAIMOHHBIX
CHCTEM Kak o0BbeKTa
3aIHTLL

Conepxanue

8/4

ITonsTue aBTromMaTH3MpoBaHHOH (MH(OPMAIHOHHO#) cucTeMbl OTiHunTeIbHBIC uepThl AVC
Han0oJ1ee 4aCTO HCIOJL3YEMBIX KilacCH(HKaIMH: 0 MaciuTady, B 3aBHCHMOCTH OT XapakTepa
MH(OPMAITMOHHBIX PECYPCOB, 110 TEXHOJIOIHH 00paboTKH JaHHBIX, [0 CIIOCO0Y A0CTYIIA, B
3aBHCHMOCTH OT OPraHH3alHH CHCTEMBIL, 110 XapaKTepy MCIONIL30BaHus HHPOPMAIIUH., 110 cdepe
npumenenus. [Ipumepsr obacreii npumenenust AUC. [Tponeccsl B AVC: BBOI, 06paboTka, BEIBO/L,
obparnas cBa3b. Tpebosanus k AVIC: rubkocTb, Hale)KHOCTh, P HEeKTHBHOCTD, 0€3011aCHOCTD.

OcHoBHbIE 0COOEHHOCTH COBPeMeHHbIX TPoeKToB AVC. DIeKTpoHHbIH 10KYMEHTO0GOPOT.

B TOM unciie npakTHYeCKUX 3aHATHII U 1abopaTopHBIX paboT

4/4

[TpakTnueckoe 3ansaTue

Pacemorpenue npumepos QyHKIHOHHPOBAHUS aBTOMATH3UPOBAHHLIX HH()OPMAIIMOHHBIX CHCTEM
(ETAMC, Poccuiickas Topropasi cHCTEMa, aBTOMATH3MPOBAHHAS HH(OPMAIIHOHHAS CHCTEMA
KOMITAHHH)

Tema 1.2. JKnuznennerit
LUK
ABTOMATH3MPOBAHHBIX
CHCTEM

Conepkanue

8/2

[Monstre xusnennoro nukina AUC. [poneccst sxuznennoro unkiaa AMC: ocHOBHBIE,
BCIIOMOTraTelIbHbIE, Opranusanuonnsie. Ctagun xusznennoro wukia AVC: mogenuposanue,
yIipaBjieHHue TpeOOBaHHIMH, aHAIM3 U IIPOEKTUPOBAHHUE, YCTAHOBKA H CONPOBOKAeHne. Mojenu
wun3HeHHoro nukiaa AUC.

3aj1auM | JTAIbl TPOEKTHPOBAHHUS AaBTOMATU3HPOBAHHBIX CHCTEM B 3AIUIIEHHOM HCIIOTHEHHH.
Meroionorun npoektuposanys. Opranusanus pabot, QYHKIMHU 3aKa3diKOB U pa3paboTuuKOB.

TpebGoranus K aBTOMATH3MPOBAHHOM CHCTEME B 3alTUIIEHHOM HCIOJIHEHHH. PaboTh HA cTausax 1
STaIax CO3/IaHHs aBTOMATH3MPOBAHHBIX CUCTEM B 3alllUIIEHHOM UctoiHenun. TpeGosanus 1o
3alIUTE CBEACHUH O cO3/laBaeMOil aBTOMATH3UPOBAHHON CHCTEME.

B ToM umcIie npakTHYECKHX 3aHATHI U JjabopaTopHbIX pabor

HpaKTH‘IECKOE 3aHsTHE
PazpaﬁoTKa TEXHHYCCKOI'O 3a/1aHHs Ha NPOCKTHPOBAHHE aBTOMaTH3HPOBHHHOEI CHCTEMBI

Tema 1.3. Yrposs
OesonacHocTH
uH(pOpMaLHK B
aBTOMATH3HPOBAHHBIX
cHeTeMax

Conepkanne

10/6

[TorennnanbHBle Yrpo3bl 0€30MaCHOCTH B ABTOMATH3HPOBAHHLIX cHeTeMaxX. MCTOYHHKH B 00OBEKTHI
BO3JIEHCTBHA yrpo3 OesonacHocTH HHpopManuu. Kpurepun kiaccudukaimmn yrpos. MeTojibl OlleHKH
OIIACHOCTH yrpo3. bauk jlaHHbIX yrpo3 6e30nacHOCTH HHPOPMAIHH

ITonsTHe ysassumoctu yrpossl. Knaccudukanmus ysssumocreii.

IIK 1.2, IIK
1.3, T1IK 1.4
OK 01-0K 11
JIP1,JIP3
JIP4, JIP7
JIP10, JIP13
JIP14, JIP15
JIP16, JIP17
JIP18,




B TOM umcIie npakTHYECKHX 3aHATHIE 1 TabopaTopHbIX paboT 6/6
IIpaktiyeckoe 3anstue Kareropupopanue HHQOPMAIMOHHBIX PeCyPCOB
IIpakTiyeckoe 3anaTue AHanus yrpos 6e3onacHocTu uapopManuu
[TpakTyeckoe sansTre IlocTpoeHre MoaeIH yrpo3
Tema 1.4. OcnoBuble Copaepskanue 4/0
MEDBI 3aIUThI Oprasu3anuoHHbIe, IPaBOBLIE, MPOrPAMMHO-AINTIAPATHEIE, KDHIITOIpa(HYECKHE, TEXHHUECKHE MEehI
uHdopmaryu B 3aI0MTH HHPOPMAIHU B aBTOMATH3HPOBAHHBIX CHCTEMAX.
4BTOMATH3HPOBAHHBIX HopmatusHo-npaBosas 6asa juist onpesesieHus Mep 3amThl HHQOPMALHK B aBTOMATH3HPOBAHHBIX
cHcTeMax HH(POPMAIHOHHBIX cHeTeMax | TpeGoBaHuil K HUM
Tema 1.5. Conepxanne | Couepxanue 12/0

H [OPSJI0K
akcrutyatanuu AC B
SalHIIEHHOM
HUCITOJIHCHUH

Unentudukanus u ayrentadukaims cyobeKToB J0CTyna 1 00HEKTOB I0CTYTIA.
VYnpasienue 10cTynom cyOBeKTOB I0CTYIA K 00BEKTaM J0CTYIIA.

OrpanndeHne NPOrpaMMHON Cpejibl.
3amuTa MaITHHHBIX HOCUTeel HH(OopMaIun

Perucrpanus codituii 6e3onacHocTH

AnTuBHpYCHas 3aumTa. OGHApy)KEHHE NPU3HAKOB HAITHYHSA BPEJOHOCHOTO IIPOrPaAMMHOTO
obecneuenus. Peanmusanus anTuBUpycHO# 3ammTei. O6HOBICHHE 6a3 NaHHBIX IPU3HAKOB
BPE/IOHOCHBIX KOMIIBIOTEPHBIX TIPOTPAMM.

OOnapy:KeHue (Ipel0TBpalleHHe) BTOPIKEHH I

KonTpois (aHanu3) 3amuinenHocTH HH(opMarmn
Obecnevenne NeNOCTHOCTH HHPOPMAIIHOHHON CHCTEMBI ¥ ME(BOPMALTHH
Obecnieuenne JOCTYITHOCTH HH(OpMaIK

Texnonoruu supryamsaunu. Llens cozmanus. 3a1aun, apxuTeKTypa H OCHOBHEIE (YHKITHH.
[IpenMyInecTBa OT BHEAPEHHS.

3amuTa TeXHHYECKAX CPEJICTB.
3ammra HHPOPMAIMOHHON CHCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H U [IEPE/IavH JaHHBIX

PESE:pBHOE KOIMHPOBAHHE H BOCCTAHOBJICHHEC JJAHHBIX.

ComnpoBox;IeHHE aBTOMATH3MPOBAHHBIX CHCTEM. YTIpaB/IeHHe PHCKAMH U HHIIM/CHTAMH YIIPaB/ICHUs
0e30ITacHOCTEIO,




Tema 1.6. 3amura Cojiepskanne 2/0
undopManuy B Mexanu3Mbl B METO/IbI 3aIIUTHI HHQOPMAIMK B PACTIPE/IC/ICHHBIX ABTOMATH3HPOBAHHEIX CHCTEMAX.
pacrpe/ieleHHbIX ApPXHTEKTYypa MEXaHHU3MOB 3aIIUTE] PACIIPEETIEHHBIX aBTOMaTH3HPOBAHHEIX CHCTEM. AHAIIN3 H
aBTOMAaTH3MPOBAHHBIX CHHTE3 CTPYKTYPHBIX H (DyHKIIMOHAIBLHBIX CXEM 3alIUIIEHHBIX ABTOMATH3HPOBAHHBIX
cucremMax UH(POPMALTHOHHBIX CHCTEM.
Tema 1.7. Ocobennoctu | Comepxanue 4/2 -
pa3paboTku O6mue TpeboBaHMs 10 3alllHTe MEPCOHAIBHBIX JaHHbIX. CocTaB M cojiepiKanne OpraHn3auoOHHBIX 1
HHOPMAITHOHHEIX TEXHUYECKHX MEp 110 3aluTe HHPOPMALMOHHBIX CHCTEM ePCOHANBHbBIX JaHHBIX. [lopsiok Beibopa
CHCTEM I1€PCOHATTBLHBIX Mep 110 odecrieueHnIo 6€301MacHOCTH NepPCOHANBHBIX JaHHBIX. TpeboBanus 110 3aiuTe
JIAHHBIX IIEPCOHANILHBIX JJAHHBIX, B COOTBETCTBHHU ¢ YPOBHEM 3alIMIIICHHOCTH.
B ToM unciie npakTHUECKHX 3aHsITHH U mabopatopubix paboTt 2/2
IIpakTHyeckoe 3aHATHE
Onpenenenus yposus 3ammimennoctd MCII/a n BeiGop Mep 1o obecneuennio Hezomacuoctu [1]1H.
Paszoen 2. Paspabomka 3auquuienHoil agmomamusuposantoi cucmemsl Ha npumepe 1C. Ilpeonpuamue.™ 48/34
Tema 2.1. Obwyue Cosiepixanue 6/4 .
CBEOCHUSA O CUCIEME Kongpueypayusa u npuxnaonoe pewenue. Pesicumol pabomer cucmembt. Cozdarnue Hogoll [TK 1.2, TIK
unpopmayuonnou bazvr. Peoicum «Kongueypamopy. lloocucmema. 1.3,1IK 1.4
B ToM 4nciie npakTHYecKuX 3aHsTHil K 1laboparophbiX pabot 4/4 OK01-0OK 11
[TpaxTHueckoe 3anATHE JIP1.JIP3
Cozoanue ungphopmayuoHno baszeol. JIP4, JIP7
[IpakTrueckoe 3aHsATHE JIP10, JIP13
Hobasnenue noocucmemel _| JIP14, JIP15
Tema 2.2. Obvexmor Cojnepxkanne 16/12 JIP16, JIP17
KOHghuzypayuu. Cnpasounuxu. Popmol cnpasounuxa. llpedonpedenennvie snemenmol. Ocnoenas konguzypayus u JIP18,
Pezucmpeot konghuzypayus 6asvl dannvix. Tunvl dannblx, munoobpasyioujue 06vexmol KOHpuaypayuu
Mexanuzm ocnosuvix ghopm. Obpabomuuru cobermuil. Mooyiau. Obpabomuuru cobbimuii ¢ Mooyie
doprbi.
Paboma xooa na empoennom azvike. Ananuz koda. Cepgep u knuenmot. Komnmwisyus obwux mooynei
B mom yucie npakmuveckux sanamuii u aabopamopmlx pabom 12/12

Cozoanue snemenmos cnpasounuxa. Cozoanue u 0obasienue OOKyMenmos

Paboma ¢ pecucmpom naxkonnenud. Jlobasienue omuema

Peoaxmuposanue makema u maxema neyamuou gpopmul 6 pesicumax. « Konghueypamop u 1C:
IIpeonpusamue».




Hobasienue nepuoouyeckozo pecucmpa ceedenuil. AGmomamuyeckas noOCmanosxa yemol
OQOKYMENM Npu 6b100pe HOMEHKAAMYPbL

Jobaenenue nepeuucnenus. Ilpueaska HoMenkiamypsi x snauenusm nepevucienus. Il Iposeoenue
OOKyMeHmMa no neckoabkum peaucmpam. O6opomubie pecucmpot HAKONIEHUS

Tema 2.3. Omyemuor

Coniepkanue

6/4

Cnocobwr 0oocmyna k dannvim. Bupmyansusie mabauysl 3anpocos

B ToM yncrie npakTuyeckux 3aHsaTHil u 1aGopatopHbix paboT

4/4

Ilpaktuyeckoe sanarue Paboma c sanpocamu. Beibop daunvix. Beieoo oannbix no écem OHsm 6
6bl0panHom nepuooe.

[NpakTiueckoe sansrue Ionyuenue akmyansuvix sSHaueHuil u3 REPUOOULECKO20 PELUCIMPA CEeOeH U,
Hcnonvsosanue gbruucnsemozo nons 6 omueme. Boigoo dannvix 6 mabiuy

Tema 2.4. IIhan 6uoos
xapaxmepucmur. IInan
6uoa pacyema.

Copepikanue

10/6

Ocobennocmu ucnonb306anusa CCuLIOYHBIX 0annbix. Yempolicmeo xewa.

Inan 6uoos xapaxmepucmux. Ilnan 6udos pacuema, pezucmp paciemay

B TOM 4mcie npakTHYECKHX 3aHATHI U JIaGOPaTOPHBIX paboT

6/6

Ipaxtuyeckoe 3ansrue Onmumusayus npogedenus 0oKymenma « Oxasanue yeayeu»

lpakrudeckoe sausirue [Tnan 6u006 Xapakmepucmuk: cos0anue HoGbIX 00HeKMO8 Konpueypayu,
Co30anue U008 XAPAKMEPUCIIUK HOMEHKIAMYPbL.

IpakTideckoe 3austue JJobasnenue niana 6udos pacuema. lobasnenue pecucmpa pacuema.

Tema 2.5. Inan obmena
OAHHBIMU

Coaepxanue

10/8

Obmen oannvivu. Inan o6mena oannvivu. Yuusepcanouviil Mexanusm o6MeHa OanHbIMU

Mexanusm pacnpedenennvix ungopmayuonnvix 6az

B TOM 4mcIie NpaKTHYECKAX 3aHATHI U JIabopaTopHbIX paboT

8/8

Hobasnenue ooxymenma o navucienusx. Huanocmpayus Mexanusmos 6ulmecheus i 3a6UcuMocmi
om bazel

Ipoyeoypa pacuema 3anuceii pecucmpa pacvema. Omyem 0 HAYUCTEHUSX COMpPYOHUKAM.
Iepepacyem. [luacpamma I panma.

TTouck 6 base oannvix. Betnonnenue sadanuti no pacnucanuio. Pedaxmuposanue osudcenuii 6 popae
QoKYMenma.

Oepanuyenue docmyna Kk OQHHBIM HA YPOGHE 3anuceti u noaet 6azoi OaHHbIX.




Paspen 3.9xeniryaranus 3aMIEHHBIX ABTOMATH3HPOBAHHBIX CHCTEM. 60/24

Tema 3.1. OcoGennoctu | Conepikanue 8/2 MK 1.2, TIK

IKCILTyaTaluu Anamu3 uHGOPMAMOHHON HH(PACTPYKTYPB! ABTOMATH3HPOBAHHON CHCTEMBI M €€ GE30MaCHOCTH. 1.3,TIK 1.4

aBTOMATH3UPOBAHHBIX OK01-0K 11

cHeTeM B 3aiuinennom | METOIBI MOHHTOPHHTA M ay/INTA, BBIABIEHHS YTPO3 HHPOPMAIHOHHOM Ge301acHOCTH JIP1.JIP3

T — ABTOMATH3UPOBAHHBIX CHCTEM. TIP4. JIP7
Conepxanue H NOPSIOK BBITIONHEHHs paboT 1o 3aiure nudopManun pH MOJACPHU3AHH TIP10. JIP13
AaBTOMAaTH3HPOBAHHON CHCTEMBI B 3AIIHIICHHOM HCITOTHCHHH JIP14. JIP15
B mom wucne npaxmuveckux sauamuil u 1abopamopisix pabom 2/2 JIP16. JIP17
IIpakTuueckoe 3anstue Oyenra 3auuiyfeHHoCmu a6MoOMAMUUPOEAHHOT CUChmeMmbl * JIP18.

Tema 3.2. Copnepxanue 2/0

AJIMUHHCTPHPOBaHHE 3ajaun U QYHKIMU aIMUHHUCTPHPOBAHHUS aBTOMATU3UPOBAHHBIX CHCTEM. ABTOMATH3AIUS

ABTOMATH3HPOBAHHBIX
CHCTEM

VIIpaBJICHHWA CEThIO. Opraﬁnzaumr AIMHHHCTPHPOBAHHASA aBTOMATH3HPOBAHHBIX CHCTEM.
AﬂMHHHCTpaT UBHBIH IepcoHall 1 p360T3 C NNOJIL30BATECIIAMH. YHpaBJleHHE, TECTUPOBAHHE H
JKCIITyaTaluda aBTOMaTH3HPOBAHHBIX CHCTEM. Merojbl, criocoOsr 1 cpe/icTBa obecrieuenus
OTKMOYCTOﬁIHdBOCIH dBTOMATH3HPOBAHHLIX CHCTCM.

Tema 3.3. Jlesire/IbHOCTD
repconana 1o
DKCILTYyaTaliH
ABTOMATH3MPOBAHHBIX
(MH(OpPMAITHOHHBIX )
CHCTEM B 3aLIMIIEHHOM
HCITOJIHEHUH

Cojepkanue

2/0

Conep}mﬂne H MOPANOK JCATEIILHOCTH MEPCOHATIA MO IKCIITYATAllHH 3allUIIEHHBIX
ABTOMAaTH3HPOBAHHBIX CHCTCM H ITOACHCTEM 0e301acHOCTH ABTOMATH3HPOBAHHBIX CHCTEM. Oﬁume
0bs3aHHOCTH aJIMHHHCTpaTopa HH(bOpMEUlHOHHOFI De3onacHoCTH aBTOMATH3HPOBAHHBIX CHCTEM.

Tema 3.4. 3ammra or
HECAHKIIUOHHPOBAHHOTO
jloctyia K MHpopManuu

Couiepxxanue

6/0

Ocnosnbie npunnune 3amuTel ot HCJL. Ocnornbie cioco6sr HCJI. OcHoBHBIE HanpasieHus
obecrieyenus 3amuThl o HCJI. OcHOBHBIE XapaKTepUCTHKH TEXHUIECKUX cpe/icTs 3ammTei oT HCJT.
Opranuzanus pador no 3amure or HC/I,

Knaccudukanus aBroMaTH3npoBaHHbIX cucteM. TpeboBanus no 3ammre nadopmarmu ot HCJL juis
AC

Tpebosanus samumennoctd CBT or HCJI x undopmarinn

Tpebopauus k cpejicTBam 3anuThl, odecneunBaommM GezonacHoe B3auMoleiicTBue ceteit DBM.
AC mocpe/IcTBOM YNpaB/IEHUS MEKCETEBEIMH IIOTOKAaMH HH(POPMAIIHH, H PeaIH30BaHHBIX B BH/IE

MD




Tema 3.5. C3U or HCJ1 | Cosepxaunue 26/16
HasHaueHue 1 OCHOBHEIE BO3MOKHOCTH CHCTEMBI 3alLIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.
ApxurekTypa u cpesicTBa ynpapienus. O0uue npuHIAs! yipasieHus. OCHOBHbIC MEXAHU3MBI
3aliUThl. YIpasieHue ycrpoiicteamu. KonTpos anmapaTHoit KOHGUIyparii KOMITBIOTEpa.
M30uparensHoe pasrpaHuyeHHe JOCTYIIA K YCTPOHCTBAM.
Yipasienue J0CTyIIOM U KOHTPOIIb IeYaTd KOH(pHIeHImansHoi undopmaimu. [pasuia paGoTs ¢
KoH(HAeHIMaTbHBIME pecypcamu. HacTpoiika MexaHH3Ma I0JIHOMOYHOTO YIPaB/ICHHS JIOCTYIIOM.
Hacrpoiika peructpanmu coObiThii. YrpaBlienne pexuMoM IOTOKOB. Y IIpaBJieHIe PEKHMOM
KOHTPOJIA TIeYaT KOHQUICHIHAIBHBIX IOKYMEHTOB. Yiipasienne rpudamu KoH()HIeHIHATLHOCTH.
Obecneyenne 1eI0CTHOCTH HHPOPMALMOHHOH cHCTEMBI H HHpOpMan
[lenTpanu3oBanHoe ynpaBieHHE CHCTEMOH 3aMHTEL, OTEPATHBHBIA MOHHTOPHHT U AYIHT
OGe30nacHoCTH
B TOM 4Hclle NpaKTHYEeCKHX 3aHATHIH | JabopaTopHbix pabor 16/16
IIpakrnyeckoe sansitue Ycradoska u Hactpoiika C3U ot HCJI
[IpakTuyeckoe 3ansTHE 3allMTa BXO/Ia B CHCTEMY (MACHTH(DHKAIMS W ayTeHTHDHUKAIHA
MOJIL30BATEIICH )
[TpaxTuueckoe 3anaTHe Pasrpannuenue jloctyna K ycTpoiicream
[TpakTHueckoe 3ansiTHe YipaBieHHe JOCTYIIOM
IIpakTnueckoe 3ansTue Mcnons3oBanue NPUHTEPOB [UIS MEYaTH KOH(H/IEHIHAIBHBIX JOKYMEHTOB.
KonTposs nevaru
IIpakTuueckoe 3anaTHe HacTpolika cucreMsl juis 3a1a49 ayaura
[IpakTnueckoe 3anstue Hactpoiika KOHTPOJIS HEIOCTHOCTH M 3aMKHYTON HPOIPAMMHO# Cpejib
IIpakTuueckoe 3anaTHe [{eHTpann30BaHHOE YIPABICHHE CHCTEMOH 3aIHTEL, ONEePATHBHBIH
MOHHTOPHHT ¥ ayJuT 6e301macHOCTH
Tema 3.6. Dxcruryaranus | CoepkaHue 8/2

CPEJICTB 3alUThI
uHpopMaInH B
KOMITBIOTEPHBIX CETAX

HOpHIIOI( YCTaHOBKH H BBO/Ia B SKCIIIyaTalluio CPEACTB 3allUThl HHClJOpM&I_[Im B KOMIIBHOTEPHBIX
CETAX.

HpHHHHHH OCHOBHBIX METOJIOB OpraHM3allii 1 IMMPOBEIACHUA TCXHHYCCKOTI0 OGCHY}KHBEIHHE
BBIMHCIUTEILHOM TEXHUKH H JAPYIHX TEXHHYECKHX CPCACTB HH(bOpMa'l'H?oaL(HH

JlnarnocTrka KOMIOHEHTOB CHCTEM 3alHTHl HHPOPMAIIHH aBTOMATH3HPOBAHHBIX CHCTEM,
yCTpaHeHHEe OTKa30B ¥ BOCCTaHOB/IEHHE paboTocnocoOHOCTH aBTOMATH3HPOBAHHBIX
(MH(pOPMAIMOHHBIX) CHCTEM B 3aLMIIEHHOM HCTIOJTHEHUH




Hacrpoiika 0 ycTpaHeHHe HEHCIIPaBHOCTH MPOrPaMMHO-ANIapaTHbIX CPEJICTB 3alTEl HH(OPMAIIHH
B KOMIBIOTEPHBIX CETSIX 10 3a/IaHHBIM [IPaBHIaM

B ToM umciie mpakTHYecKUX 3aHATHH U JJab0paTOpHBIX paboT 2/2
[IpakTyeckoe 3ansTHe YCcTpaHeHue 0TKa30B H BOCCTAHOBJIEHHE paboToCHOCOOHOCTH KOMIIOHEHTOB
CHCTEM 3alINThI HHOPMAIIUK aBTOMAaTH3HPOBAHHBIX CHCTEM
Tema 3.8. Copnepxatne 8/4
JlokymenTanus Ha : —
SEHITAGHYIO OcHOBHBIE FKCILTYaTAllHOHHEIE JIOKYM €HTBI SAIIHIIEHHBIX ABTOMATH3UPOBAHHBIX CHCTEM.
ABTOMATHAMPOBAHEYIO Pa3paboTka 1 BejieHHe IKCIUTyaTallHOHHON JIOKYMEHTAIHH 3alHIIEHHBIX ABTOMATH3HPOBAHHBIX
CHETEMY chcreM. AKT BBOJIa B 9KCIITyaTallHIO Ha aBTOMATH3UPOBAHHYIO CHCTeMY. TEeXHHYECKHIt nacnopT Ha
3alHIAEMYI0 aBTOMATH3HPOBAHHYIO CHCTEMY.
B ToM unciie npakTHyeckux 3aHATHI 1 1abopaTopHBIX paboT 4/4
IIpakTHyeckoe 3ansiTHe AYyOumopckas uccie0o6amenbekas RPOBePKa nO MEMOOUKE KOMARAHUU
«Huchocogpmy. * 2
ITpaktaueckoe 3ansTie OdopMICHHE OCHOBHBIX IKCIUTYaTAIHOHHBIX JIOKYMEHTOB Ha 2
ABTOMATH3UPOBAHHYIO CHCTEMY.
B Tom uncie camocroaTebHas padora npu m3yqdennn MJIK.01.04 8/8 -
IIpumepHas TeMaTHka caMoCcTosATeIbHOM paboTe! npu u3yuenun MJIK.01.04
1. PazpaboTka KOHLENIME 3al[|UThl, AaBTOMATH3MPOBAHHON (MHPOPMAITHOHHON) CHCTEMEI
2. Ananu3 OaHKa JaHHBIX yrpo3 Oe30nacHocTH HHpopMaun
4. ITocTpoenne CBOIHOM MaTPHITBI YIPO3 @BTOMATH3HPOBAHHOM (MH(MOPMAIIHOHHOM ) CHCTEMBI 3/8
5. AHaM3 noJUTHK Oe30MacHOCTH HHPOPMAITMOHHOTO 00beKTa
6. Msyuenue ananuTudeckux 0630poB B 061aCTH MOCTPOCHUS CHCTEM O€30MTaCHOCTH
7. AHanM3 nmporpaMMHOro obecredeHus B 00J1acTH ONpeIe/IeHUs PUCKOB HH(OPMAIIMOHHOM 6e30MacHOCTH W TPOEKTHPOBAHUS
Oe3omacHoCTH HH(pOPMALHU
Koneyabranun 6
IIpomexkyTounas arrecrauns no MJIK.01.04 B popme sx3amena 12
MJIK.01.05. Dkemiyaranus KOMINbIOTEPHBIX ceTei 136/64
Paspen 1. OcHoBbl nepeJay JAHHBIX B KOMIIbIOTEPHbBIX CETHX 30/16 -
Tema 1.1. Conepxanue 4/2 .
Mopenu ceTeBoro Mogens OSIL. Yposuu mozgenu OSI. B3aumoseiicreue mexay ypoBHsAMH. MHKanCysims TaHHBIX. [TK 1.2.. TIK
B3aUMOJIEHCTBHA Onucanue ypoBuei monenu OSI. 1.3, 11K 1.4
Mogpens u crek nporokonos TCP/IP. Onucanue ypoaei mozenn TCP/IP.




B ToM uncIle npakTHYeCKHX 3aHATHIE M 1abopaTOpHBIX paboT

W3yyenue s1eMeHTOB KabelIbHOH CHCTEMEL

Tema 1.2.
Du3nYECKHil ypOBEHB
repesiaun JaHHbIX

Conepixanue

4/2

ITonsitue muuun 1 kanana cesizd. Curnanel. OcHOBHBIE XApaKTCPpHUCTHKH KaHalla CBA3H.

MeToansl COBMECTHOIO HCITOJIb30BAHMS CpE/ibl [IEPEIavH KaHnalla CBA3H. M}(JIBTHHJ]BKCHPOBEIHHE H
MCTOJbBI MHOJKCECTBECHHOI'O HOCTYIIA.

OnToBOJIOKOHHBIE IHHAN CRA3ZH

Cranpaprsl kabeneii. DaekTpuyecKas MpoBOIKa.

Bﬂ‘Cl’lpOBDﬂH&ﬂ cpea nepeiain.

B Tom uncne npakTHYeCKHX 3aHATHI U 1abopaTopHbIX pabot

[IpakTyeckoe 3ansTue Co3anue ceteBoro Kabemnsi Ha OCHOBE HEAKPAHMPOBAHHOM BHTOM mapsl
(UTP)

Tema 1.3,
Tononorus
KOMITBIOTEPHBIX CeTei

Conepxkanue

Ilonste Tononoruu cetd. CereBoe obopyosanue B Tonojsoruu. O630p CETEBBIX TOMOIOTHIA.

B TOM umnciie npakTHUeCKUX 3aHATHIT U nabopaTopHbIX paboT

IIpakTudeckoe 3ansatue I[locTpoenne 0HOpaHIOBOH CeTH

IIpakTHueckoe 3austue Co3/ranne KOMMYTHPYEMOIi CeTH

Tema 1.4.
Texuonorun Ethernet

Cojiepikanue

Texnonorus Ethernet. @u3nueckuil ypoBeHs.

Texunonorus Ethernet. Kanansusiii ypoBens

TexHos0rug nocTpoeHus (MOICITHPOBAHKS) TOKAJIBHBIX CETEH.

B ToM umcie npakTHuecKuX 3aHsATHI 1 1abopaTopHbIX paboT

IlpaxkTuueckoe 3anaTHe M3yuenne ajipecaiun kanaibHoro yposus. MAC-aapeca.

Tema 1.5. Texuonoruu
KOMMYTaIiH

Conepxanue

ANTopuTM Tpo3pavHOro MocTa. MeTo el KoMMYTalH. TeXHOIOru| KoMMyTaluy U Mojens OS],

KonctpykTHBHOE HCIIONIHEANE KOMMYTATOPOB. PU3HYECKOe CTeKHPOBAHHE KOMMYTATOPOB.
[TporpammMuoe obecriedeHne KOMMYTAaTOPOB.

OO6mue NpUHITHIILL CETEBOTO JIn3aiina. TpexypoBHeBas HepapXu4ecKkas MoJIeNb CEeTH.

Texnosnorus PoweroverEthernet (PoE).

B ToM umcnie npakTHYeCKHX 3aHATHI 1 1abopaTopHbIX pabot

[TpakTHueckoe 3anstue Pazpaborka Tonosnoru cetu HeOOIBIIOIO NPEATPHITHS

Conepxanue

OK01-0OK 11

JIP1,JIP3
JIP4, JIP7
JIP10, JIP13
JIP14, JIP15
JIP16, JIP17
JIP18,




Tema 1.6. Cerenoit
npotokoi [Pv4

Cerenoit yposens. [Tpotokos IP Bepeun 4. Obume QyHKIUN KIaCCOBOHM H GeCKIacCOBON anpecaliuy.
[1yse1 ajipecos.

Mapuipytusauus nakeros [Pv4. ITpoTOK0IbI IMHAMHYECKO#H MapIIPYTH3AIIHN.

B ToM unciie mpakTHYeCKHX 3aHSTHI 1 1abopaTopHBIX paboT

lpakrudeckoe 3ansarue Usydenne IP-anpecaunn u macku. @opmuposanue noocemeir.*

Tema 1.7. CkopocTHEIC 1

Conepxanue

Gecn POBOJHEBIC CETH

Cers FDDI. Cers 100VG-AnyLAN
CBepXBBICOKOCKOPOCTHBIE CETH
becripoBossbie cetn

B ToM uucsie npakTHYECKUX 3aHATHIH 1 1abopaTopHbIX paboT

lIpaktiyeckoe 3austue Hacrpoiika GecripoBoaHOro ceTeBoro obopyaoBaHus

2/2

Pazjien 2. TexHoJI0rHH KOMMYTAIIHH M MAPIIPY TH3AIMH cOBpeMenHBIX cereii Ethernet

64/36

Tema 2.1.

Conepxanue

6/2

OCHOBBI KOMMYTaIHH

DyHKIHOHHPOBAHUE KOMMYTATOPOB JIOKAILHON CEeTH. APXHTEKTYpa KOMMYTATOPOB. THITbI
unTepdeiicoB KOMMYTaTOPOB.
YupasieHue 0TOKOM B MOJIYJIYIUICKCHOM U JyTUIEKCHOM PeKMMaX.

XapaKkTepUCTUKH, BJIMAIONIME HA IPOU3BOJMTEIBLHOCTE KOMMYTATOPoB. O630p (yHKITHOHAIBHBIX
BO3MOKHOCTEH KOMMYTATOPOB

B TOM yncie npakTHUecKHX 3aHATHI 1 1abopaTtopHbix paboT

IpakTayeckoe 3anstue PaboTa ¢ OCHOBHBIMH KOMaH[aMi KOMMYTaTOpA,

]
S
8]

Tema 2.2.

Cojyepxkanne

Hauanbnas nacrpoiika
KOMMYTaTopa

Cpencrsa ynpasienus kommytaropami. [loimodenne k KoHcomu uaTepderica KOMAHIHOM CTPOKH
xommyTaropa. [ogkmoyenne k Web-unrepdelicy ynpasienus kommyraTopa.

Havanbnas kondurypaius koMmyTaTopa. 3arpy3ka HOBOrO MpOrpaMMHOro obeciedeHus Ha
KOMMYTATOp. 3arpy3Ka H pe3epBHOE KOIHPOBaHHEe KOHDHUTYpAIHH KOMMYTATOpa.

B TOM uMcIIe IpaKTHYECKHX 3aHATHI U J1abopaTopHbIX paGoT

4/4

[IpakTuyeckoe 3anaTHe OCHOBHbIE KOMAHIBI ISt KOH(PHIYpAIHE KOMMYTATOpA.

[IpaxkTu4eckoe 3ansTue Koman el ynpasnenus tabiaunamn kommytanuu MAC- u IP-
anpecos, ARP-tabmuner. Koman; b1 06HOBIEHHS IPOrPaMMHOI0 06€CeYeH s KOMMYTaToOpa U
COXPAHEHHMS/BOCCTAHOBIICHNUS KOH(DHUTYPAIMOHHBIX (aiiiios.

RS B

Tema 2.3.

Copnepixanue

8/6

Tumet VLAN. VLAN na ocnose nopros. VLAN na ocrose craugapra IEEE 802.1Q. Crarnueckue u
quHamudeckue VLAN. [Iporokon GVRP.

MK 1.2., TIK
1.3, 11K 1.4
OK 01-0K 11
JIP1,JIP3
JIP4, JIP7
JIP10, JIP13
JIP14, JIP15
JIP16, JIP17
JIP18,




BupryansHbie
JIOKaJIbHBIE CETH
(VLAN)

Q-in-Q VLAN. VLAN na ocxose noproB u npotokosioB — cranaapt IEEE 802.1v. ®yukims
TrafficSegmentation

B ToM umcIie npakTHYECKHX 3aHATHI U JIabOpaTOpHBIX paboT

6/6

[Ipakruyeckoe 3austue Hacrpoiika VLAN na ocnose cranaapra IEEE 802.1Q

lIpakTuueckoe 3ansTue Hacrpoiika nporokosia GVRP.

IIpakTHueckoe 3austue Hacrpoiika cermenraiuu tpaduka 6e3 nenoms3opanus VLAN

ITpakTiueckoe 3anstre Hacrpoiika ¢pynkuuu Q-in-Q (Double VLAN).

(W]

—

Tema 2.4.

DYHKITUH [TOBBIIIEHHS
HaJIeKHOCTH H
MPOU3BOIUTENLHOCTH

Cojiepxanne

6/4

[Tporokon Spanning Tree Protocol (STP). Yazeamoctu nporokona STP.

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

JlonomutesbHbie (PYHKIMH 3aLIATHI OT HeTelb. AIPErHpOBaHUE KaHAJIOB CBS3M.

B TOM umcIie npakTHYEeCKHX 3aHATHI 1 1abopaTopHbIX paboT

4/4

IIpakTiyeckoe 3ansTue Hacrpoiika npotokonos cessyiomero gepesa STP, RSTP, MSTP.

[Ipaktiaeckoe 3austue Hacrpoiika GpyHkunu 3aimutet ot 06paszosanus nerens LoopBackDetection.
ArperupoBaHue KaHajos.

o

Tema 2.5.
AJpecalys ceTeBoro
VPOBHS K
MapIIpyTH3aIHs

Conepxanue

)
=
™

IIporoxon [Pv6. @opmuporanue naentudukaropa uurepdeiica.
Cnocobsl koHGHUTYpauuu [Pv6-ajipeca.

I nanuporanne noxacereit IPv6. [1potokon NDP.

[lousTre MapmpyTusauuu. JIMCTaHIMOHHO-BEKTOPHbIE MPOTOKOIBI MapiupyTusaumn. [Ipotokosn RIP.

B TOM uncse npakTHUECKUX 3aHATHH 1 1abopaTopHbIX paboT

6/6

[IpakTuueckoe 3anaTue OcHOBHbIE KOH(HUIypaIlHH MapLIpyTH3aTOpa. Paciiupennbie KOHGUTyparuu
MapuipyTusaropa.

[pakruyeckoe 3ansTre Pabota ¢ nporokosom CDP. PaGora ¢ mporokonom TELNET. PaGora ¢
nporokojom TFTP. Pabota ¢ mpotokonom RIP. Pa6ora ¢ npotokonom OSPF.,

[pakTuueckoe 3anstre Kondurypuposanue Gyuxunu mapmpyrusaropa NAT/PAT.
Kongurypuposauue PPP u CHAP.

o

Tema 2.6.
KauectBO
obciyxuBanus (QoS)

Copepxanue

Monenmu QoS. Tlpuopuresanus nakeros. Knaccuduxauus naketos. MapkupoBKa NakeTos.

Ynpasnienue neperpy3kamu u MeXanu3Mel 00CITyKHBaHUS odepesieil. MexaHu3M npeaoTBpaiieHus
neperpysok. Konrpoib nonocs! nponyckanus. [Ipumep nacrpoiiku QoS.




B ToM uHcne mpakTHUECKHX 3aHsATHIH B 1abopaTopHbIX paboT

IIpakTrueckoe 3anstie Hacrpoiika QoS. Ilpnoputuzanms rpabuka. Yupasienue nonocoi
MTPONYCKAHHS

3]
~_
J

Tema 2.7.

DOynknuu obecrieueHus
Oe3omacHOCTH H
OrpaHHyeHus JIOCTyNna K
ceTu

Coniepxanne

8/4

Cruckn ynpasienns goctynom (ACL). @yHKIHH KOHTPOIIS Hajl MOAKITIOYEHHEM Y3II0B K OPTam
KOMMYTaTOopa.

Aytentuduxanus nonas3osareiei 802.1x. 802.1x Guest VLAN. @ynkrun samuts LIITY
KOMMYTaTopa.

B ToM 4Mcrie npaKTHYecKHX 3aHATHI H 1abopaTopHBIX paboT

4/4

IlpakTHueckoe 3ansitue Crnrcky ynpasienus goctynom (AccessControlList)

[IpakTnueckoe 3ausTHe KOHTPOIL HAZl MOJKIIIOUECHHEM Y3JI0B K HOpTaMm KoMMyTtatopa. ®yHKIms
PortSecurity.

IIpakTryeckoe 3anstie KoHTposb Ha MOJAKIIOYEHHEM Y3JI0B K mopTam KoMMyTtaropa. Oymxkius [P-
MAC-Port Binding

—_— D

Tema 2.8.
MmuoroaapecHas
pacchlika

Cojiepxkanue

8/4

Anpecanust MHOroajpectoii [P-paccbuikn. MAC-aapeca rpyrnmnmoBoii pacChuIKH.

ITopnucka u oOcy:KuBaHHE Iy, Y IpaBIeHHe MHOI0aIPECHOM PacChUIKOi Ha 2-M YPOBHE MOJIEIH
OSI (IGMP Snooping). ®yukuus IGMP FastlLeave.

B TOM uncIie npakTHYECKHX 3aHATHH 1 1abopaTopHbIX padoT

4/4

IIpakTHueckoe 3ansTue OTcneknuBanue TpauKa MHOT0APECHON PACCHUIKH.

[IpakTHueckoe 3ausTue OtcnexnBanue Tpadhuka Multicast

[R50 5]

Tema 2.9.
DYHKIMA yTIPaBIeHHA
KOMMYTaTOpamu

Conepkanue

6/4

Vipapnenne MHOKeCTBOM KomMyTaropos. [Tporokon SNMP.

RMON (Remote Monitoring). @ynknus Port Mirroring.

B TOM unciie npakTHYeCKHX 3aHaTHii U 1abopaTopHbIX padoT

4/4

IIpakruyeckoe 3anstne @yHKIMK aHAIM3A CETEBOIO Tpaduka.

[IpakTuueckoe 3ansatue Hacrpoiika npoTtokona yupagieHus Tonojoruei cetu LLDP.

Paznen 3. MexcereBbie IKpPaHbl

30/12

Tema 3.1.

OCHOBHBIE TPHHITHAITBI
CO3IaHHs HAJICIKHON U
Hezomachoii UT-

WHOPACTPYKTYPBI

Cojiepxanue

2/0

Knaccudukanus cereBbix atak. Tpuana 6esonacuoit UT-ur(pacTpykrypsl.

Yrpasnenne KoHQHIypaluamMH. YpapieHue HHIHAeHTaMu. Vicrionb30Banne TpeThei 10BepeHHoi
cTopoHbl. Kpunrorpaguueckne MexaHH3MBbl 6€30MTaCHOCTH.

[IK 1.2., TIK
1.3,1IK 1.4
OK01-0K 11




Tema 3.2. Cojiepixanne 8/4
MeaxceTeBble SKpaHsbl TexHosiorun mesxceTeBIX 5KpaHoB. [TormTHKa MexkceTeBOro skpana. MexceTeBbie IKpaHEbI ¢
BO3MOKHOCTAMH NAT.
Tononorus cetu npu HCNOTB30BAHMK MEKCETEBBIX SKpaHOB. I lnaHupoBanue U BHeIpeHue
MEKCETEBOI'0 IKpaHa.
B ToM ymciie npakTHYECKHX 3aHATHH 1 1a00paTOpHBIX padoT 4/4
IIpakTuyeckoe 3anaTue Yemanoska u nepeuyHan Hacmpoiika mesjccemeso2o skpana (pfSence). |
[IpakTuueckoe 3ansTue OCHOBBI aJIMHHHCTPHPOBAHHS MEIKCETEBOIO 9Kpana. CoeIMHEHNe IBYX I
TIOKAIIBHBIX ceTed MexceTeBbiMM IKpaHaMu. Cozjanne nonuTiKe Oe3 HPOBEPKH COCTOSHUS.
[Ipakrugeckoe 3anstie Co3jlaHue MOMUTHK TS TpaIHHORHOro (1w uexomsiero) NAT, Cosnanune 7
HONUTHK JuUls AByHanpasieHHoro (Two-Way) NAT, ucnons3ys meron pinholing. -
Tema 3.3. Coptepxanue 6/2
Cucrembl obnapyxenus | OcrHosroe HazHadenue IDPS. Crioco6er knaccuduxarmu IDPS. Bribop IDPS. Jlononauresibie
H [1peJIOTBpAIIEHHS HHCTPYMEHTAJIbHbIE CPE/ICTBA.
IPOHUKHOBEHU I Tpebosanus opranusamuu Kk Gpynkuuonuposanuio [DPS. Bosmoxuoctu IDPS. Passeprrisanune
IDPS. CunbHble CTOpoHbI H Orpanudentocts IDPS.
B Tom umcie mpakTHYECKUX 3aHATHI M 1a00paTopHbIX paboT 2/2
IIpakTuueckoe 3ausTue O6HApyKEHHE U TIPEIOTBPALLEHNE BTOPKEHHIA,
Tema 3.4. Copnepxanne 4/2
I Ipnopurnzanus Cospanue albTepHaTHBHBIX MApUIPYTOB J0CTyNa B MHTepHeT. [IprnopuTisanus tpaduxka.
TpaduKa 1 co3/laHKe B Tom umciie npakTHYeCKUX 3aHATHIL ¥ JabOpaTOpHBIX paboT 2/2
AlbTEPHATHBHBIX Ilpaktuueckoe 3anaTue Co3iaHHe albTePHATHBHBIX MapIIPyTOB ¢ HCIOJIb30BAHREM CTATHHECKOTT
MapIipyTos MapIIpyTH3alHH
Tema 3.5* Cooeporcanue 4/2
Tynnenuposanue. Ocnoewvt mynnenuposanus (VPN). Hacmoiika VPN. Mexanuzmvl myHHeAupoeanus ucnonb3ys
npomoxonvt PPtP, L2TP/IPsec, OpenVPN.
B mom uucae npakmuyeckux sauamuil u aabopamopnuvix pabom 2/2
lIpakruyeckoe 3austue Hacmpoiika VPN medicdy oeyma cemamu ¢ nomowgs L2TP/IpSec
Tema 3.6. IP — Cooeporcarnue 6/2

menegonun*

lpumenenue IP — menegponuu 6 cospemennom mupe. Teopemuyeciue acnexmot IP — meneghonuu. *

Ilocmpoenue cucmem IP — menegponuu. Cnocobvr nepedayu 2o0n0coewix naxemos no IP — cemsim.
Vemanoenenue coedunenus 8 cemsax IP — meneghonuu. *

JIP1,JIP3
JIP4, JIP7
JIP10, JIP13
JIP14, JIP15
JIP16, JIP17
JIP18,




Peanusayus cyenapues IP — menegponuu. Obecnevenue kavecmea IP — menegporuu. Ilpoyedypot
obpabomku u memoowsl koouposanus. lpunyune: peanusayuu IP — menegponuu. *
Hugpopmayuonnas besonacnocmn 6 IP — cemax menegornuu. Bueopenue IP — menegponuu™*

B mom uucae npaxmuyeckux sausmuil u 1abopamopuwbix pabom

[Ipaxruueckoe 3austue Hsyvenue IP — meneponuu™

Koncyabranun

Ipomexyrounas arrecrauus no M/IK.01.05 B popme sx3amena

Yuebnan npakTuka pasaena 2 MoyJist
Buer pabot
1. TlpoBemenue ayauTa 3alMINIEHHOCTH aBTOMATH3UPOBAHHON CHCTEMEL.

VYeran OBKa, HaCT]JOﬁKa H SKCIUIyaTalld CETCBRIX ONEPAllMOHHBIX CHCTEM.
Ilnar HOCTHKA COCTOAHHA IMOJICHCTEM 6630H&CHOCTH_. KOHTPOJIb HAI'PY3KH H PSIKHMOB paGOTbI CETEBOM onepauuom-loﬁ
CHCTEMBI.

(75 I o ]

Opranu3aitas paboT ¢ y/laJleHHBIMU XPaHUJIHIIAMM JaHHBIX ¥ 0a3aMH JaHHBIX.

Opranusanus 3aiMIIEHHON epejayn JaHHbIX B KOMIIBIOTEPHBIX CETHX.

6. BrinoiHeHre MOHTaXa KOMIBIOTEPHBIX CETeH, OPraHu3alns i KOH(PUTYPUPOBAHHE KOMITLIOTEPHBIX CeTeil, yCTaHOB/ICHHE 1
HacTpolHKa [apamMeTpoB COBPEMEHHBIX CETEBBIX IIPOTOKOJIOB.

7. OcyuiecTBIeHHE JHArHOCTHKH KOMIBIOTEPHBIX ceTeil, olpe/ie/ienne HencnpasHocTeil 1 cOoeB mocucTeMbl 6e30MacHOCTH
U YCTpaHeHHe HeUCIIPABHOCTEH.

Lh

8. 3anoanenue OTYETHOH JOKYMEHTALMH 110 TEXHHYECKOMY 00C/IYKHBAHHUIO H PEMOHTY KOMITBIOTEPHBIX CETEH.

9. Paspabomrka cucmembl 6usHec nPUnodfCerull Olst nAMU ONEPAYUOHHBLX cucmem é eounoii IDE.
9.1. Hzyuenue domain-specific language (DLE)- npeomemno — opuenmuposannozo szvika 1C:Ipednpusmue.

9.2. Paspabomxa asmomamusuposanioi cucmemvl mopeoeoi KOMRAnuu

9.3. Asmomamuszayus 6bICMAGNEHUSL CHEMOB HA NPOOUNCY MOGAPOE: 6600, XPAHEHUE, NEYANb OOKYMEHMOE,
9.4. Beoo, xpanenue u nevame HaxIaoHbix Ha OMZPY3KY MOBAPOE»

9.5. Coz0anue omuemos no npooajcam mosapos, 6 MabiudHoM 6uoe u 6 6uoe ouazpamm™®

Ilpon3BojcTrBenHas NpaKTHKA

Bujst pabor:

YyacTHe B yCTAaHOBKE H HACTPOHKE KOMIIOHEHTOB aBTOMATH3HPOBAHHBIX (MH()OPMAIHOHHBIX ) CHCTEM B 3aIITAIIEHHOM
HCIIOJITHEHHH B COOTBETCTBUH C TPEOOBAHHAMH JKCILTYaTAHOHHON JOKYMEHTAI[HH

OOcy)KHBaHHE CPEJICTB 3aIUThl HHPOPMAIHH TPHKIIAIHOTO U CHCTEMHOTO IPOrpaMMHOro obecreyenus

180/180




Hacrpoiika nporpammuoro obecneuerns ¢ coburojieHnem TpeboBanuii 1o 3ammrte nudopManum

Hacrpoiika cpeicTs aHTHBHPYCHOH 3alIUTHI U KOPPEKTHOM paBoThI IIpOrpaMMHOro o6ecedeH st 10 3aIaHHbIM M1adI0Ham
Wucrpykrax nosszosarenet o cobmojiennn TpeboBanuii no 3ammure #HGOpMaInu pu paboTe ¢ IPOrpaMMHBIM obecredeHHeM
Hacrpoiika BCTpOEHHBIX CPEJICTB 3aIlUThl HH(POPMALHH IPOrpaMMHOTO obeciiedeHus

lIpoBepka GyHKIHOHHPOBAaHHS BCTPOSHHBIX CPEJICTB 3aIHTEI HHPOPMAIIHH IIPOIPAMMHOr0 obecHedeH s

CaoespemenHOe 0OHapyIKEHHE TIPH3HAKOB HAIMYHS BPEJIOHOCHOTO IPOrPaAMMHOI0 obecreueHnst

OOciyKHBaHHE CPEJICTB 3aIIHThI HHPOPMALMH B KOMITBIOTEPHBIX CHCTEMAX M CETSX

OGcyKHBaHHe CUCTEM 3AMIHTHI HHPOPMALIMH B aBTOMATH3HPOBAHHEIX CHCTEMAX

YuacTre B IPOBE/ICHHH PETIAMEHTHBIX paboT MO SKCIUTyaTallii CHCTEM 3allHThl HHPOPMALIMK aBTOMATH3NPOBAHHBIX CHCTEM
lIIpoBepka paboTOCIOCOOHOCTH CHCTEMBI 3aIMUTHI HHOOPMAIIUH ABTOMATH3HPOBAHHON CUCTEMBI

KonTposs cooTBeTCTBHS KOR(UIypaluy CHCTEMBI 3aIATH HHYOPMALIHH aBTOMATH3UPOBAHHON CHCTEMBI €€ 3KCIUTYaTAIHOHHO
JIOKYMEHTAITHH

KoHTposb cTabHIBHOCTH XapaKTEPHCTHK CHCTEMBI 3allUThl HHYOPMALHH aBTOMATH3UPOBAHHOI CHCTEMEI

Bezienne TeXHMYECKO#H JIOKYMEHTAIIWM, CBA3aHHON € IKCIUTyaTalliel CHCTEM 3aliThl HH(pOPMAliH aBTOMATH3IHPOBAHHBIX
CHCTEM

Yuacrue B paborax no obecnedeHHIo 3amuThl HHGOPMAIMH [IPH BBIBOJIE M3 KCIUIyaTAllMH aBTOMATH3HPOBAHHBIX CHCTEM

IK3aMeH 110 PodecCHOHAIBLHOMY MO/LYJ/ 110

12/12

Bceero
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3. YCIa0OBuUs PEAJIUZALIMH PABOYEN IMPOT'PAMMBI
MNPO®ECCHOHAJIBHOT'O MOAYJIsA

3.1. MarepnajibHO-TeXHHYecKoe obecnevyeHue:
Peanusaims nporpammsl ipenosaraeT Halu4me:
JlabopaTopusi HHPOPMALHOHHBIX TEXHOIOTHil, IPOrpaMMHpPOBaHHs H 0a3
AAHHBIX
CnennanuzupoBannas Mebes:

Cron cryaeHYecKui 0JHOMECTHBINH — 26 1IIT.
CTynbsi KOMIIBIOTEpPHBIE — 26 IIT.

Cron (yuurensckuii) — | mr.

Cryn (yuutensckuii) — 1 mT.

Hocka (menosast) — 1 wir.

TexHuueckue cpeacTBa 00YUEHHUS:

KomnbroTep cTyneHyeckuii — 25 1ir.
Komnetotep npenoaasatens — | mir.
JIuneH3uoHHoe [porpaMmMHoe obecrievyenne o01iero W

npodeccuoHaIbHOrO Ha3HAYEHHS
KomnbioTepbl MNOAKIIOYEHBl K JIOKAJIbHOW BBIYMCIMTEIBHOM CETH,

uH(popMaLHOHHO-00pa3oBaTenbHOM cpee PuHyHuBepcuTtera U cetn MiHTEpHET
JlabopaTopus cereii n cHcTeM nepegayH HHGopMaLHH
CrienmanusupoBaHHas MeOelb:

Cron cryaeHYecKuit IByXMECTHBIH — 22 mT.

Crou cTyieHueCKUi OTHOMECTHBIH — 25 1mT.

Crynes cryneHueckue —67 1uT.

Cron (yaurensckuii) — 1 wr.

Cryn (yuurenbckuii) — 1 mr.

Jocka menoBas — | wr.

Texuuyeckue cpencrTBa 00y4yeHuUs:
Komnerorep ctynendeckuit — 15 mr.
Kommnbrotep npenonasarens — 1 wr.
MynbTHMeMa-npoexkTop - 1 mr.

DKpaH ¢ 31eKTPONPHBOAOM — | mIT.

Komnonku ans BocripousBeieHus ayiuo — 1 1ir.

KoMmeioTepsl  MOAKIIOYEHbl K JIOKAIbHOW  BBIYUCIUTENBHOH  ceTH,
uH(popMaLroHHo-00pa3zoBarensHoi cpeae Punynusepcutera u cetu UHTepHeT

JluuieH3noHHoe MTPOTrpaMMHOE obecrneveHue o011ero u
Mpo(eCCHOHAIBHOTO Ha3HAYEHMSI



1C INpennpusTue (yueGHas Bepcus ), SMyIATOPbl AKTHBHOTO CETEBOTO
obopyioBan¥s, IPOrpaMMHOE 0OecIedeHre CETEBOro 060pPYI0BaHHUS
Kommnexr yueOno-HarisqHsIx nocobuii. [Tnakarel, cTeHs!
JlaGopaTopusi nporpaMMHBIX H NPOrPaMMHO-aNNAPATHBIX CPEACTB
3aMATHI HHpOpMa K
CrnenuanusupoBannas Mebels:
Cron cTyenveckuii ABYXMeCTHbIN — 14 mr.

Cron cTynenveckuit ogHOMECTHBIN — 20 11T,

Crynbs cTtyneHueckue — 48 mir.

Cron (yunrensckuii) — 1 mr.

Cryn (yuurenbckuid) — 1 mrt.

Hocka menosas — 1 1.

Texuuyeckue cpencrTsa 00yueHus:

Komnetorep crynenueckuii — 18 1.

KommstoTep npenogasarens — 1 .

MynsTMeana-npoexTop - 1 mir.

OkpaH — | mr.

Konounku s BocripousseieHus ayiuo — 1 mr.

KomribroTepsl oAKIII04eHb! K JI0KalIbHON BEIYUCIUTEILHOMN CEeTH,
HH(OPMAalMOHHO-00pa30BaTeNBHOM cpezie PUHYHHBEpPCHTETA H CETH

HUnrepner

JIuuensuonxoe [pOrpaMMHOe obecrieyeHue obuiero 7]
npodeccuonansHoro Hasnauenus, 1C INpeanpustye (yueOuas Bepcus)
Kommyiekt y4eGHO-HarsAHBIX NOCOOHI, MIaKaToOB, IPOrPaMMHO-aImapaTHbIe

cpencTsa 3aiuThl uHpopmanun o1 HCJl, 610KHpOBKH J0CTyNa M HAapylIeHUs
LeJIOCTHOCTH,  NPOrpaMMHbie ¥  IPOrpaMMHO-alMapaTHBIE  CPeACTBa
0OHapyKeHHs BTOPIKEHHI, CPe/ICTBA YHHYTOKEHUS! OCTATOTHOM UHpOpMaIHH B
3alIOMHHAIOIIUX YCTPOHCTBAX,

[porpaMMHbIe cpe/icTBa BoisBieHus yszsumocrteii B AC u CBT,

NporpaMMHbIe CPeICTBa KPUNTOrpapuyecKoi 3aluThl HH(pOPMALIKH,
[IpOrpaMMHBI€ CPEJICTBA 3aLUTHI CPE/bl BUPTYATH3ALUH,

3.2. HndopmaunonHoe obecrieyenne odyueHus

3.2.1. Ileyaruble u3ganus

1.Koctpos, b.B. Cetu u cucremsl nepegaun uHpOpMaruy : yueOHHK Ui
CTy[ICHTOB YYPEKACHHH CpPEAHEro MnpodecCHoHaIbHOTO 00pa30BaHUs 10
CHEeNHaTbHOCTH "Obecneyenue HH(POPMALIMOHHOM 6e3onacHoCTH



aBromatusupoBaHHbiX cuctem" / b.B. Kocrpos, B.H. Pyukun .— 2-e u3n.,

nepepad. u gon. — Mocksa : Axagemusi, 2019 .— 288 c. + Tupax 1500 k3.
— (IIpodeccuonansroe obpazosanne) . — ISBN 978-5-4468-7764-5.
2. KpaBuenko B., 3unoBeeB [, Cemorun W. Dkcnmyartaius

ABTOMATH3UPOBAHHBIX  (MH()OPMALMOHHBIX) CHCTEM B  3allMIIEHHOM
ucrionHeHun —Akazemusi-2018

3. Jlemunos, JI. H. OcHOBEI 9KCTITyaTalni KOMITBIOTEPHBIX CeTel: yueOHHK [1sl
6akanaspoB / JI. H. Jlemunos. — Mocksa: [Ipomereit, 2019. — 799 c.: un., Tadn.,
CXeM. — Pexxum JOCTyna: 1o MOJIMUCKE. —
URL: https://biblioclub.ru/index.php?page=book&id=576033 (nata
obpamenus: 06.06.2022). — bubauorp.: ¢. 750 - 752. — ISBN 978-5-907100-01-
5. — TekcT: 3neKTPOHHbIH.

1. MudopmanmnoHHO-CIIpaBOYHAs CHCTEMA 110 JAOKyMEHTaM B 00iacTH
TeXHMYECKOH 3anThl HHpopMarun www.fstec.ru

2. Hudopmaumonnslit noprai no 6ezomacHoctdn www.SecurityLab.ru.

3. OOpasoBaTenpHble  MOpPTaNbl 0  PA3IMYHBIM  HalpaBIEHUAM
obpasoBanus 1 Temaruke http://depobr.gov35.ru/

4. Poccuiickuii Onomerpuueckuil nopran www.biometrics.ru

5. Caiit xypuana Uudopmanmonnas 6ezonacHocts http://www.itsec.ru

6. Caiit Hayunoii anextponHoi 6ubnnorekn www.elibrary.ru

7. CnpaBo4Ho-npaBoBas cuctema «l'apant» » www.garant.ru

8. CrnpaBouHO-NpaBoBas cucTeMa «KoHcynbTaHT [Tmoc»
www.consultant.ru

9. ®epnepanbHas ciayx0a 1Mo TEXHUYECKOMY W 3KCIIOPTHOMY KOHTPOJIIO
(OCTIK Poccun) www.fstec.ru

10. ®enepaneubiii  nmopran  «MHbOpMaIMOHHO-KOMMYHHUKAIIHOHHBIE
TEXHOJOTUU B 0OpazoBanuu» htpp\\:www.ict.edu.ru

11. ®enepansHbiil nopran «Poccuiickoe odpazosanue www.edu.ru

3.2.3. JlononHUTETbHBIE HCTOYHUKH

JlonoHUTeIbHBIE MTeYaTHbIE UCTOYHUKH:

[Tapteika, T. JI. OnepauroHHbIE CHCTEMBI, Cpe/Ibl H 000I0UYKHU: yueOHoe
nocobue / T.JI. Ilapteika, M.W. [lonoB. — 5-e u3x., nepepad. u non. — Mocksa:
OOPYM: MHOPA-M, 2021. — 560 c. — (Cpennee mnpodeccuoHanbHOE
obpazosanue). - ISBN 978-5-00091-501-1. - Texct: snexrponnsid. - URL:
https://znanium.com/catalog/product/1189335 (nara obpamenus: 06.06.2022).
— Pexxum octyna: no noAruckKe.

[lepronnveckue u3ganus:



F Kypuaner Chip/Hun: XypHan o KOMOBIOTEPHOH TeXHHKE JIJIs
npoecCHOHANOB U OIBITHBIX TOIb30BaTENEH;

2 Kypuaner 3amura uHpopmauuu. Mucain: HMuopMmamoHHo-
METOAMYECKHH JKypHAaIT

3. Hudopmanmonnas Oe3omacHOCTh PErHOHOB: Hay4no-
MPaKTUYECKU KypHal

4. Bonpocel  kubepbezomnacnoct. HayuHblil, mHepHOaHYECKHii,
MH()OPMAIIMOHHO-METOIMUSCKHH KypHan ¢ 06a30Boi cnenuanusaiyeii B

obnactu undopmanuonHoit 6esonacHoctu. URL: http://cyberrus.com/

3 besonacHocTs MHOpMAMOHHBIX TexHOsOTHi. [lepuoauueckuii
pelieH3upyeMbId HayuHblil )xypHan HUAY MU®W. URL: http://bit.mephi.ru/
6. Cxkpunuuk, JI.A. OOumme BOMPOCE TEXHUYECKON 3alUTHI

undopmanuu / JI.A. Ckpunauk. — 2-e u3a., uenp. — Mocksa : HanmoHanbHbI#
Orxperteit Yausepeurer « MIHTYUT», 2016. — 425 c. : wi. — Pexum pocryna:
no noamucke. — URL: http://biblioclub.ru/index.php?page=book&id=429070

3.3. Opranusauus o6pa3oBaTe/ILHOr0 npouecca

1)  VYcenemnoe  ocBoennme  wmopyns  [IM.01  «Dkeryaranms
aBTOMAaTU3UPOBAHHBIX  (MHGOPMAIMOHHBIX) CHCTEM B  3AlIMIIEHHOM
HCTIOJIHEHHH» OCBOEHHUE JUCLMIUIMH, IPEALIECTBYIONINX €0 H3YUEHHIO:

EH. 01.Marematuka;

EH. 02.udopmaTuka;

OIN1.01. OcHoBBI HHPOPMALIHOHHOM 0E30MaCHOCTH;

OIl. 02. OpranuzanuoHHO-IIpaBOBOe obecriedeHne HHGOPMALMOHHOM
Oe3onacHoCTH;

OI1. 03. OcHOBbI AITOPUTMH3ALKH U [IPOrPAMMUPOBAHUS;

OIl. 07. Texuuueckue cpeacTBa HHHOPMATH3AIMH;

TpeboBanus k opranu3amuy y4eOHOM MPAKTHKH:

[IpakTryeckas 1OAroTOBKA NpH MPOBEIEHUH MPAKTHKH OpPraHH3yeTcs
IIyTEM HEMOCPEICTBEHHOI0 BBIIIOJIHEHHUS 00y4atoMCs OIpe/Ie/IeHHBIX BU/IOB
pabor, cBA3aHHBIX ¢ Oyayiiel MpodecCHOHAIbHON AESTENLHOCTHIO B PAMKax
npodeccronansubix Moaynei OITOIT CITO.

JIOKYMEHTOM, perjaMeHTHPYIOIUM MpaKTHKy, sBisercs pabouas
[porpaMma npakTHKH.

[Tporpammsl npakTHK pa3pabatbiBatoTes U yTBepxkaaroTcs Komiemnkem B
YCTAaHOBIIEHHOM  mopsake ¢ yderom  TpeboBanuit ®I'OC  CIIO,
npodecCHOHATBHBIX CTAHIAPTOB.

H3yyenne Mo1yis 3aBepLIaeTcs 3K3aMeHOM 110 MOIYITIO.



4. KOHTPOJIb MW OIEHKA PE3YJbBTATOB OCBOEHUS
NMPOPECCHOHAJIBHOI'O MOAYJIA (BUAA
MNPO®PECCHOHAJIBHOU JAEATEJIBHOCTH)

Kontpone m  owmenka  pesyabraroB  MJIK  ocymectsasiercs

pernojaBaTeieM B Ipolecce mposeieHus yueOHbIX 3aHATHH B hopme: yCTHOro
Ompoca, BBIMOJHEHHS 3aJaHii Ha MPAKTHUECKUX 3aHATHSX, pPELICHUS
CHTYalIHOHHBIX W  MPaKTHKO-OPHEHTHPOBAHHBIX  3a/la4y,  BBINIOJHEHUS
KOHTPOJBHBIX palOoT, BBHITMIOJIHEHUS TECTOBBIX 3aJlaHUil W T.J1.), a Takxke
MPOBEAEHHUS TPOMEKYTOUHON arrecTauu B dopme auddepeHIHpoOBaHHOIO

3a4eTa d 5K3aMEHOB.

aBTOMATH3NPOBAHHBIX
(MHGOPMATHOHHBIX )
CHCTEM B 3alIHIIEHHOM
UCTIOJTHEHUH B
COOTBETCTBHH C

3alIUIIIEHHOM HCTIONTHEHHH B
COOTBETCTBUHU ¢ TPeOOBAHUAMHU
IKCIUTYATAllMOHHON JIOKYMEHTalluK

Pe3YHbTaTbI KpHTepHH OLEHKH (DoprI H METO/IbI

(OCBOEHHBIG KOHTPOJISI U OLICHKH
npogeccHoHaTbHbIe

KOMITETEHIHH )

IIK 1.1. IIpoussoauts | JleMOHCTPHPOBATH YMEHHUS YCTAHOBKH | TECTHPOBAHHE,
YCTAHOBKY U ¥ HACTPOHMKH KOMIIOHEHTOB, 9K3aMeH 10 MO0,
HACTPOHKY ABTOMAaTH3HPOBaAHHbIX JKCrepTHOEe HabIoIeHHE
KOMIIOHEHTOB, (MHQOPMALMOHHBIX ) CHCTEM B BBINOJHEHUS

1abopatopHbIX padoT,
SKCICPTHOC H&6J110I[6HH6
BBITOJTHCHHA
MIPaKTH4ECKUX padoT,
OLCHKa peIIcHHA

TpeboBaHHsIMU CHTYallMOHHBIX 3a/1a4,
9KCIUTyaTallHOHHON OlleHKa Iporecca u
JIOKYMEHTAIUH. pe3y/IbTaToB
BBIITOJIHEHHS BHJIOB
paboT Ha NpaKTHKE
IIK 1.2. [IposiBiieHne yMEHHA U IIPAKTHYECKOIO | TECTHPOBAHHE,
AMHHHACTPHPOBATH OIIBITA & IMHHUCTPUPOBAHHUS 9K3aMeH 110 MOJIYJTIO,
IPOrpaMMHBIE U IPOrpaMMHBIX M IPOrpaMMHO- IKCMEPTHOE HADIIO/IEHHE
1IPOTPaMMHO- anmapaTHbIX KOMIIOHEHTOB BBITIOJTHEHUS
arraparHsle aBTOMaTHU3UPOBAHHOM n1abopaTopHbIX padorT,
KOMIIOHEHTHI (MH(pOPMAIMOHHOM) CHCTEMBI B IKcHepTHOE HadoaeHHe
aBTOMATH3HPOBAHHOH | 3aIHIIEHHOM HCIOIHEHUH BBIITOJTHEHHS
(nH(OpMALIHOHHOH) [IPaKTHYECKUX padoT,
CHCTEMBI B OII€HKA pelleHHs
3aIIMIIEHHOM CHTYalMOHHBIX 3a/1a4,
HCTIONTHEHUH. OIIEHKA rporecca u

pe3y/bTaToB
BBIIIOJIHEHHS BHII0OB
paboT Ha IIpaKTHKe

1K 1.3. ObecneunBatsb
Oecnepeboiinyto
paboty
ABTOMATH3UPOBAHHBIX
(nH(pOPMALIHOHHbIX)

[IpoBenenue mepeqns pabot no
obecrievyennto Oecriepe0oHHOH paboTh
ABTOMATH3MPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CHCTEM B
3aIIHIIEHHOM HCIIOJHEHHH B

TECTHPOBaHHUE,
9K3aMeH 110 MOJIYJIIO,
JKCIEPTHOE HAOMIO/IeHHE
BBIIOJTHEHHS
JabopaTopHBIX padoT,




Pesynbrarsl
(ocBOeHHBIE
npodeccuoHalbHbIe
KOMIIeTeHIHH )

Kpurepun ouenku

DopMBI 1 METO/1bI
KOHTPOJIS ¥ OLIEHKH

CHCTEM B 3aLIUIIEHHOM
HCITO/THEHHH B
COOTBETCTBHH €
TpeboBaHIAMHA
SKCILTYaTallHOHHOM
JIOKYMEHTALHH.

COOTBETCTBHH C TpeﬁOBElH HAMH
IKCIUTyaTamnuo HHOM JOKYMCHTAallHH

JKCIepTHOE HAOIIO/IeHHE
BBITIOTHEHUS
[paKTHYeCKuX pador,
OIlEHKA peleHns
CHTYallMOHHBIX 3a/1a4,
OIl€HKa Mporecca 1
pe3ynbTaToB
BBIIIOJIHEHHS BH/IOB
paboT Ha npakTHKe

1K 1.4. OcymecTBisTh
HPOBEPKY
TEeXHUYECKOro
COCTOSIHHSL,
TEXHHUYECKOe
o0cTy/)KUBaHHE H
TEKYIIHI PEMOHT,
YCTPaHSTh OTKA3bl H

ITposiBAATEL 3HAHKS W YMEHUS B
NPOBEPKE TeXHHHECKOTO COCTOSHMS,
IIPOBE/ICHHH TEKYIIEro peMoHTa U
TEXHHYECKOTO 00C/TyIKHBAHHS, B
YCTpaHEHHH OTKA30B H
BOCCTAHOBJICHUH PabOTOCTIOCOOHOCTH
aBTOMaTU3UPOBAHHBIX
(uH(pOPMAITHOHHEBIX) CHCTEM B

TECTHPOBAHHE,
9K3aMEeH [0 MOJLYJIIO,
JKCIepTHOE HabmoneHne
BBITTOJTHEHASA
nabopaTropHBIX padoT,
JKCTIepTHOE HAbMoIeHHe
BBITTOJIHEHHS
NPAKTHYECKHX paloT,

BOCCTaHABIIHBATh 3aIHIIEHHOM HCTIOITHEHUH OLIeHKa pelIeHHs
paboTocnocoOHOCTE CHTYAIIHOHHBIX 3a/1a4,
aBTOMAaTH3HPOBAHHBIX OLIEHKa Iporecca 1
(nHpOpPMAITHOHHBIX) PE3YILTATOB
CHCTEM B 3aLIHIIECHHOM BBITIOJTHEHHS BUJIOB
HCITOITHEHHH. paboT Ha mpaKTHKE
Pesynbrars: Kpurepuu onenkn @opMbl U METO/1bI
(ocBOEHHBIE OOIIHE KOHTPOJISl U OLIEHKH
KOMIIETeHLIHH )
OK.01 Bribupars | - BEIOOp MeTO/1@ 1 criocoba perenus Habmopnenue,
CocoObI pelieHus | npoecCHOHAILHEBIX 33124 ¢ MOHHTOPHHT, OIIEHKa
3ana4 co0moIeHHEM TeXHHKH DE30MacHOCTH | COJIEpXKaHusA TOPTHOIHO
npoeccHoHaBHOM H COTJIacHO 3a/IaHHON CHTYaIlHH; CTYIEHTA.
JICSATEITLHOCTH, -o1ieHKa APPEeKTHBHOCTH ¥ KayecTBa
IPAMEHHTE/IBHO K | BBIIOJIHEHHS COIIIACHO 3a1aHHOM
PazIuIHBIM CHTYaLH
KOHTEKCTaM.
OK.02 OcymecTtBnsrs | - 3bpexTHBHBIT TOMCK HE0OX0 MO Wurepnperarist
MOHCK, aHamM3 H | uHGOpMALIUH; pe3ynbTaToB
HHTEPIPETAIHIO - uHopmanus, nogodpanHas u3 HabmoeHIH 3a
uHpopmarwm, Pa3’HBIX HCTOYHHKOB B COOTBETCTBHU C | JEATEILHOCTHIO
He0OX0auMOi JUIs | 3alaHHOM cHTyalnei oOyHaroImerocs B
BBIMIOJIHEHUS  3a/1a4 MPOLIECCE OCBOCHHS
npodeccHOHATbHON obpa3oBatenbHOI
JeSTeTLHOCTH. IPOrPAMMBEI

OK.03 Ilnanuporars u

PEAIH30BRIBATh

- peLIeHUe CTaH1apTHBIX U
HECTaH/IAPTHBIX IpodeccHoHAIBHBIX

MOHHTOPUHT U peHTHHT
BBITNIOJIHEHUS paboT Ha




Pesynbrars KpuTtepuu oneHkH @DopMBI 1 METOBI
(ocBoeHHBIe 00mIHE KOHTPOJISI U OLIEHKH
KOMITETeHLIMH )

cobcTBEHHOE
npodecCHOHATBHOE |
JUYHOCTHOE Pa3BUTHE.

3aj1a4 B 001acTH IKCITyaTalluH
KOMITOHCHT ITOJICHCTEM Oe3onacHoCTH
ABTOMATH3HPOBAHHBIX CHCTCM;

yueOHOH H
MPOMU3BOACTBEHHOM
[paKTHKe

OK.04 Paborate B
KOIIEKTHBE "
KoMane, 3pPeKTHBHO
B3aUMOJIEHCTBOBATEL C
KOJUJIEraMH,
PYKOBOJICTBOM,
KIIHEHTaMH.

- JIeMOHCTpanus coOCTBEHHOI
JIeATe/IbHOCTH B YCIIOBUAX
KOIUIGKTHBHON M KOMaHAHOH paboThl B
COOTBETCTBHMH C 3aJaHHOH CHTYyalHel;
- IEeMOHCTpAIHS COOCTBEHHOH
JEATEBHOCTH B POJIH PYKOBOINATENSA
KOMaHJIbl B COOTBETCTBHH C 3aJaHHBIMHA
YCIIOBHAMH.

IToaroroBka peepartos,
JIOKIIaI0B, COOOIIEHHI,
HCITOIL30BaHAE
9JIEKTPOHHBIX
HCTOYHHKOB

OK.05 OcymecTBnsTh

= AEMOHCTpallid MO3HTHBHBIX

Habsmonenne 3a

YKPEIUIeHHs! 370pOBbs
B npouecce

YCTHYIO H | KOMMYHHKATHBHBIX HABBIKOB M HABBIKAMH PaGOTHI B
ITHCHMEHHYIO COLMAaTbHOM aganTanuu

KOMMYHHKalMIO  Ha OB ANBHEDS,
rOCY1apCTBEHHOM KOPIOPATHBHBIX U
S3pIKE € YUETOM JIOKaNbHBIX
ocobeHHOoCTEeH HH(bOpMaIJHOHHbIX
COIMAIILHOTO H -

KYJBTYPHOI'O

KOHTEKCTA.

OK.06 [IposBiaTs | - qeMoHCTpalus uHTepeca K Oyayiei HaGmoaenue 3a pojibro
rpaKJIaHcKo- npodeccun; oOywuaromierocs B
aTPHOTHIECKYTO - IEMOHCTpALHs [[eJIeyCTPEeMIICHHOCTH, | TpyTIe; NopThoano
TO3HITHIO, caMo00pa30BaHHs U CAMOPa3BUTHS
JIEMOHCTPHPOBATh
0CO3HaHHOE
[IOBEJICHHE HA OCHOBE
TPaAMIHOHHBIX
o01medenoBeYeCKux
MIEHHOCTEH,

MPUMEHSATH CTaHIaPThl

AHTUKOPPYIIIHOHHOTO

TIOBEJICHHUA.

OK.07 CopelicTBOBaTh | - JIEMOHCTPALIAS KAYECTRBA IPHHSTHIX JlenoBbie UIpsI -
COXpaHEeHHIO OPraHU3allMOHHBIX pelleHHH MO/JIETHPOBAHUE
OKpy Katoliedl Cpelsl, | - FTOTOBHOCTh K 4acTOH CMeHe COLMA/TBHBIX U
pecypcocOepeKeHHI0, | TeXHOJIOTHI B IpodecCHOHATILHOM npoeccuoHaTBHEIX
apdexTHBHO JIEATENBHOCTH; CUTYAaITHil.
JIEHCTBOBATH B | - aHAJIM3 WHHOBAIMHA B 00NacTu

upe3BhIYAHBIX npodeccnoHanbHOM JeATeIbHOCTH.

CHTyaIusX.

OK.08 Hcnonb3osats | - onenka codcrBenHoro npojpuxkenus, | Konrpous rpapuka
cpeacTBa (U3UYECKOH | TMYHOCTHOIO Pa3BHTHSL. BBITIOJTHEHUS
KYJIBTYPBI Juist WH/IUBHU1yalbHOMH
COXPaHEHHUs " caMOCTOATEIbHOMN

paboTkl 00yJaroLIerocs;
OTKPBITBIE 3aLATHI




PesynbraTsl Kputepuu oueHKH @opMBI U METOJIBI
(ocBOEeHHBIE 00IIME KOHTPOJIsi ¥ OLIEHKH
KOMITETEHIIHH )
pohecCHOHATBLHOM TBOPYECKHX H
HeSITEIbHOCTH M IPOEKTHBIX paboT

0 U1 pIKaHUs
HeoOX0AMMOTO YPOBHS
buznueckon
I10/ITOTOBJICHHOCTH.

OK.09 Hcnonw3orarhk
HHOpMAIMOHHBIE
TeXHOJIOTHH B
npodeccuoHaIbHOM
JIeSTelIbHOCTH.

- HCMOJIBL30BAHHE OCHOBHBLIX BH/IOB
COBPEMEHHOH BBIMHCIUTENLHOH
TEeXHHKH;

- DKCIUTyaTanus U yCTpaHeHue
THIHYHBIX BbIABIEHHBIX J1e(EKTOB
TEXHHYECKHX CPE/ICTB
WH(pOpMaTH3AIIMN;

- IEeMOHCTpAIns pe3ynbTaTHBHOMH
AEATEILHOCTH B 00JIACTH IKCILUTyaTalluy
M TEXHHYECKOI 0 COMIPOBOIKICHHUS
aBTOMATH3HPOBAHHEIX CHCTEM

CemmuHaps! yueOHO-
paKTHYeCKHe
KOH()epeHLIUH.
Konkypcsl
npodecCHOHAIBHOTO
MacTepcTRa.
Onumnuasl.

OK.10 Tlons3oBarses
npodeccuoHaIbHOlM

JIOKYMEHTalHeH Ha
rOCY/IapCTBEHHOM  H
HHOCTPAHHOM $3bIKaXx.

- MCITO/Tb30BAHUE [1aKEeTOB [IPUKIIAHBIX
IIPOrpamm Jis perieHus
IIPOM3BOJICTBEHHBIX 3a/1a4

- MCNOJb30BaHue 0A30BLIX CHCTEMHBIX
IIPOrpaMMHBIX IIPOJYKTOB U AKETOB
IIPUKIIAHBIX TTPOTPaMM:

- paboTa B MHTETPUPOBAHHON
cpejie porpaMMHpOBaHHS

CemuHapsl yuedHO-
INpakTHYeCKHe
KoH(pepeHuH. /lenoreie
UTPBI-MOJICTHPOBAHHE
podecCHOHATEHBIX
CUTYyaImi.

OK.11 Hcmnomns3oBars
3HAHUS 1o
(huHaHCOBOM
PaMOTHOCTH,
[UIaHHPOBATH
NpeANPHHAMATEIBCKY
0 JIeATE/IBHOCTE B
poheCcCHOHATBHOM

cepe.

- 3((heKTUBHBII MOUCK U TPAMEHEHHE
3HAHHH ()HHAHCOBOH I'PAMOTHOCTH;

- uH$opmanus, nogodpanHas U3
pa3HbIX HCTOYHHKOB B COOTBETCTBHH C
3a/IaHHON CHTYyaluen

Cemunaps! yyebHo-
paKTHYecKHe
koH(epenuuu. Jlenossie
UTPLI-MO/IeTAPOBAHHE
npoecCHOHANTBHBIX
CHUTYaIHH




